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Europe
Greece
� Hellenic Air Force
� General Secretariat of Civil Protection
� Athena Academy & Athena Worldwide LLC
� Carrier Corporation
� US Embassy Athens
� Greek Government (PM Office)
� Dupont Greece
� Presscode Network
� National School of Public Health
� Meditime
� Special Olympics World Summer Games

ATHENS 2011
� National Centre of Emergency Care
� PricewaterhouseCoopers
� PwC
� Panteion University of Athens

� National Centre for First Aids (EKAB)
� TUA (ChemEng Department)
� National Technical University of Athens
� iQ Studies
� Kapodistriakon University of Athens

(Medical School)
� National Nursing University School
� Ministry of Defence
� National Intelligence Service
� Hellenic Police
� Athensʼ EOD Squad
� Joint Military Intelligence Division (Hel-

lenic National Defence General Staff)
� Epipleon Security
� Athensʼ International Airport S.A.
� PNOI S.A.
� National Security School
� National Authority for Chemical Weapons
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Netherlands
� Military Hospital (Utrecht)
� VSTEP BV
� TNO Defence, Security and Safety
� Organization for the Prohibition of Chemi-

cal Weapons (OPCW)
� Netherlands Defence Academy
� National Security and Intelligence
� TU Delft
� White Queen BV
� Militaire Spectator Journal
� NATO werkgroep Force Health Protection
� Inspector General Military Health Care
� Meander Medical Center Amersfoort
� Joint CBRN Centre of Expertise (MoD)
� Ministry of Education, Science and Culture
� University of Amsterdam
� Blücher NL BV
� The Hague Centre for Strategic Studies
� International Center for Prehospital and

Disaster Medicine
� ISAC Foundation

ASIS International
� Chemicals& Safety International (CASI)
� Delft University of Technology
� International Committee of Military Medicine
� Defence Intelligence and Security Service
� CBRN consultancy Bourgondien
� European Stadium and Safety Manage-

ment Association
� Ministry of Defence (DEOD-DC)
� IB Consultancy
� NLD Ministry of Defence (Regional Mili-

tary Command South)
� National Operations Centre
� iXeR.nl
� Sperian Protection
� The Hague Airport
� KPMG
� Europol
� Hutter Security

Cyprus
� European University Cyprus
� Cyprus Nurses & Midwives Association
� Ministry of Defence

Serbia
� Institute for Strategic Research
� University of Belgrade (Faculty of Secu-

rity Studies)

� Academy of Diplomacy and Security
� Media Wizards Company

Romania
� ATC Systems
� Ministry of Defence
� University of Bucarest

Slovak Republic
� Pravda daily
� Euro-Atlantic Quarterly

Monaco
� Aviation Club International

Iceland
� Iceland Fire Authority
� Security Center of Iceland

Sweden
� Swedish Rescue Training Centre (SRTC)
� Gotlands kommun (Safety & Security)
� SIPRI
� Institute for Security and Development

Policy
� SECRAB Security Research
� European CBRNE Center
� The Swedish Fire Protection Association

(SFPA)
� National Intelligence Section
� University of Umea 
� Swedish Fire Research Board
� Swedish Radiation Safety Authority
� Operative Security Academy
� Swedish Defence Research Agency (FOI)

Finland
� Technology Industries of Finland
� Environics Oy
� Observis Oy

Norway
� Norwegian Cruise Lines
� Nordic Safety and Security Academy

(NSSA)
� Norwegian Air Shuttle
� MilitærTeknikk

Croatia
� Zaštita (Protection) Journal
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Italy
� Zep Italia
� SeMeL.biz
� SeMeL International
� Top Search
� Bonuomo Security
� Protezione Civile Perugia
� University of Milan
� NATO (JFC Naples)
� Padova Hospitals
� EMS 118 Torino
� Istituto Nazionale Malattie Infettive Laz-

zaro Spallanzani
� Western Defence Studies Institute
� Mediterranean Center for Intelligence

Studies (MCIS)
� UNICRI
� Cristanini SA (decontamination)
� Centro di ricerca in Medicina d'Emer-

genza e dei Disastri (CRIMEDIM –Univer-
sità Piemonte Orientale)

� CTBTO
� ENI
� San Camillo Forlanini Hospital
� Canadian Embassy Rome
� Link Academy (Link Campus University)
� Italy Legal Focus

Belgium
� Belgian Ministry of Defence
� NATO Naval Mine Warfare Center of Ex-

cellence
� Belgian Netherlands Naval Minewarfare

School
� European Parliament
� Supreme Headquarters Allied Powers Eu-

rope
� NATO (CBRN)
� Integrated Defence Solutions Forum
� European Strategic Intelligence & Secu-

rity Centre
� JCBRNC Belgium
� Federal Police (K9)
� Rezidor Hotel Group
� Institute of Civil Protection and Emer-

gency Management
� Council European Union
� European Union Military Staff
� European Security Round Table
� G4S Security Services
� Belgian Ministry of Health

� UNDAC (United Nations OCHA)
� Notary Public
� Hatzoloh of Antwerp Medical Emergency

Response Team

Denmark
� Danish Institute of Fire and Security Tech-

nology
� Danish Technical University
� Danish Emergency Management Agency
� Statens Serum Institut
� Nestle
� ASIS International
� Centre for Military Studies (University of

Copenhagen)

Switzerland
� Swiss Federal Office of Public Health
� Centre for Security Studies (Swiss Fed-

eral Institute of Technology)
� Federal Office for Civil Protection (FOCS)
� Spiez Laboratory
� ICRC
� FIFA
� i-intelligence
� Event Knowledge Services (EKS)
� ABC Zentrum, Spiez

Estonia
� Baltic Defence College

Luxemburg
� FRS Global
� People Primetime Ltd

Germany
� EU Exchange of Experts in Civil Protec-

tion
� Bruker Daltonics GmbH
� George C. Marshall European Centre for

Security Studies
� European Organisation for Security
� Kroll Security Group
� Dramaworks GmhH
� DHL Express
� A.I.P.International
� Military Technology Magazine (Mönch

Group)
� Joint Movement Operations Center (Spe-

cial Operations Command Africa)

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 11



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

Austria
� EMS Vienna
� IAEA
� CTBTO/OSI
� Hot Zone Solutions GmbH
� DMAT Consulting KG
� NBC-Defence School "Lise Meitner"

France
� Paul Boye Technologies
� Thales
� NBC-Sys
� Airbus
� The Croissant

Turkey
� GATA

Portugal
� MRINetwork MRIWW
� Presidência do Conselho de Ministros

Spain
� General Directorate of the Guardia Civil
� SCOTT Health & Safety
� University of Cadiz

Poland
� RAPORT-wto Defence Magazine

United Kingdom
� Future Intelligence Journal
� RAND Europe
� ISS Pegasus
� Surrey County Counci
� HQ NATO
� Health Protection Agency (HPA)
� NHS London SHA
� NHS South East Coast
� Institute of Risk Management
� Royal United Services Institute (RUSI)
� London Organising Committee of the

Olympic Games
� Kent County Council
� Centre for Defence Studies at King's Col-

lege London
� Organization for the Prohibition of Chemi-

cal Weapons (OPCW)
� Ministry of Defence
� Explosive Learning Solutions Ltd
� National Counter Terrorism Security Of-

fice (NaCTSO)

� Thales CBRNe Research
� London Ambulance Service (Olympic

Games Planning Office)
� Bruhn NewTech
� SMi (Defence & SecurityTeam)
� CBSbutler
� Police National CBRN Centre
� Atkins Global
� CBRNE Ltd
� Pursuit Dynamics
� Union Industries Ltd
� SCS Ltd
� Haztek International
� HazmatLINK Ltd
� Cap SP&CBRN
� Chemical & Biological Warfare Review
� Smiths Detection
� Scott Health & Safety
� Crisis Management Centre
� Chatham House
� Aviation Security International Journal
� Green Light Ltd
� Satovarac Consulting
� Risk Advantage Consulting Services Ltd
� CC Consulting
� S.A.B.R.E
� Public Safety Associates Ltd
� Metropolitan Police Service
� City Security and Resilience Network

(CSARN)
� SSR
� Adviser
� Coventry University
� Serco
� East Kent University Hospitals Trust
� North Yorkshire Police
� PSD Group
� Future Intelligence
� NHS London SHA
� Jane's Information Group
� Police Newcastle upon Tyne
� Newcastle City Council
� Milton Keynes Council - Risk & Business

Continuity
� NHS Sutton & Merton
� Institute of Civil Protection & Emergency

Management 
� Institute of Civil Protection and Emer-

gency Management (ICPEM)
� Centre for Disaster Management (Coven-

try University)
� South West Strategic Health Authority
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� Scott Health & Safety
� Bucks New University
� The Salvation Army
� Government Decontamination Service
� University of Brighton
� University of Bath
� Local Authority Olympic Resilience Team

at Local Government Association
� Real-Time Consultants
� Government Office East Midlands
� De Boer Structures
� International School for Security & Explo-

sives Education (ISSEE)
� SELEX SAS
� The Counter-IED Consultancy
� Dundee City Council
� Royal Borough of Windsor and Maidenhead
� CitySafe
� University of Leicester (Risk, Crisis & Dis-

aster Management)
� Liverpool City Council
� Police National Search Centre (PNSC)
� Security Watch India @ UK
� London 2012 LOCOG
� IHS Jane's
� Aegis Defence Services Ltd
� Crisis Response Journal
� IAFPA Bulletin
� The Shephard Group
� Andersen Steinberg Consulting
� Allen-Vanguard
� PiPerform Ltd
� SELEX Communications Ltd
� Clarion Events (Counter Terror Expo

2011)
� CBRNe World Journal
� Shadow Robot Co
� London Technology Network (LTN)
� Cranfield University
� Centre for the Study of Terrorism and Po-

litical Violence
� University of Leicester
� Ex Military Personnel
� 999team
� EU project COST
� University of Bath
� Hazardous Ops
� Cardiff County Council
� Northrop Grumman Mission Systems Eu-

rope (NGMSE) Ltd
� BIOAXIS Healthcare
� Hanover Associates (UK) Ltd

� UK Home Office
� Shaping Tomorrow
� AWICP - Asymmetric Warfare Intelligence

for Close Protection Operations Ltd.
� SOFITEL London St. James Hotel
� Zest4 Training Ltd
� NHS East Midlands Ambulance Service
� University of Portsmouth (Security Institute)
� Crisis Solutions
� Circuit Magazine
� CornerStone GRG Ltd
� King's College London (Department of

War Studies)
� Top 3 Percent Club
� Infantry Battle School (IBS) Brecon
� Stuart Harrison UK
� Brunel University (Centre for Intelligence

and Security Studies)
� Athena Security & Intelligence Consult-

ants Ltd
� radeBytes UK
� Royal Army Medical Corps
� UK Defence Forum
� GDS
� Bucks New University
� Mark Allen Group
� EMS CONSULTANT
� Emergency Planning Solutions Ltd
� London Ambulance Service
� Guy's and St. Thomas' NHS Foundation

Trust
� UCL (Jill Dando Institute of Security and

Crime Science)
� Smiths Detection (2012)
� G4S
� UK Consultants
� British Red Cross
� 352nd SOG
� Yorkshire Ambulance Service NHS Trust
� PN CBRN Centre (Coventry)
� ISS FS Security (Goldman Sachs)
� Mass Spec Analytical Ltd.
� BDEC Ltd
� Stephenson Resilience
� S.I.S. Service Intelligence Security
� Sefton Council
� Counter Terrorism and Disaster Victim

Identification (DVI) Faculty
� Central Office of Information (COI)
� Institute of Risk Management
� Veterus Consulting Ltd.
� Civil Service UK
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� Care & Social Services Inspectorate
Wales

� 1st Security News
� Royal College of Nursing
� Association of the British Pharmaceutical

Industry
� University of Leicester
� Oxfordshire County Council
� Central London Community Healthcare
� Royal Borough of Kingston
� Derby Hospitals NHS Foundation Trust
� The City of Edinburgh Council
� Guy's & St Thomas' NHS Trust
� CIR Magazine
� Sage (UK) Ltd.
� Babcock International Group PLC
� Kratos Enterprises Ltd
� SMi Group
� Cabinet Office
� East of England Ambulance Trust
� BBC
� Matom

Africa
South Africa
� African Centre for Disaster Studies (North

West University Potchefstroom Campus)
� Sabre International
� Metropolitan Police (Port Elizabeth)
� Helen Joseph Hospital, Gauteng Depart-

ment of Health

Kenya 
� International Federation of Bio-safety As-

sociations (IFBA)

Burundi
� Burundian Ministry of Defence

Middle East
Israel
� The Interdisciplinary Center, Herzliya
� International Security Academy
� Sabre International Security
� IIR
� Institute for the Study of Asymmetric Con-

flict (ISAC)
� Global Medical Service
� Adelson Institute for Strategic Studies at

Shalem Center
� Institute of Terrorism Research and Re-

sponse
� Teva Pharmaceutical Industries LTD
� IB Consultancy
� ID-Sec Solutions Ltd
� Beth-El Industries Ltd.
� Arttic
� Community Counter Terror Rapid Reac-

tion Force (Ginot Shomron)
� Denoman International Ltd
� Bar Ilan University
� Maala2
� ISDS Ltd
� Arttic
� National Center for Trauma and Emer-

gency
� The Ben Gurion University
� Israel Airport Authority
� ASERO Worldwide
� Athena GS3 – Security Implementations Ltd
� Imco Industries Ltd.
� IS4 International Ltd

Jordan
� Elite Aviation
� Public Security Directorate
� University of Jordan
� Intercontinental Jordan
� Jordan Gendarmerie Forces

UAE
� Global Strategies Group
� National Bank of Abu Dhabi
� Lysys
� United Arab Emirates University
� Abu Dhabi Police
� UAE Critical National Infrastructure Au-

thority

Saudi Arabia
� Ministry of Defence
� Disaster Recovery
� DSFH
� G4S Security Services
� King Abdullah University of Science and

Technology (KAUST)
� EADS

Qatar
� Qatar Olympic Committee - Arab Games

2011 
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� AFC Asian Cup Qatar 2011 Local Organ-
izing Committee

� Institute for Security, Science and Tech-
nology (Imperial College)

� Qatarlyst

Kuwait 
� Jumeirah Group

Bahrain 
� RTI Group LLC

Asia
Russian Federation
� Sochi 2014
� Biological Threat Reduction Program

India
� Security Watch India
� Mahindra & Mahindra Group (MSSG)
� Environics Oy
� Greentech Foundation
� Totem International Ltd
� CRIDYNE
� SWTECH
� Eldynegroup Electro Systems Pvt Ltd
� Kirkhope Consulting International
� Rockland Hospitals Group
� Lal Bahadur Shastri Institute of Manage-

ment
� Totem

Japan
� Sompo Japan Risk Management, Inc
� USMC Japan

China
� UNISDR
� International Association of Emergency

Managers
� PyeongChang2018
� Heart-to-Heart International

Pakistan
� National Counter Terrorism Authority

Afghanistan
� Counter Insurgency Training Centre
� SOTF Southeast

Azerbaijan
� International Security Research Centre of

Azerbaijan

Singapore
� National Security Coordination Centre
� SMi Group Asia-Pacific
� iJet
� NSCS
� Control Risks
� Ministry of Finance
� National Institute of Education
� Nanyang Technological University
� Business Continuity Management Insti-

tute

Philippines 
� CBRN Defense & Emergency Response

Malaysia
� Avon Protection Systems

Indonesia
� US Embassy Indonesia

Oceania
Australia
� Explosive Protective Equipment (EPE)
� Centre for Policing, Intelligence and

Counter-Terrorism (PICT – Macquarie
University)

� Commonwealth Games Federation
(CGF)

� Sydney Opera House
� Australian Security Academy

N Zealand
� Ministry of Defence (EOD/CBRNE)

North America
United States
� Remote Medical Associates
� University of Minnesota
� BAE Systems
� American Military University
� Raytheon
� Ohio Homeland Security, Strategic Analy-

sis and Information Center (State Fusion
Center)
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� Paramount Pictures in Hollywood, Califor-
nia

� Security Cosmopolitan Journal (Las
Vegas)

� Center for Hemispheric Defense Studies
� Transportation Security Agency (TSA)
� Notre Dame College (Security Policy

Studies)
� Notre Dame College (Center for Intelli-

gence Studies)
� University of Rhode Island  (National In-

stitute for Public Safety Research and
Training)

� Strategic National Stockpile (CDC)
� The Business Continuity Institute
� Capella University (Public Safety - Crimi-

nal Justice/Forensics, School of Public
Service Leadership)

� Disaster Recovery Journal
� Yale University
� International Assessment and Strategy

Center
� High Alert International
� BCO 22nd Chemical BN
� Institute of Terrorism Research and Re-

sponse (York)
� NEFA Foundation
� Organum Intelligence Company (OIC)
� Federal Bureau of Investigation (JTF)
� U.S. Secret Service
� American Jewish Committee (Division on

Middle East and International Terrorism)
� US Gov (ChemBio Defense T&E Div)
� Harvard School of Public Health
� World Policy Institute
� 22d Chemical Battalion
� Camber Corporation
� Anti Terrorism Accreditation Board
� The Associated Press
� KD Analytical Consulting
� GEOMET Technologies, LLC
� Regent University (International Politics

and Terrorism Studies)
� Pentagon Force Protection Agency

(CBRNE Response)
� Walt Disney World Swan and Dolphin
� Fletcher School  (Institute for National

Security Studies)
� The Joint Staff
� Northwestern State University (Criminal

Justice Department (Homeland Security)
� DoD Defence Threat Reduction Agency

(CBRNE)
� USMC (Antiterrorism Program)
� US Army Korea (CBRN)
� SAIC
� Security Management Resources
� University of Nevada Las Vegas
� George Mason University
� US State Department (CBWs)
� Stress Centre of North Mississippi
� Human Intelligence Productions
� University of Maryland University College
� U.S. Army Chemical Materials Agency
� University of Missouri
� Northrop Grumman Corporation
� Task Force V.I.P.E.R.
� New York State Fire
� Safety Equipment Institute
� The Jamestown Foundation
� Georgetown University
� Missouri Department of Mental Health
� University of Arkansas
� US Army (CBRN Ops)
� Small Wars Foundation
� Naval War College
� Colorado State University
� SAIC
� EOD Technology, Inc
� NEWS OF THE FORCE
� Phoenix Global Intelligence Systems
� Safety Training and Consultations Inter-

national LLC (STCI)
� US. Dept of Navy
� Coalition for Tactical Medicine
� George Washington University (Home-

land Security Policy Institute)
� US Army (TRADOC)
� American Center for Democracy
� Economic Warfare Institute
� Institute for the Future (IFTF)
� Multifaceted Media Group
� US Department of Homeland Security
� Homeland Security Group
� ASIS International
� Camber Corporation
� Advanced Concepts & Technologies In-

ternational (ACT-I)
� Trelleborg-Viking, Inc.
� Paul R. Laska Forenisc Consulting, Inc.
� USMC
� Tex-Shield, Inc.
� The Galatas Group
� Force 1 Decon
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� James Lee Witt Associates
� NBC Industry Group
� BayCare Health Systems
� National Association of EMT's
� New York Downtown Hospital
� Kaiser Permanente Medical Group
� Long Beach Medical Reserve Corp
� Institute for National Security & Countert-

errorism (INSCT)
� IEM
� RAND Organization
� The International Association for Coun-

terterrorism & Security Professionals
� CTSERF
� Center for Security and Emergency Man-

agement, Inc. (C4SEM)
� International Association of Emergency

Managers (IAEM)
� Massachusetts Department of Fire Serv-

ices
� NATO Allied Command Transformation
� WMD Civil Support Team (New York)
� The Linc Group
� Smiths Detection
� Freeport Rural Ambulance Service
� Star Ambulance
� Battelle
� US Department of Health & Human Serv-

ices
� Lion Apparel
� Advanced Engineering Solutions
� University of South Florida
� Asymmetric Warfare Center
� WorldThreats.com
� Sandia National Laboratories
� U.S. Naval Postgraduate School
� 21st Century Defence Initiative (The

Brookings Institution)
� Environics Oy USA
� Nucsafe Inc.
� CACI International Inc. (CBRN)
� George C. Marshall Centre
� NYS Department of Health
� Crisis Management Group, LLC
� Centre for Advanced Studies on Terrorism

(LA)

� The Cato Institute
� Counterinsurgency Center (US Army)
� The Brookings Institution
� Stratfor
� MARFORPAC CBRN (USMC)
� The Washington Post
� COBRA Training Facility (DHS FEMA)
� U.S. Army War College Strategic Studies

Institute
� Santa Rosa Consulting
� Centre for Emergency Response and Ter-

rorism
� Joint Special Operations University
� Centre for National Security Law (Univer-

sity of Virginia School of Law)
� DuPont USA

Canada
� Canadian Security Intelligence Service
� Canadian Tactical Training Academy
� Allen-Vanguard Corporation
� GCIS Strategies Group
� MED-ENG SYSTEMS INC
� CBRN Defence
� Royal Military College of Canada
� ContinuityLink

South America
Argentina
� International Security Defence Systems,

LLC
� Dr. Cosme Argerich Acute General Hospi-

tal

Brazil
� House of Representatives
� Performance Global
� Sao Paulo State Civil Police Academy
� 2014 FIFA World Cup Brazil Organizing

Committee
� Government Federal Administration

Peru
� Council on Hemispheric Affairs
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Editorial
Dear Colleagues,

It gives. me great pleasure to complete the “Spring-2011” issue of the CBRNE-Terrorism
Newsletter in its new format. 

Starting from this issue and with your valuable contribution and enthusiasm, original papers
were also included along with the standard articlesʼ collection and news from around the globe.
The new format will give a more professional look to the Newsletter although the target will re-
main unchanged – tCBRNE and Terrorism issues. Your future contribution will be highly ap-
preciated and sharing knowledge and information will be the tool for a safer world in an era of
global turbulence. 

Another important development into this lonely until know editorial effort, is that now two col-
leagues (Steve Photiou MD, MSc from Padova, Italy and Nikolaos Kokkotas, MSc from Athens)
joint the editorial team of the Newsletter and with their assistance and supervision we will man-
age to correct the little details on text editing and the general format and appearance of the con-
tent along with the professional assistance of our publisher (Valia Kalatzi, MSc). 

A third important issue is that starting from “Summer-2011” issue all advertisements will be
charged according with the price table provided in page 3. Prices will be most competitive be-
cause our aim is to cover only our functional expenses and save some money in order to sub-
scribe to more specialized webs or journals that will allow us to provide more detailed and
updated information to our readers. 

From the above you realize that CBRNE-Terrorism issues are kind of a “passion” for us and
not a main stream profession for profit. Even if the ads will not work out well, we will continue
to edit the Newsletter even in its previous amateuristic format because it is the content that
matters not how the whole thing looks like! It is self-evident that your remarks, comments and
suggestions are more than welcomed and will be highly appreciated and incorporated in future
issues!

Enjoy the CBRNE-Terrorism Newsletter and if you really like it, please feel free to pass it over
to others in your networks!

Editor

BG(ret) Ioannis Galatas, MD, MA, MC

Editorʼs Corner
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A battle is raging in terrorism studies. Propo-
nents of the «strategic model» claim. That ra-
tional people participate in terrorist groups
mainly for the political return. Proponents of the
«natural systems model» claim that rational
people participate in terrorist groups mainly for
some form of social gain. The first model ar-
gues that terrorists attack civilians for the col-
lective benefit of coercing political concessions,
whereas the natural systems model claims that
individuals engage in terrorism for the per-
sonal, selective benefit of participating in an ex-
citing, tight-knit, social group. Although this
debate is spearheaded by academics, it is
hardly academic: The question of terrorist mo-
tives is fundamental to counterterrorism be-
cause one cannot expect to cure a malady
without understanding its underlying cause.[1]

Cronin, professor of strategy at the U.S. Na-
tional War College, does not explicitly align her-
self with either school of thought, but How
Terrorism Ends suggests that social calcula-
tions are more determinative than political
ones. Her analysis of how terrorism ends indi-
cates that it is seldom due to rational, political
considerations. Cronin finds, for example, that
negotiating with terrorists «very rarely» works
since most «terrorist groups choose not to ne-
gotiate at all.» This aversion to compromise re-
sults because «organizational survival
overshadows the [stated] cause.» The logic is
clear but sadly familiar: «If violence is part of the
identity or livelihood of participants themselves,
then the likelihood of negotiations resolving a
conflict is miniscule.« The Oslo accords are il-
lustrative: By embracing them, Palestinian ter-
rorists of all persuasions would have
unquestionably advanced their stated territorial
aims. But groups such as Hamas and Palestin-
ian Islamic Jihad instead ramped up their vio-
lence, helping to derail the peace process in
order to ensure their organizational survival.

In fact, Cronin notes that what usually
brings terrorists to the negotiating table are

generally threats to the organization itself
rather than to its putative political purpose.
She finds that terrorist groups rarely abandon
the armed struggle due to achieving their offi-
cial political goals. This conclusion is ex-
pected given the fact that terrorist groups
virtually never attain their given political aims,
a point underscored in this reviewerʼs 2006
study in International Security, which com-
pared the abysmal success rate of terrorist
campaigns to other forms of protest.[2] Her
case studies do, however, bolster the thesis
that terrorism is inherently politically counter-
productive by hardening governments and
discouraging them from making concessions.
She sensibly focuses on the handful of terror-
ist groups in modern history that achieved
their policy demands such as the African Na-
tional Congress and shows that they did so
«despite the use of violence against innocent
civilians [rather] than because of it.» The au-

How Terrorism Ends
Understanding the Decline and Demise of Terrorist Campaigns
by Audrey Kurth Cronin
Reviewed by Max Abrahms
Middle East Quarterly: http://www.meforum.org/2797/how-terrorism-ends
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thor is quick to point out that this does not
mean terrorism accomplishes nothing at all;
as previous studies have shown, terrorist acts
can undercut the organizationʼs professed po-
litical agenda while simultaneously boosting
membership, morale, and cohesion.[3]

So how then does terrorism end? By pro-
voking government repression, its perpetra-
tors have occasionally been stamped out. In
fact, Cronin observes that «it is difficult to find
cases» where governments did not use re-
pressive measures, digging in their political
heels. This does not mean that she endorses
a policy of outright repression, however, since
this response risks backfiring by turning the
local population against the government and
ultimately invigorating the terrorist group. A
more frequent way for terrorism to end is by
alienating potential supporters. She provides
numerous examples of terrorist groups that
«imploded» due to their lack of appeal to fresh
recruits, infighting between organization
members, and especially, backlash against
the gory violence itself, which she believes is
«the most common» way for these organiza-
tions to go out of the terrorism business. One
example occurred in August 1998 when the
Real Irish Republican Army splinter-group
spurred a local backlash against it by killing
twenty-nine noncombatants in Omagh, North-
ern Ireland. Similarly, the November 2005 Is-
lamist terror attacks in Amman, Jordan, killed
sixty innocent people but dramatically eroded
local support for al-Qaeda and its affiliates
throughout the country. Finally, Cronin finds
that terrorist groups sometimes abandon the

armed struggle but remain intact for patently
apolitical reasons. A typical reorienting path-
way is the transition to purely criminal behav-
ior exemplified in the Abu Sayyaf Group, a
Philippines-based al-Qaeda affiliate.

Cronin has written an important book on
how terrorism ends. Her analysis is equally il-
luminating for its insights into why people en-
gage in terrorism in the first place. The
evidence is growing that these two areas of
study may actually lead to the same conclu-
sions. If so, serious implications for counterter-
rorism policy should flow from the recognition
that social factors tend to trump political ones in
the making and unmaking of terrorists.

Max Abrahms is a postdoctoral fellow in
the Dickey Center for International Under-
standing at Dartmouth College, a postdoctoral
fellow on the Empirical Studies of Conflict
project sponsored by Princeton University,
and lectures on terrorism at Johns Hopkins
University.

[1] On the debate in terrorism studies be-
tween the strategic model and the natural sys-
tems model, see Max Abrahms, «What
Terrorists Really Want: Terrorist Motives and
Counterterrorism Strategy,» International Se-
curity, Spring 2008, pp. 78-105.

[2] Max Abrahms, «Why Terrorism Does
Not Work,» International Security, Fall 2006,
pp. 42-78.

[3] Mia Bloom, Dying to Kill: The Allure of
Suicide Terrorism (New York: Columbia,
2005); Marc Sageman, Understanding Terror
Networks (Philadelphia: University of Penn-
sylvania Press, 2004).
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Confidential files of the website WikiLeaks
have been stored into a nuclear bunker in
Stockholm, Sweden early this week. In partic-

ular, WikiLeaks servers are moved to the “Pi-
onen” White Mountains data center, 30
meters below the ground after being dumped
by Amazon. According to the Norwegian news
site VG Nett, the “Pionen” White Mountains
data center is owned by Bahnhof - a Swedish
broadband provider. This is the home to Wik-
iLeaks\ʼ sever and confidential national data
called «James Bond» styled bunker, or Cold-
War-era nuclear bunker. Let\ʼs take a tour
around the nuclear bunker of WikiLeaks in the
“Pionen” White Mountains data center in
Stockholm, Sweden.

There are two WikiLeaksʼ servers at least
hosted by Bahnhof, a Swedish broadband
provider under the granite-housed World-
War-II era bunker

WikiLeaks moved into Bahnhofʼs “Pionen”
White Mountains data center for the fist time
in August 2010 utilizing servers owned by the
Swedish Pirate Party. However, WikiLeaks
has currently had a direct contract with Bahn-
hof in order to have servers hosted

At present, WikiLeaksʼ web servers are
hosted by Bahnhof in a nuclear bunker in
Stockholm, Sweden. It may soon move to
Germany

Inside Nuclear Bunker of Wikileaks in Stockholm 
Source:http://society.ezinemark.com/inside-nuclear-bunker-of-wikileaks-in-stockholm-
77367f8e6beb. html#ixzz180zdvMiI 
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Bahnhof is the oldest and largest internet
provider in Sweden providing the first com-
mercial internet connections in 1994

The nuclear bunker in Bahnhofʼs “Pionen”
White Mountains data center featuring with
the «floating» conference room and backup
generators remind the scenes from «James
Bond» film

The Cold-War-era nuclear bunker is
equipped with half-meter thick metal doors,
backup generators and some powerful mili-
tary forces with a view to protecting from dan-
ger

The move of Wikileads to Bahnhofʼs “Pio-
nen” White Mountains data center in Stock-
holm, Sweden is the result of debate last
month of the launch of thousands of confi-
dential documents about the Afghanistan war

About 15,000 secret documents related to
the Afghanistan war will be released soon
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The wife of suicide bomber who was radi-
calised in Britain before carrying out a suicide
bombing on a busy street in Sweden today
spoke of her ʻdevastationʼ. Iraqi-born Taimour
Abdulwahab Al-Abdaly, 28, blew up his car,
then him-
self, in the
c a p i t a l
Stockholm.
And today it
emerged he
was thrown
out of a
L u t o n
m o s q u e
three years
ago for
being too
radical. A
S w e d i s h
prosecutor
said it was likely that Abdulwahab was wear-
ing a bomb belt and was possibly on his way
to a department store or train station when the
explosive detonated by accident. Abdulwahab
spent much of the last decade in Luton – long
known as a hotbed of terrorism – where he
studied for a degree and continued living
there with his wife Mona Thwany and three
young children.

Mrs Thwany - who runs her own beauty
business Amira Make-up and Hair - said she
had no clue about her husbandʼs intentions.
Asked if she had been aware of the plot she
told Swedish newspaper Expressen: ʻNo, of
course not. I really donʼt want to talk right now.
I am very devastated and upset.ʼ Sources at
the Luton Islamic Centre today said Abdulwa-
habʼs views were deemed so extreme that he
was asked to leave after he began giving ser-
mons three years ago. It is claimed after being
kicked out of the mosque he began preaching
to the Islamic Society at the University of Bed-
fordshire. Qadeer Baksh, chairman of the
Luton Islamic Centre, said he tried to reason

with al-Abdaly but to no avail. ʻIt was the gen-
eral public, worshippers, that brought it to the
committeeʼs attention that there was someone
in here teaching something that is alien to
Islam - extremist views,ʼ he said. ʻSo I went

and I faced
him. I chal-
lenged his
thoughts and
his ideas and
we got into a
theological de-
bate.

ʻI felt he
was playing a
game with me,
just so he gets
access to
these wor-
shippers. So,
basically, I

confronted him in front of the whole commu-
nity and I brought up every single one of the
doubts that he had been spreading and that
he was debating with me.ʼ Police were
searching a property in the town today as part
of the probe into the suicide attack. The Bed-
fordshire town has a Muslim population of
20,000 and has been linked with a string of
high-profile extremists. Last year Muslim pro-
testers disrupted a homecoming march of sol-
diers returning from Afghanistan. It has also
emerged Abdulwahab - who had lived in the
UK for 10 years - visited radical Islamic web-
sites and Facebook groups including one
which offers advice on preparing for Judge-
ment Day. Another website he visited - Yawm
Al-Qiyaamah - shows pictures of Tower
Bridge engulfed by flames and has more than
8,000 followers. His Facebook page features
an Islamic flag being raised over a world in
flames. On the page, he says he is a member
of the group Islamic Caliphate State, which
seeks to establish Islamic rule worldwide and
adds: ʻIʼm a Muslim and Iʼm proud.ʼ Police

Stockholm suicide-bombing
Source: http://www.dailymail.co.uk/news/article-1337930/Sweden-bomb-probe-Stockholm-
blast-suicide-bomber-radicalised-Luton.html#

Terror: A firefighter with a foam hose battles with the car after it was set
ablaze by the bomber
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were investigating Abdulwahabʼs British con-
nections last night. Neighbours in Luton sug-
gested that his wife, who herself has
fundamentalist views, and their children are
still living there. Metropolitan Police officers
started examining a house last night, after a
warrant was issued under the Terrorism Act
2000. A terraced property in the Bedfordshire
town was cordoned off today, with officers
seen going in and out.

Neighbour Noreen Hussain, 30, said the
person who lived at the house at the centre of
police activity was a family man. Although she
did not know him by name, she said: ʻWe just
said hello every so often. He had two girls and
one boy, and the boy was born this year. ʻHe

loved his kids so much. He used to play with
them all the time in the garden on the tram-
poline.ʼ The involvement of a student from a
British university in yet another terrorist inci-
dent will raise fresh questions about admis-
sions to UK universities, and the radicalisation
of Muslim students when studying in this
country.

It is less than a year ago that a worldwide
alert was sparked when former University Col-
lege London student Umar Farouk Abdulmu-
tallab, a Nigerian, was arrested on suspicion
of trying to blow up an aeroplane with explo-
sives hidden in his underpants. The latest
bomber moved to Sweden with his family from
Iraq when he was 11. He came to Britain in
2001 to study sports therapy at the University
of Luton, now the University of Bedfordshire.
He moved back to Sweden more recently and
is believed to have separated from his wife,
but they have not divorced. 

An apocalyptic image from Abdulwahabʼs Facebook
page which calls for an Islamic state

Police guard: An officer stands outside suspected
bomber Taimour Abdulwahab Al-Abdalyʼs house in
Luton
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Terror came to usually peaceful Stockholm
on Saturday afternoon, minutes after Abdul-
wahab – who was due to celebrate his 29th
birthday today – sent a warning of an im-
pending attack to a Swedish news agency
and police.

The mosque in Luton, where the suspect
preached, threw him out three years ago for
being too radical The warning referred to the
presence of 500 Swedish troops among the
Allies in Afghanistan and caricatures of the
Prophet Mohammed drawn three years ago
by Swedish cartoonist Lars Vilks. The warn-
ing email contained messages to the
bomberʼs family, one asking that his children
were told ʻDaddy loves themʼ Immediately
after the email arrived, Abdulwahabʼs car
burst into flames on a busy street in the city
centre, with a series of explosions following
from gas canisters stashed inside the vehi-
cle. Around ten minutes later Abdulwahab
shouted in Arabic before detonating a pipe
bomb which killed him and wounded two
passers-by. Tragedy was only narrowly
avoided, as police are understood to have
found five more bombs on Abdulwahabʼs
corpse which did not go off. He also wore a
rucksack full of nails. It was speculated that
the car bomb was designed to attract police
and crowds, who would have been killed in
their scores if all the suicide bombs had gone
off. At a taxi office opposite the Luton flat
where Abdulwahab is understood to have
lived with his wife, employee Imran Khan, 31,
said: ʻWe used to see him all the time. He
lived across the road with his wife, a chubby
lady who wore a full veil that covered every-
thing apart from her eyes. ʻHe was really quiet
and she wouldnʼt say anything. I havenʼt seen
him here for a while but sheʼs still around with
their two little kids.ʼ

British education: He is believed to have lived in Luton
for a number of years after attending university in the
UK

Ablaze: A firefighter attempts to put out the fire following
a car bomb explosion in Stockholm

Aftermath: The body of a suicide bomber - thought to be
Taimour Abdulwahab Al-Abdaly - lies in a Stockholm city
centre street covered with a blanket following two blasts
yesterday afternoon
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The woman believed to be Abdulwahabʼs
wife two years ago signed an online petition
calling for the wearing of the veil to remain
legal worldwide. More than 250 people have
joined a group set up on Facebook titled ʻRIP
Taimour Abdulwahab our brother and friendʼ.

THE BOMBERʼS CHILLING LETTER
The following is the full text of an email

sent to a Swedish news agency before the
blasts:

ʻIn the name of God the merciful. Prayers
and peace to the Prophet Mohammad, peace
be upon him.

ʻThanks to Lars Vilks and his paintings of
the Prophet Mohammad, peace be upon him,
and your soldiers in Afghanistan and your si-
lence on all this so shall your children, daugh-
ters, brothers and sisters die in the same way
as our brothers and sisters and children die.

ʻNow the Islamic states have fulfilled what
they promised you. We are here in Europe
and in Sweden, we are a reality, not an in-
vention, I will not say more about this.

ʻOur actions will speak for themselves, as
long as you do not end your war against Islam
and humiliation of the prophet and your stu-
pid support for the pig Vilks.

ʻTo all Muslims in Sweden I say: stop fawn-
ing and humiliating yourselves for a life of hu-
miliation is far from Islam. Help your brothers
and sisters and do not fear anything or any-
one, only the God you worship.

ʻTo my family, try to forgive me. I could not
sit and watch while all the injustice happens
against Islam and the Prophet Mohammad,
peace be upon him, when the pig Vilks did
what he did.

ʻForgive me for my lies. I never went to the
Middle East to work or earn money, I went
there for jihad. I hope that you can understand

me some time. I could never have told you all
this or to anyone.ʼ  

Scotland Yard said: ʻAt 10.55pm last night,
Metropolitan Police officers executed a search
warrant under the Terrorism Act 2000 at an
address in Bedfordshire. ʻNo arrests have
been made and no hazardous materials
found.ʼ

Al-Abdaly listed himself on Muslim dating
website Muslima as a physical therapy grad-
uate from Bedfordshire University. He wrote
on Muslima that he was born in Baghdad and
moved to Sweden in 1992 before coming to
the UK in 2001. He said he was married in
2004 and had two young girls. ʻI want to get
married again, and would like to have a big
family. My wife agreed to this,ʼ he wrote. He
said he was looking for a practising Sunni
Muslim who loves children and ʻwants to
please Allah before meʼ.

He described himself as economically ̒ OKʼ
and said that when he had extra money he
gave it to the needy. ʻIn the future, am looking

Firemen pour in foam to douse the flames of the burn-
ing car in Stockholm

The suspected suicide car bomber lies under a blanket
while a police forensic officer removes debris from
around the body 
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for to move to an Arabic country and settle
down there...ʼ al-Abdaly added. An audio file
sent to Swedish news agency TT shortly be-
fore the blast referred to jihad, saying: ʻNow
the Islamic state has been created. We now
exist here in Europe and in Sweden. We are
a reality. I donʼt want to say more about this.
Our actions will speak for themselves.ʼ Swe-
den has a military presence in Afghanistan
and a Swedish cartoon that depicted the
Prophet Mohammed as a dog enraged the
Muslim world. The country had never experi-
enced a suicide bombing and has not had a
terrorist attack since the 1970s. Prime minis-
ter Fredrik Reinfeldt said the attack was ʻun-
acceptableʼ. He said: ʻSweden is an open
society... which has stated a wish that people
should be able to have different backgrounds,
believe in different gods... and live side by
side in our open society.ʼ

LUTON: A MARKET TOWN AND FOCAL
POINT FOR RACIAL TENSIONS

Luton, with its large Muslim population, has
been the scene of several clashes involving
Islamic activists. The market town is home to
an estimated 20,000 Muslims and has be-
come something of a focal point for protests
against the wars in Iraq and Afghanistan. In
March last year, a vocal Muslim anti-war
protest during a homecoming parade by
British soldiers received widespread condem-
nation. Protest: Muslim anti-war protesters at
a regimental homecoming in Luton Two peo-
ple were arrested amid angry scenes as the
2nd Battalion, The Royal Anglian Regiment

marched to mark their return from Iraq. A
group of Muslim protesters, who were
hemmed in by police as the parade went past,
waved placards with slogans including: ʻAn-
glian Soldiers: Butchers of Basraʼ and ʻAn-
glian Soldiers: cowards, killers, extremistsʼ.
One also read: ʻBritish Government Terrorist
Government.ʼ Scuffles broke out two months
later during another march through the town,
this time directed against the Muslims who or-
ganised the March protest. Around 500
demonstrators waved banners bearing slo-
gans such as ʻNo Sharia Law in the UKʼ and
ʻRespect our Troopsʼ.The march was organ-
ised by a group called United People of Luton
(UPL), and it featured people wearing bala-
clavas and shirts bearing the cross of St
George. In 2005 the town was in the spotlight
after it emerged that the July 7 suicide
bombers Mohammed Sidique Khan, 30, She-
hzad Tanweer, 22, Hasib Hussain, 18, and
Jermaine Lindsay, 19, had met at Luton sta-
tion before travelling to Kingʼs Cross in Lon-
don to carry out their deadly attacks. This

weekend it emerged that a controversial US
pastor was planning to enter Britain and
speak at an English Defence League rally in
Luton. Terry Jones sparked condemnation
around the world when he threatened to burn
the Koran on the anniversary of the 9/11 ter-
ror attacks. He intends to preach ʻagainst the
evils and destructiveness of Islamʼ at the rally
on February 5. Home Secretary Theresa May
said yesterday she was ʻactivelyʼ considering
whether to ban him from entering the country. 

Hunting for clues: A police forensics officer takes a mo-
bile phone picture of what appears to be an identity card
at the scene of the bomberʼs body
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The Dec. 29 arrest of five men suspected of
plotting a deadly shooting siege in Denmark -
just nine days after a dozen men were seized
in Britain on suspicions they were preparing a
bombing strike - offers further evidence that
the high levels of alert across Europe are well-
founded. But the flurry of recent news produ-
ced by European terror action also shows
that, with the notable exception of the lone ex-
tremist who blew himself up in Stockholm on
Dec. 11 in an apparently botched bombing,
authorities seem to be catching more al-
Qaeda-inspired plotters before they manage
to attack. So whatʼs behind that apparent suc-
cess? Are security authorities getting better at
picking off increasingly autonomous groups of
disparate jihadists as they quietly ready for
strikes? Or is it just that the public is hearing
more about whatʼs actually routine preventive
activity? 

The answer, officials say, is a little of both
- with an assist from heightened alert levels
that make security forces more inclined to
move on suspects theyʼve have under sur-
veillance for a while. «The threat of attack is
always higher during the holiday season, so
services tend to move faster against groups
theyʼve already got under watch if it appears
action might be on the way,» says a French
counter-terrorism official. «Itʼs not a question
of getting trigger happy, but rather gauging
what youʼre hearing and seeing of radicals
under observation [compared] to the generally
higher risk youʼre facing. Sometimes thereʼs
more smoke than fire, other times you stamp
out embers being fanned, and sometimes you
stop what would have been a big blaze.»

Though information on the Danish plot is li-
mited, reports suggest the police halted what
could have been a serious and imminent at-
tack. Authorities say four of the suspects were
picked up Wednesday in a suburb of Cope-
nhagen after theyʼd been followed driving
down from Sweden, where the fifth man was
arrested. According to Jakob Scharf, head of
Denmarkʼs Security and Intelligence Service,
the group was allegedly planning to attack the

offices of Jyllands-Posten, the newspaper that
sparked anger across the Muslim world in
2005 by printing caricatures of the Prophet
Mohammed. Scharf said the men were ho-
ping to carry out a «Mumbai-style» shooting
spree and «clearly intended to kill as many
people as possible». The suspects of diverse
ages and nationalities are scheduled to face a
hearing Thursday on preliminary charges of
possession of illegal weapons and intent to
commit terrorism.

The bust in Denmark is only the most re-
cent in a series of anti-terrorism operations
carried out across Europe in the past two
months. On Nov. 23, coordinated sweeps in
Belgium, the Netherlands, and Germany
nabbed 11 people who were variously
charged with plotting a strike in Belgium and
recruiting members for international jihadist
activity. In the Netherlands, meanwhile, one
man remains in custody on suspicion of what
authorities described as plans to stage an
«imminent attack» - on Christmas Eve, 12 So-
mali suspects were arrested in connection
with the plot; 11 have since been released or
held for deportation. And on Dec. 27, nine of
the 12 people apprehended in Wales, central
England and London were formally charged
with preparing bombing attacks of possible
targets that included Big Ben, the London
Stock Exchange, and the U.S. Embassy.

As was the case in nearly a dozen preven-
tive sweeps across Europe in the past six
weeks, the British action appeared to have
begun with the identification of a diffuse group
of individuals who didnʼt display the usual out-
ward signs of increasing extremism, such as
recent travel to al-Qaedaʼs have in Pakistanʼs
tribal region, religious trips to Yemen, or con-
tact with known radical groups or mosques.
«A lot of the ʻclientsʼ weʼre seeing now are pe-
ople who became radicalized, networked, and
researched strategies and techniques of ter-
ror attack through the Internet,» the French
counter-terrorism official says. «The recent
series of arrests of otherwise obscure and
anonymous Islamists has been a result of im-

Europe Learns No Nation is Immune to Terror
Source: http://www.time.com/time/world/article/0,8599,2040150,00.html
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proved surveillance of the Internet, and im-
proving communication and sharing between
European security forces.» 

In large party, thatʼs a response to the re-
alization that all Europe faces the same grow-
ing threat - even countries that, not long ago,
didnʼt imagine themselves targets. Though vir-
tually all European countries engage in activ-
ity that makes them an enemy of jihadists -
whether participating in the war in
Afghanistan, or making life hard on extremists
at home - some believed they were less at risk
of being attacked. «Their culture and self-per-
ception of tolerance and harmony long left
some northern European nations feeling less
exposed than others,» says the security offi-
cial. Several recently disrupted plots in Den-
mark and Norway, the Dec. 11 bombing in
Sweden, and Wednesdayʼs arrests in Copen-
hagen have helped change that perception.
And faced with that new reality, nations who
once got comfort from the idea that they were
among the few immune to terror attacks are
now learning thereʼs safety in numbers. «Over
time theyʼve seen the threat is just as great in
their backyard as anywhere else,» says the
terror expert. «Which has made these coun-
tries become much more vigilant, and better
partners in fighting terrorism.» 

Athens blast damages cars, courthouse;
no injuries

A powerful explosion wrecked several cars
in central Athens and damaged a courthouse
and nearby buildings on Thursday, but no one
was hurt, police said. Police evacuated the
area after a warning call to a local TV station
before the attack, which damaged the facade
of the court building, shattered windows and
blew up at least eight cars. The blast was the
most powerful in Greece in at least a year.
«An anonymous call to a TV station warned
that an explosive device on a parked motor-
cycle outside the court house would go off in
about 40 minutes,» said a police official who
did not want to be named. Authorities believe
a makeshift explosive device was placed on
a motorbike parked outside the Athens court-
house. Flames followed the explosion, build-

ings shook and thick smoke covered the area.
«It was a huge blast. I was in the kitchen with
my grandchild and the whole building shook.
We saw smoke and flames,» an elderly
woman who lives about 50 meters from the
courthouse told Flash radio. There was no im-
mediate claim of responsibility. Police suspect
one of Greeceʼs extreme leftist or anarchist
groups which have stepped up attacks in the
last two years. «We condemn the action,
there is no point in trying to change the world
by risking the death of innocent people,»
Deputy Transport Minister Spyros Vougias
told Skai TV. Greece has a decades-old hi-
story of leftist violence. Some groups became
more active after riots in December 2008, trig-
gered by the police killing of a teenager. They
usually target government buildings, police
stations and banks, mostly at night, and make
warning calls. On January 17, 13 suspected
members of the anti-capitalist Conspiracy Fire
Cells urban guerrilla group go on trial. The
group claimed responsibility for mailing parcel
bombs to embassies in Athens and foreign
governments abroad in November. The police
official said the fact that the caller gave a 40
minute warning along with the motorcycleʼs
plate number indicated the perpetrators were
not aiming to kill. Authorities cordoned off the
area for fear shattered glass may hurt
passersby. Television showed firemen on
emergency ladders checking if building fa-
cades were intact. In September 2009, the
strongest blast to date seriously damaged the
Athens stock exchange. The Revolutionary
Struggle group claimed responsibility.
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STRATFORʼs 2011 Annual Forecast
Source: http://www.stratfor.com
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The EMDM is organised with voluntary sup-
port of the following Universities/Institutions: 
- Centre for Teaching & Research in Disas-

ter Medicine and Traumatology, Linköping,
Sweden 

- University of California at Irvine, Center for
Disaster Medical Sciences, USA 

- University of Geneva, Faculty of Medicine
and University Hospital of Geneva,
Switzerland 

- Swiss Academy for Military and Disaster
Medicine, Bern, Switzerland 

- Cincinnati Childrenʼs, Hospital Medical
Center, Cincinnati, USA
On June 6, 2009 a convention was signed

between the Master Diploma Delivering Uni-
versities and any single listed University/Insti-
tution aimed at:
- Composing specific parts of the course

core content following the guidelines pro-
posed by the Scientific Committee 

- Interacting with students on the E-Learn-
ing platform 

- Preparing interactive sessions to be pro-

posed during the residential course
- Presenting exercises and debates during

the residential course 
- Thesis tutoring

The EMDM is supported by international
and scientific organizations with interest in
disaster medicine and disaster management: 
- the European Society for Emergency Med-

icine (EuSEM)
- the World Health Organization (WHO)
- the International Committee of the Red

Cross (ICRC)
The faculty members of the EMDM are qual-

ified professionals in disaster medicine and dis-
aster management coming from European and

extra-European countries, affiliated with aca-
demic and worldwide renowned institutions. 

Course initiators: 
• Prof. Michel Debacker (Free University

Brussels, Belgium) • Prof. Francesco Della
Corte (University “A. Avogadro” Eastern Pied-
mont, Novara - Italy) • Prof. Herman Delooz
(Free University Brussels, Belgium) 

The EMDM is a level - two Master, a 60
credit unit programme, and lasts one aca-
demic year.

The Master will be based on:
- a self-directed study based on an Internet-

based e-learning platform
- a two weeks live-in course
- the writing and defence of a dissertation or

a research project paper (thesis)
- a final on line examination

European Master in Disaster Medicine
Source: http://www.dismedmaster.com/course/course-master-in-disaster-medicine.php



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 36

The Federal Communications Commission
(FCC) has made it official.  It has released an
order that requires participants in the Emergency

Alert System (EAS), namely broadcasters, cable
operators, and certain satellite providers, to par-
ticipate in the first-ever national test of EAS. The
test will differ starkly from the monthly EAS tests
the public knows so well.  In this case, the White
House will actually activate the test as if the Pre-
sident wanted to take over the air waves to ad-
dress the nation.  Although EAS-type capabilities
have existed since the early 50ʼs,
no President has ever used it.
Now, weʼre going to find out how
well it actually works.

The FCC order lays out how
the test will be conducted.  It
will use what many emergency
managers know as the EAN code.  Thatʼs
«Emergency Alert Notification», the code re-
served for the President to activate EAS.  The
EAN code kicks in the process where video
and audio content will be interrupted by EAS
participants monitoring the Primary Entry
Point (PEP) stations that receive the message
the White House originates.  Stations, cable
outlets and some satellite programming pro-
viders are to interrupt their content to allow the
White House to take over the air waves. 

No specific date for the test was set, alth-
ough as it stands, a two-month notice will be
provided.  The FCC gave its staff ability to ex-
tend the notice period if necessary, and to
work with stakeholders to determine the right
time of the day for the test. In a live web
broadcast on EAS recently, senior FCC and
FEMA officials indicated the test would be
conducted in the latter part of 2011.  (EAS is
part of FEMAʼs Integrated Public Alert and

Warning System - IPAWS.)  Itʼs an open ques-
tion about the length of the test message.
Recognizing the national test with a message
from the White House could cause a stir
among the public, the FCC said outreach will
be a «major aspect of preparation» and di-
rected its staff to work with federal partners
and other stakeholders to «disseminate no-
tice of the test as widely as possible through
as many outlets as possible». 

Some EAS equipment manufacturers had
argued that it would be a good idea for emer-
gency managers to receive training on EAS
activation prior to the national test.  The FCC
said it agreed that message originators need
training on properly using EAS codes, but that

it has «no jurisdiction over
those entities».  The FCC said
it «will continue to work with
FEMA to establish proper
guidelines for message origina-
tors». Even though emergency
management training wonʼt be

necessary to activate the national code, we
believe itʼs very important that emergency
management and other public safety officials
are deeply engaged and well-informed on the
national test.  In addition to testing a vital tool
that they (and the President) can use, the na-
tional EAS test will require significant public
outreach as the FCC noted.  Otherwise, the
public could over-react and overload 9-1-1 sy-
stems.  Emergency management and other
public safety officials can help make sure the
local public knows whatʼs going on. And,
again, we put in a plug for emergency man-
agers to use the national test as a reason to
sit down with local broadcasters and cable op-
erators.  You can be assured theyʼll be paying
attention, and will be encouraged to partici-
pate in outreach.  It would be nice for local
outreach to be a joint public safety-broad-
cast/cable effort. So, the national EAS test is
officially coming.  Stay tuned!

First National Emergency Alert System (EAS) Test Ordered
by Rick Wimberly
Source:http://www.emergencymgmt.com/emergency-blogs/alerts/First-National-Emergency-
Alert-020411.html
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Who will stop the pirates?
Source: The Editor
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Weʼve written extensively about interoper-
ability, mostly about the nuts and bolts of a
system being deployed and the grant process
that allowed said deployment to happen. If
thereʼs collaboration among the agencies or
jurisdictions involved, we jump all over it, be-
cause thatʼs the name of the game these
days. A common refrain years ago was that
agency or jurisdiction A couldnʼt communicate
with agency or jurisdiction B — or even within
its own agency or jurisdiction. That was said
to be an operability problem — not an inter-
operability problem. Billions of dollars have
been spent on interoperability since 9/11 and
genuine progress has been made, but it
seems that emergency managers view inter-
operability as something still to be attained.
For the most part, if agency A wants to talk to
agency B, it can be achieved; the technology
to facilitate this is available. And still intero-
perability is a problem. We heard so at a re-
cent roundtable discussion involving several
emergency managers. Everybody at the table
agreed: Itʼs a cultural problem. Agency A
doesnʼt talk to agency B because the two
arenʼt really familiar with each other — or
maybe they just donʼt want to talk. “Every-
body talks about the quantifiable parts of in-
teroperability — the money, the hardware —
but not enough about the behavior part of it,”
one emergency manager said. “How much
effort is being put into the cultural aspect of
it?” Even where thereʼs a new, multimillion-
dollar system, agency personnel revert to

previous behavior. “Everything happens the
way it did before, even after getting this new
system,” another emergency manager said.
“The police guy calls the dispatcher and he
calls the fire guy; they still talk in silos. Unless
we address this behavior, weʼll have a $100
million doorstop.” Thereʼs also the issue of
language. We know different jurisdictions and
agencies use different codes to communi-
cate. Coming up with a common language
has to be the first part of the cultural change,
said an emergency manager. And emer-
gency managers can play key roles in this
quest by hosting planning calls and confer-
ence calls — getting people to communicate
regularly. “The best thing to do is have com-
manders sit next to each other in the opera-
tions centers.” Another thing about
interoperability that people stub their toes on
is the notion that everyone must be able to
talk to everyone, one participant said. “Eve-
rybody on the ground doesnʼt have to talk to
each other. When you bring people from
other jurisdictions, you can plug people into
your system. That to me is true interoperabil-
ity.” I wonder if in 10 years weʼll still be writing
about interoperability as we do today — that
itʼs something thatʼs desired but still needs to
be attained. Or will agencies and local go-
vernments move outside of their comfort
zones and take advantage of the technology
thatʼs readily available — will they open the
dialog with their neighbours, making intero-
perability yesterdayʼs news? 

Interoperability Is a Cultural Problem (Opinion)
By Jim McKay
Source: http://www.emergencymgmt.com/safety/Interoperability-Cultural-Problem-Opinion.html

CBRN preparedness vs. Simple 
Humanity
By the Editor
Source of photo: http://pressonice.blogspot.com

We spend tons of money, effort, sweat and brain power
to support preparedness for our societies, our way of life
and own existence. Others do the same solely with their
own human resources!

Poor Indian woman breastfeeding her baby and an orphaned monkey-baby!
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The London Olympics being held in July and
August 2012 will require an unprecedented
level of security and countermeasures against
terrorist attacks. Preparations to protect the
millions of visiting spectators, the Olympic Vil-
lage inhabitants, officials and the travelling
public during the worldʼs most high-profile
sporting event are geared towards an in-
creasing range of possible threats. 

All major sporting events and events at-
tracting large numbers of people have been
regarded as high-level terrorist targets with at-
tendant increases in security measures and
police presence. Among the panoply of
threats being factored into readiness plans, a
terrorist attack involving chemical, biological
or radiological (CBR) improvised devices or
non-explosive means of dispersal would
cause longer lasting disruption than other
types of attack because of contamination of
people and infrastructure and subsequent
spread of toxic material further afield. The
threats exceed the actual Games period and
the reach of the Olympic sites and venues in
London, to cover the UK as a whole. 

CBR threats include improvised chemical
devices (ICDs), dispersal of chemical or bio-
logical agents, and radiological dispersal de-
vices (RDDs), as well as the more prevalent
means of mayhem – suicide bombers carry-
ing explosives and vehicle-borne IEDs. While
the risk of attack from conventional explo-
sives, including novel homemade explosives,
mortar attacks along with non-terrorist hazmat
releases and accidents rank higher than CBR
attacks, they are nevertheless regarded as
substantial threats - especially as the
Olympics provides resourceful terrorists with a
high-profile world stage with maximum media
coverage. 

As threat levels change on a regular basis
depending on intelligence on terrorist plots at
home and abroad, it is hard to define exactly
the threats facing the Olympics two years on
from now, other than to assume that all of the
above - with possible variations - are factored
into security arrangements. And while specific
attempts at a CBRN attack are low probability,
the consequences of such an event are so se-

vere that they are high on the contingency
planning list of priorities for first response op-
erations at several sites.

The shadow of previous disasters
The terrorist atrocities at the 1972 Munich

Olympics, in which 11 Israeli athletes and one
police officer were killed by Palestinian terror-
ists, formed for decades the main precedent
to guide counterterrorist planning. In July
1996 in Atlanta, Georgia a pipe-bomb con-
cealed in a rucksack was planted in the Cen-
tennial Olympic Park, which was in
continuous use as a venue for live music acts.
One person was killed and 100 injured. 

The 7 July, 2005 bombings of the London
transit system, in which 53 people died and
over 700 injured in four simultaneous attacks,
provided lessons for future events involving
crowded situations. The worst terrorist attack
on British territory (apart from the Lockerbie

Original Papers
CBRN Security at London 2012 
By Andy Oppenheimer
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disaster), 7/7 occurred the day after the capi-
tal celebrated winning the 2012 bid and
served most poignantly to emphasize the se-
curity challenges that lay ahead.

Incidents and plots result in enhanced
readiness against possible targeting of sport-
ing events and other crowded venues taking
place simultaneously. The attempted car
bomb attacks in London in June 2007 resulted
in heightened security at the Wimbledon Ten-
nis championships taking place at the time. 

Non-terrorist events have provided lessons
to be learned in how to manage crowd inci-
dents, such as the April 1989 Hillsborough
disaster, when 96 Liverpool Football Club
supporters were suffocated to death at the
Hillsborough soccer stadium. This tragic event
resulted in new multimillion-pound safety
measures: all-seater stadia throughout Britain
and stricter controls on crowds entering the
venues. But even with seated stadia, should a
terrorist incident involving a toxic release take
place, the stampede effect would still prove
lethal. 

Britainʼs biggest security operation
The London 2012 security operation is the

largest ever in peacetime Britain. There is
some dispute over how high security costs will
eventually be, having been estimated to reach
a staggering £1.5bn out of a projected total
cost for hosting the Games of £7.52bn. In De-
cember 2010 the UK Minister for Security,
Baroness Pauline Neville-Jones, told Parlia-
ment the cost to British taxpayers could be as
low as £475 million, but indicated in the same
speech that the final bill – factoring in a major
security scare – could total £2 billion. 

The Olympic Delivery Authority, the body
in charge of all the infrastructure building and
security, has along with civilian and military
authorities planned and trained for likely sce-
narios, to examine how an incident would un-
fold. This included working through realistic
casualty rates should an incident happen;
how to deal with casualties; how first-respon-
ders are briefed and trained up for such
events; how to manage response to a CBRNE
event, including evacuation measures, de-
contamination of persons and locations,
forensics and monitoring; the role of the

media in covering an incident at such well
publicised events; and how much the public
should be told in advance of the event about
countermeasures in place – and how they
would be informed during the unfolding of an
attack. 

Finding a balance
Precise details on CBR surveillance at the

Games are not available for the purposes of
this article, but it is certain they will be based
on fast detection and identification of released
toxic materials. A prime challenge is achiev-
ing a balance between security concerns and
ensuring spectators can enjoy a friendly and
open atmosphere. Decisions on medical at-
tendance and decontamination procedures
must be made speedily to ensure casualties
are treated and panic avoided. Spectators
should, however, be unaware that detection
equipment has been deployed so as to avoid
unnecessary anxiety. Therefore, a CBRN se-
curity concept will work in the background, in-
cluding perimeter watch and intruder
detection. The aim is to enable visitors to
enjoy the events without disturbance or alarm,
in contrast to the rigid controls applied at the
2008 Beijing Olympics.

Nevertheless, an army presence will be es-
sential: military helicopters as well as un-
manned military planes used to monitor the
Taliban in Afghanistan will patrol overhead
and jets will be on standby to intercept any
suspect private plane heading for the main
Olympic stadium in Stratford, east London,
where some 290,000 people are expected to
be at peak times. The Army will be drafted in
as civil support to assist in first response and
help protect athletes and hundreds of thou-
sands of spectators from an atrocity.

The Olympics will be a major test of infor-
mation management systems for a terrorist in-
cident, including data communications and
contact with the public through the press of-
fice dealing with the media and first respon-
ders. A database of aerial photographs, maps
and 3D views of all Olympic venues will in-
corporate technology which enables 3D im-
ages to be spun through 360 degrees -
pinpointing exits, meeting points and fire hy-
drants, and allowing simulation of major inci-
dent scenarios. Cyberterrorism, regarded as
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a major threat to the Games, is being moni-
tored and countered through advanced sur-
veillance systems and vigilance, but this is
just one wildcard in a pack of threats, many of
which can not be predicted or quantified.

Internal security is paramount, as infiltra-
tion by terrorists is an ongoing threat, and in-
volves extensive personnel screening of the
many thousands of workers employed on and
off site in the months leading up to, and on
duty during, the Games. This will require vet-
ting on a large scale of some 200,000 people
working at venues, including 70,000 volun-
teers drafted in to check incoming spectatorsʼ
bags and tickets, 40,000 construction work-
ers, 30,000 security officers and 60,000 oth-
ers. Biometric hand and eye scanners are in
operation for onsite workers at the 2.5sq km
Olympic Park, and photographic smart cards
for up to 5,000 construction workers an hour
at peak. 

Transit security
The transport network will carry at least

240,000 passengers an hour during the
Games on an already crowded Underground
network. Improvements for transit communi-
cations, brought in following the London 2005
attacks, have been taken on board for readi-
ness for the Olympics. Extra officers will be
deployed on the Underground to identify sus-
pected bombers. Problems getting enough
equipment and medical supplies to several
sites have been addressed by distribution of
radio pagers to transit managers and the inci-
dent control room has been reconfigured to
allow for multiple, simultaneous attacks - the
sheer scale of which on 7/7 created confu-
sion, stretched supplies, and put pressure on
an outdated communications system. Com-
munications protocols between police forces
will enable the Police Casualty Bureau to han-
dle more calls than were possible on 7/7.

As for CBRN attacks, lessons were
learned prior to 7/7 - from the multiple sarin
nerve agent attacks in Tokyo in March 1995 -
the most lethal coordinated chemical attacks
to occur in one day in a civilian context. As
more 300 ambulance and police were injured
by contact with the sarin that had been dis-
persed on five trains simultaneously, as well
as contact with the victims, all first-responders

are now equipped with personal protective
equipment (PPE) and trained how to don PPE
and to use rapid sampling detection systems
carried by first responders. 

Chemical surveillance: Learning from Ger-
many 2006

Measures taken for enhanced security, de-
tection and surveillance during the FIFA Soc-
cer World Cup Finals in Germany in 2006 are
regarded as an excellent milestone of organ-
isation and anti-terrorist prevention, and as a
Gold Standard for future events. Pre-emption
was paramount - suspects were identified
when crossing the border or even well before
coming to Germany. NATO AWACS surveil-
lance planes monitored German airspace for
airborne attacks. Good communication was
maintained between federal and state liaison
officers, European police forces, armed forces
and fire departments. The Bundeswehr was
on standby for emergency situations with de-
contamination units. 

All arenas were protected by a new multi-
layer concept, specifically for chemical sur-
veillance, as a chemical attack is viewed as
the highest risk within the CBRN pantheon.
There was monitoring of stadia four hours
prior to games, during the matches and two
hours after. Reconnaissance teams, detection
equipment, and surface samplers were in
standby-position out of sight of the crowd, in
communication with the command centre in-
side the stadium. 

Had an emergency occurred, it is claimed
that the teams would have been able to reach
every position inside the stadium within min-
utes, with samples analysed and clearly iden-
tified within 10 to 15 minutes – as long a
period as can be tolerated if the right deci-
sions regarding decontamination procedures
and medical treatment can be made. Fire-
fighters in the command centre were able to
check the located cloud position via binocu-
lars and, of prime importance, observe the be-
haviour of the people inside or near a located
cloud. 

CW scanning installations, developed by
the German blue-light services in collabora-
tion with Bruker Daltonics, included stand-off
detectors for CWA clouds (RAPID - Remote
Air Pollution Infrared Detectors); hand-held
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ion mobility spectrometers (RAID - Rapid
Alarm and Identification Devices); and mobile
gas chromatograph/mass spectrometers. To-
gether, these systems could identify any or-
ganic chemical from the soil, water, and air
within 15 minutes via complementary sam-
pling techniques and provided detailed infor-
mation content as well as on-site support and
scientific management. Training and opera-
tion were reduced to the lowest possible level,
and detectors were installed in stand-by mode
invisible to the audience, having been tested
with simulation substances. There was just
one alarm - for ammonia, at Leipzig Stadium.
There was no impact on the crowd and it was
confirmed by a visual check. 

Protecting infrastructure
Barrier protection against car bombs and

blast mitigation are prime measures for Lon-
don 2012 to minimise the effect of bomb ex-
plosions. High-profile buildings and prime
sites have been designed to incorporate blast-
proof material and shatter-proof glass. Blast-
resistant glazing absorbs blast energy, and
the size of blast and distance of the building
from the blast point are critical factors. Fixed
detectors are increasingly deployed to protect
infrastructure, particularly sentinel systems for
chemical and biological detection. These are
designed to bridge the gap between sensor
data and actionable information, with auto-
mated action for evacuation and emergency
response. Other countermeasures include
blast mitigation tents and blastproof garbage
cans which are all unobtrusive.

Decontamination
If an incident were to occur during the

Games, decontamination would have to be
carried out immediately to remove toxic sub-
stances from victims and to minimise the level
of cross-contamination as crowds walk and
drive away from the scene, touch other peo-
ple and objects, and take contamination onto
the transit system. This is what marks out
CBR attacks from others. 

Throughout England there are 73 Incident
Response Units (IRUs), vehicles, each carry-
ing two mass decontamination structures,
along with 17 Detection, Identification and
Monitoring (DIM) vehicles with equipment to

detect and identify chemical and biological
contaminants, gamma and beta radiation
sources and radioactive isotopes. The IRUs
carry two decontamination structures and an-
cillary equipment such as firefighter deconta-
mination units which can decontaminate up to
200 people an hour. One would hope that
such measures will not be necessary, but all
preparations, whatever the eventual cost, will
taken on board every possible risk in order to
protect everyone taking part and attending the
2012 Olympic Games.

Expect the unexpected
While CBRN defence planning involves

multiple and varied scenarios for training, the
motto “expect the unexpected” is most appro-
priate. This was clearly epitomized by the to-
tally unexpected nature of the radiological
dispersal incident precipitated by the fatal poi-
soning of a Russian dissident, Alexander Litvi-
nenko, in London in November 2006. The
radioisotope which killed him, polonium-210,
was not only relatively rare but its effects not
clearly quantified. Only a minuscule amount
was needed not only to fatally irradiate the vic-
tim but also spread in varying ways to as
many as 20 premises in London and beyond,
necessitating a contacts tracing effort and de-
contamination program lasting several
months. The number of victims known to be
directly affected by the inadvertent [or some
believe, deliberate] spread of polonium con-
tamination after the Litvinenko incident was,
at 17, thankfully low. But that toll would be
substantially exceeded by those suffering a
chemical or radiological attack anywhere at
London 2012. Londonʼs first responders, gov-
ernment and agencies, and above all, hospi-
tals would, as on 7/7, be put to the ultimate
test in peacetime. 

Andy Oppenheimer is Editor of Chemical & Bio-
logical Warfare Review and former Editor of Janeʼs
Nuclear, Biological and Chemical Defence. An in-
dependent UK-based specialist in CBRNE (chem-
ical, biological, radiological, nuclear weapons and
explosives) and author of “IRA: The Bombs and
the Bullets - A History of Deadly Ingenuity”
(Irish Academic Press), he contributes to journals
and lectures at conferences worldwide.
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Introduction  
Since 9/11, the whole world is participating di-
rectly or indirectly in a “holy” war against ter-
rorism. With the approval of the UN (UNSCR,
2001:1368,7158) in October 2001, the coali-
tion forces are conducting war fighting by ki-
netic operations in the vicinity of Afghanistan
in order to detain the number one wanted per-
son in the western civilization (Bush, 2008) ,
Osama Bin Linden. Later on, coalition forces
entered Iraq as it was suspected that it had in
possession weapons of mass destruction,
which were highly probable that some might
fall under possession of Al Qaeda. Therefore,
another war was initiated and despite the fall
of Santam Housein, is still ongoing because Al
Qaeda and other Non Compliant Groups are
still alive and are targeting coalition and Iraqi
citizens. Therefore, since the conditions for
providing a safe and secure environment are
not yet there, the war is still ongoing.

Billions of money spent, thousands of
human lives lost, wars are ongoing, new secu-
rity antiterrorist state measures have been im-
plemented, and ten years after the worldʼs
most shocking event, the situation is still am-
biguous.  Are we winning against terrorism
(Dylan, 2008)? Have we defeated terrorism? Is
world safe today? Are individuals and societies
affected by terrorism? For sure by looking at
the media today we will daily see events re-
lated to terrorism, states still spend a lot for
their security and counter terrorism protection,
and worldwide there is still the feeling that we
are all vulnerable. Therefore the least we can
think of for sure is that we still feel unsafe. But
are we really unsafe? Or this is just a part of
an information operation campaign coming
from unknown sources and interests? Through
this analysis it will be proven that combating
terrorism has many side-effects that certainly
endanger individuals and societies directly or
indirectly; side effects that drive us to the con-
clusion that our world is not safe at all. 

In order to assess how terrorism nowadays
represents a threat to global security and in
what extent, a comprehensive but short analy-

sis will be conducted based on an “effects
based approach” comprising of three main
principles: 
• Identification of the threat and its conse-

quences (effects on the individuals-soci-
eties-states)

• Current situation (focusing on the main
incidents and public evidence)

• Assessment (on whether todayʼs terror-
ism still represents a major threat)

Threats from Terrorism 
Following the military standards in planning

the adversaryʼs courses of action, our ap-
proach in the holistic understanding and defin-
ing how terrorism nowadays can be a threat to
modern societies, first of all we need to dis-
tinguish the threat (from terrorism) in two main
categories: the direct and the indirect threat.
Next in the essay we will refer and analyse in
general terms the capabilities of the terrorist
organizations based on motivations, available
assets but most of all access to new tech-
nologies and military capabilities.

Direct Threat
The direct threat from terrorism derives

from the capabilities and the motivation of the
terrorist, to conduct direct actions against their
targets. This category includes all actions that
are initiated directly from the terrorist organi-
zations regardless if they include military ac-
tions or psychological operations. In this
category are included direct actions against
people, infrastructure facilities, or both, hav-
ing as a summit, the hit of the world trade cen-
tre on 9 September 2001. Additionally in this
category we find information operations cam-
paigns that terrorist groups organize and im-
plement, in order to spread propaganda and
similar psychological impact messages, to
their target audience, mainly using the inter-
net and the international media. 

Military Operations
The main direct threat from terrorist organ-

izations comes from military operations with

Threats to Global Security
By Charalambos Varelas
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direct attacks, creating insurgency and mas-
sive number of victims. The targets are often
regular tactical army which are in war fight
with the groups. One of most important
courses of actions is the extensive use of sui-
cide terrorists, against individuals and key in-
frastructure facilities, actions that augmented
dramatically after the 2001 (Centre for Amer-
ican Progress, 2006, NATO Report, 2007) re-
sponse of the western world against Al Qaeda
and the fanatics Muslims. It is worth mention-
ing that terrorists have in possession high so-
phisticated military equipment, which is used
as an example for making improvise explosive
devices, No 1 after suicide attacks, causes of
death in Iraq and Afghanistan. 

However, the main threat derives from the
possibility that terrorists have or will have in
possession weapons of mass destruction, ca-
pability which is assessed unlikely but with ex-
treme impact; the possibilities to get such
weapons in possession, have augmented es-
pecially after the fall of the Soviet Union. As a
similar tactic to create more effective results,
terrorist groups follow the economic targeting
process, which aims apart from the direct
strike, to provoke economic loses to the tar-
get (Williams, 2008:177). Characteristic ex-
ample of the past is the initiation of the
negotiations between UK and IRA, just after
IRA started the strikes in London, hampering
the economic heart of Europe at that time
(Williams, 2008:177).

Psychological Operations
After 9/11, we can see that the media ex-

ploitation from terrorist groups has been cru-
cial for their propaganda and for the
recruitment of new members. As it is analysed
by Marc Sageman, a forensic psychiatrist,
and former CIA agent, “world now faces a new
terror; new generation of terrorists, who no
longer answer to Al Qaeda”, but to their reli-
gion beliefs and hate for the western countries
(Sageman, 2008). As an example, the
Madridʼs train terrorist attack is believed to be
an action of terrorists belonging to this cate-
gory (NATO Report, 2007). The media have
played a significant role not only in combating
terrorism, but also in manipulating and dis-
seminating particular messages to the public

( Martin 2003:280). Opposed opinion to this is
the Sawyer-Foster perception, that still Al
Qaeda is strong and through the time will get
even stronger and more dangerous (Sawer
and Foster, 2008). Regardless the initiator,
the analysts, keeps supporting the fact that
the actions will be continued in the future.

However, the contradiction between the
media professional responsibilities to make
sure that people are well informed, and the at-
tempts to direct the above mentioned effort to
manipulate the global media for publishing
propaganda that serve certain interests, is
mainly responsible for the confusion that ex-
ists today in the worldʼs means of mass com-
munication. As for terrorism, is always trying
to exploit the psychological vulnerabilities to
both enemy and friendly audience as the main
mean for compensating various physical dis-
advantages. To that saying, terrorists using
this kind of manipulation try to demoralise the
enemy or filling them with fear (Gaynor, 2002);
moreover, these actions are enhancing the
motivation of terrorist allies, uniting them  for
the common goal ( Schmid,2005:137-146). 

Indirect Threat
As indirect threat, we identify the actions

taken not by the Terrorist groups but due to ter-
rorist actions, and which are having negative
effects on individuals and societies. As an ex-
ample we can refer to the extremely high cost
that antiterrorist state measures and counter
intelligence strategy (Cleeve, 2007) have, and
which  cost is in many cases in the detriment
of social funding of entire societies, which in
some -extreme- cases lead them to the lack of
the absolute essential goods. Some of these
effects will be reviewed later in the essay. 

Effects of Terrorism 
Following the second step of the process

of analysing the “threat from terrorism”, we will
deal with the effects of the threat of terrorism
of all hierarchy social elements, such as iso-
lated individuals-families, whole societies and
entire states. In that way, we will see where
we should look into later on, when we will re-
view the current situation, trying to see the ex-
tension of the implications that terrorism has
today in our world. 
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States 
If we say that the only states that have

been influenced from the global war against
terror are the ones who participate in the
armed conflict, we will be dramatically wrong.
Apart from the military conflict, in which states
pay extremely the high cost in money and in
human lives, states spend extremely large
amounts of money in antiterrorist equipment,
regardless if they actually needed or not, just
because the public opinion, or the “interests”
are saying so. In many cases countries not
that rich (Greece for example), spend non-im-
partial amount of money that they can in this
direction (Greece spent 2 billion Euros for the
2004 Olympic games for security), of course
again in the detriment of investing in other so-
cial aspects. Not to say that many states are
now facing the edge of the economic failure
due to such expenses. It is worth saying that
behind the global information operation cam-
paign of “terror is everywhere”, apart from the
actual terrorism, are also the private military
companies, who for their interest, continue to
provoke the continuality of the war. 

The states also could face political insta-
bility due to the human loses that they have,
especially due to the negative common opin-
ion, which in most cases are against military
campaigns thousands kilometres away for
their country, serving external economic and
political interests. Most recent example is the
government of Netherlands, which finally de-
cided to withdraw their forces from
Afghanistan due to the will of the citizens. 

Individuals-Societies
As the states facing problems, as an effect

of counter terrorism, also the individuals and
societies that live in, face also significant is-
sues. As a tremendous consequence of the
economical problems of a country, individualʼs
unrest is an immediate feeling-action, as they
are starting to live in a stressful and uncertain
environment. The individuals, being bom-
barded daily with media statements that they
live in an uncertain and insecure environment,
decreasing simultaneously the levels of   un-
trust from the citizens to the political status
quo of their country. The criminality increases,
stress and misery enters the families and as

the media continue their propaganda of the
societies being unprotected by terrorism, still
peopleʼs mindset, is being confused and di-
verted from other important issues that should
care about; or worse, governments, on the
name of combating terrorism, are taking anti-
democratical measures that transform our so-
cieties to enormous “free prisons”, diminishing
in that way our basic private human rights.

Current situation worldwide 
So far in this essay, we (epidermatical)

have touched and reviewed the current
“courses of actions-threats” of the new terror
and its possible affects in the whole society
and state chain. To that saying, we now have
identified how terrorism relates to threat, and
we will continue by reviewing the todayʼs situ-
ation, looking it from the operational level
view. While we will not get into numerical de-
tails, we will see through contemporary ex-
amples that terrorism not only exists, but
evolves all courses of actions mentioned
above. 

Direct Attacks and war fighting
Based on NATO intelligence gathering and

reports, below we will review the main terror-
ist events-incidents that happened from 2001
and on, starting from 2002, just to depict how
the global war against terrorism has affected
the terrorist groups (including Al Qaeda). All
information below is unclassified, retrieved
from open sources, and is stated on various
NATO reports [unclassified version releasable
to UN and Partnership for Peace (PfP) mem-
bers] on terrorism until mid 2010. 

2002
• Tunisia: On April 11, a truck full of explo-

sives is driven into a synagogue by Al-
Qaeda, killing 21 and wounding more
than 30. 

• Pakistan: On May 8, a bus attack kills
eleven Frenchmen and two Pakistanis.

• Russia: On May 9, a bomb explosion in
Dagestan kills at least 42 people and in-
jures 130 

• India: On May 13, twelve people killed in
a train crash when an extremist cut the
trails. 
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• India: On September 25, two terrorists
belonging to the Jaish-e-Mohammed
group conducted a raid, killing 30 people.

• Indonesia: On October 12, Bali bombing
kills 202 people

• Russia: On October 23, after the Moscow
theatre hostage the victims were 120
Russian citizens and 40 terrorists.

• Kenya: On November 28, Kenyan hotel
bombers leaves behind 15 people died

• Russia: On December 27, a truck bomb-
ing of the Chechen parliament in Grozny
kills 83 people.

2003
• Philippines: 4 March, Bomb attack in air-

port kills 21 citizens
• Saudi Arabia: 12May, suicide (Al Qaeda)

bombing kills 26 and injures 160
• Russia: On May 12, a truck bomb ex-

plodes near a government building in a
Chechen town, killing 59.

• Russia: On May 12, female suicide
bombers attack during a religious festival
killing 13 and injuring 45. 

• Morocco: On May 16, in Casablanca, 12
suicide bombers attack on Jewish targets
killing 41 and injuring more than 100.

• Russia: On July 5, a bomb attack during
a rock festival in Moscow kills 15. 

• Russia: On August 1, a suicide bomb at-
tack explodes in a hospital killing at least
50 and injures more than 80. 

• India: On August 25, two bomb attacks in
Mumbai kill 48 and injure 150.

• Turkey:  On November 15 and 20, four
suicide bombers attack various targets in
Istanbul killing 57 and injuring 700.

• Russia: On December 5, a suicide
bomber kills 46 while attacking on a train.

• Pakistan: On December 25, two suicide
bombers kill 14 while exploding near the
presidential convoy.

2004
• Mindanao Island: On 4 Jan a homemade

explosive device kills 14 and injures 187 in-
cluding the mayor who was the main target.

• Russia: On Feb 6, a bomb in the Moscow
metro kills 40 and injures 147

• Quetta: On March 3, several bombs in a
parade kill 47 and injure 130

• Madrid: On March 11, following the explo-
sions of ten bombs in a train, kills 190
and injure 600.

• Islamabad: On May 7, a suicide bomber
in a Mosque kills 245 and injures 125.

• Riyadh: On May 30, during a shooting
rampage in an oil industry terrorist group
leaves 22 dead and 25 wounded.

• Islamabad: On May 31 after a bomb ex-
ploding in a mosque leaves 21 dead and
550 injured.

• Russia: On Sep 1, terrorist seized a
school in Beslan, wiring with explosives
the whole territory. The seizure ended
leaving behind 334 dead students, and
727 injured.

• Islamabad: On Oct 1, a bomb exploded in
a mosque leaving 30 dead and 50 injured.

• Pakistan: On Oct 7, during a car bomb
explosion, 38 people died and 100 were
injured.

• Philippines: On Dec 13, a bomb explo-
sion in a market leaves behind 15 dead
and 58 injured.

2005
• United Kingdom: On July 7, suicide

bombers attack a bus and three under-
ground trains killing 52 people and injur-
ing over 700.

• Egypt: On July 23, a car explosion at
tourist sites killing at least 88 and wound-
ing more than 100.

• Indonesia: On October 1, several bombs
occur in resort, killing 20 people and injur-
ing 129.

• India: On October 29, multiple bomb ex-
plosions leave at least 61 dead and more
than 200 injured.

2006
• India: On March 7, several bomb explo-

sions in a holy city, leaves 28 dead and
more than 100 wounded.

• Pakistan: On April 11, a suicide bomber
leaves 57 dead.

• Egypt: On April 24, bomb explosions
leave 23 dead and 62 wounded.
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• Sri Lanka: On June 15, terrorist attack
with mines leaves 68 dead and 60
wounded.

• India: On July 11, train explosions leave
209 dead and 714 injured.

• India: On Sep 8, 2 bomb explosions leave
37 dead and 125 injured.

• Sri Lanka: On Sep 18, a bus full of explo-
sives attacks a convoy of buses, killing 92
people including the suicide attacker.

2007
• India: On Feb 19, a train exploded leav-

ing 68 dead and 49 injured.
• Algeria: On April 11, two suicide car

bombs kill 33 people and injure 222.
• Pakistan: On April 28, a suicide bomber

explodes after the minister of Interiorʼs
speech, killing 28 and injuring 35.

• Pakistan: On May 15, a bomb in a restau-
rant kills 24 and injures 25.

• India: On May 16, a bomb in Meccha
Masjid kills 16 and injures 100.

• Turkey: On May 22 a suicide bomber kills
9 and injures 121 in Ankara.

• India: On August 25, twin bombing kills
44 and injures 54.

• Pakistan: On Sep 4, 2 bombs kill 21 and
injure 74.

• Pakistan: On Oct 18, 2 suicide bombers
kill 136 and injure 387.

• Algeria: On Dec 11, bomb explosions kill
37 and injure 177.

• Pakistan: On Dec 21, a suicide bomber
kills 50 and injures 100.

• Pakistan: On Dec 27, suicide bombers kill
24 and injure 46.

2008
• Pakistan: On Jan 10, suicide bomber kills

23 and injures 58
• Sri Lanka: On Jan 16, a bomb in a civilian

bus kills 30 and injures 65
• Sri Lanka: On Feb 2, bus explosion kills

20 and injure 50.
• Somalia: On Feb 5, 2 bombs kill 25 and

injure 90.
• Pakistan: On Feb 29, suicide attack kills

27 and injures 40.

• Iran: On April 12, a bomb in a mosque
kills 13 and injures 200.

• India: On May 13, various bomb blasts,
kill 63 and injure 213.

• India: On July 26, 17 blasts kill 50 and in-
jure 160.

• Lebanon: On August 13, blast kills 18 and
injures 45.

• Algeria: On August 19, a suicide bomber
kills 43 and injures 45.

• Pakistan: On Sep 6, 2 bomb explosions
kill 50 and injure 80.

• Yemen: On Sep 17, a car bomb kills 16
and injures 16.

• Pakistan: On Sep 20, a bomb in a hotel
kills 60 and injures 250.

• Pakistan: On Oct 10, a suicide bomber
kills 113, and injures 100.

• India: On Oct 30 13 blasts kill 84 and in-
jure 470.

• India: On Nov 26-29, in Mumbai, various
fire attacks from terrorists kill 173 and in-
jure 327.

2009
• Somalia: On Jan 24, a car bomb explo-

sion kills 14 and injures 30.
• Sri Lanka: On Feb 9, a suicide bomber

kills 30 and injures 90.
• Pakistan: On Feb 20, a bomb attack kills

27 and injures 65.
• Pakistan: On April 5, a suicide bomber

kills 22 and injures 50.
• Pakistan: On April 18, a suicide bomber

kills 27 and injures 65.
• Iran: On May 28, an explosion in a

Mosque kills 19 and injures 80.
• Pakistan: On June 5, a suicide bomber

kills 38 and injures 50.
• Russia: On August 17, a bomb attack kills

25 and injures 164.
• Pakistan: On Oct 9, a minibus explosion

kills 41 and injures 100.
• Pakistan: On Oct 28, 2 car explosions kill

117 and injure 200.
• Russia: On Nov 27, a truck bomb attack

kills 26 and injures 90.
• Pakistan: On Dec 28, a suicide bomber

kills 43 and injures 60. 
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2010
• Pakistan: On Jan 1, a suicide bomber

kills 105 and injures 100.
• India: On Feb 13, a bomb kills 33 and in-

jures 60.
• Pakistan: On Mar 12, 2 suicide bombers

kill 57 and injure 100.
• Russia: On Mar 29, 2 female suicide

bombers kill 40 and injure 100.
• India: On Apr 6, a fire attack from a terror-

ist-militia group kills 75 people.
• Somalia: On May 1, 2 bomb blasts, kill 39

and injure 70.
• India: On May 28, an explosion in a train

kills 128 and injures 145........
From the main terrorist events, on purpose

we left outside incidents occurred on Israel,
Afghanistan and Iraq as the incidents on
these targets are almost a daily event! Just for
the records, 50% of all significant incidents
have been conducted by Al Qaeda.

Additionally to this list we could add also a
similar list from incidents that the last minutes
were prevented, mainly in the US and in Eu-
rope; as milestone events we can refer to the
attack to the JFK airport of New York, the
metro in London, and the more recent incident
which was planned for the World Cup in
South Africa; the last one was revealed by a
detainee in Baghdad which among this event
he revealed that Al Qaeda in Iraq has already
change leadership (the previous leaders were
killed in a Time Sensitive Target action), and
now is ready for new strikes (Janeʼs, 2010).
That is also the main reason that all almost
NATO countries have increased their coun-
terintelligence measures, and their threat ter-
rorist level (NATO Counter Intelligence
Summary, 2009, Cleave, 2007)

Israel is over the last years in a constant
war with many Islamic militias and terrorist
groups due to which, societies keep the alert
status always in the highest level, as the at-
tacks are a usual and daily phenomenon. So,
even Israel which is a military giant, is still vul-
nerable to such attacks; such attacks which
have provoked in many occasions civil unrest,
tremendous casualties, and a society full of
stress and fear for the unexpected. The fear is
increasing, while there is the possibility that

Non Compliant Groups, might get in posses-
sion, weapons of mass destruction, endanger
the whole security area, by putting it in a dev-
astating situation.

After the fall of Santam Housein, everyone
believed that a new era would start for the
Iraqi citizens. However, the situation after his
death changed dramatically, as terrorist
groups and mainly Al Qaeda started a merci-
less war against the allied forces operating in
the area. The number of the victims is in-
creasing day by day, as the attacks is a daily
event. The unstabilised situation was the main
reason that drove President Obama to order
the final withdrawal from Iraq until the end of
2010 (Congress 2009:3). The main excuse
was the augmented need for support in
Afghanistan. Without doubt, military analysts,
referring to the casualties and the actual ef-
fect, compare Iraq with Vietnam, characteris-
ing the whole operation as a “military fiasco”.
The cost is extremely high and the political
cost from the human loses even higher. The
last is the main reason that drove the US Gov-
ernment to “exchange” US troops with Troops
from Private Military Companies, allowing
them to reach so far the number of 50.000
over the last period (Glanz, 2008).

It is worth mentioning that since the “oper-
ation Iraqi freedom”, the terrorist attacks have
increased by 607 per cent by targeting mainly
US citizens and military personnel (Centre of
American Progress, 2006, CIA, 2007). For
some analysts, Al Qaeda, is still persistent
(Sawer and Foster, 2008), while others be-
lieve that the fear comes from a new genera-
tion of terrorists, more effective and “high tech
equipped” (Sageman, 2008). 

As terrorist groups still operate in Iraq, the
second front of the” holy war” is also on going
in the mountains of Afghanistan. Taliban war-
riors still are opposing coalition forces, pro-
voking again significant casualties. Again in
Afghanistan the suicide bomb attacks against
military targets is a daily event, showing to the
global community, that the threat has not yet
being eliminated.

Indirect Involvement
The indirect involvement comprises of ac-

tions taken by the terrorist groups, which at
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least directly do not have immediate reaction
to the audience. Having said that, the extent
use of the media from the terrorists to pass
their messages, to provoke fear and to publi-
cize themselves, has tremendous conse-
quences to the societies as the fear is
constantly on our minds (Williams,2008:182-
183). On the other hand, media always do not
lose the opportunity to announce such inci-
dents, since they will raise their numbers and
consequently their sponsors and their income.
So despite the negative impression that goes
to the societies, media behaving as a busi-
ness satisfy the groups becoming also part of
the problem. 

Apart from the non professionalism actions
of the media, we must not forget that the “war
industries” make a lot from the ongoing war
with terrorism, having so, a strong motivation
to preserve such situations. Terror is used as a
psychological weapon and not just as acts of
murderers. As stated previously, the entire idea
of terrorism is “based on manipulation and the
modification of a groupʼs behaviour due to
threats or actual harm against a minority of that
groupʼs population” (Schmid, 2005). 

One of the most significant developments of
the terrorist movements is the use of the
media, as we saw above in the essay. The
groups have “their own” TV and radio stations
to promote their actions, cause and air their
grievances. Satellite TV stations such as Al
Jazeera, and Al Arabiya, always transform the
terrorist related events, looking them from a re-
gional perspective, rather than a western one
(the opposite of what CNN has done in the
past). Beyond this publicize, terrorist groups
have the capability throughout this broadcast
to deliver code messages, to spread propa-
gandistic packages and religious lectures, pro-
moting the unity of all Islamic Nations for the
“Holy War” (Williams, 2008:181-182)

Overall Assessment- Conclusion
The daily event list, show us that for sure,

that the main area of Terrorist Activities, is
Iraq, Afghanistan, Russia and East Asia.
Thousands of people have lost their lives, and
will continue losing them, in the name of “jus-
tice” and “holy war”. Ten years after the direct
involvement of the United States in the war,
the results are for sure ambiguous; it is still

very immature to say who is winning or who is
losing, and therefore, it will be at least surreal
to state that world is safe today. 

There are parts of our world that suffer a
lot from terrorism, as human loses provoke
pain and misery. However, the loses of lives
also from the soldiers of the coalition forces
that participate in the war against Terrorism,
also provoke pain to the western societies,
that actually are not affected so far by direct
attacks. So, the western countries although
they may feel safer from the others, still feel
the effects from the terrorism in their daily life,
either with media or with anti social measures
that states take to keep up with their forces in
war. The main issue in this war is that, it is not
ending because strategic interests do not
want it to end. And this is something that we
need to take into account in our assessment.
Directly or indirectly, the whole world is af-
fected by terrorism. The possibility on strikes
in western states cannot be excluded. As his-
tory has shown silence sometimes can be
very bloody; the future-possible possession of
weapons of mass destruction by terrorists,
can lead to the end of an old era and the be-
ginning of a new world; a new world, ruled by
the economic and the strategic interest. 

The world today seems that it is not safe.
And regardless if it could be safe, or it is not,
the issue is what it seems. This is the global
picture, this is image that we get every day;
this is what we need to fight: the image of the
media that our world is not safe today. Why?
Due to terrorism itself, or because of interest?
The answer is somewhere in the middle: Ter-
rorism gave the initiative to some audience to
feel unsafe, but economic interests have
taken this opportunity in order to preserve this
situation and transform it to a global issue.  

Concluding, regardless who is behind or
who preserves such situation, the main point
is that daily evidence since 2001, lead safely
to that terrorism still represents a significant
threat to global security, and will continue in
the near future. Regardless who and why, the
issue is that our world is deeply affected by
terrorism, and for sure the messages are not
optimistic. Analysts assess that the worst
have not yet arrived. True?  As an analyst my-
self I must base my assessment on facts than
emotions. Facts show us that the world today
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is threatened by terrorism and it is highly prob-
able this threat continue in the mid and long
term time frame. 
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The United States has extensively studied
chemical weapons since WWI, when the Ger-
man army used chlorine gas against U.S.
troops near Ypres (Tucker, 2006). Formal re-
search on biological weapons followed in
1943 after WWI, and the debriefing of Japan-
ese military scientists that conducted unethi-
cal research on humans in their Unit 731
(Harris & Paxman, 2002). Since the initiation
of these warfare programs, the U.S. along
with numerous other countries, have ran the
Arms Race against one another, both covertly
and overtly (Alibek, 1999; Tucker,
2006; Mangold & Goldberg, 1999).
The number of chemical warfare
agents has risen from the original few
rudimentary choking and blister agents
to over 30 agents that include nerve
gases, toxins, and incapacitating
agents. Similarly, biological warfare
agents considered for weaponization
have grown from those easily bio-
mined from environments, to more
than 30 known disease causing
agents, as well as potential agents
never seen which are genetically engi-
neered in laboratories (Zajtchuck,
1997; Tucker, 2006). The U.S. military,
civilian federal employees, and emer-
gency responders are not adequately
prepared for a confrontation with most of
these combined, more than 60 agents of war-
fare. Even in the early 1980s, U.S. and NATO
troops were ill equipped to deal with a chem-
ical or biological attack (Seagrave, 1981, pg.
200-202). The likely opponents in a war in-
volving chemical or biological agents, which
were Russia and Middle Eastern terrorist
groups either trained their fighters to function
in bulky, somewhat disabling protective gear
for extended periods of time, or were trained
to be accepting of any personal injury and
death which would arise from such an attack,
respectively (Seagrave, 1981; Tucker, 2006).

A small survey regarding knowledge and
training for chemical and biological warfare
was conducted through the website, Survey-

monkey.com. The survey asked participants
to answer 5 detailed questions to the best of
their ability, without disclosing any classified
information, and gained valuable insight into
the preparedness of our military, civilian fed-
eral employees, and emergency responders.
The survey began on May 15, 2010 and re-
sults were collected on October 7, 2010, but
the survey remains active. There were 25 re-
spondents, of which, 16 had a military back-
ground, seven were civilian federal
employees (CFE) with no military back-

ground, one was a contractor for military-style
operations, and one was an emergency med-
ical responder (ER) with no military back-
ground.

Respondents were asked to state their
background (military, CFE, or ER) and esti-
mate the time spent in training and protective
measures for aerosolized warfare confronta-
tions. Figure 1 shows the training as de-
scribed by respondents, where well trained
corresponds to extensive training with regular
refreshers; trained corresponds to initial ex-
tensive training with either yearly or no re-
freshers; and minimal training as the one day
spent on proper use of a mask done in basic
training.

Chemical and Biological Weapons Preparedness
By Leah Roberts

Figure 1. Training
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The respondents were then asked if they
were taught anything about which chemical or
biological agents might be used against them.
Figure 2 below shows a graph of the re-
sponses. The majority of military respondents
answered, “yes” with a short explanation,
mostly describing a category the particular
agents would be classified into (choking
agents, blood agents, etc.). None of the civil-
ian federal employees were either trained for
confrontations with chemical or biological
weapons, or taught which of them might be
used against them in the field. This is an im-
portant issue since as a civilian federal em-
ploy, they are expected to deploy to hostile
areas if required by their agencies. Most of
these areas, such as Afghanistan, Iraq, and
Korea are areas where there has been noted
to be either government operated chemical or
biological warfare facilities, terrorist groups
operating in the vicinity that expressed inter-
est in these/ noted that they had them, or his-
toric record of the use of certain warfare
agents (Tucker, 2006; Seagrave, 1981; Man-
gold & Goldberg, 1999).

The third question asked if respondents
were taught anything about training of any
prospective enemyʼs strategies, preparation,
and protective gear. This is an important con-
cept that follows the logic of knowing your
enemy. The responses were interesting as
several of the “yes” responses were followed
by an explanation that depicted training about
contaminated battlefields, how long certain
chemical or biological agents would persist in
various environments, and the gear given to
the respective respondentʼs own group, rather
than information pertaining to a prospective
enemy. Only those who noted “yes” with no

explanation and those with an explanation
noting opponents specifically were counted as
a “yes” and the rest were counted as “no”. Fig-
ure 3 displays these results. Interestingly,
most of those who answered “yes” with de-
tailed answers described being taught about
the former Soviet Unionʼs and Iraqʼs capabili-
ties, equipment, and possible strategies.

The next question asked respondents what
tools they were given, if any, to protect them-
selves such as protective suits, gas masks,
detection kits, prophylactic medicines, etc.
The answers for most of the military respon-

dents included masks, over-garment suits,
gloves, detection kits, decontamination kits,
antidote kits and prophylactic medications.
Four military respondents answered “none”.
Out of the seven CFE respondents, three had
some basic personal protective equipment
training and one had training with chemical
detection kits and aerosol alarms. Both the
contractor and the emergency responder an-
swered with extensive training with elaborate
protective gear and equipment.

The final question simply asked respon-
dents to list chemical and biological warfare
agents they are aware of without looking
these up from any resource. The idea for this
question was to gain awareness of the extent
of knowledge each responder had. Figure 4
below illustrates the results relating to chemi-
cal warfare agents and Figure 5 corresponds
to results for biological warfare agents. Each
chart lists a variety of known agents, respec-
tively from the literature and historic records.

The answers given in this survey outline
the training and knowledge deficits of a por-
tion of military members and nearly all of the
civilian military employees with regards to

Figure 2

Figure 3



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 56

chemical and biological warfare threats. There
is a certain need for better training of military
members and civilian federal employees who
are expected to deploy to hostile countries.
Because there was only one respondent, who
is an emergency responder, the data obtained
cannot be adequately distributed across the
entire quantity of emer-
gency responders and
more information will be
needed to assess needs
for training in this group.
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Stuxnet is a Windows-specific computer worm
first discovered in July 2010 by VirusBlokAda,
a security firm based in Belarus. While it is not
the first time that hackers have targeted in-
dustrial systems, it is the first discovered
worm that spies on and reprograms industrial
systems, and the first to include
a programmable logic controller
(PLC) rootkit. It was specifically
written to attack Supervisory
Control And Data Acquisition
(SCADA) systems used to con-
trol and monitor industrial
processes. Stuxnet includes the
capability to reprogram the PLCs and hide its
changes.

Ralph Langner is a German cyber-secu-
rity expert and an international leading re-

searcher in SCADA security.
He is the President of the
Langner Communications
GmbH based in Hamburg.
Over the past few months,
he unravelled the impor-
tance and the technical ca-
pabilities of the Stuxnet
malware that inflicted mostly

the Iranian nuclear program and has spread
in several industrial locations across the
world. According to Langnerʼs findings, a new
era in cyber warfare emerges, that should be
taken into account by security and military
specialists across the world.

Ioannis Michaletos: How do you view the fu-
ture of cyber warfare after the emergence of
the Stuxnet?

Ralph Langner: Stuxnet marks the starting
point for a new era of real cyber warfare,
meaning physical destruction. Follow-on at-
tacks are possible and first of all the militaries
across the world should learn from this expe-
rience and built up their security systems. It is
a whole new era and the emergence of a cy-
bewarfare weapon that can inflict great phys-

ical damage to industrial systems. All should
learn from this experience and analyze what
happen in order to prepare for the future
which is going to be formed by these kinds of
technological advances. In contrast to the
past, the Stuxnet destroys the physical infra-

structure and can paralyze the
capabilities of an industry and
even a state.

Ioannis Michaletos: So that
means that warfare changes
face, a kind of «military revolu-
tion»?

Ralph Langner: I donʼt know if we can talk
about a «revolution», but certainly this is a
new type of weapon and a new type of an at-
tack. It is indeed an asymmetrical attack. For
example I estimate that the cost for develop-
ing Stuxnet, does not exceed 10 million Dol-
lars, but it is capable of destroying equipment
costing 100 times more. Therefore it is a low
cost and high affectivity weapon. In simple
terms, it is a fantastic weapon. Moreover,
there are no casualties in human lives in-
volved and this is also a factor to be taken into
consideration. In a nutshell the Stuxnet does
exactly what a sophisticated weapon like a
missile does -destroying military or civil infra-
structure- but without harming human lives,
and quite possible in an even more accurate
fashion that conventional weapons. Itʼs a
dream come true for the future of warfare.

Ioannis Michaletos: Is it likely to assume that
more cyber attacks will occur in the future?

Ralph Langner: Yes, absolutely sure. I have
to say that many people and journalists espe-
cially that I have discussed about seem fright-
ened of the possibilities of this type of cyber
warfare. First of all, because of the high level
of success of this malware, there are going to
be similar operations in the future and lets not
forget that this type of «cyber-battlefield»

Interview with Ralph Langner: Stuxnet, the new face of
cyber warfare
By Ioannis Michaletos
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seems to be more effective and of course no
lethal for civilians and military alike. Itʼs surely
better that a full blown war and I assume that
similar attacks will happen in the future. Actu-
ally I presume that a second version, a
«Stuxnet 2.0» is underway; this is what logic
dictates and the pace of technological ad-
vancement, plus the advantages I mentioned
earlier.

Ioannis Michaletos: How well prepared is the
private sector Worldwide, against such type
of an attack?

Ralph Langner: In Northern Europe and
USA, there is vulnerability against such type
of an attack, due to the dependency of these
states in automation and computer systems.
There is a real danger in most respects
against such type of an attack because serv-
ices and industries depend on a critical level
and would be subject to great difficulty when
being attacked in such a manner. In less tech-
nologically developed countries, the issue is
significantly less, because their systems op-
erate in a different mode, with less depend-
ency on technology and electronic systems. I
have to say, that preparation for such a peril is
extremely important nowadays and I have to
emphasize that many private corporations in
Europe-USA, they have no idea how vulnera-
ble they are against such a cyber threat. The
world is not prepared to deal with such cyber
attacks. Industrialized nations, especially in
Northern Europe, are most prone to a system
failure because of the aforementioned.

Ioannis Michaletos: As far as the Iranian nu-
clear project is concerned, do you believe that
Stuxnet really inflicted considerable damage?

Ralph Langner: Absolutely yes. A key factor
on that is the following: Iranʼs Bushehr Nu-
clear Power Plant was about to begin full op-
eration in early August 2010, but still has not
due to the damage caused to its centrifuges.
The operator of the system, stop the
processes as soon as possible in order to
avoid further damage to the equipment, thus
the aim of the attack seemed exactly to be the
overall delay of the nuclear program. The

cleaning process from the Stuxnet, in the Iran-
ian nuclear project systems could take more
than a year and will require a lot of effort. Thus
the whole of the Iranian nuclear program has
been postponed. For the time being, the only
option for the Iranians is to concentrate into
getting rid Stuxnet from their operating sys-
tem and delay other projects at hand.

Ioannis Michaletos: Several analysts have
asked the question, why has not Stuxnet at-
tacked the North Korean nuclear project as
well? Is it because of the different mode of op-
erations between the Iranians and the Kore-
ans?

Ralph Langner: First of all this question
should be asked to the developer of the
Stuxnet and what was his specific intention.
From my point of view, I can say that it is quite
possible that the North Koreans have differ-
ent automation programs, and they may have
better security procedures that may halt the
intrusion of such a malware. The Iranians
seemed to have less security controls that
they should have.

Ioannis Michaletos: Who do you assess was
behind this cyber war attack

Ralph Langner: It is crystal clear that nation
states were behind this attack and not private
companies or individuals or academic re-
search teams. I would say that the two nations
heavily involved were USA and Israel along
with the critical assistance of a third force,
quite possibly either Germany or Russia. All
of those, through their collaboration are ca-
pable for this kind of a malware development
in our age.

Ioannis Michaletos: How do you view the
evolution of Stuxnet? Should the people be
afraid that future malware may interrupt with
airport control systems or other transportation
means?

Ralph Langner: As I mentioned earlier, a first
evolution stage would be the creation of a
«Stuxnet 2», aiming the same targets in Iran
and with the same purpose. In general evolu-
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tions of this type of malware in the military the-
atre should be expected across the world. For
the general public there is concern, since it is
likely this malware can be copied and then be
sent to infiltrate civilian infrastructure as the
one you referred to. I would state as an ex-
ample the interference through malware of the
traffic lights system in a city that can cause
transportation chaos or the production
processes of a food plant or a chemical in-
dustry with dire consequences. Lastly, we
have to prepare ourselves for these types of
unfortunate scenarios. Organized crime
groups and terrorists would not miss the op-
portunity of staging similar attacks, once they
acquire such technology, and make use of the
advances in cyber warfare in the future.

Ioannis Michaletos (Editor South East Europe,
Coordinator of South-eastern European Office
World Security Network Foundation), has been ed-
ucated in the UK in the fields of Political Science
(BA) and HRM (MSc). He is occupied as an inde-
pendent journalist-security analyst for Greek & in-
ternational organizations and media, including
Janeʼs information Group, European Oil & Gas
Monitor and European Energy Review. He is a cor-
respondent analyst for ISRIA a security assess-
ment agency. 
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Introduction
Since September 11, 2001 our perception of
the world has changed more significantly than
the world itself. The threat had been known
before, nevertheless, the act of war disguised
as a terrorist attack made the entire world
aware of the new dimensions of a global vul-
nerability. The new type of terrorism, unlike all
its previous forms, did not express any terri-
torial or political demands and allowed the
United States, regarded as its main enemy, to
draw the final conclusions on the causes of
the attack. The message declared the de-
struction of that world system whose most im-
portant pillar after the Cold War became the
United States, left without a super power part-
ner (Delpech 2001). The unanimous decision
of the United Nations Security Resolution on
September 12, 2001 interpreted the New York
attacks as a threat to peace and was com-
pleted on the 28th with an action plan aimed
at fighting terrorism (UNSCR 2001).  

Since then, after spending billions of dol-
lars and thousands of human lives (Dickson
2008), after eight years of a global war
against international terrorism worldwide, the
results are, unfortunately for the western pol-
icy, ambiguous. Al Qaeda is still the main tar-
get of the coalition forces, and Osama Bin
Landen is still number one wanted person all
over the world (NATO Intelligence report for
terrorism, 2008). For sure, the coalition
forces have managed many decisive victo-
ries, not only by capturing or neutralizing sig-
nificant number of AQʼs leaders but also by
destroying strategic key infrastructure facili-
ties (Heyden 2007). However, despite these
successes, the world has not yet calmed
from the fear of terrorism. Since the initiation
of the “Operation Iraqi Freedom”, terrorist at-
tacks have increased by 607 per cent (Cen-
ter for American progress 2006). Most of the
foreign military and policy experts admit that
the primary targets are the United States and
American civilians (Director of National Intel-
ligence 2007), without however being con-

ducted in US territory since 2001 (Dylan
2008). 

It is undeniable that the declaration of the
global war against Terrorism by the president
of the United States (Bush, 2008) seems
mainly against Al Qaeda, though there are nu-
merous terrorist organizations which hamper
everyday the safety and security of the world.
So, is this global war just a world war against
one enemy? And if so, why are the results not
more decisive? Why can not wait The United
States and its Allies have a clear victory after
8 years? What are the reasons behind this in-
sufficiency? Is it because the coalition forces
are doing something wrong or because Al
Qaeda is so strong? The answer, though not
easy, is somewhere in between. 

According to statistics, ninety per cent of
terrorist organizations throughout history fail
within a year while fifty per cent of those that
last longer fail within ten years (Rapoport
1992:1067). That makes Al Qaeda the excep-
tion of the rule. The organization concentrates
the majority of the strategic characteristics a
terrorist organization must have to rule, terror
and survive. These characteristics, such as
beliefs, sustainment, training and decisive-
ness alone, are not enough to afford the pub-
licity and the appreciation Al Qaeda enjoys.
Additionally, no terrorist group so far had such
a strong enemy for such a long time as the
United States has. Paradoxically, instead of
losing, Al Qaedaʼs leaders claim that “it is
stronger and more capable now than it was
on 9/11” (Hoffman 2006: 283). Al Qaeda is
certainly very different from other terrorist
groups in the past, and although it has many
common characteristics with others, it gathers
all those elements that are needed for forming
the “ultimate terrorist group”. 

The main objective of this essay is to study
and analyze the reasons why Al Qaeda is dif-
ferent from other terrorist groups in the past.
In order to achieve this aim, we will follow the
evolution of terrorism over the last years, as
well as changes in the ideology, methods and

Why al Qaeda is different from other terrorist groups of the
past?
By Charalambos Varelas
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tactics the terrorist groups used in the past.
Simultaneously, we will examine and desig-
nate the fields in which Al Qaeda differs sig-
nificantly compared to other terrorist groups
in history. Then, through a simple and clear
comparison, we will understand how Al
Qaeda manages to embody the most impor-
tant of the strategic characteristics a group
needs in order to survive and profess the ulti-
mate terror in the entire world.  

Classification of Terrorism  
Terrorism and terrorist organizations

groups and persons can be classified on the
basis of various aspects. Throughout this
classification it will be easier to understand
the true motivations and ideology in which the
terrorist organizations base their cause. Then
it will be easier for us to compare the charac-
teristics of past terrorist groups.

First, we can group the terrorism on the
basis of the theatre of activity and the effective
range of the terrorist acts in the following are-
nas: Local (within a country or region), Sub re-
gional (affecting the security of two or more
countries), Regional (certain regions such as
South Africa, Middle East), International (af-
fecting two or more regions) and Global
(threat to global security). On the basis of the
persons, groups, organizations, or countries
providing support to terrorist acts, terrorism
can fall into the following categories: Individ-
ual, Group, State and International terrorism.
Depending on the motivation, terrorism can
be classified in Religious groups, groups
championing racial superiority, ideological/po-
litical groups and Nationalist-separatist terror-
ist groups. 

Additionally, on the basis of level of deter-
mination, terrorism can be classified as: Emo-
tional terrorism without a final political goal,
terrorism with well defined and rational strate-
gic objective and finally terrorism with exag-
gerated strategic goals.  The last classification
is based on the response of the opposing
party; we have terrorist groups “mapping the
limit of the state tolerance” without risking the
total elimination of the group, and we have
groups which seek to provoke responses that
will radicalize a particular ethnic group or mi-
nority. The last classification is the most seri-
ous: in this case the group may provoke the

reaction of a whole region. Al Qaeda and the
9/11 strikes had similar goals; to provoke
American (NATO or western) responses and
counter-strikes that could lead to the “unifica-
tion” of the Islamic World and result in the rad-
icalization of the Arab states.

It is obvious from the classification that Al
Qaedaʼs characteristics show us that it is a
global organization with a complete ideology,
international connections, and global area of
operations. Moreover, Al Qaeda, though not
the only identified terrorist group by UN and
other Non Government Organizations, still
has the “privilege” of having as a major enemy
the most powerful state (United States). It
used to be that the United States participated
partially in the hunting of terrorist groups, but
for the first time in history, it participates in a
long and expensive global war against multi-
ple terrorist “enemies”. From this we can un-
derstand the seriousness of the situation Al
Qaeda has provoked.

Characteristics and evolution of Terrorism 
One of the most comprehensive sum-

maries of the features and characteristics of
new international terrorism was compiled by
National Commission on Terrorism estab-
lished in the United States in 1999. According
to that survey, the Commission established a
series of characteristics that the new face of
terrorist organizations like Al Qaeda has, com-
pared to others in the past. 

During the past decades the character and
objective of international terrorism has signifi-
cantly changed. The international community,
for example, devoted 12 conventions to the in-
vestigation of terrorist activities. Although the
number of countries opposing terrorism is
growing, a few states continue to provide sup-
port to terrorism; in certain cases terrorism is a
factor of state policy. The features of a terrorist
threat have changed and today both terrorist
groups and acts are more dangerous while
countering them is much more difficult.  Addi-
tionally, the fatality numbers of terrorist acts is
rising. While in the 1970ʼs and 1980ʼs the great
majority had clear-cut political goals, in recent
years they have one objective only: to take the
lives of as many people as possible; the circle
of motivations has grown wider as a result of
structural changes in terrorist groups.  



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 64

Among the differences that the old fash-
ioned terrorist groups had with the new: the
groups have a cross-border financial and lo-
gistic support system, they are increasingly in-
dependent from the support of a state which
makes fighting them with economic sanctions
increasingly difficult, the terrorist groups
widely use the most up-to-date encoded com-
munication technologies, and finally, achiev-
ing their goals takes an increasing number of
lives.

Al Qaeda has been transformed into an In-
ternational terrorist organization which is still
surviving despite the war against it and it con-
tinues to play a significant role in the decision
make process of many states and ideologies.  

Global Terrorism: The ultimate Evolution 
Nowadays globalization is one of the most

determining and at the same time the most dis-
cussed processes. The concept in itself has no
consensus-based definition. Some experts say
globalization is a permanent phenomenon in
the history of mankind, others link it to capital-
ization, and there are many who regard it as a
typical feature of a post-modern era.

Looking to the past we see that almost all
Terrorist groups have limited area of opera-
tions with the exception of PLO, which was
the first to carry out airplane hijackings, ex-
panding in that way its borders worldwide.
PLO was the first known terrorist group that
even in a limited way posed a threat to global
security. After PLO, the most chronically ac-
tive “global capable” terrorist group is Al
Qaeda which, as mentioned before, remains
the number one global threat. From the strikes
in United States embassies all over the world,
to the strikes in 9/11 and in Middle East and
Europe, Al Qaeda has even expanded its op-
erations from the known world to the cyber
one! 

To that end, we must take into account that
the global capabilities of Al Qaeda flow from
their global “fatwas”, ideologies, funds, tactics
and outside state-supporters. 

Ideology and Motivations  
Analyzing the motivations, it can be stated

that the “sound ideological foundation” of ex-
treme right and extreme left (Euro-terrorism,
for example) was increasingly replaced by

ethnic nationalism and religious extremism. In
most cases these two motivations “co-exist”
as illustrated by the Sikh militants fighting for
the establishment of the state of Khalistan, or
the fundamentalist Egyptian Islamic Jihad
(EIJ) with the goal of establishing an Islamic
state in Egypt. These motivations fall into four
categories: religious extremism, nationalism,
ideology and psychology.

Religious extremism makes up the basis of
religious terrorism and Islam is its most dan-
gerous form. A practical manifestation of this
trend was the bombing of the New York Trade
Centre (1994) carried out by a Sunnite terror-
ist. The 9/11 strike was also an action from fol-
lowers of extremist Islamic movements. Some
extremist militant elements of other religions
also carry out violent terrorist acts such as the
Christian group of Aryan Nations that is the
most active in North America, and the Jewish
Defence League which acts by nationalism
and religious intolerance are executed in Is-
rael. 

One of the most striking features of the na-
tionalistic motivation factors is ethnic nation-
alism. Typically it is a long-term motivation
factor. Examples include the terrorist organi-
zations in Yugoslavia, Northern Ireland, or the
Basque regions, as well as Palestinian and
Kurd terrorist groups. Nationalism is often
blended with separatism and irredentism, es-
pecially in the post soviet regions. The terror-
ist acts indicate that groups with nationalist-
separatist objectives are the most active.

Comparison of existing terrorist groups
with Al Qaeda

After analyzing the categories of the ter-
rorist groups, it comes very easy to our mind
to put every known terrorist group in the ap-
propriate classification. Having already
enough evidence to argue that Al Qaeda is a
unique terrorist group, we dare to say that she
is perhaps something different than a simple
terrorist group, something which history will
show in future. However, for those that believe
that only the circumstances have driven Al
Qaeda to the publicity it now has, or now it is
helpless and weak, and only lonely jihadists
take actions on behalf of it (Sageman 2008),
the comparison that follows is the practical ev-
idence for the opposite.
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Beliefs and Supporters
All terrorist organizations actions are

based—of course–on their beliefs, motivations
and ideology. The ideology is the beginning,
the present and the future of these groups.
This means that the better the foundation the
more possibilities the group has to survive in
time. So, we see the left based terrorist groups,
whose aims were mainly the independence of
a specific region, to have a limited area of op-
erations. We see the Red Brigades in Italy, the
ETA in Spain, the PKK in Turkey and many oth-
ers whose actions were based in left ideology
and claimed an independent state within their
state. It is natural that their supporters are
mainly idealistʼs supporters of ideology; com-
munists, believers of the old Soviet Union,
dreamed of a new communism-based society.
In that case firstly the audience is very limited,
and secondly, after the fall of the Soviet Union,
these groups quickly realized that they lacked
a strong foundational ideology. Therefore, they,
soon or later realized that it was the beginning
of the end. 

On the other hand, the groups that either
based their ideology on nationalism or man-
age to transform leftist ideas into ethno-na-
tionalist beliefs have more possibilities of
surviving and being more effective. Groups as
PLO and LTTE two of the most important ter-
rorist groups ever, based their motivation in
an ethicist ideology, which even today en-
sures a large network of new believers-fight-
ers and a future. The religious-based terrorist
groups on the other hand, have an even
larger audience, augmented decisiveness to-
ward their primarily targets, and easier ways
of recruiting new members. Particularly, when
they combine nationalism with unfulfilled prej-
udices and conjunctive religious beliefs, the
foundations are so strong that they easily
override state borders, giving an international
perspective and creating a global capable
actor. The one and only group that has man-
aged to achieve this goal is without doubt Al
Qaeda, which has created the conditions to
maintain itself as well as develop its future. 

Tactics-Structure-Funds
Another strategic advantage that Al Qaeda

has over other groups is the structure of the
organization and the nature of the tactics it

uses. Although most terrorist groups use the
“hierarchical pyramidal structure”, Al Qaeda
leaders preferred to keep it in the “main flatter,
more linear and more organizationally net-
worked” (Hoffman 2006: 285). “A tight fixed
complete organization with a strong founda-
tion- a whole network and a subculture of re-
bellion at the same time” (Dylan 2008). Their
leaders, especially Osama Bin Laden, wanted
to create a complete and organized commu-
nity in which everyone has rights, privileges,
considers himself important and necessary to
the organization, and in which the common
objective is the realization of the “fatwas” and
ideologies whatever the cost may be (Espos-
ito 2002).   

While other groups have limited audience
and space, their primary objective is to hide
from the central state and to announce their
demands, without risking arrest. Their actions
and tactics are based mainly in Improvised
Explosive Devices and assassinations (like
LTTE killed Indian president Rajiv Ghandi),
whether the targets are of high importance or
not. For sure, their restricted capabilities are
reflected in their results, just as their ideology
reflects their limited motivation and future. Ad-
ditionally, their income comes mainly from
robberies as well as human and drug traffick-
ing, a fact that shows the uncertainty of their
entire existence (as it concerns safety and
jeopardize). These “light” groups usually lack
training and their (left or extreme right) ideol-
ogy is the significant issue that either divides
them, or destroys them.   

However, many terrorist groups are oper-
ating against entire nations, as they have the
support of a large audience, belonging mainly
to national-religious ideology terrorist groups,
such as IRA, LTTE, PLO, PKK which are op-
posed to an entire country, with significant or
not results, but at least in a way that the whole
world recognizes them as very important
groups. These groups are the first to initiate
an open war against their host-nation whether
they have the support of the common opinion
or not. They have a strictly hierarchical py-
ramidal structure, a strong leader, very good
training, significant income coming from vari-
ous sources (human, drug, weapon traffick-
ing), an outside state supporter and, finally, a
developed network of recruitment that pre-
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serves the future which is “The first strategic
objective” of every group.

Al Qaeda on the other hand, by being “not
only an organization but also an idea” (Econo-
mist 2008a), has all the previously mentioned
characteristics in an order of magnitude that no
other has achieved so far. The first generation
of terrorists trained in camps in Afghanistan
with the assistance of the United States, which
was engaged in a larger Cold War campaign
against the Soviets.  It has now turned against
its former benefactor and enjoys the be-
queathed tactical knowledge.  The fact that the
coalition forces are still in war with Al Qaeda
has not impacted their levels of training. On the
contrary, after the invasion in Iraq, incidents of
attacks have increased by 607 per cent (NATO
report 2007). The safe and secure environment
that the mountains of Pakistan provide contin-
ues to play a significant role to the effective-
ness of the group. Moreover, the income from
Osama Bin Laden himself, the drug trafficking,
and the cover support from Islamic states clas-
sify Al Qaeda in the first position in the bases of
wealth among all terrorist groups. 

When it comes to “tactics”, guerrilla and
urban warfare were the most common and
usual reactions of the most sophisticated ter-
rorist groups. The groups already mentioned,
who opposed to an entire state, often, apart
from isolated strikes, provoke the state in an
open style war, to show off for commercial
reasons too. However, the first time that a
new word appeared to the world scene in the
base of a new tactic of war, after the 9/11
strikes, was the phrase “asymmetric threat”.
Actually, it was the first time that an organized
and international schedule was developed for
combating the so-called “asymmetric threat”.

Martyrdom- Asymmetric Threat
Without doubt, Al Qaeda is not the first to

use suicide terrorist actions in the history of
terrorism. The background of suicide terror-
ism is very rich. The PKK, LTTE, and PLO are
some of the most classic examples of groups
that used suicide attacks for achieving their
goals. The psychological impact of suicide ter-
rorism on a victim community is enormous.
The implication is that the organization using
suicide terrorism is willing to sacrifice its mem-
bers and is able to recruit people who are will-

ing to die for the cause, i.e. they must be a de-
termined, long lasting threat.  That is of course
the main reason for having so few groups
using the tactic.  As a result, the use of Sui-
cide Bombers (SB) brings an enormous tacti-
cal advantage to an organization.

So far it seems that Al Qaeda has imitated
these groups and created its own suicide
bombers. But, if just Al Qaeda did exactly the
same as its processors, why did the term “in-
ternational defence against asymmetric
threat” appear only after 9/11? The answer
appears to imply that the way that Al Qaeda
used the suicide attacks points to something
deeper. Indeed, looking back to past events
we see that all the other suicide attacks con-
sisted mainly of women or men carrying
bombs or explosive devices, targeting civilian
or military personnel—sometimes key infra-
structure facilities—without any serious need
of planning or scheduling. On the other hand,
Al Qaeda has amazed the world by the genius
and precise planning of 9/11 and other previ-
ous strikes.

After the accidental failure of the operation
“Bojinka”, which was a schedule of simultane-
ous destruction of twelve US airplanes in the
air, Al Qaeda on the 2nd of August in 1998 at-
tacked in the US embassies in Nairobi, Kenya
and Tanzania killing 250 people. It was a well
organized plan which was executed by suicide
bombers. The fact that it had been planned for
years shows exactly the professionalism which
Al Qaeda dealed this issue with. Moreover,
seeing the budget as though the intelligence
gathering of their members, we come to the
conclusion that the act of 9/11 was similar to a
military action, based on accurate intelligence,
followed by a detailed decision making process
plan and finally executed with pure profession-
alism. Additionally, the strikes in Madrid and
London, although the originator is not con-
firmed yet, they do not seem to be a job from a
group of the past, leaving clues for deeper in-
terference of Al Qaeda. To that, the investiga-
tion that conducted after these strikes proved
that the bombers were inspired and guided by
Al Qaeda.

Al Qaeda has managed to transform the
global war of terrorism into a complex war of
actions and mainly ideas, finding that way re-
cruits in every part of the world. As Muslims
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which are the main audience-target, are
everywhere, the “jihad” is easier; the union of
all Islamic countries against the United States
and their allies seems easier than ever since
the ideas are much more difficult to deal with,
and need more time to fade away. Muslim
Kids brought up from New York to Pakistan in-
stead of love and grammar, they are taught
how and why they must become suicide
bombers for Allah (Phares 2007: 245). 

It can be easily assessed that this war of
ideas, if not confronted in a clever manner with
decisiveness it will have major impact in the en-
tire world, as the Jihad will be extended to the
next generation of fanatic Muslims and the war
of ideas will continue hampering the global se-
curity. This achievement is without doubt part
of Al Qaedaʼs strategic goals and objectives,
fact that drives us to the apprehension of how
well organized and scheduled their leaderʼs
plans are. This long term planning and acting
capability has not been met anywhere before,
from any other terrorist organization. The war
of ideas that Al Qaeda professes, is an endless
source of fanatic new believers who create the
foundation and the base of its future.

Relation to Media-Publishing capability
In the era of satellites and endless internet,

Al Qaeda had the privilege of being in the spot-
light for a long time. Since the idea and the
scenes of a ruthless terrorist group overcome
in ratings many other significant events, it
seemed to the media that Al Qaeda is an open
and profitable issue. Additionally, after the in-
vasion in Iraq and the important loses that it
caused, internet was the ultimate and safest
mean to reorganize, recruit and continue their
fight. Since the beginning of their existence, the
strikes in New York and until today, Al Qaeda
had the covert support of many Islamic televi-
sion channels and radio stations, through
which it had a certain seat and a safe way to
publish their ideas, to unify the Islamic people
against the common enemy; the United States
and the western policy. 

The fact that Al Qaeda got that publicity is
of course because of their opponent. In the
past, the world knew about terrorist groups
only from certain television channels which
were not that independent and therefore not
objective. They covered only the major events

such as the Munich Incident (due to the
Olympics), and some activities of IRA (due to
the power Great Britain). The fact that other
terrorist groups lived in anonymity because of
the non objective and sometimes guided
media, in case of Al Qaeda the media worked
quite differently. Actually, nowadays the flow
of information through the media, although
still not objective it includes all aspects of an
issue, fact that enable us to see all the views
and make out our own point of view.

Conclusions
If instead of the numerous glorious and un-

defeatable Persian army, the three hundred
Spartans had in front of them just a numerous
and anonymous army, perhaps history would
not care about them. The significance of the
enemy is augmented by the power of the op-
ponent. In our case Al Qaeda has taken enor-
mous publicity not only because of its
characteristics and capabilities, but also be-
cause it turned against the most powerful
state in the universe. Throughout this essay,
we saw the evolution of the “terrorism”, we
classified it in a way, and we identified through
comparison, why indeed Al Qaeda is different
from other terrorist groups in the past. Al-
though the present and future capabilities are
a matter of strong contradiction, the fact re-
mains that the world war against terrorism is
still on-going. “No one seems to win, but no
one seems to lose either” (Economist 2008a). 

Of course the circumstances helped the
evolution of Al Qaeda a lot, and along with the
evolution of the media and modern technol-
ogy, this organization managed to take ad-
vantage of every little or important situation
and seized the opportunity for the benefit of
its own objective. The capability that has to
renew its supporters and fighters is unique
and based on the ideology and motivations
their “fatwaʼs” professes (Esposito 2002). The
fact that has complete and safe training facil-
ities, in conjunction with the wealth that it
owns, establishes the bases in which it will
build their future. So far the results of its
strikes are the most lethal having also the
unique privilege and capability in having as
area of operations the whole world. 

Whether we like it or not, we conclude from
the above that the “threat from Al Qaeda is
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likely to last for decades” (Economist 2008b).
For sure, as we saw “there are essential ele-
ments contributing to Al Qaedaʼs survival and
ultimate resurgence” (Sawyer and Foster
2008). However, the time is enough for the ex-
perts to reconsider the circumstances that
brought this group in the zenith of its glory and
the rest of the world to an endless fear and
terror, to find the way to eliminate the threat
and provide a safe and secure environment
to the citizens of the world.
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Once there was a wildfire in a forest, the ani-
mals were in panic… they saw a hummingbird
going towards the river, picking up some
water in order to try to extinguish the fire. He
repeated this gesture frequently and thor-
oughly. 

When the other animals saw the gesture
of the kiss-flower, the Lion asked him, “Hum-

mingbird, what
are you trying to
do? The Hum-
mingbird replied,
“I am fighting the
flames.” To which
the Lion re-
sponded, “Do you

realize you cannot put out the fire out with just
your effort?” The Hummingbird said, “But, at
least, Iʼm doing my best.” 

This story has been told by many as an ex-
ample to be followed, with the idea being that
we should always do our best, regardless of
what the others may do. From the standpoint
of managing emergencies and disasters, the
actions of the hummingbird often cause dis-
asters. However, several lessons can be
learned from this small story. 

The hummingbird did not follow a previously
defined Disaster Plan, which should have been
constantly checked and all the animals should
have trained according to the Disaster Plan.
The animals did not work as a team. 

The hummingbird ignored the actions
taken by other animals, which could result in
duplication of efforts. He worked alone, with-
out following any protocol or command set. 

Therefore, he has used ineffective meas-
ures (he failed to extinguish the fire) and prob-
ably watched the forest burn down in flames,
perhaps causing the deaths of many animals,
and possibly himself. Using this story we can
draw a parallel with real life disaster pre-
paredness and emergency response. 

What has just been described is called “the
Hummingbird Syndrome.” The Hummingbird
Syndrome describes a crisis situation with no
previous plans for preparedness, mitigation or

prevention. In these situations, many people
flee and some act as the “Hummingbird,” act-
ing on their own instincts, based only on their
beliefs. In most cases, they believe they are
being useful and effective in their methods.
The result will probably be disastrous. 

Many disasters can be avoided. By defini-
tion, disasters are critical situations where the
response capability is lower than the magni-
tude of the main event. A small fire managed
without the good practices can lead to a major
disaster. 

We can classify crises and disasters, di-
dactically, in four phases: 
• Pre-impact, 
• Impact, 
• Post-impact, and 
• Recovery

We live permanently in the Pre-impact
phase, waiting for the next crisis or disaster.
The question is not if they will occur but,
where, when and why. We often believe in a
Post-disaster phase, the worst has gone, for-
getting that this phase coincides with the Pre-
impact of the next event. 

Some of the activities that precede the Im-
pact phase are, prevention, preparedness,
assessment of vulnerabilities, threats and
risks assessments, monitoring of critical situ-
ations, mitigation preparation, preparation of
business continuation plans, and disaster
and/or contingency training. In other words,
what we should be doing now in order to
avoid the next disaster. 

Applied to any crisis, vulnerabilities that are
superficially analyzed, threats that are unrec-
ognized or underestimated, in environments
where there is no culture of preparedness and
prevention for critical situations, invariably re-
sult in serious crises and disasters. When this
occurs, the Hummingbird will probably be re-
membered as a hero, but will be victim of the
inefficiency of the system which has failed to
prevent disaster. It will be too late. It is up to
friends of the Hummingbird to tell of his
courage, but, however, he will have died in
vain… 

Hummingbird Syndrome: Why Disasters Occur 
By Luiz Hargreaves
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In recent years, organizations have increas-
ingly been incorporating strategic planning into
management. All organizations, including
State(s), have missions, values and visions. In
other words, it is necessary for everyone in
these organizations to understand what it
means to work for this corporation or what it
means to be a government employee. The un-
derstanding of strategic planning is essential
for the commitment of employees and the suc-
cess of the organization. 

The first step in this process is analyzing
internal and external environments. 

In an internal environment, we find
strengths and weaknesses that are linked with
the opportunities and threats (external envi-
ronment). These are the concepts of the
“SWOT matrix”, used extensively in strategic
planning in organizations, but not always
when we are talking about State or govern-
ment strategies. 

The internal analyses of the organizationsʼ
forces are of great importance in determining
conditions for searching opportunities. It
makes no sense to talk about opportunities
that are not linked with the forces of the or-
ganization. What can be understood as an op-
portunity for one corporation may not be for
another. 

Conversely, the weaknesses of the organ-
ization and/or State(s) are generating ele-
ments of vulnerabilities that can be linked with
threats that lead to disasters. The inventory of
risks must be constructed over that knowl-
edge. Only after evaluating the vulnerabilities,
threats and risks, is it possible to begin pre-
paredness, prevention and mitigation of crises
or disasters. 

Frequently, we find some risk analyses
based essentially on threat assessments. In
such cases, the risk can be falsely low. There
are threats that are known because of their in-
tensity and frequency of occurrence. This is
the case of “Hurricane Season” in the
Caribbean, Tornado seasons in the Midwest
United States, and summer flooding in sev-

eral Brazilian cities. There are, however, some
“invisible” threats which, for several reasons
(i.e. political issues or because people believe
they will never occur), are not considered.
This is the case, for example, of Terrorism. 

There are several countries where the ter-
rorist threat is seen as unlikely or even im-
possible to occur according to many. In these
places, one common analysis is developed
upon the statistics of attacks in prior years.
The problem is statistics have little value be-
cause we cannot predict future events based
on the absence of such events in the past. As
a result, there are neither terrorism laws nor a
culture for preparation, prevention and re-
sponse. Because of this superficial or even
weak analysis, organizations as well as the
State(s), become vulnerable to terrorist at-
tacks, resulting from the perception of low
risk. 

The condition which permits a threat to
exist is a vulnerable system. A tornado in an
open field, without threatening property or
persons, is just a natural phenomenon and
not a threat. However, in other places where
houses are vulnerable to strong winds, it be-
comes a credible threat. This analysis seems
quite simple however, it is not always realized. 

Vulnerabilities are directly linked to weak-
nesses. It is the weaknesses of the organiza-
tion or the State that lead to vulnerability.
States that believe they are completely im-
mune against terrorist threats are more vul-
nerable to attack than those with a culture of
protection, even if those with a culture of pro-
tection have been victims of terrorist attacks
more often. It is a paradox. Countries that
have suffered recent attacks and have
changed their prevention and response pro-
cedures in order to face new challenges and
are therefore far less vulnerable to a new at-
tack (even if the threats are serious) than
countries believing they are safe because
they have never suffered an attack before.
Vulnerabilities imply more chances for the
loss of lives and property. 

Vulnerabilities and Threats: A Relationship Not Always Un-
derstood 
By Luiz Hargreaves
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In an analogy to biological systems, we
would say that those immunologically
stronger (low vulnerability) are more protected
against specific virus transmission than those
who have little or no immune protection (high
vulnerability). 

The early warning for crisis situations, in-
cluding terrorism and natural disasters, should
come from committed and trained communi-
ties, in order to respond to situations that can
potentially lead to critical events. 

The adoption of a pro-active approach to
reduce weaknesses and vulnerabilities (con-
trollable events) should be the role of the or-
ganization, as the reduction of threats
(non-controllable events) is much more diffi-
cult, if not impossible. 

Investing in prevention and preparedness
is an essential path to decrease risks and
lower vulnerability resulting from weaknesses.
It is a way of reducing or eliminating threats,
indirectly. 

The search for mitigation and direct elimi-
nation of threats is, however, often shameful
and difficult to implement because they are
non-controllable variables. This does not
mean mitigation and elimination of threats
should not be attempted until removing a
threat and allowing the system to remain vul-
nerable will protect the State and Organiza-
tions? 

The answer for these issues could be to
work on weaknesses, reducing the vulnerable
systems, while the threats are monitored and
response systems prepared. This is valid for
States and organizations. 

Luiz Hargreaves, AAS, MD, MSc, is a qualified
Expert in Crisis Management, Disaster Planning
and Response, Health Care Management and
Travel Medicine. He is a Medical Doctor, Political
Scientist (MSc), and Crisis Manager, with 25 years
of experience in Disaster and Emergency Planning
for Corporations, Public Events, Public Safety and
Counterterrorism.
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Executive Summary: Islamic terrorism is an
ominous growing problem at our borders, par-
ticularly our southern border with Mexico.
Over the last decade or so, numerous per-
sons with known connections to Islamic ter-
rorist organizations were reported to be in
Mexico. Among these groups are Hezbollah,
Hamas, and al Qaeda, Islamaya Al Gamat
and members / supporters from African Is-
lamic terrorist organizations like Al Shabaab.
The most important of these appears to be
Hezbollah because of their ties to Venezuela,
and Iran; also because of their global pres-
ence of sleeper cells and relationships with
anti-American countries.

Hezbollah is a known terrorist group that
poses a threat to the U.S. at home and
abroad. Recent arrests in the U.S. and Mex-
ico of Hezbollah members, and the trends in
tactics used in attacks by Mexican cartels
being trained by Hezbollah members, reveal
the ominous presence of this group at our bor-
ders. Hezbollah has several large communi-
ties of sympathizers in Mexico as well as in
the Tri-borders region of Argentina, Paraguay,
and Brazil. The Tri-borders region has long
been known to be a hot-spot for anti-Ameri-
can activities, money laundering, drug and
weapons trafficking and falsification of travel
and identity documents. Hezbollah members
use the Lebanese communities as well as
their connections with the drug cartels of Mex-
ico to fund terrorism, launder money, to get
their members into the U.S., and to sell drugs
to Americans as a way of killing infidels.

To aid in this mission, Hezbollah members
have opted to train Mexican drug cartels to
use more advanced weaponry, to make
bombs, and to use fear tactics such as be-
headings to influence communities, political
leaders, military, local police, and anyone they
need to manipulate in order to achieve their
objective. They have set up cells in small sym-
pathizer communities across the globe, most
importantly, in Canada and Mexico, but also
in many regions in South America and West
Africa.

There are numerous routes taken by these
people to do their trafficking, make connec-
tions, earn money, acquire weapons, and re-
cruit new members. Tunnels are becoming
more elaborate and advanced in their engi-
neering due to the experience of the Hezbol-
lah members who are notorious for building
sophisticated tunnels under the Lebanon bor-
der with Israel.

Unfortunately, there is money to be made
for helping these terrorists in achieving their
goals. In addition to those drug gangs who
agreed to share their turf and work along with
Hezbollah members on common ground,
there are random American citizens aiding in
this operation for money whether they realize
the scope of it or not. Even large banking
companies have been found to launder
money for Hezbollah-backed Mexican drug
cartels.

There are numerous recommendations
that may aid in the curbing of these acts.
Some research
and education
in the identifica-
tion of key
points for identi-
fying Hezbollah
activities and in-
fluence will go a
long way in this conflict. Policy changes need
to be enacted and enforced so that Other
Than Mexican illegal aliens are not released
on their own recognizance after they are de-
tained at the border. Prison officials and po-
lice need to be trained to identify potential
Hezbollah members by their language, identi-
fying tattoos, symbols, and confiscated para-
phernalia 

Area at risk: All of Mexico, but specifically
those towns bordering the U.S.; All Mexican
border areas within the U.S.; All of the United
States; Canada

Statement of Information: Hezbollah,
the bastard child of Iranian Revolutionary
Guard Corps (IRGC) and a lower class
Lebanese Shiʼite minority group has cells in

Islamic Terrorism in Mexico
By Leah Roberts
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many countries of the world. Although
Lebanon has a mere 4.2 million people, over
10 million Lebanese live in other countries.
Lebanese were one of the first Middle East-
ern immigrants to enter Latin America, and did
so as early as the 1870s. (Thompson, 2010)
Focus on those Lebanese in Latin America re-
cently has been on their influence on drug
cartels, money laundering, and trafficking of
drugs, weapons, and humans between the
U.S. and Mexico. Further concentration on the
Lebanese communities spread out through-
out the globe reveal hubs for the activities
conducted by Hezbollah and all of the anti-
American groups which give them any sort of
aid, including but not limited to concealment,
uninterrupted travel through regions to home
bases in Lebanon, laundering of money,
smuggling operations, trafficking of drugs and
weapons, and numerous avenues of illegal
activity to fund not only their operations, but
also the building of infrastructure in the sym-
pathizer communities to promote cooperation.
Lebanese communities in Latin America also
provide a rich source for new recruits (Web-
ster, 2010; Vernaschi, 2010).

Lebanese communities in Latin America
supported terrorist attacks by Hezbollah as

early as 1992 when the Argentinean Israeli
Embassy was bombed. The Tri-borders re-
gion of Argentina, Paraguay, and Brazil is a
known area for Hezbollah operatives to carry
out all sorts of illegal activities including but
not limited to drug smuggling, falsifying docu-
ments (so Hezbollah personnel can pretend
to be Mexican in attempts to sneak across the
U.S. borders with other Mexicans, often using
aid from drug cartels), money laundering,
music piracy and other intellectual copyright

infringement, and weapons smuggling
(Rollins & Wyler, 2010; Thompson, 2010; Bar-
rett, 2010; Ynet News, 2009; ). The former FBI
Director, Robert Mueller, was quoted confirm-
ing the fact that Middle Eastern persons were
learning a bit of English, assuming Hispanic-
sounding names, and attempting to cross the
U.S. border as Mexicans or other South
American residents. The Venezuelan govern-
ment issued thousands, likely more, “cedulas”
which are that countryʼs version of Social Se-
curity cards to people from anti-American and
terrorist-supporting / sympathizing countries
such as Cuba, Columbia, Iran and other Mid-
dle Eastern countries (McCaul, 2006).

Money from drug cartels in Mexico even
made its way into the U.S. where it was laun-
dered through Wachovia banks. Money laun-
dered through Wachovia banks paid for an
unknown number of airplanes used for smug-
gling and traffic activities, which span the
globe. Among planes bought by this laun-
dered money, was the DC-9 seized in Guinea
Bissau, where the pilot, Carmelo Vasquez
Guerra, escaped and was later taken into cus-
tody in Mexico, only to be released in less
than two years (Smith, 2010; Evil Grin, 2010).
During their hearings, Wachovia officials ad-
mitted that the amount of money was so great
that it was too difficult to pass up despite U.S.
banking laws (Webster, 2010; Hudson, 2003;
Nelson, 2010).

These cells of Lebanese groups near the
border of the U.S. have plain-looking shops,
warehouses, and other buildings where tun-
nels are concealed, similar to those con-
structed in the region between Lebanon and
Israel. News articles dating back to even early
2002 reveal tunnels like this found on the
U.S.-Mexican
border. Some
of the tunnels
found are al-
most a mile
long, many
have ventila-
tion, air con-
d i t i o n i n g ,
drainage sys-
tems, and
railways with

Photo retrieved from: http://www.us-
news.com/usnews/news/badguys/0
70108/elmo_puppy_dogs_and_othe
r_drug.htm on 24 Sept. 2010
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rail cars to transport people, weapons, and
drugs underground into and out of the U.S.
One tunnel that was most recently discovered
stretched from Tijuana, Mexico to the Otay
Mesa industrial area of San Diego, and had
some 30 tons of marijuana in it (Dibble, 2010).
Similar tunnels were discovered on the U.S./
Canadian border, revealing the possibility that
weapons, humans and a variety of parapher-
nalia are being smuggled through Canada
into the US. Montreal, Canada has one of the
largest Lebanese communities in that coun-
try. In 2009, a Canadian government repre-
sentative announced availability of direct
flights from Montreal to Beirut, Lebanon; this
was made possible to cater to Montrealʼs
largely Lebanese population (The Lebanese
Inner Circle, 2009). A tunnel found in 2007 at
the U.S./Mexico border, was dramatically en-
gineered and 80 feet below ground level. An
associate of Mahmoud Youssef Kourani, a
Hezbollah arrested in the U.S. for material
support of the group, smuggled some 20 to 30
Hezbollah members across the Canada/ U.S.
border in recent years. Officials are working
with border patrol and the military to fill these
tunnels with concrete. The estimate given to
fill the 2007 tunnel was 3 days and $2.7 mil-
lion (in taxpayerʼs money); so not only do
these tunnels provide an entry to the U.S. but
they also aid the crippling of the U.S. econ-
omy by necessitating the job of filling them in.
In the past four years, at least 75 tunnels have
been discovered that penetrate our border
with Mexico. More than 125 have been found
since the early 1990s when border officials
began counting (Associated Press, 2005; Ter-

rorist Planet, 2010; Carter, 2009; Dibble,
2010).

A little more than a year ago, Canadian in-
telligence identified Hezbollah “sleeper cells”
in Canada. They reportedly did surveillance of
intended Israeli targets in Canada such as
synagogues. These individuals made another
ominous move; they sent their established
families living in Canada, back to Lebanon,
possibly a move to prevent information about
their proposed operations from being re-
vealed, to prevent family members from being
indicted as accessories to crimes they were
planning, or simply protection since they were
likely planning a big enough operation that
backlash would become a problem for these
family members (Carter, 2009).

Little known Lebanese communities
across Mexico make up a population of
439,000 or more according to the Joshua
Project. Mexican census reports appear to be
incorrect and due to the corruption and vio-
lent conflict between government, military,
and the drug cartel groups, it is difficult for an
accurate census to be taken in traditional
ways. Although many of these Lebanese con-
sider themselves Christian or Catholic, they
have a tendency to sympathize with Hezbol-
lah as do those living in Lebanon due to the
infrastructure that Hezbollah maintains to
keep them cooperative. Those cells of
Lebanese that are indeed supporting Hezbol-
lah would be expected to report being Chris-
tian or Catholic in order to avoid the attention
that would come from being classified as Is-
lamic. In addition, there are a variety of Mus-
lim centers in Mexico that can cater to
Hezbollah sympathizers. Searching through
www.islamicfinder.com using the names of
cities in Mexico reveals at least 27 Islamic
Centers and Masjids across Mexico, which
would provide sanctuary to Hezbollah mem-
bers. The most notable Islamic Centers are:
Muslim Center de Mexico (MCM), in Mexico
City; smaller Islamic centers inspired by the
MCM are in Torreon, Coahuila, Guadalajara,
Jalisco, and San Cristobal de las Casa, Chi-
apas, and up to 20 major cities in Mexico. It is
difficult to understand why there would be so
many Islamic Centers and worshiping loca-
tions in a country where the reported number
of people worshiping this religion is merely

Photo retrieved from:
http://www.signonsandiego.com/news/2010/nov/03/dru
g-tunnel-discovered-marijuana/ 
Inside of the warehouse in Otay Mesa is the tunnel
entrance hidden in a filing cabinet.
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2000 as a report published in the year 2000
had noted.

The Muslim Center de Mexico said in their
article on Islam in Mexico, that they are inter-
ested in appealing to the numerous indige-
nous groups in Mexico for
conversion to Islam. It was
noted that these indigenous
people appear to be receptive
to the teachings of Islam.
They are reaching these peo-
ple and appealing to them by
holding periodic dinners
where they invite the people
from surrounding villages to eat meals (likely
without charge) while they talk about and glo-
rify Islam to the attendees (Muslim Center de
Mexico, no date).

A man arrested in December 2002, Salim
Boughader Mucharafille, admitted to smug-
gling more than 200 Lebanese aliens into the

U.S. during the three years leading up to his
arrest. He kept a notebook of the information
about each person he smuggled in the café
he ran which doubled as a cover for his smug-
gling operations. In his mind, he was helping
“Brother Lebanese” people, even though he
admitted to knowing many of them were part
of the group, Hezbollah. Mucharafille told of
smuggling these people in a variety of ways,
including in the trunk of his car, by leading a

team of illegals on 4-hour treks with a lead
man to keep look out and a trailing man to
sweep away their footprints (Associated
Press, 2005; Terrorist Planet, 2010).

Another disturbing note is that a group be-
longing to Hezbollah smug-
gled cigarettes across border
into Michigan where there is a
large Muslim community
(more than 300,000). These
cigarettes were sold on the
black market and in addition to
swindling the Michigan gov-
ernment of more than $40 mil-

lion in tax revenue over the period of the
operation, and robbing the economy of more
than $750 million in sales, which could have
been made by legitimate businesses. It
funded terrorism as the Hezbollah members
running the operation sent the money (laun-
dered) to Lebanon to fund the terrorist activi-
ties of the group which involve a complex
mesh of: diamond smuggling through West
Africa; cocaine smuggling from Latin America,
particularly Venezuela, to Guinea Bissau, en
route to Europe; Money laundering through S.
America and W. Africa to Hezbollah-affiliated
banks in Lebanon; Weapons acquisitions via
Iran from Russia – which were shipped to S.
America to use in training of Mexican drug
cartels, and cartel violence, traded for drugs
with the intention to sell these drugs to Amer-
icans as another means of “killing infidels”,
and sold in the Tri-border region between Ar-
gentina, Paraguay, and Brazil to send funds
back to Lebanon for Hezbollah funding. An
important consideration about the Hezbollah
operations that are funded by this money ob-
tained through the mentioned means is that
Hezbollah operations include killing 241 U.S.
Marines in the bombing of their barracks in
Beirut in 1983, attacks on U.S. Embassy

Photo retrieved from: http://lapolaka.com/2010/07/23/terroristas-de-hizbulla-en-carrobomba-de-juarez/ on 24 Sept. 2010
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buildings, and attacks on U.S. allies that con-
tinue today. Before 9-11-2001, Hezbollah was
responsible for more American deaths than
any other terrorist group (Associated Press,
2005; Mexican Train, 2009; Nelson, 2010;
Barrett, 2010; Benhorin, 2006; Hays, 2007;
Associated Press, 2005; Webster, 2010).

Ties between Hugo Chavez in Venezuela
and Mahmoud Ahmadinejad in Iran have cre-
ated an area in South America where allies of
Iran can easily enter into the western hemi-
sphere. In 2007, a new route to enter ap-
peared as the Iran Air 744, a huge airbus that
travels from Tehran, Iran to Caracus,
Venezuela, making stops in Damascus and in
Beirut. This allows any of Iranʼs allies includ-
ing the IRGC and Hezbollah to fly comfortably
into South America, often without a Visa,
where they can conduct trafficking operations
into the U.S. through the porous Mexico/ U.S.
border. One must have connections and know
the right people and what to say to get a ticket
on this flight. The flights will appear to be
booked solid until the passenger calls and
speaks to certain personnel, and then they
may get the ticket. Numerous YouTube.com
videos of the Iran Air 744 flights show dozens
of empty seats (Homeland Security News,
2010).

In the last 4 or 5 years, reports of Mexican
drug cartel actions and operations have mor-
phed ominously into those resembling terror-
ist operations seen in Iraq, Iran, Afghanistan,
and attacks against Israel. Before about 2006,
things like beheadings, car bombs, and IEDs
were not reported in Mexico. Hezbollah is no-
torious for using civilians as human shields
and is now teaching the Mexican drug cartels
to also use this tactic making civilian life in

border towns much more dangerous. Now,
what is reported as drug cartel violence ap-
pears as shoot-outs using AK-47 rifles, car
bombs, and more recently, IEDs. Anonymous
Mexican military officials are making disturb-
ing reports to small newspaper outlets and an
assortment of blogs; members of the drug
cartels who are disturbed with acts they are
told to participate in; by U.S. Border Patrol
employees; and others involved in the drug
wars at the border. These reports include: the
“Other Than Mexican” illegals captured at the
border often do not run and cooperate with of-
ficials because they have heard through
smuggling channels that the U.S. only deports
Mexican citizens and those from other coun-
tries are released into the U.S. on the good
faith that they will appear for a court hearing;
recruitment for the cartels is taking place in
public using banners as well as on Craigʼs List
and other avenues using the internet; there
are military-style training camps on and near
the U.S. Mexico border utilizing instructors
from Afghanistan and other Middle Eastern
countries who teach the fighting skills used
against U.S. troops oversea by these groups.
Evidence of the Hezbollah presence near the
U.S./ Mexico border such as prayer rugs and
anti-American cloth patches have been found
by land owners and border patrol. There are
Mexican officials who admitted to knowing
about such special training camps in Tamauli-

pas and in Michoacán where they say new
“Zetas” members are intensively trained for at
least 6 weeks in the skills of weapons, tactics

Photo retrieved 5 Oct. 2010 from http://www.freerepub-
lic.com/focus/f-news/2572787/posts

Retrieved 24 Sept. 2010 from
http://www.bloomberg.com/news/2010-07-07/wa-
chovia-s-drug-habit.html
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and intelligence (La Polaka, 2010; Mexican
Train, 2009).

It has been known, since at least 2001, that
Hezbollah and other Islamic Terrorist Organi-
zations were entering Mexico. Adolfo Aguilar
Zinser, the former Mexican national security
advisor noted that Islamic terrorist groups as
well as those from Spain were using Mexico
as a refuge. In 2002, a National Migration In-
stitute official, Felipe Urbiola Ledezma said he
knew about people being in Mexico who were
linked to terrorism and that his organization
was constantly observing unusual immigration
flows, noting those with connections to ETA,
Hezbollah, and Usama Bin Laden. He fin-
ished his statement noting that there were six
or seven known organizations, but that the
connected people living in Mexico were not in-
volved directly with any terrorist activities
(Curtis & Miro, 2003).

Hamas is another Islamic militant group,
which was recently found collaborating with
Hezbollah. Hezbollah was found funding
Hamas through several covert means, includ-
ing bank transfers, and couriers. Hezbollah
has also offered their training camps to
Hamas in Iran and Southern Lebanon (Anti-
Defamation League, 2010; McCaul, 2006).

There are reports that Hezbollah members
have worked to create their presence in the
U.S. using Mexico as their entry point for sev-
eral reasons. First, they are taking advantage
of the money to be made trafficking weapons,
drugs, and humans. They are laundering
money through a variety of ways through the
two countries into interim countries before the
money reaches Hezbollah owned banks in

Lebanon. They are setting up Hezbollah fight-
ers who are instructed to wait quietly and in-
conspicuously in case the leader of Iran says
the words to attack if he is compromised on
his nuclear weapons program or other agen-
das. Adel Assadinia, Iranʼs Consul General in
Dubai from 2000 and 2003, confirms this op-
eration for setting up sleeper cells of militants
in Western Countries. He continues to say
that these cells are operating in Nigeria as
well as several other West African countries
where they recruit Africans to form Islamic
radical groups and participate in laundering
money and trafficking operations. Assadinia
says that if Iranʼs nuclear progress is tam-
pered with by the West; suicide bomber at-
tacks in the West will dwarf the tragedy of
9-11(Gertz, 2010; Brett, 2009; McCaul, 2006).

In addition to the aid Hezbollah is receiv-
ing from the drug gangs, they are getting help
from random individuals who are able to be
bought for a sum of money. Recently, a
worker in Washington State, Melanie Yoder,
was arrested for selling driverʼs licenses to a
Rodrigo Moura for $500, which he then sold to
some illegal immigrants claiming to be from a
country in the Tri-borders region for $3000.
Anonymous former border patrol officers told
small news agencies about illegal immigrants
from Iraq and other Middle Eastern countries
paying as much as $25,000 to guides or oth-
ers who were adept at human trafficking
across the U.S./Mexican border (Farmer,
2009). Fourteen people on a single bus
headed for Mexico were arrested after X-rays
of their bags showed what turned out to be
packages of money. All of the individuals were
approached by people who promised to pay
large sums of money for carrying these suit-
cases across the borders (Schiller, 2010).
This sort of trafficking method has been used
in recent years, in some countries in Africa,
particularly Uganda, where the prospective
“mule” is found in bars or tourist areas and
profiled for characteristics such as lack of
wealth and being adventurous. These mules
are then paid money as well as extravagant
living conditions and travel expenses for
smuggling bags of cocaine across borders.

There are specific drug smuggling routes
through Texas and other southeastern states

Photo retrieved from: http://www.globalnewscast.com/
on 24 Sept. 2010
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where the Mexican cartels have relationships
with trucking companies and others who aid
in their distribution of drugs (and possibly hu-
mans, including those OTM aliens from spe-
cial interest countries). The trafficking of
humans pays handsomely and carries less
risk if caught by officials than drug smuggling.
NATO has helped these practices somewhat
by allowing Mexican trucks to cross the border
and drive 20 miles before being required to
unload and use American trucking or other
transport means. Only about one in five trucks
gets a thorough inspection at the border and
it seems that the cartels and those people act-
ing as “coyotes” to smuggle aliens into the
country are aware of this fact and are willing
to take the risk (McCaul, 2006).

Mexican cartels, Mexican Mafia, and
gangs operating in the U.S. have been re-
portedly working together in their efforts to sell
drugs for profit in the U.S. One group of note
is Mara Salvatrucha (also known as MS-13)
which conducts cross-border drug smuggling
operations, and is known by U.S. law en-
forcement officials for their record of violent
crime including robbery, assault, rape, and
murder. Having these gangs working with
those in Mexico, who are being trained by
Hezbollah, is ominous and may result in these
gangs accepting the same training and al-
liances with Hezbollah, making safety in the
U.S. mirror that of Mexico in the coming years
if not corrected now. There is already evi-
dence of some U.S. gangs collaborating with
the Mexican gangs particularly in border
towns, and DEA officials who told journalists
about their knowledge of this wanted to re-
main anonymous for unknown reasons. An
entire 3500 acres of Arizona desert, which
had been open to the public, has been closed
due to the cartel and gang violence as well as
kidnapping. Americans have recently been re-
ported as kidnapped and then shot execution-
style by cartels (Webster, 2010; McCaul,
2006).

In addition to the violence and brutal
killings, cartels are attempting recruiting ef-
forts by both opening drug treatment centers,
and by placing members in established cen-
ters where they can tell patients of the centers
a number of benefits to becoming part of the

cartel. Some centers are simply small homes
of former addicts who are trying to help others
with addictions while making some money.
These centers are unlicensed and more diffi-
cult to track by officials but are somehow dis-
covered easily by cartel members. They tell
prospective recruits about an endless supply
of money, not having to struggle to support
their families, and other schemes to make
joining sound attractive. If glorifying the cartel
life is not successful, they may threaten those
persons with death. Shootings at these clin-
ics over the last year have killed hundreds of
people. Cartels say killings are to scare others
into joining, and also punishment for those not
paying drug dealers (Associated Press,
2010).

The drug cartels in Mexico also have been
tapping into the oil pipelines using heavy duty
drilling equipment and specialized taps with
valves to eliminate detection for pressure dif-
ferences, to collect the oil. Pemex represen-
tatives said these cartels have stolen over
8,000 gallons each day in 2009. In addition to
the theft, when they have filled their tankers
and leave, they allow the oil to spill out on the
ground, creating an environmental hazard.
Farmers with land close to these illegal taps
have complained that the oil soaked into the
ground water and their wells used for irriga-
tion are contaminated with oil and the smell of
hot tar from the spills are unnerving. The car-
tels sell the oil for profit and have even sold
this stolen oil to several US companies, five
of which were charged and plead guilty to
buying the stolen oil. Many cartels have ac-
quired gas stations and can use these for
laundering money as well as for selling gas
they get from trading and selling the stolen oil
(Jacksonville Observer, 2010). These exact
tactics have been used in Nigeria on the oil
pipelines by thieves who tap the pipes and
sell to tanker ships waiting offshore. There are
groups modeling themselves after Hezbollah
in Nigeria and there are Hezbollah cells con-
ducting smuggling, trafficking, and money
laundering operations through this and other
West African countries (Brett, 2009; Mbachu,
2010; Vernaschi, 2010).

In addition to the threat of Hezbollah mili-
tants operating in Mexico, there are members
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of the Iranian Revolutionary Guard Corp
(often called Pasdaran), utilizing allied con-
nections with Venezuela and Paraguay to
enter South America where they then move
through Mexico to get into the United States.
In 2004, U.S. intelligence sources said a
group of 25 Chechen rebels crossed the U.S.
border with backpacks. Chechen Rebels, an
Islamic militant group from Russia, have con-
ducted numerous tragic and bloody attacks in
Russia over the years. A particularly memo-
rable attack is that which was carried out on
an elementary school on the first day of
classes in Beslan, 2004. Russian mafia
groups, including Poldolskaya, Mazukin-
skaya, Tambovskaya, and Izamailovskaya
have been reported to be operating in Mexico
along with a Moscow-based gang and mafia-
gangs from Chechnya, Georgia, Armenia,
Lithuania, Poland, Croatia, Serbia, Hungary,
Albania, and Romania. The same source
notes the presence of al Qaeda and Hamas
members in the groups who did gain access
to the U.S. through this southern border (The
Washington Times, 2004; Webster, 2008).

Crimes committed on the U.S. side of the bor-
der may not be reported through federal chan-
nels and may not be categorized as terrorist
activity. The Los Angeles Police Department
noted in December, 2006 that foreign terror ac-
tivities to include funding, trafficking of a variety
of goods and money, along with other crimes
often get ʻlostʼ in local law enforcement records
and may not be found by those searching for
data on terrorism through the federal channels
(Los Angeles Police Department, 2006).

Several important Hezbollah arrests have
been made in recent years. These include:

Jameel Nasr, a Hezbollah leader, living in
Tijuana, Mexico until his arrest who frequently
traveled back and forth to Lebanon and
Venezuela to communicate with other leaders
of Hezbollah.

Jamal Yousef (Talal Hassan Ghantou), for-
mer member of the Syrian military, who nego-
tiated weapons trafficking deals with
supposed FARC members who were actually
DEA members. He wanted to bargain
weapons for cocaine and told his potential
customers that he thought drugs were another
good way to kill Americans.

Mahmoud Youssef Kourani, Hezbollah
fighter who gained entry into the U.S. in 2001
after bribing the Mexican consul in Lebanon.
He maintained a clean-shaven appearance
while living in Michigan and did not attend
mosques to avoid suspicion but was arrested
in 2003 for charges about his raising money to
support Hezbollah. Kourani admitted to brib-
ing a Mexican consular official in Beirut for a
Visa to access Mexico, and then paid coyotes
to get him and his partners into the U.s> via
our porous Southern border.

Karim Hassan Nasser, a naturalized U.S.
citizen; along with Theodore Schenk (from
Miami Beach, FL), Imad Hamadeh, Elias Mo-
hamad Akhdar, and Hassan M.Makki (all from
Dearborn Heights, MI) were arrested and pled
guilty, to racketeering and other charges as-
sociated with the Dearborn, MI bust which in-
volved trafficking of cigarettes, Viagra,
cigarette papers, and unlikely items like baby
formula and toilet paper.

Ali Boumelhem (Dearborn, MI) was con-
victed of attempting to send weapons and am-
munition to Hezbollah in 2002.

Salim Boughader Mucharrafille was ar-
rested in 2002 for smuggling more than 200
people, including Hezbollah supporters,
across the U.S. border. He used his Lebanese
café for a base and displayed the Lebanese
flag as a beacon to alert his ʻcustomersʼ.

Mohamad Hammoud and his brother
Chawki Hammoud were convicted for mate-
rial support in 2002 when they were found
procuring numerous items including laser
range finders, GPS devices and others as
well as smuggling cigarettes and sending
money to Hezbollah.

Statement of risk: There are many layers
of risk involved in this threat to our national
security. The obvious risk is in allowing
Hezbollah members and members of other
terrorist groups and terrorist sympathizers into
the U.S. where they will conduct criminal and
terrorist operations. 

There is the risk of allowing these groups
to fund their home bases in other countries
that conduct attacks against our troops, and
the troops and civilians of our allies.

Risks of deadly attacks by Mexican drug
cartels are increasing due to the training in
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formal military tactics of the groups by hard-
ened terrorists. These attacks target civilians,
government officials, and especially any jour-
nalists who attempt to report on the incidents.

Spillover into our border towns will become
increasingly violent and may begin to include
car bombings, beheadings, and shoot-outs in-
volving automatic weapons. Recent news
from Arizona reported the discovery of a be-
headed man in an Arizona apartment. The
victim and suspected murders were all illegal
immigrants (Associated Press, 2010).

There are additional risks that follow the in-
troduction of the drugs imported to be sold on
U.S. streets. U.S. gangs getting involved with
the Mexican gangs and copying their terror-
tactics in the U.S is possible. There is also the
obvious problem associated with the increase
in crime and violence that accompanies drug
addiction, drug dealing and drug dependency.

The tunnels built by these groups will be
used to smuggle humans and paraphernalia
under the border with the cover of private
homes or businesses on either side, making
them difficult to discover. These tunnels have
also proven to be an economic problem be-
cause they cost millions of dollars in tax-
payerʼs money to fill, only to have new ones
built soon after.

Actions recommended: This is a dire sit-
uation, which needs attention now, or rather,
yesterday. U.S. officials have reported this
problem in part, since over a decade ago.
There are at least ten distinguished officials
belonging to the DEA, FBI, Homeland Secu-
rity, U.S. Military, Mexican Military, Mexican
political figures and more who remain anony-
mous who have said that they knew Hezbol-
lah was operating below our southern border,
that they knew money laundering and
weapons, drug and human trafficking was tak-
ing place across our borders, and that they
discovered elaborate tunnels with signature
clues of Hezbollah in them as well as the new
tactics and munitions used by drug cartels
over the past several years. So why have we
not acted on these warnings even now?

Border Patrol for both the U.S. and Mexico
must work together to identify important clues
which reveal Hezbollah presence. These
clues include, but are in no way limited to:

Identify rifles and other weapons used tradi-
tionally by Hezbollah in the Middle East coun-
tries. Due to the weapons trafficking to put
these weapons in the hands of new “allies”, the
Mexican drug cartels, weapons used by
Hezbollah in Lebanon which are often supplied
by their other ally, Iran, are appearing at shoot-
outs and being found in bust-operations by
Mexican Military. Some of the weapons will no
doubt have the serial numbers ground off, but
the style, make, and origin of the weapons can
still be estimated by weapon characteristics.
(See photos 1, 2 below) Still more weapons
have been found during investigations and in-
dictments of known Hezbollah members that
were stolen from Iraq. Weapons found in Mex-
ico should be compared to this model of a
weapons cache for identification. The brass and
any live ammunition found can also be ana-
lyzed for origin and compared with that ammu-
nition traditionally found in the Middle East in
skirmishes with Hezbollah.

Track the Iran Air 744 flights and see if sus-
pected or known operations coincide with the
flight patterns. Iran Air 744 could easily be
smuggling weapons, drugs, ammunition, mil-
itants, money, and other things necessary to
carry out their operations in South America
and North America. It could also be carrying
back supplies to aid in Iranʼs nuclear devel-
opment without any prying eyes from the U.S.
or U.S. allies.

Illegal immigrants that are found to be
“Other Than Mexican” should not be released
into the U.S. on the good faith that they will
appear at a court hearing.

Border Patrol, Mexican police, police agen-
cies from U.S. border towns, FBI, and any
other organizations involved in the drug war
and national security on this border should be
looking for Islamic influence in the people they
catch on the border. Things like tattoos in
Farsi, patches or other clothing or articles dis-
playing a cedar tree (symbol of Lebanon),
poor Spanish abilities, speaking languages
other than Spanish when claiming to be from
Mexico, especially if holding a (likely falsified)
Venezuelan passport of other identification.

All raids conducted near the border on
houses or any other structures should include
thorough searching for tunnels.
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Observations of how these anti-American
and terrorist groups operate in other countries
should serve as templates for profiling here in
the U.S. and in Mexico for purposes of intelli-
gence gathering and border protection.

Be watchful for so-called “charity” groups
that send money and freight or other pack-
ages routinely to Islamic countries that sup-
port terrorism.

Weapons confiscated by Israeli military
troops, (retrieved 24 Sept. 2010)
Weapons confiscated in Mexico, (Photograph
by ATF, retrieved 24 Sept. 2010)

Tattoo shops should be visited and artists
questioned about requests for tattoos in Farsi.

Drug rehabilitation clinics, occupational re-
habilitation, and physical rehabilitation clinic
staff should be instructed on recognizing
signs of drug cartel members and prevent
them from infiltrating the practice for purposes
of gaining recruits. Rehab centers that are run
by such cartel members can be located by
conducting routine surveillance.

Social networking sites on the internet
should be scoured for names of known ter-
rorist group members. Surprisingly, some of
those mentioned in this report have pages on
Facebook.com.

Prisons in border areas should be watchful
for persons who appear of Middle Eastern de-
cent that claim to be Mexican and take note of
behaviors like Islamic prayer traditions,

speaking languages other than Spanish, and
tattoos in Arabic languages or Farsi.
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Introduction
In order to analyze the real damage that a hy-
pothetical cyber-war or individual act of cy-
berwarfare could do to the citizens of any
nation coming under attack, it is fundamental
to begin with some reflections which will help
us reach a full understanding of the phenom-
enon, and its related practical implications.

The first of these is surely linked to the dif-
ficulty faced in defining the difference (which

in the realm of cyber-space can be very sub-
tle) between common criminals committing IT
crime and so-called ̒ cyber warriorsʼ, by which
I mean those individuals with a high level of
technical skill who are paid by a State to com-
mit acts of cyberwarfare. This is because, on
a fundamental level, acts of cyberwarfare are
often completely identical – technically speak-
ing – to those acts which common criminals
might commit over the internet: only the aims
of these acts change (although sometimes
even the targets are the same) along with
those who conduct them, or order them to be
carried out. 

The classic quadri-partition of illegal acts
within the realm of IT, as shown below, is
therefore actually merely theoretical. 

In addition, as is already known, it is not un-
usual for Governments to ʻdip a toeʼ into the
world of IT crime – organized or not – in order
to carry out an individual cyberwarfare opera-
tion, or to reinforce their range of attacking op-
tions. This is especially true in cases in which
the subject to be hired is capable not just of
using those instruments or tools which can be
found on the internet, but who is above all ca-
pable of creating such tools on an ad hoc basis
for each specific act of penetration or manipu-
lation of the target security system, and who is
able to identify new bugs (the so-called ʻzero
dayʼ1 attacks) in the software used by Govern-
ments and individuals, so that defence sys-
tems do not already have the attack signatures
of these bugs on their databases, thereby mak-
ing such actions difficult to uncover.  

Furthermore, we must consider that some
types of illicit actions, although perhaps only
those which are not considered by Govern-
ments to be too ʻdelicateʼ, can be directly out-
sourced to specific private companies or
criminal groups, which may also be foreign
and without any geopolitical connections to
events which could lead to cyber-war, and
which would require, as an extra layer of se-
curity, the use of intermediaries both in initially
obtaining the services of the company or the
criminal group and in dealing with them, in
such a way as to make more simple and im-
mediate any public denial should an electronic
attack come to be identified (a practice which
is already common and widespread).

Cyberwarfare and its damaging effects on citizens
by Stefano Mele
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It follows on from these initial reflections,
then, that beyond the commonly understood
ease with which it is possible to remain com-
pletely anonymous in a conflict which, in its
nature, is sometimes fought in a temporal arc
of just tens of minutes, the problem of at-
tributing responsibility for the attack does not
just stem from the technical-structural ele-
ments of the web, and the material impossi-
bility of putting a ʻfaceʼ on its author, but also
from the impossibility of pinpointing the pre-
cise geographical location of the attacker.

It is also useful to point out, even as a brief
mention, that in the overwhelming majority of
cases of penetration and, even more so, ma-
nipulation of critical electronic national secu-
rity systems, these are carried out (and will
always be carried out) under the utmost se-
crecy. Even if it was possible to do so, the tar-
get State would only be able to find out if the
attacking operation or the manipulation of
electronic systems was successful or not if a
real cyber-war was to break out, or only at the
moment in which an act of cyberwarfare was
carried out, and, therefore, those cyber-
weapons which had been previously set up
against an adversary would have to be used. 

An additional mention in this analysis must
be given to the consideration that the weak-
est link in electronic security systems has al-
ways been – and will be for a long time to
come – man himself. And this is true both in
terms of purely malicious, or intentional acts,
and also in terms of unintentional failures. 

In fact, as far any system can really be said
to be ʻfully protectedʼ from external attack, it
is certainly possible – if not highly likely – that
disloyal employees may manipulate the net-
work and its security systems from within, in-
stalling malware and/or modifying its security
settings, thereby facilitating outside access.
At its heart the history of espionage is full of
traitors and double agents. It is not correct,
therefore, to assume beforehand that such
agents could not exist within the world of in-
formation security2. 

Different, but just as dangerous, is the
purely random possibility that a lack of atten-
tion on the part of internal personnel, or an in-
adequate culture of security, or the fallacious
assumption that a network, thought of as
being inviolable from outside, can therefore

be configured from within to be as useful and
ʻelasticʼ as possible, can lead to security sys-
tems being totally compromised. This, for ex-
ample, occurred in 2008, when a file infected
with malware originating from the non-secure
network (NIPRNET) of the American Depart-
ment of Defence was copied onto a USB pen-
drive, and was then uploaded onto a
computer connected to the secure network
(SIPRNET). The file was opened, and the ma-
licious software then spread uncontrollably,
within hours infecting hundreds of terminals in
Afghanistan, Iraq, Qatar, and, obviously, at
American Central Command3.

A recent study from the DHS4, in fact, high-
lighted how the IT systems of US-CERT (United
States Computer Emergency Readiness
Team), which are used by the NCSD (National
Cyber Security Division) in its mission to be the
focal point in terms of cyber-security, both at the
public and private level, suffer from numerous,
and dangerous, vulnerabilities linked above all
to the problem of a poor IT security culture
amongst its employees. US-CERT, in fact,
amongst other things, monitors the alert signals
that ʻEinsteinʼ, the intrusion detection system
(IDS) which is tasked with monitoring the non-
military networks of the US Government (the
so-called ̒ .govʼ systems), sends out in the event
of any unauthorized attempted intrusions. This
IDS system is also set up to send out, over the
entire network it is in control of, notifications
concerning software updates to be installed on
the various computers which make up its ʻdo-
mainʼ, so that all users of the internal network
are immediately warned of any eventual prob-
lems with security (bugs) found on the system,
and so that patches for these bugs can be
swiftly installed. This method, however, has
been shown to be completely ineffective. Leav-
ing the task of updating his or her machine to
the end user, in fact, meant that, after a scan
was carried out using the Nessus vulnerability
scanner, 1,085 instances of 202 bugs pegged
as ʻmaximum riskʼ - which could easily have
been exploited for malicious purposes - were
reported. 

Finally, space must be left for a few brief
reflections on the genuine probability of the
break-out of cyber-war. 

Even on the sole basis of the arguments
analyzed thus far, it is logical to deduce that



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 91

cyber-war is much more likely, and perhaps
more convenient, than is currently predicted.
A cyber-war, in fact, would even allow smaller
States, which are normally incapable of com-
peting either militarily or economically with
larger international powers, to attack the criti-
cal systems of other State targets thanks to
its excellent ʻcost-benefitʼ ratio. In fact, by ex-
ploiting technical skills and know-how which
in 90% of cases are available for no cost di-
rectly on the internet, and by exploiting the ac-
tually poor level of defence capabilities seen
on this ʻbattlegroundʼ in all those nations
(above all America) which are excessively de-
pendent on technological systems, it is possi-
ble to bring this war to any part of the world, at
low cost, and with a very high probability of
obtaining a successful outcome.  

It should also be highlighted that nations
with a low level of IT development, for this
very reason, retain at the same time a relative
strength, and an insuperable defence strat-
egy, with regards to any possible technologi-
cal counter-attack which might be carried out
by ʻhighly digitalizedʼ nations, meaning they
possess a kind of ʻgeneral deterrentʼ should
acts of cyberwarfare be used, or should a real
cyber-war break out.  

Virtual conflict, real damage
What has been said thus far should lead to

serious (and urgent) consideration being
given not just to the general aspects of cyber-
war and its related strategies of attack, de-
fence and the mitigation of damage, but
above all to the precise identification of what
the primary targets within our national territory
which can be attacked via the internet5 might
be, even in the case of individual acts of cy-
berwarfare.

If we wish to refer only to targets where an
attack could lead to the loss of human lives,
we must highlight:
- electronic airport, civil and military air traf-

fic and airspace control systems: although
under current security procedures it does
not seem possible that these could be
used to cause mid-air collisions or other
problems for aircraft coming in to land6, it is
however highly plausible that these air-
space control systems7 could be remotely
disabled, allowing, for example, carpet

bombing of the territory by hostile aircraft
without any early-warning alarms being set
off8.

- electronic control systems on civil and mil-
itary aircraft: these systems becoming
compromised can cause problems for air-
craft during take-off and landing9, in addi-
tion to, as was sadly demonstrated by Air
France flight 447 in June 200910, aircraft
falling out of the sky in mid-flight.
Despite this, at least as far as is known, not
being the result of an actual malicious at-
tack, this tragic event has demonstrated
how current aeronautic (fly-by-wire) tech-
nology, in the event of any problems with
the on-board computer, can irredeemably
compromise the safety of the flight and of
the passengers on that flight, giving the
pilot very little chance to regain control of
the aircraft. 

- the electronic systems of companies which
design and develop the hardware and soft-
ware used in airports, in air traffic control
and in the construction of aircraft, both civil
and military: here, the objective is that of
manipulating, in the design phase, soft-
ware or hardware which will eventually
come to be used in critical environments11.
The events linked to the theft of designs re-
lating to the American F-35 project12 are an
example of this kind of act.
It is also possible (although this would be

difficult) that a hostile Government would not
limit itself to simply copying confidential infor-
mation, or carrying out acts of simple elec-
tronic espionage, but would aim to gain
access to the plans, have them analyzed by
its specialists, and introduce into the millions
of lines of code which form the basis of the
flight control software of an aircraft a small
ʻbackdoorʼ – which would be hard to single out
amongst the sea of information present –
which would allow it to gain complete remote
control of the aircraft. This manipulated code
would then be reinserted into these previously
violated systems. Once these are put into
large-scale production, this ʻbackdoorʼ could
then be used to make the aircraft fall out of
the sky, or, in the case of military aircraft, to
make it launch, for example, a missile with dif-
ferent target coordinates than had previously
been set. 
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- electronic national defence systems, via
which a ʻnon-willedʼ attack could be
launched (even a simple long-range mis-
sile) towards the territory of a specific na-
tion.

- fully-automated subway control systems:
these do not require conductors or drivers
to be present on trains, but feature, and are
driven automatically, by ʻVALʼ systems.
Compromising the security of these could
lead to two trains colliding, or could cause
individual trains to derail or travel beyond
the end of the line, with a probable conse-
quent loss of human lives. 

- water supply and control systems, which,
if compromised, might not just leave large
areas without water (and for long periods),
but most importantly may not reveal, or
cover up for, the presence of impurities or
of substances which are highly toxic and
damaging to the health of citizens.

- hospital electronic systems: the electronic
systems for managing patientʼs clinical
records could be compromised and/or,
even worse, manipulated.

- electronic emergency management sys-
tems (such as the Italian 118 services and
the fire brigade): this could cause a late re-
sponse, or even the total lack of a re-
sponse, to emergencies, with the result
that the health and/or lives of one or more
citizens would be put at risk.

- electricity grid management systems: the
manipulation of these could represent the
greatest threat thus far analyzed and,
therefore, must be thought of as the ab-
solute priority issue in terms of defending
our nation. 
It is enough to remind ourselves that with-

out electricity, nothing would work: computers,
trains, aircraft, hospitals, telecommunications
services, supply systems, etc. This would
most likely cause a popular civil revolt, result-
ing in unmanageable damage to the Govern-
mentʼs image, and causing people to lose
faith in it.  

Also, in the event of a serious, targeted at-
tack, and not a simple, temporary malfunction,
there is little that the systems which control
energy continuity could do to compensate for
the system being compromised and for dam-
age which could not be repaired within 24

hours, which would have the domino-effect of
causing further blackouts as attempts were
made to make up for the deficit in the supply
of electricity. 

In order to provide a complete overview,
two further cases must be highlighted, in
which at first glance it would seem possible
that human lives could be put directly in dan-
ger. However, for two different reasons, this
could not in fact occur. These two cases are:
- railway electronic systems, which, despite

ʻtaking onʼ the locomotive as soon as the
train arrives at the barrier at stations such
as Rome or Milan and electronically man-
aging its speed, time of arrival, and sched-
uling its route with respect to other trains
on the same line and any stops to be
made, are always subject to a procedure
which means that overall control is never
completely taken out of the hands of the
driver of the train or the operator working
within the train station control centre.
These two operatives in fact, in a recipro-
cal, duplicate manner, control the opera-
tions undertaken electronically by the two
computers (on the train and at the control
centre), and are always, at any moment,
able to manually intervene and override
this automated process. 

- financial and banking systems, which, in
the same way as was explained with re-
gards to the manipulation of the national
electricity grid, despite not being able to
cause the direct loss of human lives, con-
trol an asset so critical to the State that, at
all times, they must be taken into direct
consideration. The economic or financial
collapse of an entire nation, in fact, could
easily bring about public uprisings which
would have a high risk of causing human
lives to be lost.
In this particular case, however, most for-

eign countries would be reluctant to commit
such a devastating act of cyberwarfare, given
the fact that the financial collapse of one na-
tion often has repercussions for many others.
For this reason, nations which are normally
considered to be ʻthreatsʼ in terms of cyber-
warfare - above all China and Russia - would
not actually see any benefit from carrying out
a massive electronic attack on these kind of
systems, as they are already tightly ʻintercon-
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nectedʼ, both economically and financially, to
the Western world.    

A different logic applies, however, to those
economies which are particularly independent
and shut off from the rest of the world, for ex-
ample North Korea, which, conversely, might
find an attack on Western financial systems to
be highly convenient, given that, amongst
other things, it would be immune from any
possible counter-attack aimed at causing sim-
ilar economic or financial damage. Seen this
way, however, the strong influence that China
currently exerts on that part of the world can
be said to have a pacifying influence with re-
gards to this particular threat – so much so, in
fact, that we can say that such an event would
be very unlikely to occur.

Data and statistical elements related to the
threat

Currently, tracking down reliable data and
statistics with which to support the theses so
far put forward is a difficult, complicated ac-
tivity.  

This is true for two reasons: the first is
linked to the – at least public - scarcity of data
relating to acts of cyberwarfare and/or of a
true, proper cyber-war; the second, on the
other hand, is closely linked to what was pre-
viously mentioned in the introduction to this
project with regards to the simplicity with
which it is possible to cover up the true origin
of any act/attack carried out using IT equip-
ment, which is aimed at the computer sys-
tems of another State.   

In any case, a good starting point can be
tracked down in the document “Significant
Cyber Incidents Since 2006”13, edited and up-
dated by the Center for Strategic and Interna-
tional Studies, which collects and lists attacks
which have been carried out on IT systems
and the networks of Governments, defence
departments and the largest high-tech com-
panies, in addition to financial crimes which
have caused losses of over one million dol-
lars.  Even a brief analysis of the contents of
the list can shed light on how, in the short
space of three years (2006-2009), there have
been at least 44 attacks of this type, 30% of
which occurred in 2009 alone14.

Further reflections can be made on data
supplied by U.S. Strategic Command which,

via the U.S.-China Economic and Security
Review Commission, has highlighted how
over the course of 2008 the computer sys-
tems of the American Department of De-
fense registered 54,640 attacks on its
computer systems. Furthermore, during the
first six months of 2009, 43,785 were
recorded. Should the rate of these attacks
remain constant, by the end of the year this
would result in the annual number of attacks
showing an increase of 60% with respect to
2008. A level of growth which was confirmed
by the few statistical hints presented in the
most recent Quadrennial Defense Review15,
in which it was acknowledged that in the last
two years computer attacks on the military
sector have averaged over 5,000 per day,
and also by the words of General Keith
Alexander – currently commander of U.S.
Cyber Command – who, during the Senate
hearing to confirm his nomination in April
2010, confirmed that the integrity of the
computer systems of the Department of De-
fense are tested by those with malicious in-
tentions “hundreds of thousands of times a
day16”. Surely the words of General Alexan-
der refer to the so-called probing activities
which are carried out on computer systems,
and not to actual attacks, but this fact,
should it come to be confirmed and sup-
ported by solid data, would certainly be re-
vealing. 

The American data, which is certainly sub-
stantial, seems however to lose a little of its
consistency when compared to the recent
declarations made by a representative of
Azerbaijanʼs State Protection Special Service,
who, during an international workshop on the
theme of “A Comprehensive Approach to
Cyber Security”, revealed that the IT systems
of critical Azerbaijani infrastructure are the tar-
gets of around 3,500 attacks every day, al-
most all of which come from Chinese and
American systems, with around 15% also
coming from Armenian systems17. Certainly
just as relevant is the fact that 3,060 comput-
ers are compromised daily on Australian
soil18, as is the fact that 6,039 cyber-incidents
were recorded and confirmed by CERT-India
in 200919, or the 1,942 intrusions observed up
to August 2009 by the Malaysian Govern-
ment20.
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Conclusions
Before we are able to discuss any conflict

conducted on that new battleground repre-
sented by the internet, and which is already
dominated by the ʻfifth element”21 (after sea,
land, air and space), we find ourselves today
also having to fight a war of words over the
meaning of the term ʻcyber-warʼ.

But what is a cyber-war? At what point can
we say that we find ourselves facing an elec-
tronic war? What are its rules of engagement,
and what methods are there for verifying that
our responses are commensurate with any at-
tacks suffered? Where can we lay the blame
for any attack, and with what degree of cer-
tainty? When faced with the dangers that de-
rive from a threat which, as much as it has
been analyzed so far, certainly cannot be said
to have been overestimated, these cannot
and must not be thought of as simply aca-
demic questions.  

Providing a convincing answer to these
questions is not one of the objectives of this
study, which is aimed more at providing evi-
dence for, and developing, a debate on the
real danger to human lives which even a sin-
gle, isolated act of cyberwarfare, if well
planned out, and/or a hypothetical cyber-war,
could have. They are questions which, de-
spite being posed at the very dawn of the cre-
ation of a specific Cyber Command22 by the
American Department of Defense, have still
not been answered definitively. They are also
questions which are constantly being bandied
about as part of this war of words between
those who are convinced that the Western
world – in primis America – has for some time
been in the middle of a real cyber-war, and
that it is  losing it, and those who, despite the
continuing and growing amount of criminal ac-
tivity perpetrated over the internet, argue that
the label ʻcyber-warʼ was created for merely
economic reasons by those hundreds of satel-
lite companies which orbit the world of Amer-
ican Defense, and who are ready to try and
ferment a fear of this new world (which is dif-
ficult for those who are not specialists in the
subject to understand) in order to receive a
share of the billions of dollars in consultancy
fees set aside to help protect against this new
threat.

Above all, the element which this debate
(which already seems to be without end)
seems to be missing is a solid understanding
of the true nature of the threats originating
from the internet. The term cyber-war is surely
legitimate, but only when used to define those
attacks carried out by military personnel using
as their instruments computers or compara-
ble electronic systems, and which have as
their targets the comparable computers, com-
puter networks or electronic systems of their
adversaries, with the intent of causing real-
world damage.

This last point is the essential issue here:
in order for us to be able to talk about cyber-
war, it is necessary for those acts carried out
using IT equipment to have had damaging
consequences in the real, ʻofflineʼ world too.
And this is the reason for which, for the ma-
jority of cases which until now have made it
into the news, it is certainly more opportune
to talk about acts of cyberwarfare, or acts
which have as their objective the non-autho-
rized violation of a computer in another coun-
try on its network or of any other activity which
is part of an IT system by, or against, or sup-
ported by, a Government, which has the aim
of adding, modifying or falsifying data, or to in-
terrupt or damage, even temporarily, one or
more networked devices, or any other device
which is controlled by an IT system23.

And so, if what has been discussed above
is correct, at this point it would be particularly
difficult to describe this type of threat as hav-
ing been ̒ overestimatedʼ, given the possibility
(if not the probability) that the damage that
might arise from this threat is not just verifi-
able, but that it could also put the lives of citi-
zens in serious danger, as this study has
shown.  
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085.html

4 As an example of this, it is enough to re-
member that FBI agent Philip Hanssen,
over 22 years of betrayal (from 1979 to
2001) and espionage carried out for the
Russian Government, managed to photo-
copy and sell just a few hundred pages of
classified documents, putting himself di-
rectly at risk. Hanssen is currently serving
out a life prison term, including 23 hours
per day of solitary confinement. 
Because of the internet and the digitaliza-
tion of documents, however, the risk of
being personally discovered during  crimi-
nal acts has not only declined, but it is
above all now possible to obtain many
thousands of pages of confidential docu-

ments in an instant, and with extreme
ease. Emblematic of this, recently, was the
Wikileaks scandal over Afghanistan, which
saw over 92,000 confidential documents
made public, and the case of the young
American intelligence analyst Bradley Man-
ning, who is accused of making public,
again via the Wikileaks portal,  a video
which documents military action carried out
by the USA and of handing it over to a non-
Governmental third party. 

5 The events highlighted in the previous
note have forced DARPA (the Defense
Advanced Research Projects Agency) to
develop, over the course of one month, a
program known as CINDER (Cyber Inside
Threat), through which it aims to try and
stem the loss of confidential information
from within the American defence sector
by constantly monitoring the research, in-
dexation and electronic copying of data.
Further information on this highly interest-
ing project can be found at:
https://www.fbo.gov/index?s=opportu-
nity&mode=form&id=cf11e81b7b06330fd2
49804f4c247606&tab=core&tabmode=list
&

6 An event which was only recently ac-
knowledged by US Defense vice president
William Lynn III, following the publication
in Foreign Affairs of an essay entitled “De-
fending a New Domain: The Pentagonʼs
Cyberstrategy”, available at
http://www.foreignaffairs.com/articles/6655
2/william-j-lynn-iii/defending-a-new-do-
main

7 See DEPARTMENT OF HOMELAND SECURITY
(DHS) – OFFICE OF INSPECTOR GENERAL,
“DHS Needs to Improve the Security Pos-
ture of Its Cybersecurity Program
Systems”, available at
http://www.dhs.gov/xoig/assets/mgmtrpts/
OIG_10-111_Aug10.pdf

8 For a general overview of vulnerabilities
relating to the management and control
systems of critical infrastructure, see
IDAHO NATIONAL LABORATORY, “NSTB As-
sessments Summary Report: Common In-
dustrial Control System Cyber Security
Weaknesses”, at
http://www.fas.org/sgp/eprint/nstb.pdf,
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May 2010, and JASON STAMP, JOHN
DILLINGER, WILLIAM YOUNG AND JENNIFER
DEPOY, “Common vulnerabilities in critical
infrastructure control systems”, at
http://www.sandia.gov/ccss/documents/03
1172C.pdf, November 2003.

9 The collision between two aircraft during
landing is highly improbable, at least fol-
lowing an act of cyberwarfare by a foreign
State, as cross-checks are carried out be-
tween the pilot of the aircraft and the con-
trol tower which, until it has the aircraft in
sight, communicates with the pilot using
radar data (position, speed etc.). The con-
trol tower ʻdirectsʼ the aircraft from the mo-
ment its presence is detected in its
airspace until it lands, giving it information
on speed, when to change direction, and
the height it must descend or ascend to,
etc. Each command given to the pilot is
immediately confirmed. This means that,
even if some radar signals were to be fal-
sified, which is certainly plausible, the pilot
could always disregard those commands
he receives in favour of what he himself
sees from the cockpit during the landing
phase, and  his own instrumentation. Fur-
thermore, a large number of sensors exist
along runways which indicate the pres-
ence and position of other aircraft.

10 For a greater understanding of the Ameri-
can situation, an analysis of the U.S. DE-
PARTMENT OF TRANSPORTATION document
entitled “Review of web applications secu-
rity and intrusion detection in air traffic
control systems” makes for interesting
reading, available at
http://www.oig.dot.gov/ sites/dot/files/pdf-
docs/ATC_Web_Report.pdf. This docu-
ment sets out five security
recommendations for  the Federal Aviation
Administration to apply to its air traffic
control and management systems, with
the aim of avoiding the possibility that
these systems continue to be vulnerable
to cyber-attacks. Actually, as can also be
seen in this official document,
(http://www.oig.dot.gov/sites/ dot/files/Re-
sponse%20Letter%20to%20Reps%20Mic
a%20Petri%20ATC%20Web%20Se-
cuirty%20Follow-up%2008-05-10.pdf), of

the five recommendations, only four have
currently been put into practice, with the
recommendation relating to the adoption
of intrusion detection systems remaining
ʻopenʼ and incomplete. 

11 This is what happened to the computers
of the Syrian air defence systems when, in
September 2007, they inexplicably did not
signal the entrance into the National terri-
tory of Israeli Eagle and Falcon aircraft
(which are not ʻstealthʼ aircraft), which
were capable of bombing a nuclear site.

12 Around the end of August, the Spanish
newspaper El Pais carried the news that
the authorities investigating the Madrid air
disaster of 2008 had discovered that one
of the computer systems which monitored
technical issues on the aircraft was found
to be infected with malware. It is sup-
posed, therefore, that one possible cause
of this tragedy, in which 154 people died,
was in fact the lack of an alarm warning of
a technical malfunction, due to an infec-
tion within the control server. According to
El Pais, an internal compiled by the airline
company revealed that that computer,
which is situated at the Palma di Majorca
headquarters of the airline, should have
recognized at least three technical prob-
lems with the aircraft which, had they
been correctly diagnosed by the server,
would not have been allowed to take off.
The Trojan virus, therefore, despite not
having directly caused the incident, could
have contributed to allowing an aircraft
which should never have left the ground to
do so. The final report on this event, how-
ever – which goes into greater detail – will
only be made public in December. For
now, for further details, see: http://www.el-
pais.com/articulo/espana/ordenador/Span
air/anotaba/fallos/aviones/tenia/virus/elpe
piesp/20100820elpepinac_11/Tes

13 Detailed information on this event, above
all focusing on what happened on board
the aircraft before it crashed, can be found
at:
http://wikileaks.org/wiki/Category:Air_Fran
ce

14 In fact, most electronic components cur-
rently used in all computers and mobile
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phones today are made in China, which is
held, along with Russia, to be the most
dangerous nation in the world in terms of
the risks associated with cyberwarfare.
Not by chance, some months ago, India
decided to ban, for security reasons, the
use of electronic components sourced
from China, in particular those produced
by the two largest companies present in
the territory, Huawei Technologies and
ZTE.
http://india.foreignpolicyblogs.com/2010/0
5/18/india-restricts-chinese-telecom-firms-
citing-security-concerns/

15 For further details on this event, see
“Computer Spies Breach Fighter-Jet Proj-
ect” at:
http://online.wsj.com/article/NA_WSJ_PU
B:SB124027491029837401.html

16 This document, which was unfortunately
only last updated on January 29 2010,
can be found at the following address:
http://csis.org/files/publication/100120_Cy-
berEventsSince2006.pdf

17 For further details, see also my own
analysis, “Le esigenze americane in mate-
ria di  cyber-terrorismo  e  cyber-warfare.
Analisi strategica delle contromisure”
(“American needs in terms of cyber-terror-
ism and cyber warfare. A strategic analy-
sis of counter-measures”), March 2010,
available at:
http://www.intuslegere.it/doc/cyber_war-
fare_s_mele.pdf

18 U.S.-CHINA ECONOMIC AND SECURITY REVIEW
COMMISSION, “2009 Report To Congress of
the U.S.-China Economic And Security
Review Commission”, November 2009.

19 In 2000, however, the number of IT inci-
dents highlighted stood at just 1,415. It
must be remembered, however, that this
disconcerting increase is also in part due
to the increased ability of the American
Government to recognize these so-called
cyber threats, and the growing attention
world public opinion is giving to the sub-
ject.

20 Available in full at: http://www.
defense.gov/qdr/images/QDR_as_of_12F
eb10_1000.pdf

21 For the entire text of the Senate hearing,

see U.S. SENATE - COMMITTEE ON ARMED
SERVICES, “Nominations Of Vadm James
A. Winnefeld, Jr., USN, To Be Admiral And
Commander, U.S. Northern
Command/Commander, North American
Aerospace Defense Command; And Ltg
Keith B. Alexander, USA, To Be General
And Director, National Security
Agency/Chief, Central Security
Service/Commander, U.S. Cyber Com-
mand”, available at: http://armed-ser-
vices.senate.gov/Transcripts/2010/04%20
April/10-32%20-%204-15-10.pdf

22 According to the article “3,500 external
penetrations fixed in state segment of
Azerbaijani internet per day”, available at:
http://abc.az/eng/news/47804.html

23 Cfr. DUNCAN ANDERSON, “Cyber Security
and Critical Infrastructure Protection: An
Australian Perspective”, INTERNATIONAL
TELECOMMUNICATION UNION REGIONAL CY-
BERSECURITY FORUM FOR ASIA-PACIFIC, Sep-
tember 2009, available at
http://www.itu.int/ITU-
D/cyb/events/2009/hyderabad/docs/an-
derson-cybersecurity-australia-sept-09.pdf

24 Cfr. GULSHAN RAI, “Cyber Security & Role
of CERT-In”, INTERNATIONAL TELECOMMUNI-
CATION UNION REGIONAL CYBERSECURITY
FORUM FOR ASIA-PACIFIC, September 2009,
available at: http://www.itu.int/ITU-
D/cyb/events/2009/hyderabad/docs/rai-
role-of-cert-in-sept-09.pdf

25 Cfr. MOHD SHAMIR HASHIM, “Malaysiaʼs Na-
tional Cyber Security Policy. Towards an
Integrated Approach for Cyber Security
and Critical Information Infrastructure Pro-
tection (CIIP)”, INTERNATIONAL TELECOMMU-
NICATION UNION REGIONAL CYBERSECURITY
FORUM FOR ASIA-PACIFIC, September 2009,
available at: http://www.itu.int/ITU-
D/cyb/events/2009/hyderabad/docs/hashi
m-national-policy-malaysia-sept-09.pdf

26 For a more in-depth analysis, see RAND
CORPORATION, “Cyberdeterrence and Cy-
berwar”, at
http://www.rand.org/pubs/monographs/20
09/RAND_MG877.pdf, 2009.

27 The “U.S. Cyber Command Fact Sheet” is
available here:
http://www.defense.gov/home/features/20
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10/0410_cybersec/docs/CYberFact-
Sheet%20UPDATED%20replaces%20Ma
y%2021%20Fact%20Sheet.pdf

28 This definition does not contain within it-
self the concept of “electronic espionage”,
which, in many ways, is a completely dif-
ferent activity, at least on the theoretical,
objective level, from that defined as cyber-
warfare. 

Stefano Mele is a lawyer specializing in IT, privacy,
security and intelligence law. He holds a PhD from
the University of Foggia. Stefano lives and works in
Milan where he carries out consultancy work for
large, often multinational, companies, on the subject
of legal problems inherent within the issue of privacy
and the protection of personal data, the internet and
computer crime. He has prepared numerous publi-
cations and studies for books, reviews and special-
ist websites on these subjects. He is also an expert
in security, cyber-terrorism and cyberwarfare. He is
a senior researcher at the Department of Strategic
Intelligence and Security studies at the Link Cam-
pus University of Rome, and teaches the cyber-ter-
rorism and cyberwarfare modules of its “Masters
Degree in Intelligence Studies and National Secu-
rity”. He is a founding partner and vice president of
the Centro Studi Informatica Giuridica di Foggia
(CSIG-Foggia – ʻFoggia Centre for the Study of the
Legal Aspects of Computingʼ) and is Sector Director
ʻIntelligence and Electronic Espionageʼ of the Italian
Institute for Privacy. The author thanks Davide
Cardilli [ http://www.theogre.org ] for the cover de-
sign and layout of this document.
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The tiles from the roof slid as soon as I landed
on it and noisily crashed down to the pictur-
esque street of Ayacucho, Peru, alerting the
Senderista and cocalero guards who patrolled
the area near the zócalo. The shots they fired
into the air were probably not meant to hit me,
but the residents whose roof I destroyed in my
ill-fated attempt at escape and who rushed to
the roof of the adjacent house in fury looked
scary enough. 

This was six years ago. I had come to Ay-
acucho, the former hotbed of the Shining Path,
to investigate what happened with the rem-
nants of the guerilla movement and interview
the former insurgents and current cocaleros.
And I was lucky on that first of my many field-
work trips to research from the ground up the
relationship between military conflict and illicit
economies: The cocaleros – maybe five thou-
sand of them – in an impressive display of
power seized the area of the main city square
while I was there, set up barricades, and held
it under siege for a few days, demanding an
end to forced eradication of their coca fields.
As a result, I got great access and could inter-
view some key actors otherwise hard to track
down. But I also had arranged for another trip
into one of Peruʼs areas of illegal coca cultiva-
tion. This involved crossing the Andes in a
small plane, meeting up with my contact, hir-
ing a motor boat and later a motorized canoe,
and hiking deep into the forest to access the
coca fields and the cocaleros. But there I was
stuck in Ayacucho without any means to com-
municate with my contact who was waiting at
the edge of the jungle. Hence, my first escape
attempt. My second attempt worked out, how-
ever; and the fieldwork in the coca fields
proved equally valuable. 

Subsequent trips took me to some of the
worldʼs most marginalized areas of violence,
criminality, and poverty: the coca fields of
Colombia, where local cocaleros, alienated
from the government by aerial spraying, still
swear allegiance to the FARC; the poppy
areas of Burma where former insurgents and
drug dealers who had become  officials of

their autonomous zones gave me lengthy lec-
tures on their eradication efforts even while
their labs produced meth right under my nose;
to Afghanistan where poppy flowers liven up
an otherwise bleak landscape, and  produce
more opium than any other country  in the
past fifty years; and to India, Mexico, and Mo-
rocco. Each of the trips was not only full of ad-
venture, even fun,  but also provided a wealth
of data, based on interviews with multinational
organizations and government officials, mili-
tary, police, and intelligence officers, farmers
of illicit crops and producers of illegal goods,
traffickers, crime bosses, and insurgents.

What emerges from the fieldwork and
analysis is sobering: Much of U.S. anti-nar-
cotics policy abroad has been based on the
premise that suppression of drug production
will promote both anti-drug and counterterror-
ist goals. My work challenges this premise. I
show that, far from being complementary,
U.S. anti-narcotics and counterinsurgency
policies are frequently at odds. Crop eradica-
tion—the linchpin of U.S. anti-narcotics strat-
egy— fails to significantly diminish the
physical capabilities of the belligerents. 

In fact over the past fifty years eradication
has not yet bankrupted one single belligerent
group to the point of substantially weakening
it – not in Colombia, Afghanistan, Peru, Thai-
land or Burma. In Colombia, for example, the
prototypical showcase for those who argue
that suppressing an illicit economy will destroy
the belligerents (as the government of Presi-
dent Alvaro Uribe frequently did), both the left-
ist guerrillas, such as the FARC, and the
rightist paramilitaries and their descendents,
the so-called bandas criminales, adapted by
switching to kidnappings, the extortion of
other economies, such as gold mining, and
following the coca farmers to new areas
where they replanted coca. Direct military ef-
fort against the FARC that disrupted it move-
ments had a far greater impact on weakening
its military capabilities than eradication.

But eradication in a poor country with a
paucity of legal livelihoods and with a labor-

The Complexities of the Drug-Conflict Nexus
By Vanda Felbab-Brown



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 101

intensive illicit economy that can provide em-
ployment to hundreds of thousands, if not mil-
lions, is not simply ineffective. It is also deeply
counterproductive since it enhances the bel-
ligerentsʼ legitimacy and increases popular
support for them. Over the years, I have in-
terviewed many coca farmers in Colombia, for
example, whose sole affinity for the FARC lay
in the FARC protection of their coca fields
from the government and U.S.-sponsored
eradication effort.

Belligerents obtain this political capital by
protecting the illicit economy, and hence the
local populationʼs reliable source of livelihood,
from government efforts to suppress it. Some-
times, they bargain with traffickers for better
prices on behalf of the farmers, and provide
otherwise absent social services and public
goods, such as clinics, infrastructure, and dis-
pute resolution mechanisms. In short, bel-
ligerents use the illicit economy to transform
themselves into security providers and eco-
nomic and political regulators. This political le-
gitimacy is frequently thin, but nonetheless
sufficient to motivate the local population to
withhold intelligence on the belligerent group
from the government if the government at-
tempts to suppress the illicit economy. Such
intelligence is critical for winning a counterin-
surgency effort.

Four factors largely determine the extent
to which belligerents can benefit from their in-
volvement with the illicit economy: the state of
the overall economy; the character of the illicit
economy; the presence (or absence) of thug-
gish traffickers; and the government response
to the illicit economy.  
• The state of the overall economy – poor

or rich — determines the availability of al-
ternative sources of income and the num-
ber of people in a region who depend on
the illicit economy for their livelihood. 

• The character of the illicit economy –
labor-intensive or not – determines the
extent to which the illicit economy pro-
vides employment for the local popula-
tion. 

• The presence (or absence) of thuggish
traffickers, and

• The governmentʼs response to the illicit
economy (which can range from suppres-

sion to laissez-faire to legalization) deter-
mine the extent to which the population
depends on the belligerents to preserve
and regulate the illicit economy. 
In a nutshell, supporting the illicit economy

generates the greatest political capital for bel-
ligerents if the state of the overall economy is
poor, the illicit economy is labor-intensive,
thuggish traffickers are active in the illicit
economy, and the government has adopted a
harsh strategy, such as eradication.

Instead of destroying the poppy, coca, and
marijuana fields, postponing eradication at
least until conflict has ended, and ideally until
legal livelihoods are in place is more likely to
enhance counterinsurgency effectiveness.
Other policies, such as interdiction against
drug traffickers and their labs, are easier to
calibrate with a counterinsurgency effort, but
they too are extremely unlikely to bankrupt
belligerents. 

But governments can, and many times
have, prevailed against belligerents without
disrupting their money flows: by winning the
hearts and minds of the population and in-
creasing their own military forces, such as in
Thailand against the various ethnic and Com-
munist insurgencies in the 1970s or in Peru
against the Shining Path in the 1990s. The
successes against the FARC in Colombia
came despite, not because of, eradication. In
Afghanistan, the United States government
and ISAF have been able to see how eradi-
cation of the poppy fields has pushed the
Afghan population into the hands of the Tal-
iban, and the Obama Administration has de-
funded centrally-led eradication. Individually
governors of Afghan provinces occasionally
engage in eradication, such as in Helmand,
but their efforts have been meager, since in-
tense eradication is politically unsustainable
for most of them. The U.S.-led counter-nar-
cotics efforts now center on the interdiction of
Taliban-linked drug-traffickers and the devel-
opment of alternative livelihoods.

In fact, this sequencing of security first, then
intense counter-narcotics policies, also en-
hances counter-narcotics efforts: Good security
is an essential requirement for the success of
any counter-narcotics policy – be it mailed-fist
eradication or rural development efforts.
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In Shooting Up, I provide three sets of rec-
ommendations: 
1) how to optimize efforts against illicit

economies with counterinsurgency and
conflict mitigation; 

2) how to enhance the effectiveness of
counter-narcotics policies in sustainably re-
ducing the size of the drug trade and di-
minishing the power of crime groups; and 

3) how to include 2nd and 3rd degree effects
into regulation considerations.
Some of these recommendations are:

• When dealing with labor-intensive illicit
economies in poor countries, govern-
ments should undertake efforts to sup-
press those economies that affect the
wider population only after military conflict
has been brought to an end.

• Military forces, whether domestic or inter-
national, should focus on directly defeat-
ing the belligerents and protecting the
population. They can be most effective at
supporting policies to suppress illicit
economies by focusing on providing basic
security. Without such security, efforts to
suppress illicit economies will not be ef-
fective.

• If belligerents have not yet penetrated an
illicit economy, governments should make
every effort to prevent them from doing so
or tempt the belligerents into suppressing
the illicit economy themselves, provided
the government can distance itself from
such a policy and offer material help to
the population.

• Governments also should explore the
possibility of licensing particular illicit
economies.

• Governments should avoid treating traf-
fickers and belligerents as a unified actor,
and therefore strengthen the bond be-
tween them; instead, they should explore

ways to pit the two actors against each
other.

• Interdiction efforts should be designed to
limit the coercive and corruptive power of
criminal groups, rather than being domi-
nantly focused on stopping illicit flows.

• Governments and their international part-
ners must address the demand for illicit
commodities and contraband.

• Governments and international organiza-
tions need to consider where the illicit
economy is likely to re-emerge if suppres-
sion efforts in a particular country or re-
gion are effective.  

• Governments and international organiza-
tions need to consider the possibility that
other illicit economies will replace the cur-
rent one if suppression succeeds.

• Finally, when deciding on particular regu-
lations and prohibitions, including interna-
tional sanctions, governments and
international organizations need to seri-
ously consider whether the harm resulting
from such a prohibition and its enforce-
ment will be greater than the harm result-
ing from a laissez-faire approach.

Vanda Felbab-Brown is a fellow in Foreign Pol-
icy Studies and a member of the 21st Century De-
fense Initiative at the Brookings Institution. She
also teaches in the Security Studies Program at
Georgetown Universityʼs School of Foreign Serv-
ice. An expert on international and internal conflict
issues, including counterinsurgency, she has pub-
lished widely on the interaction between illicit
economies and military conflict and has testified
before Congress about her work. She is the author
of Shooting Up: Counterinsurgency and the
War on Drugs (Washington, DC: Brookings Insti-
tution Press, 2009). The research on which this
book is based received the American Political Sci-
ence Associationʼs Harold D. Lasswell Award for
the Best Dissertation in the Field of Public Policy.
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The Muslim Brotherhood Society, or Jamaʼiya
Al-Ikhwan Al-Muslimun (also referred to sim-
ply as Ikhwan), was formed in Ismailiya,
Egypt, in 1928 by Hasan Al-Banna, a charis-
matic schoolteacher and Islamist preacher. Al-
Banna formulated a politicized, extremist form
of Islam as a means of confronting Western
moral and cultural influence among Egyp-
tians. The Brotherhoodʼs goal is to eliminate
all Western influence and create an Islamist
state in Egypt and, ultimately, the world.

Al-Banna sought to explain the malaise of
Egyptian society in his time as being due to
what he portrayed as the corrosive influence
of Western culture. He accused government
officials and other prominent members of
Egyptian society of abandoning Islamic prin-
ciples and behaving in an immoral fashion
due to Western influence. The remedy, he in-
sisted, was a revival and reestablishment of
an Islamic state that would return Muslims to
the pinnacle of their military, historical, and
cultural glory. He pointed to the Caliphate, the
historic Islamic empire and the most cele-
brated period of Islamic history, as the tem-
plate for his vision of an Islamic state. In a
1947 letter to Egyptʼs King Farouk titled «To-
wards the Light,» Al- Banna asserted that the
only way to return to those days of glory was
to re-establish shariʼa, Islamic law, as the
source for governance as well as for societal
and personal behaviors.1

In his teachings, Al-Banna preached a re-
turn to the Prophet Muhammadʼs strategies
during the early days of Islam in the seventh
century, strongly emphasizing each Muslimʼs
personal obligation to carry out jihad, which
he defined as physical warfare.

In a tract from the 1930s titled «Jihad,» Al-
Banna writes:

Jihad is an obligation from Allah on
every Muslim and cannot be ignored
nor evaded. Allah has ascribed great
importance to jihad and has made the
reward of the martyrs and the fighters in
His way a splendid one. Only those who
have acted similarly and who have
modelled themselves upon the martyrs
in their performance of jihad can join
them in this reward. Furthermore, Allah
has specifically honoured the Mu-
jahideen [those who fight jihad] with cer-
tain exceptional qualities, both spiritual
and practical, to benefit them in this
world and the next. Their pure blood is
a symbol of victory in this world and the
mark of success and felicity in the world
to come.2
Drawing a parallel between the times of the

prophet Muhammad and the present, Al-
Banna portrayed non-Muslims as idol wor-
shipers and placed a central focus on
spreading Islam and fighting what he termed
the “enemies of Islam.” The purpose of jihad,
he asserted, was not for the personal glory or
gain of Muslims: “Rather, jihad is used to safe-
guard the mission of spreading Islam. This
would guarantee peace and the means of im-
plementing the Supreme Message. This is a
responsibility which the Muslims bear, this
Message guiding mankind to truth and jus-
tice.” 3

Symbol of the Muslim Brotherhood
Jihad plays a central role

in the ideology of the Muslim
Brotherhood, which is also re-
flected in the symbol of the
movement. It consists of a cir-
cular green background sig-

The Muslim Brotherhood in Egypt
By Yehudit Barsky 

Allah is our objective.
The Prophet is our leader.

Quran is our law.
Jihad is our way.

Dying in the way of Allah is our highest hope.

Slogan of the Muslim Brotherhood
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nifying Islam. Superimposed over it are the
Quran, representing the centrality of its teach-
ings for the movement, and two crossed
swords below it, denoting jihad. Below the
swords is the Arabic word “waʼadu,” mean-
ing “make ready” or “prepare yourselves.” It
refers to this verse in the Qurʼan which is inter-
preted by the Brotherhood as an exhortation to
engage in jihad against the enemies of Mus-
lims today: 

Against them make ready your strength
to the utmost of your power, including
steeds of war, to strike terror into (the
hearts of) the enemies of Allah and your
enemies, and others besides, whom ye
may not know, but whom Allah doth
know. Whatever ye shall spend in the
cause of Allah, shall be repaid unto you,
and ye shall not be treated unjustly.4

Impact Today
Al-Bannaʼs writings, the core ideological

texts of the Muslim Brotherhood, remain the
basis for the ideology of the movement and
the curriculum for the indoctrination of its ini-
tiates today. In the early years of the move-
ment, his writings were distributed as
pamphlets in mosques, Brotherhood-affiliated
charitable institutions, and coffeehouses. The
movement established its own mosques,
schools, and sports clubs in order to spread
its ideology, and by the time of Al-Bannaʼs
death in 1948, the Brotherhood is believed to
have garnered some 2 million followers in
Egypt.5 Today Al-Bannaʼs writings are pro-
moted and distributed by the Muslim Brother-
hood and its affiliated organizations via the
Internet.

Al-Bannaʼs strategy and tactics for estab-
lishing an Islamist state have become a tem-
plate for the Brotherhoodʼs activities
throughout its history. As a means of achiev-
ing a critical mass of supporters, Al-Banna
prescribed a long-term course of indoctrinat-
ing the Muslim masses in the ideology of his
movement, which would ultimately bring the
establishment of an Islamist state, and it be-
came a template for the Brotherhoodʼs activi-
ties throughout its history. This strategy of
Islamization is referred to as daʼawa, mean-
ing “invitation” or “outreach,” and is still in use
today.

Terror Activities
In parallel to these activities, Al-Banna cre-

ated an underground paramilitary wing called
the “Special Apparatus,” which carried out at-
tacks against the British as well as a cam-
paign of bombings and assassinations that
also targeted Egyptian Jews.6 The Brother-
hood leadership regularly engaged in violent
anti-Semitic rhetoric against Egyptian Jews
which incited attacks against the community,
including the torching of the Alexandria syna-
gogue.7 On the international level, Al-Banna
supported Haj Amin Al-Husseini, the Mufti of
Jerusalem who worked for the Nazis to recruit
international Arab support for Germany. The
Nazis provided subsidies to the Brotherhood,
which were coordinated by Al-Husseini, and
part of the funds were used to purchase
arms.8 Members of the Brotherhood were
also later recruited to take part in the 1948
war against Israel, which they considered to
be part of their obligation to engage in jihad. 

The Brotherhood was declared illegal in
1948 after it was accused of assassinating
Egyptian Prime Minister Muhammad Al-
Nuqrashi.  Later that year Al-Banna was as-
sassinated, reportedly by a member of the
Egyptian security forces. 

The movement subsequently supported
the 1952 Free Officers military coup, and was
then briefly permitted to operate more freely.
But in 1954, when the Brotherhood was con-
sidered responsible for an unsuccessful as-
sassination attempt on Egyptian president
Gamal Abd Al-Nasser, it was again declared il-
legal. Thousands of its members were ar-
rested, imprisoned, and tortured, and the
movement was forced to shift its operations
underground. Its most prominent ideologue of
that period, Sayyid Qutb, was executed in
1966. Others left for Saudi Arabia and the Gulf
countries.

In 1971, President Anwar Al-Sadat, Abd Al-
Nasserʼs successor, seeking to counter the
political influence of Communists and
Nasserists who were trying to oust him,
looked to the Brotherhood as a countervailing
force that could assist him in maintaining
power. He declared a general amnesty for the
imprisoned members of the Brotherhood. But
this period of cooperation was short-lived. The
Brotherhood turned against Al-Sadat for re-
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jecting the implementation of shariʼa and the
establishment of an Islamic state, and for
signing a peace treaty with Israel. The Egypt-
ian Islamic Jihad, an offshoot of the Brother-
hood, assassinated Al-Sadat in 1981. After
Husni Mubarak succeeded Al-Sadat as pres-
ident, Egyptʼs 1958 Emergency Law was re-
enacted, giving the government power to
arrest individuals without charging them with a
crime and to detain prisoners indefinitely, lim-
iting freedom of expression and assembly,
and establishing a special security court. The
emergency laws have been in effect ever
since and were extended for two more years
in 2010.9

The Brotherhoodʼs Global Reach
Although the Muslim Brotherhood was

originally established in Egypt, its activists and
ideology have spread throughout the Muslim
world as well as within Muslim communities in
the West, including Europe and the U.S. Its
activists have also spawned terrorist organi-
zations, most prominently Al-Qaida, whose
second-in-command, Ayman Al-Zawahiri,
started out as a Brotherhood activist and then
created the terrorist organization Egyptian Is-
lamic Jihad. He became an official founding
member of Al-Qaida in 1998.

Today the Brotherhood claims branches in
over 80 countries.10 Each branch maintains
ideological affiliation to the movement even
though in many cases local branches of the
movement will establish themselves as sepa-
rate entities with different names. Hamas, for
example, is the Palestinian branch of the Mus-
lim Brotherhood, and Tunisiaʼs Al-Nahda
Movement, led by Rashid Al-Ghanushi, is the
Muslim Brotherhood branch in that country.
Turkeyʼs AKP originated in the Muslim Broth-
erhood and, similarly, the Islamic Action Front
in Jordan and the Iraqi Islamic Party are
branches of the Muslim Brotherhood in their
respective countries. 

Political Support within Egypt
Due to the numerous crackdowns by the

government against the movement, the Broth-
erhood has focused on Islamization through
social welfare projects, establishing its own in-
frastructure of social services among the poor
and disenfranchised members of Egyptian so-

ciety that are not served by the government.
These services have generated sympathy and
support for the movement among Egyptians.

The Brotherhood has also focused its ef-
forts on garnering power through involvement
in private organizations. Via the democratic
process, it now controls professional and stu-
dent associations that are considered to be
the most prominent nongovernmental organ-
izations in the country.11

Since 1984, the Brotherhood has engaged
in open political activity, running independent
candidates in Egyptian parliamentary elec-
tions. In 2005 it won 20 percent of the vote,
resulting in 88 seats.12 It is estimated that the
Brotherhood could win up to 30 percent of the
vote in new elections.13 Although there has not
been a poll directly examining Egyptiansʼ
sympathies for the Brotherhood, the views of
Egyptians were similarly reflected in a recent
Pew study. It indicated that 31 percent of
Egyptians see a struggle between moderniz-
ers and Islamic fundamentalists in their coun-
try, and 59 percent of that number identify with
Islamic fundamentalists.14

Future Prospects
The current General Guide of the Muslim

Brotherhood, Muhammad Badi, has demon-
strated adherence to Hasan Al-Bannaʼs ideol-
ogy by reiterating its principles in a series of
recent sermons. In a September 2010 sermon
he reasserted that the Qurʼan should be the
constitution of the state, and declared it the
duty of Muslims to enact Islamic law.15

Badi has also promoted jihad as a central
means of returning Islam to its former glory.
In April 2010 he declared, «Muslim leaders,
Islam, to which you belong, advocates jihad
as the only means for setting the Ummahʼs
[nationʼs] situation aright.» He continued,
«Our revival, majesty, and glory depend on
the return to righteousness, which will only be
achieved through resistance and the support
of [resistance] in every way – with money,
arms, information, and self [sacrifice].» Badi
further proclaimed that it is the «obligation» of
Muslims to stop all negotiations with Israel
and to «support all forms of resistance for the
sake of liberating every occupied piece of land
in Palestine, Iraq, Afghanistan, and all [other]
parts of our Muslim world.»16
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In a September 2010 sermon, Badi as-
serted that the U.S. «is now experiencing the
beginning of its end, and is heading towards
its demise....» He further declared that the vic-
tory of Muslims against their enemies was
preordained and called upon Muslims to rise
against Israel and the U.S.: «Resistance is the
only solution against the Zio-American [sic]
arrogance and tyranny, and all we need is for
the Arab and Muslim peoples to stand behind
it and support it.»17

Prior to Egyptʼs first round of parliamentary
elections in November 2010, Badi denounced
the Mubarak regime and called for its removal
«by peaceful means outlined in the constitu-
tion and the law.»18 During the 2011 Egyptian
revolt, Badi called upon Egyptians to continue
the «blessed uprising» until the deposal of the
Mubarak regime, and insisted that «the Egypt-
ian people, from all groups, refuse to negoti-
ate with the ruling regime.»19

The Brotherhood initially played a low-key
role in the Egyptian mass anti-government
demonstrations, but its leadership gradually
began to amplify its demands, focusing on the
removal of the Mubarak government. While
the Brotherhood was not involved in the early
days of the demonstrations, its activists joined
the secular organizers of the anti-Mubarak re-
volt. They were careful not to call attention to
their Islamist agenda and did not display Mus-
lim Brotherhood banners or shout the tradi-
tional chants of the movement. 

On the ground in Tahrir Square, however,
they played a leading role. The presence of
the Brotherhood volunteers was ubiquitous:
they manned checkpoints, provided hot tea to
the protestors, and participated in the demon-
strations by chanting, “Welcome to Free
Egypt!”20 Rashad Bayoumi, the deputy leader
of the Brotherhood, asserted that his mem-
bers were involved in the demonstrations, but
emphasized that their participation was part
of a revolution against the regime, not an Is-
lamist revolution: «We are taking part. Thou-
sands of our members are on the streets. But
we are saying that this isnʼt a Muslim revolu-
tion. This is a revolution against Mubarak!»21

Representatives of the movement living
abroad called for an end to the regime in a
more directly. Sheikh Yusuf Al-Qaradawi, the
Muslim Brotherhoodʼs spiritual leader and

most prominent ideologue, is the author of fat-
was legitimizing suicide bombings against Is-
raeli civilians and U.S. military personnel, and
expresses vehemently anti-Semitic views. His
comments were regularly broadcast in Tahrir
Square at the epicenter of the demonstra-
tions. In a January 29 interview on Al-Jazeera
that was broadcast from his home in Qatar to
the demonstrators he declared, «Go away,
Mubarak, leave this people alone! Enough,
youʼve ruled for 30 years already! Dozens
have been killed in one day. You cannot stay,
Mubarak!» He continued, «On behalf of hun-
dreds of thousands of religious clerics in
Egypt and in the Muslim world Iʼm calling on
you to leave your country.«22 He also played a
significant role by encouraging the protestors
to come to Tahrir Square by declaring that
participating in the demonstrations was an Is-
lamic obligation and staying home was for-
bidden.23

In another sermon to the protestors Al-
Qaradawi directly called on the Egyptian army
to depose Mubarak and demanded the ap-
pointment of the head of the countryʼs consti-
tutional court as president. A week after
Mubarakʼs deposal, Al-Qaradawi returned to
Egypt to preach a sermon in Tahrir Square at
the victory celebration of the demonstrators.

On February 4, Rashad Bayoumi, the
deputy Brotherhood leader, sounded one of
the movementʼs core political agenda items,
declaring, “After President Mubarak steps
down and a provisional government is formed,
there is a need to dissolve the peace treaty
with Israel.”24 Muhammad Ghanem, a Broth-
erhood spokesman in London, went even fur-
ther, calling for war with Israel and stopping
the passage of ships through the Suez Canal:
«I am absolutely certain that this revolution
will not die, and that the next step must be one
of civil disobedience. This civil disobedience
will generate strife among the Egyptians. This
disobedience must include halting passage
through the Suez Canal, stopping the supply
of petroleum and natural gas to Israel, and
preparing for war with Israel.»25

Conclusion
Since Mubarakʼs departure, the Brother-

hood has declared that it will form a political
party to run in new elections but will not run
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for the presidency. The Brotherhoodʼs leader-
ship has been especially cautious to empha-
size that it wants participation in the political
process without overtly promoting its Islamist
agenda. This stance makes it possible for it to
work with the secular leadership of other po-
tential political parties. 

Based on its prior history and recent state-
ments by its General Guide, the Brotherhood
will likely bide its time until the formation of a
new Egyptian government before testing the
new regime by raising its Islamist agenda.
The Brotherhoodʼs current situation is similar
to that of Hamas, which built its support on an
agenda of reform and providing social welfare
services. The Brotherhood may focus its ef-
forts on the democratic process of transform-
ing support for its social welfare projects into
political power at the polls. Employing the
Hamas model, it may use the new political
playing field as a means of Islamization to
transform Egypt into an Islamist state, in-
creasing its political power through its social
welfare infrastructure until it can take control
through the democratic process, carrying out
a coup dʼétat, or both. 

The current Egyptian transition has given
the Brotherhood a new lease on political life.
Its recent statements nevertheless indicate
that it has not changed its extremist political
agenda, which remains a cause for concern
among Egyptians and observers of the situa-
tion throughout the world.

Yehudit Barsky is director of AJCʼs Division on
Middle East and International Terrorism.
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EDITOR’S NOTE: The globe is facing a social turbulence in the Muslim world covering
the Maghreb, the Levand and Middle East in general. Egypt is the country where
struggle for democracy was more prominent – so far. In February 14th, 2011 George
Friedman for Stratfor think tank is commending on the “Distance between en-
thusiasm and reality”:

On Feb. 11, Egyptian President Hosni Mubarak resigned. A military council was named to gov-
ern in his place. On Feb. 11-12, the crowds that had gathered in Tahrir Square celebrated
Mubarakʼs fall and the triumph of democracy in Egypt. On Feb. 13, the military council abolished
the constitution and dissolved parliament, promising a new constitution to be ratified by a ref-
erendum and stating that the military would rule for six months, or until the military decides itʼs
ready to hold parliamentary and presidential elections. What we see is that while Mubarak is
gone, the military regime in which he served has dramatically increased its power. This isnʼt in-
compatible with democratic reform. Organizing elections, political parties and candidates is not
something that can be done quickly. If the military is sincere in its intentions, it will have to do
these things. The problem is that if the military is insincere it will do exactly the same things.
Six months is a long time, passions can subside and promises can be forgotten…… We do not
want to be killjoys now, since everyone is so excited and happy. But we should point out that,
in spite of the crowds, nothing much has really happened yet in Egypt. It doesnʼt mean that it
wonʼt, but it hasnʼt yet. An 82-year-old man has been thrown out of office, and his son will not
be president. The constitution and parliament are gone and a military junta is in charge. The
rest is speculation.

Source: http://www.stratfor.com/weekly/20110213-egypt-distance-between-enthusiasm-and-reality
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In the post Cold War epoch, the United States
of America started an extensive and a very
expensive program to reduce or even elimi-
nate the dangerous menace of biological war-
fare, chemical development, and nuclear
proliferation. At least three main and impor-
tant factors underlie this renewed emphasis
on proliferation policy and strategy. First, the
reduced military menace from the former So-
viet Union has increased the relative impor-
tance of lesser powers, especially if armed
with weapons of mass destruction. Second,
certain international political and technologi-
cal trends are increasing the threat to inter-
national security from proliferation. Third, new
opportunities are opening for enhancing the
current international regimes designed to se-
verely stem proliferation. Since then the
American government has spent more than
six hundred million dollars and close to a bil-
lion dollars in various biological and chemical
threat reduction programs and nuclear non-
proliferation projects mainly focused on the
former Soviet Union Republics. Specifically,
American officials focused in the Asian region
of the former and notorious Soviet Empire.
This policy involved hard, long, and tough
diplomatic negotiations.

The former Soviet Republics has been a
real challenge for the various American pro-
grams focusing on biological, chemical, and
nuclear nonproliferation. The toughest of the
situation is because; this specific and troubled
region has many serious and insurmountable
socio-economic, political, and military chal-
lenges. After five years of crucial and tough
negotiation between U.S. and Kazakh diplo-
matic and military officials, a U.S. Air Force C-
17 cargo plane under heavy security
transported several samples of bubonic and
pneumonic plague bacteria from laboratories
in Kazakhstan to the U.S. Centers for Disease
Control and Prevention in Fort Collins, which
is located in the State of Colorado. Also both
sides mutually agreed that, U.S. and Kazakh
chemical and biological scientists will now

study the bacteria with the main goal of de-
veloping and producing new scientific meth-
ods to diagnose and treat the plague.

This specific shipment was part of a larger
scheme of cooperative biological threat re-
duction process between the United States
and former Soviet republics in Central Asia.
This biological threat reduction has the main
purpose and target at protecting against dis-
eases that occur naturally in the region and
which could also be exploited by various
bioterrorists. In specific terms, several Islamic
terrorists or terrorist groups throughout the
years have been trying to create a dirty bomb
and attack various economic, political, and
military installations in Europe, Asia, and in
United States. Thus, the U.S. officials are on
alert to impede or prohibit that kind of terror-
ist activities. The bulk of these various proj-
ects are funded via the auspices and aegis of
the Cooperative Threat Reduction (CTR) Pro-
gram administered by the U.S. Defense De-
partment. Additionally, the U.S. State
Department, U.S. Department of Health and
Human Services, U.S. Defense Threat Re-
duction Agency, U.S. Strategic Command
USSTRATCOM, and U.S. Department of Agri-
culture, which administer projects related to
farming, is involved in the project. Later on the
U.S. Department of Energy and the U.S. De-
partment of Homeland Security joined the pro-
gram. Also the U.S. Army, U.S. Navy, U.S.
Marines, U.S. Air Force, and U.S. Coast
Guard participated in the various elements of
the program.

Created and established in 1991, the CTR
Program was an unprecedented effort to sig-
nificantly aid the disintegrating Soviet Union
deal with nuclear, chemical, and biological
proliferation threats. The initial focus of the
program was on the nuclear weapons inher-
ited by three non-Russian republics (Belarus,
Kazakhstan, and Ukraine) and on Russiaʼs
nuclear weapons, materials, and facilities.
The American officials wanted to control these
dangerous and lethal weapons in case rogue

U.S.A. the Perennial Struggle for a Biological, Chemical, and
Nuclear Free Globe
By Vassilios Damiras
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nation-states or rogue groups wanted to ac-
quire them and utilized them to destabilize
global relations among countries. Four-hun-
dred million dollars were originally allocated
for the nuclear-related projects. After the sig-
nificant success of the denuclearization pro-
grams of Belarus, Kazakhstan, and Ukraine,
and with a bulk of the most pressing Russian
nuclear proliferation threats under controlled
or even resolved despite the then Russian
President and currently Russian Prime Minis-
ter Vladimir Putin strange behavior toward the
United States, CTR crucial efforts turned their
focus to dealing with several and serious bio-
threats that menacing the international affairs.
This specific and important shift also illus-
trates the larger emphasis that nation-states
around the globe are placing on the role of
harmful and deadly
infectious disease
surveillance in inter-
national security
and stability proce-
dures.

The U.S. gov-
ernment has in-
vested more than
four hundred and
thirty million dollars
from 1998 through
2007 in its biologi-
cal and chemical
threat reduction programs, which includes
funding for various projects in Russia, Kaza-
khstan, Uzbekistan, Georgia, Azerbaijan, and
Ukraine. Annual funding levels have been
steadily increasing every year. During this pe-
riod Kazakhstan received roughly $107.4 mil-
lion for bio-threat reduction projects and
Uzbekistan received $78.7 million. The
spending also significantly increased after the
horrific terrorist attacks of September 11, 2001
at the World Trade Center in New York City
and the U.S. Pentagon in Washington, D.C.,
which were masterminded and executed by
the notorious Islamic terrorist group Al Qaeda
and its leader Osama bin Laden.

Since 1992, the U.S. Department of De-
fense (DOD) and the Russian Ministry of De-
fense (MOD) have been jointly designing and
developing projects to considerably improve
the safety and security of Russiaʼs nuclear

weapons as they are dismantled, transported,
and stored at sites throughout Russian
proper. Projects have included the delivery to
Russia of armored blankets, security upgrade
kits for railcars, emergency response equip-
ment, and super containers used during trans-
port.  Ongoing Weapons Protection, Control,
and Accounting (WPC&A) several projects in-
clude upgrading security at weapons storage
sites, providing a computerized weapons
stockpile system, exchanging unclassified in-
formation about nuclear warheads, and pro-
viding a drug and alcohol monitoring program
for guards at weapons storage sites. From
1992 through 1997, the DOD allocated $116
million of CTR funds for WPC&A programs.
By 2000, total WPC&A funding had reached
$293.1 million, and the programʼs total cost is

expected to reach
$967.7 by FY2007.

Also, the Ameri-
can officials focused
on the region incor-
porated Central
Asia, because Cen-
tral Asia was once
at the center of the
Soviet biological
warfare program.
The worldʼs largest
and most vibrant
bio-weapons mili-

tary facility, which had a capacity to produce
300 tons of anthrax a year, was situated in
northern Kazakhstan in Stepnogorsk. Stepno-
gorsk was created and established in the
1964, though it is not marked on Soviet maps
and it has been variously designated Makinut-
2, Tselinograd-25,  and Aksu. The area also
included and still incorporates a big facility for
the extraction of uranium ore associated with
the uranium mining areas and deposits are in
the north-central region in the Akmola and
Kokshetau oblasts of Kazakstan. The Tselinny
Gorno-Khimichskii Kombinat (TGK) mines
and refinery, centered on the Stepnogorsk
district, was at one time the second largest
uranium producer in the Soviet Union. Specif-
ically, the center for the manufacture of bac-
teriological weapons was constructed ten
kilometers away from the settlement of
Stepnogorsk, a town whose population had
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grown to over 60,000 by 1989. Building 221
is the heart of the production facility, consist-
ing of three dozen bioreactors with a compre-
hensive protection system. In late 1990,
Biopreparat researchers tested Marburg virus
on monkeys and other small animals in spe-
cial explosion-test chambers at the Stepno-
gorsk plant.

In addition, during the years of the Cold
War, Soviet Chemical scientists extensively
tested biological weapons on Vozrozhdeniye
Island in the Aral Sea and on Ustyurt Plateau
in the Uzbek steppe. The thousands of Soviet
biological and chemical scientists who partic-
ipated in the bio-weapons programs worked
daily to protect their country against biological
or chemical attack or attacks and to ensure
that the Soviet Union had bio-weapons at its
disposal, if necessary in case in a vicious war
with the United States.

Under the Cooperative Threat Reduction
agreement between America and Kaza-
khstan, about three million dollars has been
granted for the dismantling and elimination of
biological and chemical military centers, in-
cluding the one at Stepnogorsk. In 1998, the
U.S. Civilian Research and Development
Foundation (CRDF) made three additional
awards for projects that include scientists
from Kazakhstanʼs Stepnogorsk defense bio-
logical research facility. The Stepnogorsk fa-
cility is the focus of a special effort by the
American and Kazakh governments to redi-
rect defense scientific and engineering re-
sources to civilian work. The U.S. State
Department is providing $210,000 to support
these additional projects. Moreover the foun-
dation provides training for various bio-secu-
rity measures and detection. Also, CRDF has
expanded its chemical bio-bacterial, and bac-
teriological research and operations in Alba-
nia, Iraq, and Pakistan.

The Vozrozhdeniye (Renaissance or Re-
birth) Island test site in the Aral Sea was part
of the older, military biological warfare system.
The island was apparently chosen for open-
air testing of  biological weapons because of
its geographical isolation. Vozrozhdeniye is lo-
cated in the middle of the Aral Sea, sur-
rounded by large, sparsely populated deserts
and semi-deserts that hindered unauthorized

access to the secret site. The islandʼs sparse
vegetation, hot, dry climate, and sandy soil
that reach temperatures of 60 degrees C (140
degrees F) in summer all reduced the
chances that pathogenic microorganisms
would survive and spread. In addition, the in-
sular location prevented the transmission of
pathogens to neighboring mainland areas by
animals or insects. The northern part of
Vozrozhdeniye Island, which Kazakhs call
Mergensay, is on Kazakhstani territory. The
southern two-thirds of the island are in the
Karakalpak autonomous region of Uzbek-
istan.

In 1936, Vozrozhdeniye Island was trans-
ferred to the authority of the Soviet Ministry of
Defense for use by the Red Armyʼs Scientific
Medical Institute. The first expedition of one
hundred people, headed by Professor Ivan
Velikanov, arrived on the island that summer.
The researchers were provided with special
ships and two airplanes and reportedly con-
ducted experiments involving the spread of tu-
laremia and related microorganisms. In the
fall of 1937, however, the expedition was
evacuated from the island because of serious
security problems, including the arrest of Ve-
likanov and other specialists.

In 1952, the Soviet government decided to
resume biological warfare testing on islands
in the Aral Sea. A biological weapons test site,
officially referred to as «Aralsk-7,» was built
in 1954 on Vozrozhdeniye and Komsomolskiy
Islands. The Ministry of Defenseʼs Field Sci-
entific Research Laboratory (PNIL) was sta-
tioned on Vozrozhdeniye Island to conduct the
experiments. Military unit 25484, comprising
several hundred people, was also based on
the island and reported to a larger unit based
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in Aralsk. The PNIL developed methods of bi-
ological defense and decontamination for So-
viet troops. Samples of military hardware,
equipment, and protective clothing reportedly
passed field tests at the island before being
mass-produced. During the Soviet interven-
tion in Afghanistan, military protective gear de-
veloped for Afghan conditions was tested at
the PNIL.

Currently, a comprehensive epizootologi-
cal study of Vozrozhdeniye Island funded and
supported by the United States and operated
by the Uzbek Center for Prevention and Quar-
antine, is a significant and very vital addition
to indigenous disease surveillance campaigns
on the island: Kazakh and Uzbek biological
and chemical scientists presently monitor the
island for plague and other biological dis-
eases, beyond anthrax, that might have been
introduced to the island during Soviet times
and could easily spread to the mainland
through rodents. The dramatic shrinking of
the Aral Sea in recent years further exacer-
bates the proliferation risks PDF if pathogens
remain and sustain on Vozrozhdeniye Island.
Birds and rodents are potential carriers of
dangerous diseases to the mainland, as are
people who visit the island proper in search of
several pieces of scrap metal.

When the Soviet Union collapsed, the de-
fense and civilian biological weapons pro-
grams were thrown into a serious crisis. By
1992, the new regime in Moscow had aban-
doned most military and civilian sites related
to the programs, and governments in the
newly independent republics faced the  chal-
lenge of dealing with their lethal inheritance.
Facilities housing collections of deadly
pathogens and microorganisms were left ei-
ther poorly protected or completely unpro-
tected and vulnerable to theft. The military

program abandoned Vozrozhdeniye Island,
which had been used as a fabrication and
testing ground for biological and chemical
weapons, leaving caches of anthrax buried
underground and other dangerous microor-
ganisms present in its soil. Thus, the aban-
donment of biological and chemical waste
created for Russia and the wider region a se-
rious and dangerous environmental hazard.

Furthermore, after the Cold War the Russ-
ian Federation did not have money to pay
their scientists. Thus, thousands of scientists
with critical and crucial expertise lost their jobs
went unpaid or received meager salaries in-
sufficient to support their families. Moreover,
the region had to face with continual out-
breaks of highly and dangerous infectious dis-
ease, to which it was naturally prone due to
serious and catastrophic contamination. Cou-
pled with a serious socioeconomic and politi-
cal crisis and Central Asiaʼs close proximity to
unstable states such as, Afghanistan and
Pakistan, the Soviet bio-weapons heritage
posed several crucial challenges. Central
Asian new independent governments were
unaware of the activities took place inside the
most sensitive chemical and nuclear facilities
involved in the Soviet biological and chemical
military program. The resources that the Cen-
tral Asian governments could allocate to con-
version activities were extremely limited,
making CTR funding crucial and very impor-
tant. The United States and Kazakhstan first
signed a cooperative threat nuclear and
chemical reduction agreement in 1993, to pro-
vide for assistance with denuclearization. The
agreement was extended in 2000 to further
the U.S. assistance in the threat reduction. In
Uzbekistan, American cooperation began
much later. The initial umbrella agreement
was negotiated and signed in 2001.

During the first decade of cooperative bio-
logical threat reduction programs, U.S. efforts
focused on totally dismantling and even elim-
inating bio-weapons facilities and destroying
bio-weapons agents in Kazakhstan and
Uzbekistan, the regions where most key bio-
facilities were concentrated. By 2000, three
key Stepnogorsk buildings were destroyed,
while the full greenfielding of the weapons
production and testing buildings was disman-
tled by 2007. In addition, CTR funds also sig-
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nificantly improved the physical protection,
safety, and security of the facilities that
housed dangerous bio and chemical-agents.
The destruction and extensive elimination of
bio-weapons facilities on Vozrozhdeniye Is-
land and 150 tons of anthrax in 2002 was fol-
lowed by the decontamination of the Uzbek
part of the island where Soviet military facili-
ties were formally situated.

The extensive bio-threat reduction process
in Central Asia has since reached a qualita-
tively different and a very positive stage.
While initial projects dealt mostly with dis-
mantlement, destruction, and elimination, on-
going work emphasizes cooperation and
collaborative research with the various re-
gional nation-states. Central Asian scientists
are working hard with their U.S. counterparts
to strengthen detection and diagnosis of dis-
ease outbreaks and to considerable improve
the response and reaction to numerous natu-
ral epidemics and potential hazardous bio-at-
tacks. For example, a significant amount of
funding was given to support Kazakh epi-
demiological various research and studies of
Congo-Crimean hemorrhagic fever, as well as
specific studies on factors of anthrax foci. Fur-
thermore, the CTR program
PDF also funds Uzbek biologi-
cal and chemical scientists
working on epizootiological
and epidemiological mapping
of anthrax, plague, and tu-
laraemia, as well as the sur-
veillance of human and animal
brucellosis.

In another important proj-
ect, Kazakh bio-scientists suc-
cessfully mapped and
completed the genetic finger-
printing of ninety three strains
of anthrax found in Kaza-
khstan. Alongside with their Georgian col-
leagues, these scientists also jointly
diagnosed a case of avian influenza and di-
agnosed and identified the source of an out-
break of Congo-Crimean hemorrhagic
fever—a tick, in Uzbekistan. Furthermore,
Kazakh chemical scientists from the Republic
Sanitary Epidemiological Station in a joint pro-
gram from relevant research institutes are de-
signing, developing, and implementing a

comprehensive study of brucellosis in south-
ern region of Kazakhstan. This study is espe-
cially significant from a public health
standpoint since there is a high incidence rate
of brucellosis among the animal and human
population in the country; it is highest in the
areas bordering with China, Uzbekistan, and
Kyrgyzstan. The ongoing project will able sci-
entists to diagnose brucellosis within a two-
hour to one-day period instead of the current
forty eight-hour to twelve-day span.

Several recent chemical reduction projects
promise to further help counter highly infec-
tious diseases in the region. The United
States intends to give funding to research by
the Kazakh Scientific Center for Quarantine
and Zoonotic Diseases in Almaty on espe-
cially dangerous pathogens. A contract of
$800,000 was allocated to Kazakhstanʼs Re-
search Institute for Biological Safety Problems
in Otar to start working and analyzing on an
avian influenza virus. The project commenced
in 2007. The purpose of the project is to ex-
tensively monitor avian flu agents among wild
and domestic birds, as well as among people
with a high risk of contracting the disease (e.g.
employees of battery farms, medical workers,

and hunters) and to study and analyze the
virusʼs biological properties. An important
spin-off effect of similar chemical projects
sponsored by internationally funded programs
is that participating chemical facilities often re-
ceive up-to-date technology, which allows the
scientists to work on new innovative scientific
studies. The Research Institute of Virology in
Uzbekistan received $800,000 for the study of
arbovirus infections in the South Aral region.

Anthrax outbreaks in Kazakhstan, 1937–2005. Each dot represents an
outbreak; red dots indicate that cultures were isolated and analyzed from
these outbreaks.
Source: http://www.cdc.gov/EID/content/16/5/789-F1.htm
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Together with the United States, Kaza-
khstan, Uzbekistan, and other former Soviet
republics are designing, developing, and op-
erating an extensive network of surveillance
and diagnostic labs. The labs are connected
with an Electronic Integrated Disease Sur-
veillance System via various epidemiological
monitoring stations. Kazakhstan already owns
and operates two biological monitoring sta-
tions; Uzbekistan, six; Georgia, four; and
Azerbaijan, one. Once collected and gath-
ered, integrated human and veterinary sur-
veillance data is sent off in near-real time to
national and U.S. counterpartsʼ biological and
chemical facilities.

In 2011, the Cooperative Threat Reduction
(CTR) program overarching purpose and mis-
sion is to partner with willing nation-states to
reduce the serious threat of nuclear and
chemical weapons of mass destruction
(WMD) and related biological and nuclear
technologies, expertise, and materials. Fur-
thermore, this specific program aims the dis-
mantling and destruction of the various
Soviet-era nuclear weapons such as, the In-
termediate Range Ballistic Missiles (IRBMs)
SS-18 and SS-19, the several types of the
Medium Range Ballistic Missiles (MRBMs),
the various types of the Long Range Ballistic
Missiles (LRBMs), the numerous Interconti-
nental Ballistic Missiles (ICBMs) and their re-
spective silos and the associated Launch
Control Center (LCC). Also, the program tar-
gets to eliminate all the mobile launchers.
Moreover, this project eliminates Submarine
Launch Ballistic Missiles (SLBMs) and the
launchers from Delta class and Typhoon class
Russian Nuclear Ballistic Missile Submarines
(SSBNs).

The aforementioned program expands the
U.S. Department of Defense Security As-
sessment and Training Center (SATC) at
Abramovo base to serve as the regional train-
ing and sustainment center. The SATC will
compliment the Far East Training Center
(FETC). The new center will provide a class-
room building, student dormitory, mainte-
nance and repair workshop, warehouse,
garage, and associated equipment for MOD-
R. Also, the program gives money for safe
and secure weapons transpiration with spe-
cial equipped cars with highly sophisticated

monitor equipment. Also, it allocates money
for secure rail transportation. The transporta-
tion part of the project comes under the
agreement Nuclear Weapons Transportation
Security Implementing Agreement.

The chemical and biological threat reduc-
tion part of the agreement focuses on espe-
cially dangerous pathogens (EDPs). It
allocates money for improving the biological
safety and security (BS&S). Furthermore, this
program considerable enhances the capabil-
ities of partner nation-states to detect, report,
and interdict illicit trafficking in various haz-
ardous and menacing WMD or related bacte-
riological life threatening materials. This kind
of viable cooperation between America and
the Central Asian republics are very vital and
important for their own regional security, wider
regional security, and global stability.

In addition, in 2011, the U.S. Defense
Threat Reduction Agency introduced the
Caspian Sea Maritime Proliferation Preven-
tion (Azerbaijan). This counter biological and
chemical project supports and assists the de-
velopment of a comprehensive capability to
detect and interdict life threatening WMD and
related biological and chemical weapons or
agents along Azerbaijan maritime border on
the Caspian Sea. It supplies maritime surveil-
lance equipment and procedures; repair and
upgrade of existing naval vessels; modern
equipment for boarding crews; including high
sophisticated devices to detect various bio-
logical and chemical WMD; the construction,
repair, and upgrade of command and control
maintenance, and various logistics facilities;
and construction of a highly technological and
sophisticated operating location along Azer-
baijan southern coast to improve the on-sta-
tion time and expand the operational patrol
areas of the state border service-Coast
Guard.

Since the very early days of their strong co-
operation with the United States, the Central
Asian nation-states have demonstrated high
degree of openness and an extensive trans-
parency. If political and military will prevail and
all sides overcome old and archaic bureau-
cratic behavior and implementation hurdles
that occur along the way, the cooperative
threat reduction process will continue to not
only strengthen public health and bio-defense
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capacities and capabilities but also serve the
larger purpose of building a strong trust be-
tween Washington and the various Central
Asian governments. Thus, it is imperative the
United States to continue assisting and mon-
itoring the situation in the region. If the United
States withdrawn the anti-biological and anti-
chemical projects will collapse making easier
for terrorists to find a way and manufacture a
dirty bomb. The American government must
continue the policy of establishing tough ob-
stacles for countries of acquiring chemical, bi-
ological, and nuclear agents. It is mandatory
to control these dangerous and extremely
hazardous chemical, biological, bio-bacterial,
bacteriological, and nuclear agents if the
United States wants global stability.

Vassilios Damiras is a multilingual consultant with
a great experience in counter-terrorism and
counter-intelligence. He holds a PhD and MA in
History (Loyola University, Chicago, IL) and MA in
Political Science (Illinois State University, Normal,
IL). Currently he is the Vice President and Co-
founder of GTing and Global Defence Consulting,
LLC; also Director, International Affairs and Secu-
rity at Nova Vista Capital Advisors, LLC. He is the
Director/Editor of SAS International Relations
Magazine. His main interests focus in: U.S. Na-
tional Security, Geopolitical Analysis, Strategic
Studies, Force Protection, Human Intelligence,
Law Enforcement, Global Intelligence, Terrorist Fi-
nancing, Counterinsurgency, International Affairs,
Asymmetric Threat Operations, Strategic Intelli-
gence, Homeland Security, Chemical, Biological,
Radiological, and Nuclear Weapons and Issues,
and U.S. National Missile Defence. In the past he
served as consultant at US Republican Party.
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Introduction
Human brain is the recipient of myriad stress
effects. It responds by initiating about 1400
different activities affecting all body organs
and systems. From the very first moment
primitive man faced a life threatening beast,
terror was amongst these stimuli that it was
meant to follow him, in different forms,
throughout his evolution. Terror for life was
elicited in his strives to survive adverse cli-
mate phenomena, opposite tribes or pan-
demics. Then it was territorial expansion,
containment of vital resources, exploitation of
new worlds, political wars. This kind of terror
became a part of his evolution and man accli-
matized and at the same time desensitized to
the idea of dying for a cause – important or
less important makes no difference.

During the last two centuries, this terror el-
ement gradually chanced face and new era
terrorism produces terror most often without
a cause – although all actions do have a
causative substrate hidden. But even then
there was always a direct relationship be-
tween the terrorist and the terrified victim.

There was contact – eye contact, physical
contact. Victims could see it coming; they
could anticipate the end. During the First
Word War (WW I) this “contact” changed dra-
matically. This “contact” disappeared. Death
became “atmospheric”; nerve gases were
coming from nowhere. Terrified victims stood
still observing their comrades dying and wait
for their turn to dye as well. This new form of
terror was far above the stimuli brain could
process – even in the battlefield. Perhaps this
was the main reason that opposing forces in-
volved in the Second World War (WW II) in-
cluding Hitler himself, were so reluctant to use
chemical weapons although they had tons of
them stored in their arsenals. 

World community relaxed and thought that
this “bad dream” would be gone for good. It
was too terrifying to think the other way. Even
the atomic bombing of Hiroshima and Na-
gasaki was not heavily criticized at that time
with the excuse of ending WW II for good.
Then at the end of the 20th century, a dis-
turbed Japanese fanatic was inspired with an
idea aiming to destroy Japanese nation. His

Medical/Hospital CBRNE defence
Is the medical/hospital community ready to deal with a chemical-radiological (CR) ter-
rorist attack in megapolisʼ environment? – Athens 2004 Olympic Games experience
By Ioannis Galatas

Submitted in fulfillment of the requirement for the degree of Master of Arts in International Terrorism, Or-
ganized and Global Security - Coventry University - September 2010. Modified for the purposes of the
Newsletter.

We have to be lucky all the time.
They have to be lucky only once!

IRA spokesmanʼs comment following the
unsuccessful attempt to murder 

former UK Prime minister Margaret
Thatcher

When planning, think as a terrorist!
When implementing, think as a victim!

Operational logo of Olympic Games 2004
Hospital CBRN Response Unit,

Army General Hospital of Athens, Greece

Hope for the best.
Prepare for the worst!

Common logic!
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cult members manufactured both biological
and chemical weapons and they were willing
to release them against their own society. The
sarin attack in the Tokyoʼs subway in 1995 sig-
nalled the beginning of a new era in terrorism.
Similar to that troops experienced in the Eu-
ropean battlefields during WW I and that of
Iran-Iraq conflict in the 1980s only now the de-
livery area is the urban environment and the
targets were ordinary civilians; men, women
and children going to their work, their school,
their playgrounds.

Six years after that incident, the combina-
tion of the bloodiest terrorist attack ever
against the Unites States and the “anthrax let-
tersʼ campaign” made world to realize that
these threats were there to stay like the
Damoclesʼ Sward over their heads. Mass
gathering events represent the perfect envi-
ronment for a terrorist attack with weapons of
mass destruction. In that respect, every four
years when global community is preparing for
the next Olympic Games, humanity is equally
preparing to confront this new threat that
might change the course of history.

This is why the medical contribution to this
new era CBRN terrorism is immensely impor-
tant. In an incident involving release of CBRN
agents, the medical system will be the one
that will take the heat. Victims will rush to hos-
pitals for assistance. Big hospitals, small hos-
pitals, community hospitals, private hospitals,
private surgeries – all will be whelmed with ca-
sualties. All must be ready to deal with mass
contaminated casualties. The medical com-
munity must be prepared in advance to deal
with such casualties. It might look like dealing
with a rare, exotic disease. But imagine tens
or hundreds of people suffering from the same
exotic disease at the same time! The basis of
health policy worldwide is that “prevention is
better than treatment”. We practice this prin-
ciple in daily routine. Why cannot we expand
it to the remote possibility of a CBRN terrorist
incident in urban environment?

This dissertation provides some insides of
conventional terrorism such as definitions,
major terrorism incidents worldwide, trends in
international terrorism and targeting, that will
serve as the substrate to understand the
transformation of old to new era terrorism
(Chapter One). A short outline of chemical and

radiological terrorism through time is provided
in Chapter Two. Chapter Three reviews the at-
titude of medical community towards new
emerging threats; current situation in the
United States and the European Union is
analysed as well. In Chapter Four, the expe-
rience gained from the active involvement in
the CBRN planning for the 2004 Olympic
Games, is projected through an overall C-R
response plan for urban hospitals. Finally, in
Chapter Five, an effort is made the “problems
identified” during the 2004 Olympic Games in
Athens to become “lessons learned” for the
benefit of the London 2012 Olympic Games. 

CHAPTER ONE – Terrorism in the 21st Cen-
tury

Definitions of terrorism
Terrorism1 derives from the French ana-

logue “terrorisme” which is based on Latin
verbs “terror” and “terrere” – “great fear” and
“frighten” respectively. When Cimbri tribe at-
tacked Rome (105BC) the city came to a sta-
tus of “terror cimbricus” – state of panic and
emergency. In France, the period 1793-1794
is described as “La Terreur” (Reign of Terror).
The Jacobin Club in the post-Revolutionary
France used the term “terrorists” to define
themselves; their actions termed “terrorism”
attributed to the arrests or executions of their
political opponents.

In general, the term “terrorism” has been
controversial through time. Mainly because it
depends in which side you are. Many say that
terrorism is a coin with two sides: one for ter-
rorists and one for freedom fighters. In that re-
spect, an objective definition of terrorism looks
utopian since the subjective part will always
dominate. What is strictly objective is the final
outcome of a terrorist action. It is the civilians
who suffer the consequences and experience,
fear, terror and death toll. Bruce Hoffman in
his book “Inside Terrorism” writes2:

Terrorism is a pejorative term. It is a word
with intrinsically negative connotations
that is generally applied to oneʼs ene-
mies and opponents, or to those with
whom one disagrees and would other-
wise prefer to ignore. (...) Hence the de-
cision to call someone or label some
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organization ʻterroristʼ becomes almost
unavoidably subjective, depending
largely on whether one sympathizes with
or opposes the person/ group/ cause
concerned. If one identifies with the vic-
tim of the violence, for example, then the
act is terrorism. If, however, one identi-
fies with the perpetrator, the violent act is
regarded in a more sympathetic, if not
positive (or, at the worst, an ambivalent)
light; and it is not terrorism.
In the same motive Ben Saul approaches a

generally accepted definition of terrorism as
following3:

Terrorismʼ currently lacks the precision,
objectivity and certainty demanded by
legal discourse. Criminal law strives to
avoid emotive terms to prevent preju-
dice to an accused, and shuns ambigu-
ous or subjective terms as incompatible
with the principle of non-retroactivity. If
the law is to admit the term, advance
definition is essential on grounds of fair-
ness, and it is not sufficient to leave def-
inition to the unilateral interpretations of
States. Legal definition could plausibly
retrieve terrorism from the ideological
quagmire, by severing an agreed legal
meaning from the remainder of the elas-
tic, political concept. Ultimately it must
do so without criminalizing legitimate vi-
olent resistance to oppressive regimes
– and becoming complicit in that op-
pression.
Perhaps the most important remark that

most often is forgotten is the fact that killing is
not the primary target of terrorism acts. Ac-
cording to Brian Jenkins “terrorists desire many
people to observe in fear, not a lot of people
dead4”. In the same motive, Ehud Sprinzak de-
notes “terrorism has nothing to do with killing.
It is a form of psychological warfare where mur-
dering a small number of people, persuades
the rest of us that it is our turn5”.

For historical reasons it is of interest to re-
view some of the proposed definitions from or-
ganizations worldwide:

Unite Nations definitions
1. League of Nations Convention (1937): «All

criminal acts directed against a State and
intended or calculated to create a state of

terror in the minds of particular persons or
a group of persons or the general public6«.

2. United Nations Security Council Resolution
15667 defined terrorism as:
Criminal acts, including against civilians,
committed with the intent to cause death
or serious bodily injury, or taking of
hostages, with the purpose to provoke a
state of terror in the general public or in a
group of persons or particular persons,
intimidate a population or compel a gov-
ernment or an international organization
to do or to abstain from doing any act.

3. According to United Nations General As-
sembly resolution 49/608 terrorism repre-
sents:
Criminal acts intended or calculated to
provoke a state of terror in the general
public, a group of persons or particular
persons for political purposes are in any
circumstance unjustifiable, whatever the
considerations of a political, philosophi-
cal, ideological, racial, ethnic, religious or
any other nature that may be invoked to
justify them.

European Unionʼs definitions
The European Union addresses terrorism

as criminal offence against people and prop-
erty9:

… given their nature or context, may se-
riously damage a country or an interna-
tional organisation where committed
with the aim of: seriously intimidating a
population; or unduly compelling a Gov-
ernment or international organisation to
perform or abstain from performing any
act; or seriously destabilising or de-
stroying the fundamental political, con-
stitutional, economic or social structures
of a country or an international organi-
sation.

United States definition
The United States has defined terrorism

under the Federal Criminal Code (Chapter
113B, Section 2331 of Part I of Title 18) as fol-
lowing10: 
(1) the term «international terrorism» means
activities that -
(A) involve violent acts or acts dangerous to
human life that are a violation of the criminal
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laws of the United States or of any State, or
that would be a criminal violation if committed
within the jurisdiction of the United States or of
any State;
(B) appear to be intended -
(i) to intimidate or coerce a civilian population;
(ii) to influence the policy of a government by
intimidation or coercion; or
(iii) to affect the conduct of a government by
mass destruction, assassination, or kidnap-
ping; and

United Kingdomʼs definition
Terrorism Act 200011 defines terrorism in

the United Kingdom:
(b) the use or threat is designed to influence
the or to intimidate the public or a section of
the public and
(c) the use or threat is made for the purpose
of advancing a political, religious or ideologi-
cal cause.
(2) Action falls within this subsection if it 
(a) involves serious violence against a per-
son,
(b) involves serious damage to property,
(c) endangers a personʼs life, other than that
of the person committing the action,
(d) creates a serious risk to the health or
safety of the public or a section of the public or
(e) is designed seriously to interfere with or
seriously to disrupt an electronic system.

From the above definitions and many other
available, it is prominent that almost all include
certain criteria such as target, objective of the
perpetrator, motive, perpetrator description and
legality of the terrorist action taken. In that re-
spect civilians represent the main target of ter-
rorism regardless if in many instances an early
warning has been issued (usually by phone –
case reports in Greece). Fear production is the
second objective – and the most important of
all. Intimidation accompanying fear is directed
against governments, societies or groups
within. Achieving political or religious goals is
the third objective. It is difficult to define the per-
petrators in a terrorist incident – especially if
their action has a global effect (i.e. September
11th, 2001 attack). In that respect “silence” may
provide safe heaven against countermeasures
from the strong country involved – especially if
“state-sponsored terrorism” is involved. Finally,
the legality of terrorist action is sometimes con-

troversial especially when it is addressed
against military targets (guerrilla/asymmetric
warfare).

Major terrorist incidents around the world
(following 911 incidents)

Major terrorist incidents worldwide with
more than 100 people killed12 are recorded
below:

11 September 2001
Incident: Two domestic jetliners crashed onto
World Trade Center in New York, USA. A third
airplane crashed onto Pentagon in Alexan-
dria, Virginia. Passengers of a fourth aircraft
on the way to Washington DC, attacked high-
jackers onboard and finally the plane crashed
in Somerset County, Pennsylvania.
Death toll: 2,993 dead (on ground and air-
planes) – 8.700 injured
Targets: Civilians, military/civilian defence
personnel
Means: Jetliners turned to “flying bombs” fol-
lowing en route high jacking.

12 October 2002
Incident: Bombs exploded in front of a night-
club in Kuta, Bali.
Death toll: 202 dead (2/3s foreigners) – 350
injured.
Targets: Civilians – foreign tourists. 
Means: IED, VBIED.

26 October 2002
Incident: 41 Chechen terrorists stormed a
theatre in the Nord-Ost theatre in Moscow,
Russia.
Death toll: 129 dead (hostages), 41 terrorists
killed – 653 rescued.
Targets: Hostages civilians (around 800 – in-
cluding 75 foreigners)
Means: Light weapons, explosives – Russian
counter-terrorist forces used fentanyl (inca-
pacitating gas used in anaesthesiology) to in-
duce unconsciousness.

27 February 2004
Incident: Bomb exploded on a ferry en route
from Manila to Bacolod, Philippines.
Death toll: 118 dead – 9 injured.
Target: Ferry boat – civilians (sleeping time)
Means: IED (4kg of TNT inside a television set)
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11 March 2004
Incident: Multiple bombings during rush
hours on trains in three stations in Madrid,
Spain.
Death toll: 191 dead – 1.876 injured.
Targets: Civilian commuters– foreign tourists
(47 killed)
Means: IEDs – three more bombs defused
hidden in backpacks.
3 September 2004
Incident: Three days standoff by Chechen
terrorists at a school in Beslan, North Osse-
tia, Russia
Death toll: 336 civilian hostages killed, 30 ter-
rorists – 727 injured
Targets: Civilians (parents, teachers and
school children), policemen
Means: Light/heavy weapons, explosives

11 July 2006
Incident: Multiple bombs exploded during
evening rush hour on commuter trains in and
near Mumbai, India.
Death toll: 200 dead – 714 injured.
Targets: Commuter trains (first class cars) -
civilians
Means: IEDs (RDX explosives and pencil-
sized timers were used)

14 August 2007
Incident: Multiple bombings in villages Al-
Qataniyah and Al-Adnaniyah, Iraq.
Death toll: 520 dead – 1.500 injured
Targets: Civilians of the Yazidi sect, 1000
houses destroyed, 500 damaged
Means: VBIEDs – disguised trash tankers
supposed to carry food (2 tons of explosives)

18 October 2007
Incident: Bombings during crowd greeting of
the former Prime Minister of Pakistan Benazir
Bhutto in Karachi, Pakistan.
Death toll: 139 dead – 540 injured
Targets: former Prime Minister, state officials,
followers
Means: Grenade, suicide bomber (15-20kg of
explosives)

26-29 November 2008
Incident: Multiple attacks in Mumbai, India by
a group of 10 terrorists who took hostages in
a two-day siege

Death toll: 174 dead (many foreigners) – 327
injured, one terrorist captured alive.
Targets: several locations (café, train station,
hospital, synagogue, 2 hotels) – police forces
Means: Bombs, VBIED, heavy weapons

25 October 2009
Incident: Bombing near government build-
ings in Baghdad, Iraq.
Death toll: 160 dead, 540 injured
Target: Ministry of Justice, Ministry of Munic-
ipalities and Public Works, staff members,
civilians (many children)
Means: VBIEDs (1000 kg and 700 kg of ex-
plosives in two vehicles)

28 October 2009
Incident: Bombing at a marketplace in Pe-
shawar, Pakistan
Death toll: 118 dead (including seven chil-
dren from a single family)
Target: Meena Bazaar marketplace (mostly
used by women)
Means: Bomb (150 kg of explosives, remotely
detonated)

Trends in international terrorism
Late 1990s has been a turning point in ter-

rorism affairs. It was then that “new era ter-
rorism” term was coined to identify new
terrorist operational methodologies and vio-
lence escalation. Globalization of terrorism is
the first characteristic to be noted. Terrorist or-
ganizations are still relatively small groups but
their structure became more complex and
their operational radius longer and wider. Old
era terrorist groups transformed to “networks”
ruled by personal relationships based to web
connections and affiliations. The resulting web
transformed from national to trans-national
and even international. It is not “core” al
Qaeda anymore but rather an “al Qaeda affil-
iated network” with branches in various parts
of the world (i.e. AQIM, AQAP). Observed
transformation is partly due to low cost inter-
national travelling and modern communica-
tion technologies. Uncontrolled mass
migration especially towards Western Europe
eased translocation of “seeds” of new era ter-
rorism. These “seeds” grow up, spread and
flourish through the digital social space of In-
ternet. Exportation of terrorism from the active
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battlefields of Iraq, Afghanistan and Somalia
became a reality. Well trained combat-experi-
enced individuals can now “retire” in the West
and form small terrorist cells or groups or act
as “lonely wolves”. Besides their experience
they imported new methodologies that might
surprise counter-terrorism organizations in the
near future.

Ideology transformed as well. In modern
times, religious-driven ideology and national-
ism predominate among terrorists despite
their original background. Behind the open
face of this religious ideology, a rising demand
for radical transformation of hosting societies
based on their religious principles and way of
life is hidden. Peaceful (for the time being)
“Musulmanization” of Europe progressing in
accordance to the rising percentage of Muslim
immigrants in EU countries, is of particular no-
tice. Only recently, hosting societies are be-
ginning to realize that their new “citizens” are
trying to change their political systems and re-
place them with their own (i.e. Sharia law).

A third characteristic of new era terrorism is
that terrorists no more seek public accept-
ance. In that respect, they do not really “care”
for the results of their actions and the mass
casualties produced. This characteristic
makes them extremely dangerous for the in-
tegrity of social network. Usage of weapons
of mass destruction (i.e. sarin gas attack
against subway commuters in Tokyo), signi-
fies their new perception of value of human
life. It became obvious from the listing of
major terrorist incidents above, that the “over
100 fatalities” cases are now the rule not the
exception. This also signifies a shift in brutal-
ity accompanying lethality. The rare phenom-
enon of suicide-bombing does not surprise
any more.

Currently two parameters predominate: vi-
olence for violenceʼs shake and symbolism of
some kind (often none). Western way of life
might in part be responsible for this. Modern
generations grew up by watching wars live on
their television screens and their violence
threshold is high. There are many to support
the idea that the next “9-11” must be much
more spectacular, much more deadly and
widespread ever. In that respect, a chemical
or radiological (dirty bomb) attack might make
the “desired” difference. According to Peter

Neumann “forecasting is not as easy as draw-
ing a straight line from the past. Unexpected
events can play a major part in shaping the
dynamics and wider framework within which
terrorism takes place13.”

Terrorism targets
From the major terrorist incidents pre-

sented it is obvious that the main pattern is
“anyone-anytime-anywhere”. Two parameters
are of critical importance: Number of people
gathered and society impact (plus mass
media coverage expected). Impact on society
is derived from the inability of the state to pro-
tect its own population, symbols of authority,
societyʼs institutions, infrastructure and state
officials while cannot end terrorism itself pro-
viding a peaceful living environment.

Coping with this, most preferred urban tar-
gets could be: state buildings, ports, airports,
trains and train stations, hospitals, bridges,
city tunnels, banks, embassies, factories,
power plants (hydroelectric, nuclear), water
supplies and pipelines, refineries and oil/gas
pipelines, computer networks and symbolic
national monuments. 

Special attention should be given to hos-
pitals. In the past, all buildings or installations
bearing a “cross” or “half-moon” were con-
sidered as “sacred”. Despite the international
laws forbidding action against sanitary or-
ganizations and installations, it was a com-
mon perception that wounded people (both
civilians and military) where “out of the
game” – a kind of “gentlemen agreement”. In
recent times, many terrorist actions directed
against hospitals (i.e. in Iraq or India). This
represents a shift in tactics and hospitals
might now become the “ultimate soft target”.
If you deprive hope from the wounded or the
contaminated by making hospitals unavail-
able, then terror produced will be highly mul-
tiplied and “death” would be the next logical
step to anticipate.

Other factors in targeting selection include
the high degree of surprise resulting in mass
panic and societal paralysis, the drama of the
attack, the presence of mass media that will
spread fear in all directions, and the ability to
repeat the attacks causing a pathologic sta-
tus of “endemic insecurity14” affecting both the
populace and the governors.
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CHAPTER TWO – New emerging threats

CBRN threatsʼ overview
Before the World Trade Center attack in

2001, the abbreviation “NBC” was really
meant “NoBody Cares”. This was a common
joke among defense people who never ex-
pected to be confronted with the terror of WW
I. Not even the chemical attack in Tokyo
(1995) motivated international civilian and mil-
itary communities to take pre-emptive actions
against emerging threats. After “9-11”, “NBC”
gradually transformed to “CBRN” according to
possibility of application and recently modified
to CBRNE with “E” deriving from “Explosives”
that are expected to accompany the release
of weapons of mass destruction.

There are reports for use of chemical sub-
stances in the histories of many civilizations
such as the Chinese, the Greeks and Byzan-
tium (“liquid fire”). During WW I, it was the
Germans who surprised Allied forces by re-
leasing chlorine gas during the Battle of Ypres
(1915). In the next two years, 1.2 million ca-
sualties were attributable to chemical warfare
resulting in more than 90.000 deaths15. Al-
though available in both sides, CWAs were
not used in WW II.

Throughout the remainder of the 20th cen-
tury, chemical weaponry continued to be de-
veloped and used in certain conflicts around
the world (Persian Gulf War, Iran-Iraq War).

In 1993, the Chemical Weapons Conven-
tion (CWC) was finalized. This treaty prohibits
the development, production, stockpiling, and
use of chemical weapons and provided for the
verification and destruction of known stock-
piles. The Organization for the Prohibition of
Chemical Weapons (OPCW) was set in 1997
in The Hague to supervise CWC. Currently
188 nations, 98% of the global population,
have joined the OPCW16. Israel and Myanmar
have signed but not ratified CWC while five
states (Angola, Egypt, North Korea, Somalia,
Syria) have neither signed nor acceded CWC.

Chemical terrorism
Chemical Warfare Agents

According to OPCW the term chemical
weapon is applied to “any toxic chemical or its
precursor that can cause death, injury, tem-
porary incapacitation or sensory irritation

through its chemical action. Munitions or other
delivery devices designed to deliver chemical
weapons, whether filled or unfilled, are also
considered weapons themselves17.” 

The most well known chemical weapons
are: choking agents – chlorine and phosgene,
blister agents – mustard and lewisite, blood
agents – hydrogen cyanide, and nerve agents
– sarin, soman, VX. Some toxic chemicals,
and/or their precursors, are of dual usage –
especially in industry worldwide. Only in the
case that they are produced and stockpiled in
amounts that exceed requirements for those
purposes they are considered as chemical
weapons. 

Under the term “toxic industrial chemicals”
there is a wide variety of substances used in
large quantities in the chemical industry such
as acids, ammonia, bases, chlorine and other
inorganic substances. Toxic industrial chemi-
cals are manufactured, stored, transported,
and used worldwide. They can be in the gas,
liquid, or solid state. These substances can
be chemical hazards or physical hazards if ac-
cidentally or deliberately released. The US
National Environmental Law Center reported
that “34,500 accidents involving toxic chemi-
cals were reported to the EPAʼs Emergency
Response and Notification System between
1988 and 1992, meaning that on average, a
toxic chemical accident was reported nine-
teen times a day in the United States, or
nearly once every hour18.”

The most well-known chemical accident is
the one that took place in Bohpal, India
(1984), where methyl isocyanate was re-
leased in densely populated areas causing
the death of 3.800 citizens and producing dis-
abilities to more than 11.000 individuals19.

Pulmonary (chocking) agents
Phosgene, chlorine, ammonia, hydrogen

sulfide and hydrogen chloride belong into this
category. Many of these agents are widely
used in modern chemical industries (plastics,
pesticides) and are most commonly involved
in industrial chemical releases.

Phosgene is a white to pale yellow gas that
smells like mown grass or musty hay. Chlo-
rine a greenish gas smells like bleach while
hydrogen sulphide smells like rotten egg. La-
tent period is usually within minutes to 48
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hours. These gases are heavier than air and
therefore accumulate in low-lying areas. They
react with water in mucous membranes and
produce corrosive substances, such as hy-
drochloric acid (chlorine, phosgene) or nitric
acid (ammonia). Destruction of the alveolar-
capillary membrane of the respiratory tract
and leak of fluid in the interstitial tissue, re-
sults in ARDS.

Humans expose to these agents is by in-
halation and skin and eye contact. In liquid
form these agents may contaminate water or
food and people can be exposed via con-
sumption. Damage provoked depends on
water solubility and direct tissue reactivity,
dose and duration of exposure.

The diagnosis of pulmonary agent expo-
sure is clinical. Management is mainly based
on rapid decontamination.

There is no specific antidote. 

Hemotoxic agents (bloo.d agents) 
Cyanide, cyanogen chloride, cyanide salts

(sodium or potassium cyanide) belong to this
category.

Cyanide was also manufactured between
WW I and WW II and has been used in con-
centration camps and in the Iran-Iraq war in
the 1980s; also for assassinations and sui-
cides. It is widely used in the industry (plas-
tics, fertilizers, photography); it is also a
combustion product elicited in house fires,
considered to play a significant role in smoke
inhalation morbidity. 

It is a colorless gas or white solid that
smells like bitter almonds (only some people
are genetically predisposed to smell it). It pro-
vokes symptoms immediately (seconds to
minutes). Gases are lighter than air and very
volatile in liquid or solid saltsʼ form. Chemical
asphyxiants replace oxygen in the hemoglo-
bin molecule and inhibit oxygen transport to
the cells causing tissue hypoxia. Certain
cyanide salts may also be corrosive to skin
and eyes.

Human exposure is by inhalation (gas),
skin and eye contact (liquid or solid) or by in-
gestion. Damage depends on route of expo-
sure, concentration and duration of exposure.

Diagnosis is based on blood cyanide lev-
els. Decision to administer antidotes is clini-
cal and should not await test results.

Management of casualties depends on
rapid dry (clothesʼ removal) or wet decontam-
ination. 

There are cyanide antidotes available (di-
cobalt edetate or sodium nitrate with sodium
thiosulphate). Cyanokit® is the only FDA-ap-
proved emergency antidote20 (hydroxocobal-
amin) indicated for both known and suspected
cyanide poisoning. 

Vesicants (blister agents)
Members of this category are mustards (ni-

trogen and sulphur) and organic arsenicals
(lewisite, phosgene oxime).

Vesicants were manufactured as chemical
weapons between the two world wars and
mustards were used in the Iran-Iraq war in the
1980s. These agents are not used in industry,
but quantities of them still exist in the arsenals
of various countries and are under the
process of destruction. 

Lewisite may smell like geraniums while
mustards may smell like garlic, fresh onion or
mustard. The latent period for lewisite is im-
mediate; for mustards it is more delayed (4-
12 hours). It is important to know that these
two agents can be mixed in order to produce
both early and late symptomatology.

Vesicants are oily volatile liquids, pale yel-
low to amber that in gas form are heavier than
air and accumulate in low-lying areas. They
cause tissue damage by alkylation, similarly
to radiation, affecting all rapidly replicating
cells (cell death).

Human exposure is due to inhalation (gas),
absorption through intact skin, eye contact
with liquid or gas and ingestion (rare).

Damage depends on concentration and
duration of exposure, humidity and environ-
mental temperature. 

The diagnosis is clinical. Urine mustard
metabolites (thiodiglycol) may be measured in
specialised laboratories; also urine arsenic
levels after suspected exposure to lewisite.
Laboratory tests can be used at a later stage
to confirm exposure and should not delay
treatment or treatment decisions.

Rapid dry/wet decontamination is critical.
There is NO antidote for mustards. In con-

trast, there is a specific antidote for lewisite
(dimercaprol or British Anti-Lewisite [BAL] or
alternatives: 2,3-DMSA and 2,3-DMPS) if
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there is clinical suspicion of exposure and pul-
monary oedema, chemical burn with history
of late decontamination (>15 min from expo-
sure) with skin damage >5% BSA. Do not
patch eyes; instead administer atropine eye
drops for blepharospasm and ophthalmic oint-
ment to prevent eyelids from sticking together.
Usual burn care for the skin damage (analge-
sia, debridement, dressings)

Nerve agents (cholinesterase inhibitors)
Two categories available: “G-agents”

(tabun, sarin, soman, cyclosarin) and “V-
agents” (VX, Russian VX). 

Nerve agents are extremely toxic chemical
weapons and were manufactured between
world wars. They were used in the Iran-Iraq
war in the 1980s and during terrorist attacks in
Matsumoto (1994) and Tokyo (1996). They
are not used in industry, but quantities of them
still exist in the arsenals of various countries
and are under the process of destruction.
Organophosphate pesticides in general have
been banned from use in the EU, but acci-
dental or deliberate (e.g. suicide) exposures
are not uncommon. 

G-agents are clear, colorless liquids, odor-
less or may smell kind of fruity. V-agents are
brown oily liquid at room temperature and are
odorless. Both categories act immediately.

Nerve agents are volatile liquids, colorless
to brown at room temperature. As vapors are
heavier than air and accumulate in low lying
areas (i.e. basements). They act similarly to
organophosphate pesticides by inhibiting
acetylcholinesterase enzymes, causing ex-
treme cholinergic stimulation of CNS, and pe-
ripheral muscarinic and nicotinic receptors
dysfunction by the accumulating acetyl-
choline. 

Human exposure in due to: inhalation (gas
or aerosol), absorption through intact skin, eye
contact with liquid or gas or ingestion (rare).

Damages provoked depend on route, dose
and duration of exposure. Progression of
symptoms should alert medical staff for con-
tinued exposure, inadequate decontamination
or inadequate treatment.

Diagnosis of nerve agentsʼ exposure is clin-
ical. Laboratory tests (red cell cholinesterase
activity, plasma cholinesterase), can be used
at a later stage to confirm exposure and should

not delay treatment or treatment decisions.
Rapid decontamination is critical. 
There is combined treatment available (at-

ropine [large doses], pralidoxime and benzo-
diazepines) and should be administered as
fast as possible. 

Japan – Sarin gas attack in Tokyoʼs sub-
way

In Tokyo, approximately three million work-
ers and students travel daily via subway. On
Monday morning (07:55) of March 20th, 1995
the terrorist group of Aum Syrinkio organized
and executed the release of nerve agent sarin
into five subway cars on three separate sub-
way lines passing through Kasumigaseki
(home of police HQ) and Nagatachō (home to
the Japanese government).

St. Lukeʼs International Hospital was in
closest proximity to the subway stations at-
tacked2. At 08:16 the hospitalʼs administration
was alerted. At 08:16 first subway victims ar-
rived at the Emergency Department com-
plaining mostly for eye pain and dim vision.
Until 09:20, more than 500 patients arrived (in
total 640 within 75 minutes following alert
call). More than 100 physicians of all medical
specialties, 300 nurses and volunteers were
available to provide health care.

During the time subway incident took
place, in the hospital there was a television
crew to film the opening of a new hospitalʼs
ward. Their film documentary22 vividly shows
that hospital personnel dealed with chemical
casualties in the usual way they would react if
confronted with a highway car accident. No
precautions, no decontamination, no personal
protective equipment for the EMS personnel.
There was delay in confirmation of the nature
of toxic substance; no sufficient antidote
stockpile was available. In general, these peo-
ple had no idea of what they are dealing with
in order to provide specialized care and pro-
tection. The same applied for first responders
and health providers escorting casualties to
the hospital (secondary contamination en
route due to closed windows).

In total, 13 commuters were killed (two of
them at the hospital), 640 presented in the
hospital and more than 5.000 people required
emergency medical evaluation (worried well)
in 169 hospitals23 all over the city.
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It is also important to note that victims ar-
rived at the hospital by ambulances (10%),
minivans of Fire Defence Agency (5.5%) and
by non-medical vehicles (84.5%)24. Perhaps
the most important consequence, other than
the shock of the highly industrialized Japan-
ese society, was the fear provoked regarding
the safe usage of mass transportation means.
This fear is still present (personal remark), es-
pecially during the rush hours when com-
muters are “packed” into subway cars.

Radiological terrorism
Analysis of radiological threats – radio-
logical disperse devices

Radiation is a type of ionizing energy, emit-
ted by certain materials which cannot be de-
tected by human senses. It is important to
differentiate between a nuclear and a radio-
logical event. The first results from the fusion
of atoms, which produces a significant and
highly destructive wave of heat, light and ra-
diation. The latter may involve an explosion
and release of generally smaller amounts of
radiation compared to a nuclear event.

The radiation injury depends on the dose of
radiation received, the type of radiation (alpha,
beta or gamma) and whether the exposure in-
volves internal or external contamination.

All types of radioactive sources or material
used for industrial or medical purposes pose
radiological threat and may result in a radio-
logical emergency. Such events may involve
the misuse of abandoned sources, transport
emergencies, accidental leaks or spills of ra-
dioactive material or intentional use of ra-
dioactive material in conjunction with
explosives (Radiation Dispersion Device –
RDD or dirty bomb).

Effects of radiation are visible with minutes
or days after the exposure, depending on the
dose of radiation absorbed. Radiation acts di-
rectly on tissues and causes biological
changes (tissue water becomes ionized and
by creating free radicals it binds to proteins,
enzymes and other molecules resulting in bi-
ological changes). The effects of radiation on
live cells are either stochastic (the dose is re-
lated to the increasing possibility of occur-
rence of an effect – carcinogenesis, genetic
effects) or non-stochastic which are directly
dose-dependant.

Radiation exposure occurs when this par-
ticular type of energy penetrates the human
body to cause its effects. Factors determining
exposure to radiation are mainly: time (shorter
time means shorter exposure), distance (the
longer the distance from the source means
less exposure) and shielding (barrier between
the body and the source). Internal contami-
nation signifies inhalation, ingestion or con-
tamination of open wounds with radioactive
dust or other material. External contamination
implies the existence of radioactive dust or
other material on the skin, hair or clothing of
the exposed.

Acute radiation exposure in high dose,
usually in short time, on large body surface
area to penetrating radiation, results in acute
radiation syndrome (ARS).  Symptoms occur
in 4 phases: prodromal, latent, illness, recov-
ery/death and highly depend on the amount
of the absorbed radiation dose. 

Radiation can be detected only by specific
equipment (i.e. Geiger counter). Radiation de-
tected on nasal or oral swabs indicate inter-
nal contamination by inhalation or ingestion.
Complete blood count with white cell differen-
tial to monitor absolute lymphocyte count is a
reliable method of clinical follow-up.

Management of radiological casualties is
based on decontamination with simultaneous
measurement of radiation levels. It is manda-
tory to remove victims from the area of expo-
sure. Equally important is the removal of the
radioactive agent from the patient. In certain
cases may need to repeat washing until radi-
ation level is twice the background or remains
unchanged. Decontamination of contami-
nated victims should be done as soon as pos-
sible but it should NOT delay or interfere with
life threatening interventions. Individuals who
have been exposed but are not contaminated
do not require decontamination.

In the event of internal contamination spe-
cific agents may be available to dilute or com-
pete with their radioactive counterpart or help
eliminate specific radio-nuclides (i.e. potassium
iodide for radioactive iodine to protect the thy-
roid gland, Prussian Blue for radioactive thal-
lium or caesium, DTPA for plutonium and
americium, deferoxamine for plutonium and
iron, stable strontium, calcium, zinc and iron to
compete with the respective radioactive ele-



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 128

ments). Diuresis facilitates the removal of tri-
tium, as well as radioactive sodium and potas-
sium; gastric lavage and cathartics may also be
needed for the excretion of the radioactive
agent. Frequent reassessment and monitoring
blood tests, is usually required. General sup-
portive care is equally important (analgesia,
symptomatic treatment for nausea, vomiting
and diarrhoea, aggressive prevention/treatment
of infections, use of haematopoietic growth fac-
tors).  In whole body exposure, surgeries need
to be performed within 48 hours or after recov-
ery of the bone marrow. 

United Kingdom: Alexander Litvinenkoʼs
incident

Alexander Litvinenko, aged 43 years, a for-
mer officer of the Russian Federal Security
Services, escaped prosecution in Russia and
received political asylum in the United King-
dom. Through his books, «Blowing up Russia:
Terror from within« and «Lubyanka Criminal
Group«, he severely accused his former em-
ployees for terrorism acts aiming to bring can-
didate Vladimir Putin to power. On 1
November 2006, he suddenly fell ill and was
hospitalized at the Barnet Hospital25. He died
three weeks later (November 23rd), becoming
the first confirmed victim of lethal polonium-
210-induced acute radiation syndrome. Ac-
cording to attending physicians “Litvinenkoʼs
murder represents an ominous landmark: the
beginning of an era of nuclear terrorism26.”

Litvinenko was poisoned by consuming
contaminated tea. Polonium was identified as
the cause of death only a few hours before he
passed away since this isotope emits only
alpha particles and hospitals had radiation
equipment directed to gamma rays specifi-
cally. Alpha radiation can be stopped by a
sheet of paper and of course by intact human
skin. If digested or inhaled polonium interferes
with living cells like a “short range cellular
weapon”. The dose administered was calcu-
lated to be about 10 micrograms (200 times
the median lethal dose of 238 μCi).

Health Protection Agencyʼs scientists fol-
lowed all possible paths of contamination
within British territories by mapping all contacts
and places visited by the victim itself and the
people he met before becoming sick2.  A refer-
ence contamination level of 10 Bq cm-2 was

proposed by HPA for monitoring and deconta-
mination. Levels of contamination below this
value do not need remediation on health
grounds, although it is good practice to remove
contamination where this is easily achievable28. 

The social impact of this “first” “dirty man”
was immense. State agencies were over-
whelmed by worried well in both notional and
international level. It was further magnified
when British Airways published a list of 221
flights of a given “contaminated” aircraft in-
volving 33.000 passengers from 52 countries
(including Greece). The cost of incident man-
agement and monitoring by the Department
of Health has been estimated to 2 million
pounds29. If these are the consequences of
one man contaminated with a radioactive iso-
tope, it is more than easy to imagine what will
happen in case of detonation of a dirty bomb
in a megapolis environment…

Dirty bomb
Dirty bomb is a simple IED that can be con-

structed by combining conventional or high
explosives (i.e. RDX, C4) with a small quantity
of a radio-isotope. The result would be not too
many casualties attributed to the explosion it-
self but the radio-contamination of extended
areas within city limits (i.e. commercial or fi-
nancial centre). These areas will resemble
“ghost towns” of Wild West era in the United
States. Construction materials absorb all kind
of radiation and decontamination is very diffi-
cult not to say impossible. The economic cost
to decontaminate and the financial distur-
bance in daily activities will be enormous with
direct implication to the state itself. 

So far there is no dirty bomb explosion
recorded worldwide. But there are certain
worrisome incidents30 that must be taken into
account since they underline the fact that the
“threat is real!”
• November 1995 - Moscow, Russia: A

Chechen terrorist group announces
through a television station its ability to
construct a dirty bomb. In order to prove
this they give directions on how to find
the IND buried in Ismailovsky Park in
Moscow. A container with caesium was
recovered…

• December 1998 - Argum, Chechnya:
Chechen Security Service announced
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that a container with radioactive material
attached to a mine was hidden near a
railway line 10 miles from capital Grozny. 

• June 2001 - Kandalaksan, Russia: Ille-
gal entrance to a nuclear-powered light-
house in isolated coastal Murmansk
County resulted in hospitalization of two
people due to high strontium exposure.
There are 132 similar lighthouses which
are currently unguarded and lack of regu-
lar inspection …

• December 2001 - Lja, Georgia: Wood-
cutters or border frontier guards found
abandoned two heat-emanating contain-
ers that thought to be used for heating
purposes.  After a few hours the eleven
men felt sick and went to local hospital.
The International Atomic Energy Agency
revealed that each container used in
radio-thermal generators during the So-
viet era, contained 40.000 curies of stron-
tium (emitting radiation equivalent to that
following the Chernobyl incident).

• June 2002 - Chicago, Illinois, USA:
Jose Padilla, a gang member with affilia-
tion to al Qaeda was arrested in OʼHare
Airport on suspicion of a dirty bomb plot-
ting. He is currently detained.

• January 2003 - Herat, Afghanistan: Dia-
grams and computer files uncovered in
the Herat Province by British intelligence
agents pinpointed to al Qaeda and a
small dirty bomb. Perhaps the isotope in-
cluded derived from medical devices
available unguarded at that time in Kabul.
The device has not been found…

• August 2010 – Chisinau, Moldova: Po-
lice seized 1.8 kg radioactive uranium-
238 and arrested a group of smugglers
demanding 9 million euro31.
According to the Nuclear Threat Initiative

“…in the United States alone, as of 2008,
companies have reported losing track of al-
most 1,700 radioactive sources since 199832.”
The material is ready out there, waiting…

Brazil: The Goiâniaʼs incident
In the end of 1985, scavengers stormed

the abandoned Instituto Goiano de Radioter-
apia in Goiânia, Brazil and recovered a cae-
sium-137 teletherapy unit thought to be of

some scrap value. When attempted to dis-
mantle the unit, the source capsule was rup-
tured. The remnants were sold to a junkyard
owner who noticed that they “glow blue” in the
dark. This “phenomenon” attracted many rel-
atives and visitors and parts were distributed
to several families. Then the problems began
in the form of gastrointestinal symptoms not
initially attributed to irradiation. When the con-
nection with the scrap was evident, public
health authorities were notified and involved. 

The specialized team sent by the Brazilian
Nuclear Energy Commission discovered that
over 240 citizens were contaminated with
caesium-137. Four of them subsequently died
and 85 houses were significantly contami-
nated. During the process of land decontam-
ination approximately 4.000-5.000 m3 of
waste material were encapsulated into 12.500
drums and 1.470 boxes33. More than 100.000
individuals (mostly “worried well”) were tested
for radiation in the national stadium of the city.
Not to mention the economic impact for this
tourist city or the disruption of the social web
following the incident. 

The Goiânia incident is the closest re-
semblance to a dirty bomb so far. One can
only imagine the impact of the detonation of a
“real” dirty bomb taken into account that the
half life of the isotope caesium-135 and that
of caesium-137 are 2.3 million years and 30
years respectively34!

CHAPTER THREE – Attitude of medical
community towards new emerging threats

Is the medical community prepared and
willing to deal with new threats?

Almost nine years after the hecatomb of
blood in World Trade Center and the Penta-
gon in the United States, is the medical com-
munity prepared and willing to deal with new
emerging threats? An optimistic observer
might comment that although there are many
things to be done, certain progress has been
made especially in certain parts of the world.
A pessimistic observer will categorically state
that not many things have been done so far.
A logical observer should note that current sit-
uation is in the middle. In that respect we must
rely on the objective observer who will sup-
port his opinion with facts and figures. If this is
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the case, then the situation regarding med-
ical/hospital preparedness to deal effectively
with chemical and radiological terrorist threats
is rather worrisome!

This complies with my personal view and
it was the main drive to select this theme for
my dissertation. During the 2004 Olympic
Games in Athens, I served as CBRN consult-
ant at the Olympic Games Safety Committee
(OGSC). I recall the first meeting of the sub-
committee on CBRN planning: seventy five
entities, bodies and organizations – many
were health-oriented – in a round table meet-
ing. The first question was shocking: “what
NBC acronym means?” My immediate
thought at that very moment was: “We have a
big problem to solve!” It was obvious that just
a handful of CBRN experts – mainly from the
military – had to educate all these people in
order to be able to communicate with them. It
took many months and endless meetings on
various hot topics like the magnitude of the
threat, the expected death toll, who is entering
where, who is assisting whom, equipment and
training issues, drills and exercises, accept-
ance of international assistance, international
CBRN safety advisory board, personnel is-
sues, organized professional unionsʼ objec-
tions on role and involvement and many
more.

The main objection was two-fold: First it
was the inherent “logic” that “it will not happen
to us!” This was accompanied by a similar
“logic” that release of CBRN agents in a
megapolis environment was too inhumane to
happen! These basic “logics” were accompa-
nied by the unwillingness of medical/hospital
personnel (mainly physicians) to be involved
in the management of CBRN casualties. Al-
most all of them rejected their involvement in
“hot” and “warm” zonesʼ operations since they
had not the training required. Most of them
thought that this was a job for the military
physicians to do – as part of their military
medicine training. A second point of traction
was the fact that training in medical CBRN de-
fense required a lot of reading, a lot of practi-
cal/physical training, new unfamiliar and
uncomfortable equipment and frequent exer-
cising both theoretical and field oriented. In
fact it was like going back to their time of in-
tern training for acquiring their medical spe-

cialty. And they did not need that! Young
health professionals spent a lot of time and ef-
fort to become specialists. At that time, most
of them were practicing their specialty in var-
ious hospitals and their private offices. They
needed to invest into their training in order to
achieve a better financial status for them and
their families. If they were involved in medical
CBRN operations, their plans should be de-
layed and that was not cordially accepted. 

A second objection had to do with the post-
Olympiad era. What if they stuck to this field of
medicine and let their initial objective become
a secondary job? Then it was the fact that
they had to spend all summer-time period into
training and stay alert in shifts during the
Games. In addition, there was no allowance
budgeted for their specialized involvement. In
one hand there would be their colleagues who
would enjoy their summer vacations or go to
the Games and on the other hand would be
them training, sweating, reviewing plans,
make adjustments, work on their personal
protective equipment, practice familiar tech-
niques with unfamiliar rubber gloves or try to
persuade their hospitals on the modifications
that should be done in order to be able to pro-
tect their colleagues from possible contami-
nation in a case of a real CBRN terrorist
incident. 

Lack of relevant knowledge multiplied their
concerns and inner fears. They have never
heard of nerve gasesʼ effects, they have never
seen mustard casualties; there was no rele-
vant curriculum during their medical yearsʼ
studies. Not to mention that most of the bibli-
ography available on the Internet was in Eng-
lish (language barrier). Then they have never
been in a protective gear ever. 

I must admit that the first time in such a
gear could be kind of traumatic. Increased
respiratory resistance due to the filters at-
tached into gas masks makes breathing diffi-
cult and laborious. Certain claustrophobic
behaviors arise due to the isolation feeling
when the mask is on. Operating with personal
protective gear is affected by physical status,
ambient temperatures and tasks to perform.
Those who work in EMS departments are fa-
miliar with the stress they experience when
dealing with conventional traumas. Add the
additional stress of a contaminated blast vic-
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tim to have a virtual picture of the imaginary
tasks these people were asked to perform in
an environment dangerous for their own lives
as well. Physicians suppose to save ALL vic-
tims they are dealing with. It is their duty re-
sulting from their Hippocratic Oath. But things
in CBRN triage are totally different and diffi-
cult to be incorporated into their medical/eth-
ical modus operandi. It looked inhuman to let
people die in order to treat others with a bet-
ter chance to survive! 

These high-lights are some of the many
that medical and nursing personnel had to
face and learn to live with. Their concerns
were well understood and tried to alleviate via
explanation of the basics and by showing
them that everything had to do with the right
training. But most of them were not willing to
participate because the main question into
their mind was: “What is it for me?” This spe-
cialized training would not be an “add-on” to
their curriculum vitae and it would not provide
any future benefits; only “troubles” and “future
responsibilities”. Who is pursuing them in our
modern self-centered times and lives any
way? It was then, in a very critical turning
point, that they (through their unions) threaten
to go on strike during the Olympic Games. It
was then that the state decided to involve mil-
itary hospitals as Olympic Hospitals in order
to deal mainly with CBRN casualties.

It was decided that Army General Hospital
of Athens will be the core hospital with neigh-
boring Air Force General Hospital to provide
support personnel and absorb inpatients from
Army Hospital in case of a real CBRN incident
and Navy Hospital to provide logistical sup-
port. It was late January 2004 when I was
asked to create a new hospital-based CBRN
response unit. 

Although military CBRN experts were
strongly supporting the idea that there was a
gap in the overall CBRN planning when
comes to management of contaminated mass
casualties, those responsible for the execu-
tion of the plan (mainly first responders: po-
lice and fire service) focused greatly on the
“operational part” of the incident. It was well
known from previous mega-terrorist events
that the “golden hour” is a period that evapo-
rates fast. In fact what can really be done is to

cordon the area and try to evacuate walking
casualties from the incident site. On the con-
trary, “medical operations” may last for many
hours and even days or months. 

When I participated in a medical-oriented
course on the consequences of chemical
weapons held by OPCW in Iran (2003), I was
amassed when informed that more than
20.000 patients where in the follow-up pro-
gram for victims of the Iran-Iraq war era in the
1980s! The course was held at the Baqiyatal-
lah Military Hospital of Tehran. Within the hos-
pitalʼs premises, there is an outpatient clinic
dedicated to chemical victims. Participants
were given the opportunity to actively exam-
ined these patients and talk with them. It was
a unique chance for a medical doctor to actu-
ally see a “mustard eye” or patients with “mus-
tard scars” in their bodies. These patients
were young during the chemical attacks of the
past – even small children. Now they have to
suffer for the rest of their lives due to the con-
sequences of the inhuman release of chemi-
cal weapons in urban populace. It was also a
good chance to discuss these items with spe-
cialized Iranian physicians with vast experi-
ence in management of chemical casualties.
This is a “must” to participate course and I
strongly recommend it to all medical staff in-
volved in CBRN medical operations35. This
experience was our strong point to support
the opinion that medical CBRN operations
should be equally supported – in vain.

Finally, OGSC realized the existence of the
gap and ordered measures. I was given 67
people from the Army General Hospital and
asked to “transform” them into an “Olympic
Hospital CBRN Response Unit” that will be
deployed in the parking lot of the hospital
ready to deal with CBRN casualties during the
mega-event.

People selected were not volunteers,
many of them had families and children and
all of them had no relevant experience or
knowledge about CBRN agents. All the re-
marks made above about the general attitude
of medical/nursing personnel regarding in-
volvement is such operations were apparent
during our first meeting at the amphitheatre of
the hospital. Anger, fear, skepticism, objec-
tions, insecurity where among the many feel-
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ings filled the air during this first meeting. It
was proven that military medical personnel
were also not prepared for this kind of job. But
the military had no excuse to turn this task
down. It was the pride of the military medical
corps that eventually over-run all objections
and hesitations. At this point it is worthy to
mention that motivation is very important for
those involved in such operations. The point
of view saying “why donʼt you take as an ex-
ample our colleagues in the United States,
Great Britain or Israel who are doing their best
to be prepared for events of this kind” was
confronted with the common belief that “they
are prepared because they are in contact with
the enemy”. In that respect, “introduction to in-
ternational terrorism” is a very effective tool to
reverse this attitude by proving to the audi-
ence that “what is thought to be very far away
from us is in fact outside our doorstep!” 

After the first eight hours of introductory
presentations on medical CBRN defense is-
sues, all these feelings changed to a universal
enthusiasm and all were eager to be actively
involved in this new exciting field of expertise.
Ignorance produces fear, lack of training pro-
duce fear as well. On the other hand, “knowl-
edge is power” and practical training replaces
doubts with certainty and confidence. Ac-
climatization with personal protective equip-
ment greatly helps performance and
overcoming discomfort derived from this type
of protective gear. For my surprise female per-
sonnel proved to be more durable than males
and more enthusiastic in fulfilling tasks.

In close cooperation with OPCW (activa-
tion of Article “X”36) and other foreign organi-
zations, the unitʼs personnel was trained in
several countries abroad, given the opportu-
nity to absorb different training techniques and
methodologies. This training created different
groups within the unit who strongly support
their training against that of others. There was
the “Swiss Group”, the “British Group”, the
“Czech Group” and so forth. But all of them
eventually compose their expertise to con-
struct a new “Greek Know-How” that would be
suitable for the Olympic Games. Through
countless exercises, in different ambient tem-
peratures, personnel were acclimatized to the
difficulties of summer time operations. The en-
tire unit cooperated closely to finalize the re-

sponse plan. We followed the principle that a
plan should be short, clear and effective.
Multi-pages plans are nice when on library
selves; it is of no use if something real ap-
pears. One must always have in mind that “no
plan stands in front of the enemy!” Flexibility is
a “must to have” ability in order to overcome
difficulties and surprises. Leadership during
that time was also a big challenge. The model
of “personalized command” was chosen and it
worked efficiently. In fact it was a combination
of “authoritarian-participative-delegative”
command styles addressing personalities and
problems in a personal manner. 

A surprising element that arose during that
preparatory period was the fact that many hid-
den adventurous personalities came to the
surface strengthening the view that people in-
volved in extreme situations or activities, have
personalities slightly deviating from what is
broadly characterized as “normal”. Most of the
times, these personalities are trapped in daily
reality and routine. The so-called “T-personal-
ity” (“T” from “Thrill seeking”) might be a use-
ful tool in selective the right people to do this
job. According to Ron Watters37:

The world has become far too safe, and
heretofore unknown lands are mapped
in far too much detail. As a conse-
quence, we need as many outlets as
possible for people to participate in
challenging outdoor activities. We need
wilderness lands; we need rock climb-
ing areas; we need wild rivers; we need
outdoor schools, and given proper en-
vironmental safeguards, we need free
and unfettered access to outdoor areas.
The right to risk is unalienable. It makes
our society healthier and more vibrant. 
To establish more sophisticated selection

criteria, one might take advantage of the work
of Ernest Nobleʼs group on prevalence of
dopamine D2 and D4 receptors associated with
risk-taking behaviour38 (D2 gene: 20% of peo-
ple, D2+D3 genes: 30% of people). Future con-
trolled studies on dopamine receptors in CBRN
personnel might reveal surprising results.

From all the above, it is obvious that al-
though medical/hospital personnel are neither
ready nor willing to participate in medical
CBRN operations, knowledge, continuous
training, acclimatization and motivation can
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change this attitude for the benefit of the so-
cieties in danger.

Current situation in the United States
The United States declared “war against

terrorism” soon after the September 11th, 2001
terrorist attack in New York. One might as-
sume that nine years after this momentous
date, this country should be medically
shielded against new emerging threats. Cur-
rent situation is presented below through a se-
ries of scientific papers collected from US
National Library of Medicine, National Insti-
tutes of Health (PubMed.gov): 

In 2001, Wetter et al studied hospital pre-
paredness (224 hospital emergency depart-
ments in 4 north-western states) for victims of
chemical or biological terrorism. They con-
cluded that “Hospital emergency departments
generally are not prepared in an organized
fashion to treat victims of chemical or biologi-
cal terrorism. The planned federal efforts to
improve domestic preparedness will require
substantial additional resources at the local
level to be truly effective39.”

In 2002, Mannʼs group studied public
health preparedness for mass-casualty
events in all 50 states focusing in planning,
coordination, training, resource capacity and
preparedness for chemical/biological terror-
ism40. Most states had a disaster plan (94%)
but only a few (38%) had a bioterrorism com-
ponent. Personal protective equipment was
lacking in 49 states and only 10% of hospitals
in all states had decontamination facilities.
Therefore, the group concluded that:

These findings suggest that disaster
plans are prevalent among states. How-
ever, key programs and policies were no-
ticeably absent. Communication systems
remain fragmented and adequate training
programs and protective equipment for
health personnel are markedly lacking.
State-wide trauma systems may provide
a framework upon which to build future
medical disaster readiness capacity.
Higgins, Wainright, Lu and Carrico in 2004

assessed preparedness for mass casualtiesʼ
events in short and long-terms hospital in a
single state by employing the Mass Casualty
Disaster Plan Checklist41. Their comments
were as following: “Hospital mass casualty

preparedness efforts were in an early stage of
development at the time of this survey, and
some critical capabilities, such as isolation,
decontamination, and syndromic surveillance
were clearly underdeveloped. Preparedness
planning was more advanced among hospi-
tals located in counties participating in Metro-
politan Medical Response System Program.”

In 2005, the study of Niska and Burst fo-
cused in bioterrorism and mass casualty pre-
paredness in US hospitals as part of the
annual National Hospital Ambulatory Medical
Care Survey42. Main results: (1) most hospi-
tals had plans for dealing with new emerging
threats (chemical – 85.5%, biological –
84.8%, radiological/nuclear – 77.2% and ex-
plosives – 76.9%), (2) Hospitalsʼ percentages
of training their staff in any kind of exposure
ranged from 92.1% (nurses) to 49.2% (med-
ical residents), (3) Although explosions are
the most common form of terrorism, drills for
these incidents were staged by only one-fifth
of hospitals.

The possibility of a terrorist attack employ-
ing the use of chemical or biological weapons
of mass destruction (WMD) on State of Mis-
sissippi was explored via a questionnaire sur-
vey by Bennett in 200643. According to his
findings state hospitals scored well in educa-
tion and training (89.2%), decontamination fa-
cilities (75.7%) and pharmaceutical stockpile
(56.8%). Hospitals scored badly in increasing
surge capacity (59.5%) and laboratory diag-
nostic services (91.9%). In conclusion:

…hospitals in the State of Mississippi,
like a number of hospitals throughout
the United States, are still not ade-
quately prepared to manage victims of
terrorist attacks involving chemical or bi-
ological WMD which consequently may
result in the loss of hundreds or even
thousands of lives. Therefore, hospitals
continue to require substantial re-
sources at the local, State, and national
levels in order to be «truly» prepared.
Reilly, Markenson and DiMaggio con-

ducted in 2007 a similar state-wide study on
EMS personnel preparedness44. Their results
indicate that:

Lack of training and education as well
as the lack of necessary equipment to
respond to WMD events is associated
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with decreased comfort among emer-
gency medical services providers in re-
sponding to chemical, biological, and/or
radiological incidents. Better training
and access to appropriate equipment
may increase provider comfort in re-
sponding to these types of incidents.
These studies and many others available

in medical bibliography support the overall im-
pression that although many things have been
done, much more needs to be done. 

Current situation in European Union
Six EU member-states (Bulgaria, Czech

Republic, Germany, Greece, Poland and the
UK) participated at the ETHREAT (European
Training for Health Professionals on Rapid
Response to Health Threats) consortium rep-
resenting highly specialized organizations and
institutes on public health issues. The Na-
tional and Kapodistrian University of Athens
was responsible for the management and co-
ordination of the project (2005-2008) as well
as for the cooperation of the whole partner-
ship with the European Commission (Direc-
torate for Public Health), which co-financed
the project. I participated in this project as
CBRN consultant.

The final product of ETHREAT Project was
to create a manual aiming to assist training in-
stitutions, universities and public health author-
ities in the education of health professionals, so
as to enhance the European human capital on
the timely identification, the management and
response to events that could be the result of
deliberate attacks with the use of biological,
chemical and radiological agents. 

Moreover, the project team explored the
opinions of their target audience and of Euro-
pean experts on the existence and appropri-
ateness of currently available programmes,
as well as the desired content of an educa-
tional package by surveying front line health
professionals (FLHP) and PH and CBRN ex-
perts in the European Union (EU) member
states (MS). An outline of the major findings
from the questionnaires disseminated is pre-
sented in Appendix A.

During the 2006 annual conference of the
14th European Public Health Association and
following oral presentation of the ETHREAT
Project, we concluded45:

Our results reveal a gap in the base of
medical CBRN defence in all EU coun-
tries at the level of front line health pro-
fessionals that will deal first with WMDs
casualties in urban environment. There-
fore, emphasis will be placed on strate-
gies for the diffusion of the final
educational material in all the 25 mem-
ber-States and particular to the students
of medical and nursing schools with
final aim the incorporation of the rele-
vant  material to the last year of medical
and nursing studies.

CHAPTER FOUR - Medical defense against
chemical-radiological terrorism in urban
environment

Hypothetic scenario
13:00 – In a busy multi-store shopping mall
people start falling down with convulsions and
frothy saliva coming out from their mouths.
People panic and call the police. Police crew
that arrived on site experienced similar symp-
toms. Head of mall security calls police HQ
and give a brief description of the incident.
First responders arrive at the incident site
after 30 minutes. An explosion takes place at
the parking entrance of the mall where re-
sponders were gathered ready to enter the
complex.
14:00 – A second explosion is heard from the
area in front of the Parliament where change
of guard is taking place and hundreds of
tourists are watching. A second wave of first
responders is directed to the new incident
area. Automatic radiation detectors alarmed
for high radiation levels. It was a dirty bomb…

One might say that a combined chemical-
radiological-explosion terrorist attack is kind
of science fiction. It might be; but it is better to
hope for the best and prepare for the worst. A
logic concept that we tend to forget when
planning for disasters that might happen to us
as well!

Important clarification: Following directives
and proposals are valid for a CBRN incident
that evolves in a randomly selected urban
area. In case of known targets (i.e. during the
opening ceremony of Olympic Games), the
deployment of forces and mode of action
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(triage, decontamination, evacuation etc) is
totally different and it is not within the scope of
this paper. Also, the contaminated plume gen-
erated in this realistic scenario is expected to
be limited affecting only a few blocksʼ area
compared with other forms of CWAs release
(i.e. chemical munitions, multiple chemical at-
tacks in subway system etc).

At the incident site
Three important statistics

To start with it is important to memorise
three important numbers46: Approximately
10-20% of the people at ground zero will stay
there because they are dead or severely con-
taminated and/or wounded. The second num-
ber to remember is that approximately 80% of
the people involved in the incident will flee to
every possible direction – including those with
minor lessons and mild contamination. They
will panic and will be directed to all medical fa-
cilities available in this area or near their res-
idence – perhaps later on depending on the
agent released. The third import number is the
varying ratio “1:5” regarding “contaminated
vs. worried well” individuals that will soon
overwhelm hospitalsʼ surge capacities47.
These numbers are critical in CBRN response
planning because they represent normal re-
actions of people involved in a catastrophe.
An equally important issue is that CBRN plan-
ners must have personal training and experi-
ence in all levels of PPE. It is common
practice “people who know things not to sign
and those who sign not to know things from
inside!” Just theory is as dangerous as the
threat society itself is facing.

Golden hour
People evacuating the incident site in com-

bination with the explosionsʼ effects will cre-
ate traffic chaos in an area of many blocks
surrounding the attack area. Soon traffic will
come to a stop and there will be no free lanes
for first responders to move in order to ap-
proach the hot zone. Massive fire engines, po-
lice cars, ambulances, mobile
decontamination units might be available but
they will be “sitting ducks” unable to arrive on
time. And time defined as the “golden hour” is
critical since it is “the hour immediately fol-
lowing traumatic injury in which medical treat-

ment to prevent irreversible internal damage
and optimize the chance of survival is most
effective48,49.”

Although this definition derives from con-
ventional accidents, military battlefields or
urban terrorist attacks, it is of value for CBRN
incidents as well. The difference is that in
case of CWA release it might be “golden min-
utes” instead of “golden hour”. So it is taken
almost for granted that first responders and
specialized medical units will arrive late to as-
sist those that will remain on site and most
probably they will be dead on arrival. Perhaps
the only good solution available for urban en-
vironment is that of the Israeli “Magen David
Adom” (national emergency medical, disaster,
ambulance and blood bank service). Part of
their first responders crews are on motorcy-
cles that can penetrate heavy traffic fast and
arrive on time at the incident site.

First responders at the incident site
Hypothetically, first responders do arrive at

the incident site on time. What will be their
medical contribution to the victims on the
spot? For the reasons already described: min-
imal to none. The main problem is that no-
body knows the nature of the agent released.
Common practice is to enter hot zone with to-
tally encapsulated gear (Level “A”). Common
objection is that when in Level “A” the win-
dow from donning to doffing is approximately
20 minutes (maximum 40 minutes). The main
objective of this team is to go in, evaluate the
situation and report, activate their detectors
and report, take samples (if possible) and
then get out. It is almost impossible to prac-
tice medicine on site, to carry loads of possi-
ble antidotes, stop bleeding, support
ventilation and carry stretchers for the
wounded or contaminated victims. The only
reason for justifying the presence of medically
qualified personnel (fire or police medics) in-
side the hot zone is to provide assistance to
first responders themselves in case someone
is wounded by falling debris, fire from remain-
ing terrorists, secondary explosion aiming first
responders or accidental tearing of PPE thus
exposing responders to contaminated envi-
ronment.

It is of note that if police crew practice the
“1-2-3” rule (one person down is normal –
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might be a hear attack or just faint, two people
down proceed with cautious, three and more
down step aside, secure perimeter, report and
wait for assistance) upon arrival they might be
alive and able to assume duties mainly by di-
recting panicked people out and securing the
perimeter until more forces arrive on site. It
would be also ideal if they had personal es-
cape hoods that would have protected them
from the agent released and would provide
them enough time to do their job safely50.

At the hospital
Casualties seek medical assistance

People escaped from the incident site will
return to their homes or rush to the nearest
hospital available. If the hospital is very close
to the incident site it would be caught by sur-
prise – especially if they have not notified in
advance (common practice). With zero reac-
tion time, even if the hospital has the proper
structures, personnel, PPE, plan and proce-
dures, frustrated crowd with rush into EMS
premises demanding medical assistance. De-
pending on the agent released this might lead
to the contamination of EMS personnel or
even other areas of the hospital. The basic
principle “save the savers to operate” will be
compromised in just a few seconds. A second
problem in near by hospitals is the fact that
they have not enough security personnel to
control the crowd and in many instances not a
perimetric fence to forbid unauthorized en-
trance into the hospital area. But even if there
is a fence it might be jumped over by people
who believe that their lives are at stake. Se-
curity personnel are valid for daily routine and
car/visitors control but totally insufficient when
dealing with many people some of which are
contaminated. They do not have PPE, they
lack specialized training, they do not know
how to protect themselves while on PPE.
Most probably they will run away to save
themselves.

Hospitals that are located far away from
the incident site might also be caught by sur-
prise if they speculate that casualties will go
the nearest to the incidentʼs site, hospital. In
Tokyo (12.3 million inhabitants) ALL hospitals
and clinics accepted more than 5.000 casual-
ties from the sarin incident at the metro sys-
tem. In that respect all hospitals within

megapolisʼ limits must be prepared to deal
with CBRN mass casualties. An alternative
might be to shut down those hospitals that
lack resources to deal with such emergencies.
It might sound unethical but life will continue in
the aftermath of the incident and health is a
mandatory asset for the society. Another ex-
pected phenomenon would be all casualties
to rush in the near by hospital while at the
same time, another well prepared hospital but
in a lesser proximity, might manage no casu-
alties at all! Therefore casualtiesʼ guidance
and redirection is as important as medical as-
sistance itself.

Casualties arrive at the hospital
Following the Tokyo incident, more than

85.5% of those involved arrived at the hospi-
tal with their own cars, taxis, mini-vans or
even buses. So there is no need to send vast
numbers of ambulances at the incident site.
They will serve better if they provide assis-
tance to the one or more hospitals that will be
overwhelmed with casualties. It is of note that
ambulances windows must keep their win-
dows open to dissolve further the contami-
nants absorbed on victimsʼ clothing.

Hospital security
Hospital must be secured by sufficient po-

lice forces in PPE who have relevant training.
It is important police forces to be there well in
advance before first casualties arrive. 

Hospitalʼs CBRN Response Unit
This is the biggest problem in all CBRN

plans and directives. Should it be permanent
or deployable? What is the best composition
of such a medical team? What should be the
motivation to participate? What would be the
criteria for selection? Who will cover equip-
ment and training expenses?

From what it has already been mentioned
above, the nature of the incident dictates hos-
pital to have a dedicated CBRN response
team that will operated in fixed installations
outside the main building of the hospital. This
might be possible for hospitals in close prox-
imity to chemical plants or major targets. Al-
though it is ideal, hospitalsʼ authorities
consider it as loss of people, resources and
time.
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A second option might be to train and
equip all the personnel involved in EMS de-
partments. This is a more realistic approach
but certain individuals might fail to operate
under PPE mainly for various reasons (i.e.
age, fitness, medical conditions, etc). This is
the best proposal taken into consideration that
decontamination facilities for both walking and
ambulatory casualties will be fixed and ready.
Then all that it takes is the time to don and this
can be minimized by continuous training and
acclimatization to PPE.

EMS CBRN Response Unit
By choosing the latter option what must

been done next is to make a response plan
that will be proportionate to the available per-
sonnel and the duties they have to perform.
This will determine the type of equipment that
must be purchased. It would be wise to have
a commn modus operandi that will be prac-
ticed by all medical facilities nation-wide. In
that respect there will be compatibility of
equipment and homogeneity of training and
standard operational procedures.

Duties
The EMS CBRN Response Unit must have

a single operational goal. That is to contain
contamination outside the hospitalʼs prem-
ises. They will become the barrier between
the contaminated outside environment and
the inside of the hospital where their col-
leagues will continue to operate safely with-
out PPE and in support of the Unit. It must be
clear to all that a “clean” chemical or radio-
logical casualty can be handled thereafter
safely and “as usual”. 

Main duties to be performed at the hospi-
tal parking lot or other suitable area (Fig-
ure 1): 
NOTE: This area is considered as gradually
contaminated area (warm zone)

(1) Initial detection of incoming casual-
ties (Detection Station)

All incoming casualties are scanned for
possible contamination. Chemical/radiological
contamination detection time depends on the
number of incoming victims. If they are only a
few modern detection equipment can be

Figure 1 – Hospital CBRN defence plan – Working Stations
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used. It is of note that detection takes some
time to accomplish and it should be done in
specific mode from head to toe. If the victims
are many and in order to avoid overcrowd in
the main gate of the hospital, simpler but
equally effective CWAsʼ detection can be
done by using special chemical colorimetric
papers that indicate exposure or not. These
self-adhesive papers can be stacked onto
mouth pieces for single usage. If the incomer
has been declared “clean” he follows security
personnel to a “decontamination tank” con-
taining a solution that will clean any small
amounts of agents from his shoes. Then they
proceed to the EMS department. If the in-
comer has been declared “contaminated”, he
is given further directions to proceed to the
Triage Station. Both procedures are applied
to non-ambulatory victims as well

(2) Triage of incoming casualties (Triage
Station)

All “contaminated” incomers are passing
through Triage Station. If they are walking vic-
tims or those with minimal injuries are given
instructions, to proceed to the Mass Deconta-
mination Station. If they on stretchers, CBRN
triage methodology is applied. Most preferred
system is the START (Simple Triage and
Rapid Transport) triage system51 that classi-
fies victims into certain categories of medical
priority (“immediate”, “delayed” and “de-
ceased»). On each victim a paper (Japan) or
plastic (Israel) triage card of different colour is
attached. If plastic, information about the vic-
tim can be recorded by punching holes in
them using a finger52.

In 2007, Japanese researchers proposed
a system that combines triage with cards
under the name STARDOMCCP (Simple
Triage and Rapid Decontamination of Mass
Casualties with Colored Clothes Pegs Sys-
tem)53. This system employs ordinary inex-
pensive clothes pegs in 7 colours: Red
(emergency care), Yellow (semi-emergency
care), Green (non-emergency care) and Black
(expected) while White is for dry decontami-
nation (clothing removal) and Blue for wet de-
contamination. In each victim two pegs define
its medical/decontamination status. Employ-
ing a more military style recording (Israel),
triage personnel might use permanent (water-

proof) pens to write directives/notes directly
on the skin of the victim (especially important
for doses of antidotes provided; also info stay
with the victim all the way to EMS).

Many clinical triage algorithmsʼ models
have been proposed so far the optimal man-
agement of mass terrorist eventsʼ casualties.
When EMS personnel have to deal with vast
numbers of victims “the simpler is the bet-
ter”54. Victims should be periodically re-evalu-
ated for possible changes into their
clinical/priority status.

(3) Decontamination of non-ambulatory
(NA) victims (NA Decontamination Station)

This is the most difficult mission for the per-
sonnel involved since they will have to simul-
taneously manage contamination and (in
many instances) conventional wounds.
Record the victim and provide a wrist bracelet
with a unique number (or barcode). Use same
number to identify victimʼs valuables placed in
double-sealed bags. If there are bandages
applied in advance, remove them and replace
them following copious irrigation of the
wound. With water/saline or bleach? This is a
controversial question; the main objective is
to remove contaminants from inner tissues as
soon as possible and as thoroughly as possi-
ble; both are effective55. Cut all clothes and
dispose them. Proceed fast but carefully. If
victim deteriorates during decontamination
ask assistance from the near-by First Aid Sta-
tion. Usually decontamination is performed on
a special roller system that allows easy rolling
of victim from one station to the other. 

(4) First Aid provision to NA victims (First
Aid Station)

One of the myths surrounding medical
CBRN operations is that medical staff cannot
perform while being into their PPE. Mainly be-
cause of the heavy rubber gloves that ac-
company this type of protective gear. The
truth is that many things can be done with ap-
propriate training and methodology. First per-
sonnel can replace rubber gloves with two
sets of surgical gloves (white) and a third one
(purple) on top of them. This method is safe
for the saver and provides extra sensitivity
and feeling. Replace purple gloves every five
minutes or when a new patient arrives.
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There are three procedures that are life-
saving and can be done on site: provide anti-
dotes (i.e. atropine [auto-injectors or regular
vials for hospital usage), control bleeding (with
the aid of haemostatic means (i.e. haemosta-
tic sand in a sponge [Quiklot™ and similar] for
single use) and support airways (remove ex-
cessive salivation blocking the airways (i.e.
nerve agents) all the way to regular intubation.
Following the latter, patient can be connected
with breathing support apparatus or bag-
valve-mask ventilator56 (providing they have a
CBRN filter attached – i.e. compPAC™ venti-
lator or AMBU™ Mark III Resuscitator). In
fact, among the long list of first aid equipment
supplied from the hospital (regular items),
only ventilation support (above) need to be
purchased separately.

For training purposes, the First Aid Station
environment can be duplicated in a dedicated
hospital simulation room (“tent-in-a-room”),
where EMS personnel can be regularly
trained57. In that respect, the Laerdalʼs latest
SimMan™ 3G with NBC module and accom-
panying software could make the difference
and are highly recommended. 

(5) Mass decontamination of walking ca-
sualties (Mass Decontamination Station)

While waiting to be decontaminated, walk-
ing casualties must be asked to remove ALL
their clothes (dry decontamination). This sim-
ple method can be live saving since it reduces
contamination to minimum. Certain problems
emerge during this procedure. Even if their life
is at stake, certain people will refuse to remove
them completely for their own reasons (physi-
cal condition, modesty, religion). There is no
reason to insist on this. Rephrase your orders
to “as many clothes as possible and desire.”

Then it is the language barrier that might
complicate things. Do not assume that all vic-
tims understand English. A good solution (but
expensive) is to have electronic message
boards that can show messages in many lan-
guages. Instead you can use inexpensive
placards with multi-lingual messages.

Try to have the unclothing area as pro-
tected as possible (mass media are every-
where – even airborne!). This will be an
add-on for victims to reluctantly discard their
clothes.

Give clear instructions on the washing pro-
cedure and time. Stress the fact that hard
brushing is no better than normal brushing
that leave skin intact. Let families be together.
Separate males from females. Record pa-
tients and give them a wrist bracelet with a
unique number (or barcode) printed. Collect
all their valuables and put them in double-
sealed bags where same referral number is
attached. In the aftermath, there will be many
that will claim their valuable Rolex watch now
missing… Let them have their eye-pieces,
hearing aids or walking canes if they cannot
function without them.

Have some nurses or medics to keep an
eye on the victims during the decontamination
process. Some might deteriorate during
washing and need first aids or transfer to the
First Aid Station. During hot weather condi-
tions, decontamination can be performed with
cold water (that reduces vasodilatation of skin
thus reducing absorption58). If the incident
takes place during winter time, warm water
should be used to avoid hypothermic reac-
tions. Provide a post-decontamination cloth-
ing kit (like those surgery personnel is using).

(6) Verification of decontamination for
(Verification Station)

Following decontamination of walking on
NA casualties, it is wise to confirm it by having
victims check-out through Verification Station.
Properly equipped personnel will detect if
there is residual contamination present. If
there is, individual must repeat the deconta-
mination process again given priority. If there
is no contamination present, individual is ac-
companied via the “out corridor” (warm/cold
zones border) to the hospital main triage area
for thorough evaluation and hospitalization if
required.

(7) Decontamination line for first respon-
ders (First Responders Decontamination
Station)

There is a standard operational procedure
that cannot be surpassed by any means: First
responders DO NOT operate unless they
have their separate decontamination line
in place. Personnel in PPE (various levels –
“A”, “B”, “C”), cannot wait in line with victims
waiting to be decontaminated – for obvious
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reasons. If operations going to last for many
hours, it is advisable to deploy a collective
protection (COLPRO) tent where personnel
can rest, replace filters, hydrate etc. 

Main duties to be performed at the
warm/cold zonesʼ border:
(8) Thorough triage of “clean” casualties
(Hospital Triage Station)

The moment contaminated victim be-
comes “clean” then it can be handled as usual
by EMS personnel without PPE being neces-
sary. At the Hospital Triage Station patients
will be hospitalized if this becomes apparent
according to their clinical status. In the same
area, a team of psychiatrists and psycholo-
gists will evaluate possible “worried well” indi-
viduals and direct them to return home this
avoiding the overwhelming of the hospital59. It
is clever to provide written instructions on
“what to do” in case delayed symptomatology
develops.

It is of note that “psychological desensiti-
zation” of all personnel involved in field med-
ical CBRN operations is mandatory for their
well being on the long run60. This is something
that is usually forgotten even during the daily
routine of an EMS department.

Radiological casualties
All the above apply for external radiologi-

cal contamination following detonation of a
dirty bomb in urban environment as well. Re-
garding internal radiological contamination
certain specialized measures should be taken
in cooperation with nuclear medicine and
physics medical authorities of the hospital.

In that respect a special entrance for radi-
ological casualties should be provided, per-
sonnel should have protection against
radiation and casualties should be hospital-
ized in rooms or wards with radiation protec-
tion construction with autonomous
ventilation/air-conditioning and bathroom fa-
cilities. The “good” thing (sic) is that a dirty
bomb will produce relative small number of
casualties depending on the explosives used
and most of them will die immediately on site
or waiting to be evacuated. The remaining of
the casualties with minor injures but with inner
contamination should be distributed to many
hospitals with the above mentioned specifica-

tions (usually not enough to cover all victims).
What is for sure is that triage is more com-

plex than that of CWAs release since it com-
bines radiation with blast injuries that make
even small lesions extremely threats for the
survival of the victim – not to mention the fu-
ture consequences of exposure to radiation61.
Although the radiation plume is not expected
to last long and will settle within the next hour,
it is the winds that can make it bigger in com-
bination with to the “urban canyon effect” that
produces air currents moving to various di-
rections through high building usually existing
downtown.

The last big problem that all first respon-
ders will face is to rapidly calculate the radia-
tion doses that will permit them to operate
safely in both the “hot” and “warm” zones. In
general: “the time limitation for responder oc-
cupancy of a zone is based on the risk to a
person/responder for developing a radiation-
induced cancer (<0.5% per 5 rem), which
characteristically does not occur until years or
decades later.62”

CHAPTER 5 - Medical/hospital chemical-
radiological defense during the 2012
Olympic Games in London, UK

Athensʼ 2004 Olympic Games
medical/hospital CBRN defense experi-
ence

As military CBRN consultant attached to
the 2004 Olympic Games Security Committee
and Commandant of the Olympic Hospital
CBRN Response Unit deployed at the Army
General Hospital of Athens there are certain
“problems identified” that will be collectively
presented herein:

Pre-games status:
General attitude: “It will not happen to

us…” This small sentence was the biggest ob-
stacle all CBRN-related specialists were fac-
ing in almost all levels of authority. Focused
on traditional/conventional terrorism all rele-
vant authorities had no faith that weapons of
mass destruction could be released during the
biggest athletic event of mankind. Even after
the 9-11 incident and “anthrax-letters” they
were reluctant to admit that this is the new re-
ality and that the least we could do was to
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take this under serious consideration. Of
course, CBRN defense for such a major event
required a lot of money that would exagger-
ate further the already out of control budget. 

Medical/Hospital personnel/structures:
When come to medical/hospital/ public health
entities, the situation was much more primi-
tive. Medical people had minimum to zero
knowledge regarding CBRN threats and their
consequences on humans and societies. The
same applied for CBRN crisis management
that is totally different than any other medical
crisis during peace time. It took a lot of time to
re-educate all these entities and try to make
them realize the magnitude of the problem.
But even the extended presentation of the
Tokyo, Bohpal and Guiânia incidents did not
bend their skepticism. 

A second severe point of traction was their
attitude in participating in “hot” and “warm” op-
erational zones. Sterile objection could be re-
placed with productive willingness to learn
and participate. With some limited exceptions
from the EMS people, they strictly refused any
kind of involvement. 

What was the case on personnel prepared-
ness the same was applied for CBRN struc-
turesʼ preparedness. During the Games,
Olympic Hospital CBRN Response Unit was
the only hospital-oriented unit deployed in all
five Olympic cities. It was the only unit that was
ready to accept CBRN casualties – mainly
chemical and few inner radio-contaminated
victims. An effort to create a new bio-safety lab
(BSL Level “3”) was failed – the lab was ready
made but manning was absent. Same applied
for the negative pressure ward (12 beds able to
expand to 24) that has been equipped with
negative pressure capabilities (including a cen-
tral Microgenix™ air purification system63), but
it was faulty constructed by a civilian construc-
tor who did no follow detailed guidelines given.

Despite the past global experience of
SARS and avian flu only a few hospitals in
Greece had a handful of negative pressure
wards. Mass decontamination at hospitals? A
joke! Most probably they would wait for fire-
men to arrive and create “water curtains”. Or
even worse: redirect all casualties to the “spe-
cialized” Army Hospital! CBRN response
plan? Yes, they all had copies of the master
CBRN plan where there was a big entity de-

voted to medical mass casualties. But big
plans are not easy to study and implement.

Total lack of CBRN PPE: With the excep-
tion of EMS personnel, hospitals lacked PPE.
Medical planners must realize that theory and
practice when come to CBRN operations go
hand-by-hand. A few lectures on weapons of
mass destruction are NOT enough to make
audience realize how hard it is when you don
the PPE and you asked to save lives.

Let us suppose that all hospitalsʼ EMS de-
partments were equipped with PPE stored in
a special room. Can anybody imagine the mo-
ment that the threat becomes real and they
open the room to distribute PPE? What if in
that particular shift, chief surgeon on duty is a
doctor with a history of double by-pass just 6
months ago? Does anyone really believe that
all these people will last more than 15 min-
utes? Medical people must feel when in PPE
as comfortable as with their white blouses!
(exaggeration? perhaps; but most close to re-
ality). At the Army Hospital, unitʼs personnel
were practicing daily, march, run, load and up-
load stretchers, even slept on PPE – even
with ambient temperatures of 350 to 400 C! It
was hard, but the purpose was sacred – we
had a mission to accomplish!

Lack of cooperation/integration be-
tween civilian-military medical systems:
Although both systems practice same medi-
cine, a hidden competition arose during the
Olympic Games. This competition trans-
formed to opposition when mass CBRN ca-
sualties were put on the table. The opinion
that this is a “military medicine issue” was uni-
versal and their attitude firm. On the other
hand, military hospitals are just hospitals that
take care of the enlisted personnel, veterans,
their families and a few categories of civilian
patients. Military medical personnel did not
had a special kind of training on how to cope
with CBRN casualties – especially in urban
environment that is so different from field op-
erations. But still it was a matter of “military
medicine”. Even amongst military hospitals
there was argument on who will be in charge
and take the heat in case of a real CBRN ter-
rorist incident. The establishment of the Med-
ical CBRN Response Unit supported by Air
Force General Hospital and Naval Hospital of
Athens was a solution that worked out well.
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Olympic Gamesʼ status
During the Olympiad in Athens (the first

summer Olympiad after 9-11), the Olympic
Hospital CBRN Response Unit was ready on-
time and in place in full alert.

A second military medical-oriented CBRN unit
created in the last half of 2003 was also ready.
The target of this Joint Medical CBRN Unit (250
physicians-nurses-NCOs), was to support first re-
sponders (police, firemen) in operations within
the “hot” and “warm” zones. At the same time
they could provide support to Army Hospitalʼs ex-
isting unit, to Olympic Hospitals near incidentʼs
area or to Olympic Hospitals located in the four
participating Olympic cities.

NATO provided the NBC Battalion that in full
composition was stationed in the city of Chalkis
(approximately 88 km away from Athens). The
historian of the future might reveal who choose
this location and what international planners had
in mind in case of a real CBRN terrorist incident.
CBRN planners must once and for all realize that
being “ready and far away” is not as important as
being “ready and on the spot”. In CBRN opera-
tions time is not money; “time is life!”

Post Olympiad status
Military sector: The Olympic Hospital

CBRN Response Unit was gradually dimin-
ished and finally dissolved by the end of 2004.
Military medical hierarchy believed that after
the Games the threat was not real anymore
projecting the heavy daily work schedule that
left no time for continuation of training, drills,
equipment maintenance etc.

The Joint Medical CBRN Unit was trans-
formed to a Joint CBRN Platoon located in
Athens. This was the only gain for the military.
At least now Hellenic Armed Forces we have
something ready to deploy and assist if needed. 

The BSL-3 lab turned to be an ordinary mi-
crobiology lab while the negative pressure ward
is now used for hospitalization of daily infectious
disease cases – mostly as an isolation area with
limited access. What a disappointment for those
dreamed a new era in military medicine… The
original dream of a just a few people for a hospi-
tal-based CBRN unit supported by a BSL-3 lab
and a negative pressure ward dissolved by the
lack of ability of “those who sign” to have a look
in the future to come. The inner belief of “nothing
will happen to us” prevailed – one more time!

Civilian sector: After the Games, civilian
sector returned to normal. CBRN adventures
and possibilities were forgotten overnight.
Those involved in certain medical CBRN train-
ings were absorbed in various services and de-
sired continuity and passing the experience to
new generations was thrown to a drawer and
left in the dark. More or less the same applied
for first responders although police still con-
ducts some training seminars from time to
time. Officials in high places tend to forget or
forget at will, that people with certain special-
ization and training are getting older, trans-
ferred to desk offices, transferred to other cities
or have new duties while many of them retire or
die. If a new generation of people involved in
management of new emerging threats fails to
exist, then state CBRN preparedness will re-
turn to zero soon. Until next time something
“big” will happen somewhere in the world. Then
mobiles will start ringing again (it is of note that
the “diagnosis” of the agent released in Tokyo
was made by a retired “chemical colonel” who
was watching the news), plans will be back on
the table for revision, new units will be format-
ted, veterans will be asked to participate be-
cause they have the knowledge and
experience – but it might be too late. 

Key-points regarding medical/hospital
chemical-radiological defense during the
2012 London Olympic Games 

In August 2010, the United Kingdom will
have the pleasure and pride to host the Sum-
mer Olympiad. It is a common secret that se-
curity is the number one priority for the hosting
country. It is also known that the United King-
dom is among the top five countries that ter-
rorists would love and pursue to attack for
many reasons. Global television coverage of
this major event provides the best opportunity
to pass their message to the rest of the world
and succeed a strike to remember to the infi-
dels. A strike that has to be “bigger” from 9-11
in order al Qaeda, affiliated and franchise to
“keep face” (keep respect) amongst Muslim
world. Perhaps a simultaneous strike with 10
airplanes crashed in urban targets within the
countryʼs major cities would do the job. A
chemical or radiological attack downtown
London is even better. A combination will raise
the long board to immense heights!
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In that respect, a few key-points will be re-
ferred below regarding medical/hospital
CBRN defense during the Games:
• Time left is barely enough to feel the gaps

in medical CBRN defense. 
• All hospitals in London and other Olympic

cities must be prepared to deal with mass
CBRN casualties. Chemical and radiolog-
ical casualties should be a priority.

• All EMS departmentsʼ personnel must be
trained in CBRN operations and acclima-
tize in PPE usage and performance.

• Find the right ways to motivate hospital
personnel. Work with these people and
listen to their needs and hesitations. It
would be nice to do it “for the Country
and the Queen!” But at the beginning of
the 21st century, are you sure that this
alone will work? 

• All hospitals must have the same CBRN
response plan. The plan must be short
and clear, threat-specific, with defined du-
ties and responsibilities.

• Mass decontamination facilities must given
priority. Hospitals do not have to buy ex-
pensive decontamination systems; an
open-minded plumber with dedication and
inspiration will do the job. Choose the
biggest wall of the hospital and fill it with
showers (even better have water from the
top and two more water-jets for trunk and
lower extremities). Construct a waste water
collection tank underneath and connect it
with the main drainage system. Construct
many isolation panels like those you have
at the hospital wards. Privacy is ready. It
might look primitive but will do the job!

• Program many drills: threat-specific and com-
bination drills; hospital drills, drills between
hospitals, national drills, hospital-first respon-
ders drills; table-top, night and day drills. 

• Cooperate with OPCW for chemical de-
fense issues could be extremely fruitful
along with activation of “Article X” applied
for all member-states. It does not matter
how big country Great Britain is. CBRN
events are bigger than countries! Why
taking the risk to do it all by yourself?

• Medical CBRN Defense and/or Terror
Medicine should be included in the curric-
ula of last years of medical/dental/phar-

maceutical/ veterinary/nursing and public
health schools. This is the only solution to
private future front line health profession-
als with some basic knowledge of new
emerging threats and their effects on hu-
mans, livestock and environment. If the
young doctor is unaware of anthrax then
for people coming to his shift or his pri-
vate practice, his differential diagnosis
would be between “flu” and “flu”. Do you
think that your surgeons have the knowl-
edge and practical experience to deal
with suicide-bombing blast injuries? The
training package (presentations, manu-
als, pocket cards, practical training) can
be done once and then disseminated to
all schools of interest. A good starting
point might the already existing guide
from Health Protection Agency entitled
“CBRN incidents: Clinical management
and health protection64” or the ETHREAT
manual65 for front-line health profession-
als entitled “How to respond to radiologi-
cal, biological and chemical threats”. For
the practical training (if applicable) the
Defence Nuclear, Biological and Chemi-
cal Centre [DNBCC] at Winterbourne
Gunner (Salisbury) would be ideal. You
can even create an entirely new “UK
Medical CBRN Training School” that will
serve universitiesʼ needs.  There are
many experienced people (in national
and international level) who can facilitate
the program with minimum cost. Take ad-
vantage of your military medical person-
nel on duty in Afghanistan. They are more
than willing to transfuse their unique ex-
pertise to domestic colleagues. Take ad-
vantage of the medical innovations used
in the war field to strengthen your medical
shield in the inland. Involve retired med-
ical personnel with active experience
from IRA era. They can teach things that
younger generations of doctors cannot
imagine or read in the books. Unfortu-
nately, evolution usually walks through
wars and losses of human life. 

Conclusions
When in 1995 members of the Aum Shin-

rikyo cult attacked Tokyoʼs subway by releas-
ing nerve gas sarin, the world was shocked. It
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was the first usage of chemical warfare agents
in megapolis environment and a new shift in ter-
rorism. Since then, and especially following “an-
thrax letters” campaign accompanying the 9-11
incidents in the United States, the possibility of
employment of weapons of mass destruction
by terrorists of the future became more evident.
It is not “NoBody Cares” (NBC) anymore. In-
stead new emerging threats are amongst top
three mega-threats Western societies will be
asked to confront. CBRN agents provide de-
struction, produce terror, gain sky rocket media
ratings and sometimes might even achieve po-
litical gains. 

In all CBRN plans, medical/hospital CBRN
defence represents the “weak link”. State bod-
ies tend to invest in operational aspects of
CBRN operations forgetting that medical con-
sequences might last months or even years.
On the other hand, medical community in gen-
eral is not very willing to be involved in such op-
erations. Basically it is ignorance and lack of
specialized knowledge that creates an exotic
environment when comes to chemical weapons
or dirty bombs. The key to this problem is train-
ing in both theory and praxis. Theory and praxis
turns a medical student to thoracic surgeon.
Theory and praxis turns an EMS physician to
medical CBRN specialist. Without training one
cannot sew even a button! It is totally under-
stood that such training requires time and ef-
fort, physical conditioning and dedication. This
is the part that motivation plays an important
role. The questions: “what is it for me?” and
“why should I be involved?” must be addressed
carefully and with good will in order to achieve
the final goal – volunteering. You can not force
medical people to do things. Medicine is a vo-
cation and not just a profession!

A second problem roots within the admin-
istration attitude. If people in high places do
not believe that new emerging threats pose a
danger to the society, then it is extremely dif-
ficult to make a good plan. Specialized equip-
ment cost sufficient amount of money, training
cost money as well – and time. At the same
time, hospitalsʼ are always on the look for fi-

nancing in order to cover daily expenses and
future projects. Spending money for a pro-
gram that will last only for a few weeks looks
like an unnecessary investment that will bring
no gain to the hospital especially when “noth-
ing is going to happen to us!” All those in-
volved in administrative duties must realize
that the threat is here to stay! It is an invest-
ment of life and if only one time repays its
money it will be worth investing into it. 

Problems identified during the 2004 Olympic
Games in Athens regarding medical/hospital
CBRN defence remained unsolved during the
next Olympiad in China and are expected to be
there during the London 2012 Olympic Games.
They have to do more with the nature of the
threat than the organizational concepts of the
hosting countries. Perfection in counter-terror-
ism does not exist. Terrorists will always have
the benefit of surprise and they will be always a
few steps ahead their prosecutors. The solution
is to minimize the distance from them in order to
save as many lives as possible. It is impossible
to train all doctors and nurses on how to deal
with new threats. Let us train as many as pos-
sible. It is impossible to have all hospital ready
and prepared to accept mass contaminated ca-
sualties. Let us focus to as many hospitals as
possible. We cannot provide multi-figure
bonuses to those involved in extra duties and
responsibilities. We can give them a symbolic
contribution to their devotion to the main cause:
to organize the safest Olympic Games ever!

United Kingdom cannot organize medical
CBRN defence completely by its own. Even
great nations need international assistance es-
pecially from countries that have already been
through the agony of organizing the biggest
sports event in the world. It has nothing to do
with national pride, technological development,
science proficiency and all the qualities char-
acterizing great nations. It has to do with the
safety of British people and their guests from
all over the world that will visit United Kingdom
to celebrate in unity this major event. In that re-
spect, people must work together against a
common enemy – terrorism!
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APPENDIX A
ETHREAT PROJECT AT A GLANCE

QUESTIONNAIRE ONE – For Front Line Health Professionals

Questions on: demographics, CBRN plan availability, CBRN training, PPE confidence,
PPE in work place, discriminate of natural vs man-made incidents, preparation/knowledge
regarding CBRN threats.

• Questionnaires delivered: 531
• Origin of questionnaires: 22 EU countries

Participantsʼ age distribution:
• 30-39 (29.9%)
• 40-49 (26.4%)
• 50-59 (20.8%)

Participantsʼ profession:
• Physicians (45.5%)
• Nurses (14.3%)
• Public health officers (26.8%) 

Participantsʼ working status:
• Civilian (96.5%)
• Military (3.5%)

National CBRN plan available:
• No (49.4%)
• Yes (50.6%)

Knowledge of whom to contact in case of deliberate incident:
• No (32.9%)
• Yes (67.1%)

Last CBRN training was:
• <6 mo (19.5%)
• 12 mo (12.6%)
• 24 mo (18.2%)
• 36 mo (4.8%)
• >48 mo (17.7%)
• Never (27.3%)

Confidence in PPE usage :
• Very low/Low (17.3%)
• High/Very high (28.5%)
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Access of PPE in workplace:
• Very low/Low (9.5%)
• High/Very high (35.9%)

Discriminate natural vs man-made incidents:
Chemical 
• Very poorly/Poorly (55.8%)
• Well/Very well (31.6%)

Biological
• Very poorly/Poorly (60.2%)
• Well/Very well (30.3%)

Radiological
• Very poorly/Poorly (57.1%)
• Well/Very well (27.3%)

How well prepared for:
Chemical
• Very poorly/Poorly (53.3%)        
• Well/Very well (37.2%)

Biological
• Very poorly/Poorly (47.2%)
• Well/Very well (46.8%)

Radiological
• Very poorly/Poorly (57.6%)
• Well/Very well (28.6%)

Level of knowledge regarding:
Anthrax
• Very poorly/poorly (32.5%)        
• Well/Very Well (64%)
• No (3.5%)

VHF
• Very poorly/Poorly (35.9%)
• Well/Very well (57.6%)
• No (6.5%)

Nerve agents
• Very poorly/Poorly (52%)
• Well/Very well (42.9%)
• No (5.2%)

Mustard
• Very poorly/Poorly (52.4%)
• Well/Very well (34.7%)
• No (13%)
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QUESTIONNAIRE TWO – For CBRN Experts

Question: What proportion of FLHPs in your country is adequately prepared to recognize
and manage biological, chemical and radiological incidents?

• Questionnaires delivered: 93
• Origin of questionnaires: 16 EU countries

Biological incidents

0% - 24% 42.9%
25% - 49% 17.5% 
50% - 74% 15.9%
75% - 100% 4.8%
Do not know 19%

Chemical incidents

0% - 24% 38.1%
25% - 49% 23.8%
50% - 74% 12.7%
75% - 100% 6.3%
Do not know 19%

Radiological incidents

0% - 24% 52.4%
25% - 49% 17.5%
50% - 74% 3.2%
75% - 100% 4.8%
Do not know 22.2%

Brigadier General (ret) Ioannis [John] Galatas was born in 1958 and graduated from the Military Med-
ical Academy and the Medical School of the Aristotelian University of Thessaloniki in 1982. He is spe-
cialized in Allergy and Clinical Immunology and held the position of Head, Department of Allergology &
Clinical Immunology for more than 20yrs. Since 2001 he specialized as CBRN officer and planner trained
in a number of countries (including Iran) abroad. His main focus is “Medical/Hospital CBRN Defense”.
During the 2004 Athensʼ Olympic Games, he served as Commandant of the “Olympic Hospital CBRN Re-
sponse Unit” – the only hospital-based specialized unit deployed for the Games. He holds a PhD degree
in Medicine and a Masterʼs Degree on “International Terrorism, Organized Crime and Global Security”
from Coventry University, UK. In that respect he is very much interested and willing to be involved in
“counter CBRNE operations” for London 2012 Olympiad. He is the Editor (since 2005) of the on-line
“CBRNE-Terrorism Newsletter”. Since Aug 2010 he is the CBRN Scientific Coordinator at Research In-
stitute of European-American Studies (RIEAS) and holds the position of Vice Chairman of Greek Intelli-
gence Studies Association (GISA). His last military appointment (since 2007) before his voluntarily
retirement in Aug 2010, was as Head of the Department of Asymmetric Threats at the Intelligence Analy-
sis Branch, of Joint Military Intelligence Division of the Hellenic National Defense General Staff in Athens.,
Greece.
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A Global Convention to Ban Chemical
Weapons

The CWC aims to elimi-
nate an entire category of
weapons of mass de-
struction by prohibiting
the development, produc-
tion, acquisition, stockpil-
ing, retention, transfer or

use of chemical weapons by States Parties.
States Parties, in turn, must take the steps
necessary to enforce that prohibition in re-
spect of persons (natural or legal) within their
jurisdiction. 

All States Parties have agreed to chemi-
cally disarm by destroying any stockpiles of
chemical weapons they may hold and any fa-
cilities which produced them, as well as any
chemical weapons they abandoned on the
territory of other States Parties in the past.
States Parties have also agreed to create a
verification regime for certain toxic chemicals
and their precursors (listed in Schedules 1, 2
and 3 in the Annex on Chemicals to the CWC)
in order to ensure that such chemicals are
only used for purposes not prohibited. 

A unique feature of the CWC is its incor-
poration of the ʻchallenge inspectionʼ,
whereby any State Party in doubt about an-
other State Partyʼs compliance can request
the Director-General to send an inspection
team. Under the CWCʼs ̒ challenge inspectionʼ
procedure, States Parties have committed
themselves to the principle of ʻany time, any-
whereʼ inspections with no right of refusal. 

Making the Convention Work
To make sure that the CWC is imple-

mented effectively, States Parties are obliged

to designate or establish a National Authority.
This body escorts OPCW inspections of rele-
vant industrial or military sites; submits initial
and annual declarations; assists and protects
those States Parties which are threatened by,
or have suffered, chemical attack; and fosters
the peaceful uses of chemistry. In addition,
the National Authority acts as the focal point in
the State Partyʼs interaction with other States
Parties and the Technical Secretariat of the
OPCW.

The Secretariat supports States Parties in
their national implementation of the CWC.
The focus of this work is to provide advice and
assistance to the staff of National Authorities,
in order to help them enhance their skills and
expertise to facilitate effective, autonomous,
national implementation. The Technical Sec-
retariat coordinates and hosts regular meet-
ings of the National Authorities from around
the world. CD-ROM, DVD and website infor-
mation packages on CWC implementation are
available. 

Every State Party must implement the pro-
visions under the CWC at the national level.
This includes enacting penal legislation en-
compassing all activities prohibited. Each
State Party is obliged to provide other States
Parties with its fullest cooperation to expedite
prosecution. Legal experts have formed re-
gional networks to facilitate the adoption of
national legislation that bans and criminalises
the misuse of chemicals as weapons.

Some figures on national implementation
follow:
• 182 National Authorities have been es-

tablished.
• 126 States Parties have informed the Or-

ganisation of the legislative and adminis-

Chem News
Organization for the Prohibition of Chemical Weapons

(OPCW)
Source: http://www.opcw.org/news-publications/publications/facts-and-figures/
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trative measures taken to implement the
Chemical Weapons Convention.

• 83 States Parties have legislation cover-
ing all key areas.
Since 1997, over 2,800 participants —in-

cluding more than 1,400 sponsored partici-
pants from all geographical regions— have
received support in the CWCʼs effective na-
tional implementation through OPCW meet-
ings, workshops and training courses.

Chemical Weapons Destruction Under
Way

The 7 States Parties (A State Party, Alba-
nia, India, Iraq, the Libyan Arab Jamahiriya,
the Russian Federation, and the United
States of America) which have declared
chemical weapons must destroy 8.67 million
items, including munitions and containers
containing in total, 71,194 metric tonnes of ex-
tremely toxic chemical agents. Albania, India
and a third country have completed destruc-
tion. By comparison, a tiny drop of a nerve
agent, no larger than the head of a pin, can
kill an adult human being within minutes after
exposure. The OPCW verifies that the de-
struction process is irreversible. At the same
time, States Parties in the process of destroy-
ing chemical weapons are obliged to place
the highest priority on the safety of people and
on protecting the environment. 

The OPCW has developed an internation-
ally unique, peer-reviewed, and certified ana-
lytical database, containing information on
over 3,400 chemical weapons-related com-
pounds. This database is essential for on-site
verification activities of OPCW inspection
teams, and is also made available to States
Parties. Official Proficiency Tests are con-
ducted to select, certify, and train States Par-
tiesʼ laboratories for the analysis of chemical
weapons-related compounds in the event of
off-site analysis of authentic samples. 20 lab-
oratories have been designated.
• From Entry into Force of the CWC (April

1997) until 30/09/2010, the OPCW has
conducted 4,167 inspections on the terri-
tory of 81 States Parties, including 2,305
inspections of chemical weapon-related
sites. 195 chemical weapon-related sites
have been inspected out of a total of 227
declared. 

• 100% of the declared chemical weapons
stockpiles have been inventoried and ver-
ified. 

• 180 initial declarations have been re-
ceived. 

• 100% of the declared chemical weapons
production facilities (CWPFs) have been
inactivated. All are subject to a verifica-
tion regime of unprecedented stringency.
64 of the 70 CWPFs declared to the
OPCW have been either destroyed (43)
or converted for peaceful purposes (21).
13 States Parties have declared CWPFs:
Bosnia and Herzegovina, China, France,
India, the Islamic Republic of Iran, Japan,
the Libyan Arab Jamahiriya, the Russian
Federation, Serbia, the United Kingdom
of Great Britain and Northern Ireland, the
United States of America, and another
State Party. 

44,131, or 61.99%, of the worldʼs declared stockpile of
71,194 metric tonnes of chemical agent have been ver-
ifiably destroyed. (As at 30/09/2010) 

3.95, or 45.56%, of the 8.67 million chemical munitions
and containers covered by the CWC have been verifi-
ably destroyed. (As at 30/09/2010)
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Industry verification and non-proliferation
The worldʼs

chemical in-
dustry manu-
factures the
compounds we
depend on in
our daily lives.
Some very

common chemicals can, if misused, be em-
ployed directly, or through further synthesis
with other substances, as chemical weapons. 

Together with governments, and
with the support of the global chem-
ical industry, the OPCW prevents
the spread of chemical weapons.

From April 1997 to 30/09/2010,
the OPCW has conducted 4,167 in-
spections on the territory of 81
States Parties, including 1,862 in-
spections of industrial sites. 1,103
industrial sites have been inspected
out of a total of 5,450 declared.

Worldwide, 4,913 industrial facil-
ities are liable to inspection.

International Cooperation in the
Peaceful Uses of Chemistry

While the CWC seeks to ban
chemical weapons, it also provides
for international cooperation
among States Parties in the pursuit
of chemistry for peaceful purposes.
International cooperation is pro-
moted in many areas: from spon-
soring chemical research to
guaranteeing legal assistance;
from developing and improving
laboratory capacity to specialised
internships and training in CWC
implementation and safe chemical
management. The provisions of
the CWC have to be effectively
and stringently implemented to en-
sure that a global chemical
weapons ban is achieved. Support
programmes, funded by the States
Parties, enhance the OPCWʼs abil-

Declared and inspected CW sites
States Par-
ties which
have de-
clared Fa-
cilities

Decla-
red
Sites
or Fa-
cilities

In-
spec-
tions
Con-
ducted

Sites
In-
spec-
ted

Chemical Wea-
pons Produc-
tion Facilities

13 70 420 67

Chemical Wea-
pon Destruction
Facilities

6 37 1,309 37

Chemical Wea-
pons Storage
Facilities

7 38 426 36

Abandoned Ch-
emical Weapons 3 35 55 25

Old Chemical
Weapons 13 47 95 30

Total 227 2,305 195

Declarations and inspections ( Article VI of the CWC)
States Par-
ties which
have de-
clared Fa-
cilities

Decla-
red
Sites
or Fa-
cilities

In-
spec-
tions
Con-
ducted

Sites
In-
spec-
ted

Schedule 1 22 27 212 36
Schedule 2 38 468 512 254
Schedule 3 36 491 295 234
Other Chemi-
cals Production
Facilities, incl
DOC/PSF

80 4,464 843 579

Total 5,450 1,862 1,103
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ity to hinder prohibited activity and to extend
the benefits of peaceful uses of chemistry to
all. The OPCW Associate and Internship Sup-
port programmes provide specialised training
in modern industrial practices and skills de-
velopment to chemists and engineers from
States Parties whose economies are either
developing or are in transition. Industrial in-
ternships and research projects provide in-
sight into best-practice methodology in the

safe management of chemicals and in the im-
plementation of the CWC. The Secretariat
supports the exchange of scientific and tech-
nical information among States Parties to pro-
mote the peaceful uses of chemistry. A variety
of research projects in developing countries
are also funded in part by the OPCW. Re-
search in any of the following areas may be
considered for financial support: environmen-
tally sound technologies for the destruction of

Programme Description Beneficiaries

Associate
Programme

Established in 2000, it facilitates capacity
building, industry-related national imple-
mentation of the CWC and promotes good
practice in chemical manufacturing and
safety.

181 Associates from Africa (72), Asia
(50), Latin America (31), Eastern Europe
(24) and Western Europe and Other
States (4) have participated.

Analytical
Skills Deve-
lopment Co-
urse

Established in 2004, it assists qualified an-
alytical chemists to acquire further practi-
cal experience in the analysis of chemicals
related to the national implementation of
the CWC.

This course has benefited 186 chemists
from Africa (75), Asia (42), Latin America
(42), Eastern Europe (22) and Western
Europe and Other States (5).

Conference
Support
Programme

Established in 1997, it facilitates the ex-
change of scientific and technical informa-
tion, provides financial support for the
organisation of conferences, workshops
and seminars on special topics relevant to
the CWC and facilitates participation in
such events.

1,765 participants from Africa (506), Asia
(392), Eastern Europe (355), Latin Amer-
ica and the Caribbean (233) have bene-
fited from these events. In addition, the
OPCW sponsored 190 events in Africa
(40), Asia (42), Eastern Europe (37),
Latin America (12) and Western Europe
and Other States (59).

Research
Projects
Programme

Established in 1997, it assists small-scale
research projects in targeted countries for
the development of scientific and technical
knowledge in the field of chemistry for in-
dustrial, agricultural, research, medical
and other peaceful purposes relevant to
the CWC.

382 projects in Africa (135), Asia (118),
Eastern Europe (2), Latin America (124)
and Western Europe and Other States
(3) have benefited from this programme.

Internship
Support
Programme

Scientists and engineers from developing
countries conduct advanced research in
laboratories in industrialised countries.

76 interns from Africa (39), Asia (18),
Eastern Europe (7), Latin America (11)
and Western Europe and Other States
(1) have so far been supported by the
OPCW.

Laboratory
Assistance
Programme

Established in 1997, it aims at improving
the technical competence of laboratories
engaged in chemical analysis and monitor-
ing.

61 laboratories in Africa (22), Asia (17),
Eastern Europe (7), Latin America (14)
and Western Europe and Other States
(1) have benefited from this programme.

Equipment
Exchange
Programme

Facilitates the transfer of used and func-
tional equipment to publicly funded labora-
tories and other academic institutions in
developing countries from institutions in in-
dustrialised countries.

68 transfers in Africa (27), Asia (9), East-
ern Europe (12), Latin America (19) and
Western Europe and Other States (1)
have been undertaken.
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hazardous chemicals, analytical detection
systems for toxic chemicals, safer alternatives
to Scheduled chemicals, medical treatment
for accidental exposure to hazardous chemi-
cals, and practical applications for natural
products in agriculture and medicine.

From Entry into Force of the CWC
(29/4/1997) to 31/12/2008, the International
Cooperation programmes have had 2,909
beneficiaries, including 186 analytical
chemists, 181 Associate Programme partici-
pants, 1,765 Conference Support participants,
76 interns, 190 conferences, 61 laboratories,
382 research projects, and 68 transfers of
used and functional equipment.

Beneficiaries by region: Africa (916), Asia
(688), Latin America and the Caribbean (486),
Eastern Europe (466) and Western Europe
and Other States (353).

The following table describes the different
international cooperation programmes run by
the OPCW and the number of beneficiaries,
including a regional breakdown, for each of
them, since Entry into Force of the CWC in
April 1997.

Protecting Each Other
Chemical weapons are frightening and

dreadful weapons. They inflict excruciating
and long-term suffering on a mass scale.
Some States Parties have the capacity to pro-
tect their populations against chemical
weapons, while others do not. All States Par-
ties have pledged to provide assistance and
protection to fellow Member States threat-
ened by the use of chemical weapons or at-
tacked with chemical weapons. Resources
from a Voluntary Fund for Assistance, as well
as individual offers of equipment and trained
personnel, are available, should the need
arise to swiftly dispatch assistance and ex-
pertise. A network of protection experts con-

sults regularly on the means to improve the
ability of States Parties to respond to the use
of chemical weapons and to protect civilian
populations. If a State Party requests assis-
tance, the Technical Secretariat is responsi-
ble for the effective coordination of the
assistance and protection measures provided
by States Parties. These capabilities can in-
clude expertise in predicting hazards, in de-
tecting and decontaminating chemical agents,
in medical relief, and in on-site coordination
with humanitarian and disaster response
agencies.

Latest updates on assistance and protec-
tion:
• The OPCW Technical Secretariat organ-

ises courses aimed at providing training
to first responders, government experts
and emergency response units in building
and developing national and regional ca-
pabilities and emergency response sys-
tems against the use, or threat of use, of
chemical weapons. 2,200 participants
from Africa (350), Asia (600), Latin Amer-
ica (500) and Eastern Europe (750) have
benefited.

• 76 States Parties have pledged assis-
tance under paragraph 7 of Article X.

• 129 States Parties have provided infor-
mation on national programmes related to
protective purposes, paragraph 4 of Arti-
cle X.

• 43 States have contributed to the Volun-
tary Fund for Assistance.

• Balance of the Voluntary Fund for Assis-
tance: EUR 1,362,849.76.

Status of Participation in the CWC
The OPCW States Parties already repre-

sent about 98% of the global population and
landmass, as well as 98% of the worldwide
chemical industry. The OPCW provides all
States not Party to the CWC support in
preparing to join the CWC and to effectively
implement the global ban on chemical
weapons. It is the fastest growing interna-
tional disarmament organisation in history.
The United Nations has called upon all States
to join the CWC and to rid the world of the
threat chemical weapons pose to international
security.
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Signatory States which have not yet rati-
fied the Chemical Weapons Convention
No. State Signature
1 Israel 13/01/1993
2 Myanmar 14/01/1993

States that have neither signed nor acceded
to the Chemical Weapons Convention
No. State
1 Angola
2 Egypt
3 North Korea
4 Somalia
5 Syria

The map below shows States Parties (green),
Signatory States (yellow) and Non-Signatory
States (red). 

Status of Participation in the Chemical Weapons
Convention
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The OPCWʼs third international Assistance and
Protection Exercise (ASSISTEX 3), hosted by
the Government of Tunisia, got underway Mon-
day with the arrival of more than 400 special-
ists from 11 States Parties, the Technical
Secretariat and the UN Office for the Coordi-
nation of Humanitarian Assistance (UN-OCHA)
at a sprawling sports complex on the outskirts
of Tunis where the exercise will take place. The
scenario for the exercise will be a terrorist at-
tack with chemical weapons against civilians

during a sports event, combined with an in-
vestigation of alleged use (IAU). A State Party
has requested assistance and protection from
the OPCW against the threat of use of chemi-
cal weapons under Article X of the Chemical
Weapons Convention. On Monday and Tues-
day, specialized international teams arrive and
deploy on the scene during the “threat phase”,
followed by two days of live exercise in re-
sponse to an attack and investigation of al-
leged use on Wednesday and Thursday. The
event will end on Friday with a VIP programme
and closing ceremony. ASSISTEX 3 brings to-
gether national teams from the Czech Repub-
lic, Denmark, France, India, Italy, Spain, South
Africa, Switzerland, Tunisia, Turkey and the
United Kingdom, together with a regional team
from the Caribbean and three sub-regional
teams from North, West and East Africa. The
combined international force includes specia-
lists in all aspects of response and alleged use:
reconnaissance, detection, decontamination,
evacuation, medical support, sampling and
analysis, search and rescue, and bomb dispo-
sal units. The joint operation is coordinated by
a Local Emergency Management Authority
(LEMA) staffed by Tunisian officials and an On-

Site Operations Coordination Centre (OSOCC)
joining the OPCW and UN-OCHA. During the
first day of the threat phase on Monday, teams
deployed and tested their equipment, including
a field hospital and mobile laboratory. Com-
mand units were established to coordinate
tasking; participants visited the various sites on
location where the scenario will unfold to re-
view the “injects”, and local role players re-
ceived instruction for the simulation activities.
The exercise will be filmed by teams from
Tunisian Television and the Vigili Fuoco (Fire
Department) of Italy for training and promo-
tional purposes. A large contingent of Tunisian
and international journalists is expected for a
special media program on Thursday.

ASSISTEX 3 Teams Complete Prepara-
tions 

Preparations for the exercise were com-
pleted on Day 2 (Tuesday) with the assembly
of all coordination units, national teams and
equipment at the 7 of November Sport Com-
plex outside of Tunis, together with final plan-
ning meetings to coordinate activities. During
the initial 2-day preparatory “threat phase” of
ASSISTEX 3, the OPCW Director-General
has received a request for the OPCW to in-
vestigate a threat of use of chemical
weapons and to assess the potential need for
assistance and protection, and a mandate for
such an operation has been prepared.  Below
is a selection of individuals representing var-
ious components of “Team ASSISTEX” and
the tasks they and their teams will perform
during the exercise on Wednesday and
Thursday.

ASSISTEX 3 – The biggest international chemical exercise
worldwide
By Ervin Farkas
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ERVIN FARKAS
ASSISTEX Directorate Staff, OPCW 
“My job has been to prepare all operational field activities
of the exercise, including writing the exercise script, sce-
nario and injects, and to engage with the teams working
together to prepare for a chemical weapons incident.”

LADISLAV BELICKY
Mission Leader, OPCW
“As Mission Leader I coordinate the two main OPCW com-
ponents of the exercise – assistance and response (ACAT)
and the investigation of alleged use (IAU) – to ensure that
necessary assistance against a chemical weapons attack
is provided and that evidence of an attack is collected.”

OLIVIER BRUYERE
Team Leader, UN Disaster Assessment and Coordi-
nation (UNDAC) /Head, On-Site Operational Com-
mand Center (OSOCC)
“UNDAC is a tool at the disposal of the host country and
the UN family to coordinate the response to any kind of
emergency, which tasks teams as an emergency un-
folds and needs demand. In ASSISTEX I am performing
as the head of OSOCC

CRISTINA RODRIGUES
ACAT Team Leader, OPCW
“ACAT is the assistance, coordination and assessment
team of OPCW. We liaise with LEMA, UN-OCHA and
the national teams to ensure the delivery of assistance.”

JIYAU SINGH
Deputy Commander and Team Leader, India
“The India team is the largest contingent in ASSISTEX
3 and can provide a number of tasks in a chemical
emergency – detection, decontamination, urban search
and rescue, and evacuation, stabilization and pre-hos-
pital care for casualties.” 

AYFE ROZ
Team Leader, Turkey
“We are a 5-person medical team with specialized train-
ing in national and CBRN (chemical, biological, radio-
logical, nuclear) emergency response and working in
Personal Protective Equipment. In this exercise we have
a mobile medical unit and can perform pre-triage and
emergency hospital care.”
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In these tasks in Uganda, Tanzania and
Prague, with additional individual training in
South Africa”

ASSISTEX 3 Live Ex-
ercise: Day 1

Based on intelli-
gence reports, the “Re-
public of Daniria”
suspects that it may be
attacked with chemical
weapons by an armed separatist movement
in October, possibly during a major sports
event. As a State Party of the OPCW, under
Article X of the Chemical Weapons Conven-
tion Daniria requests the OPCW to provide
assistance and protection against the threat
of use of chemical weapons, and an investi-
gation of alleged use. After considering the in-
formation provided by Daniria, the OPCW
approves the request.  The Director-General
authorizes the dispatch to Daniria of a team
from the Technical Secretariat to assess the
threat, and to coordinate assistance and pro-
tection should it be needed. The OPCW also
mobilizes specialized teams from other Sta-
tes Parties to provide assistance and protec-
tion support for the Danirian Government and
an investigation of alleged use. On Wednes-
day morning, just as a sporting event was to
begin at a stadium in Daniria, two vans ex-
ploded in the car park that released what ap-
peared to be toxic chemicals. The prevailing
winds carried the toxic vapor into a corner of
the stadium, where within minutes pandemo-

nium erupts. Spectators are exposed to the
vapor and disabled, many of them with sym-
ptoms of concentrated exposure.  Units of the
Danirian government authority and interna-
tional teams coordinated by the OPCW arrive
on the scene. They undertake detection acti-
vities, search and rescue, evacuation of ca-
sualties, and bomb detection and disposal.
Casualties are rushed to mobile medical units
for pre-triage, stabilization and treatment. At
the same time, evidence of suspected toxic
chemicals is found in and around the sport
stadium, where samples are collected and
sent to a mobile laboratory for analysis. 

ASSISTEX 3 Live Exercise Continues
On the second day of the live exercise, ac-

tivities shifted locale to the nearby village of
“Santar”. Following the previous dayʼs attack
on the stadium, the local mayor has sent an
urgent request for training of residents to pro-
tect themselves against a possible assault on
the village with chemical weapons. Units of
the ASSISTEX force are deployed to Santar
and quickly instruct 20 villagers in the use of

GIUSEPPE BENNARDO (left)
MARCO FREZZA (right)
Vigili del Fuoco, Italy
“The Italian team has a number of capacities. We can
analyze air, water and soil samples with our mobile lab-
oratory, decontaminate first responders, refill respirator
tanks. We also have a special truck with an infrared sen-
sor that can detect the presence of poison gas in the air
up to a distance of 5 kilometres.”

DANNY POIRET
Team Leader, East/South Africa Team
“We will be doing decontamination, search and rescue,
first aid and evacuation, and backup for the investiga-
tion of alleged use. Weʼve had specialized training as a
group
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Personal Protective Equipment (PPE). In due
course, residents in the area discover two un-
exploded grenades and two suspicious pack-
ages that may be Improvised Explosive
Devices (IEDs) at the gate to the village. The
ASSISTEX command center is notified and
deploys a bomb disposal team to the scene.
They safely recover the grenades and one of
the IEDs. On examining the second IED, the
disposal expert suspects it may be rigged with
a chemical weapons agent. A mobile x-ray
ʻgunʼ that can detect chemical agent from up
to 30 meters is trained on the IED but finds
only a conventional explosive, and the device
is disposed of with a blast from a high-pres-
sure water cannon. Around noon, Santar is
struck with chemical weapons rockets. The
ASSISTEX command post deploys all availa-
ble national and international assets to the vil-
lage. The trainees don
their PPEs and search
the village and surroun-
ding area for casual-
ties. With the assistance
of international search-
and-rescue teams,
more than 80 casual-
ties are brought to a
mobile medical unit that
has set up outside the
ʻhot zoneʼ around the
village. The casualties
receive pre-triage to ascertain the severity
and nature (chemical/non-chemical) of their
injuries, are decontaminated, and then re-
moved from the area for treatment at a mobile
hospital according to their injuries. Meanwhile,
an OPCW Investigation of Alleged Use (IUA)
sampling team arrives and takes water sam-
ples from a well inside the hot zone. After ex-
ternal decontamination, the sample
containers are transferred to an OPCW mo-
bile laboratory for analysis to identify the che-
micals. Under OPCW escort to maintain chain
of custody, a split sample is then escorted by
OPCW personnel to the airport and shipped
to a pre-determined certified laboratory for
confirmation of the results. At the same time
that events are playing out at Santar, the AS-
SISTEX command post receives reports of
more suspected IEDs that have been found in
a sports hall near the stadium, scene of the

previous dayʼs attack. Urban search-and re-
scue (USAR) specialists arrive to evacuate
casualties and mark the locations of the su-
spected IEDs. Bomb disposal experts are
then called in defuse the devices. At 15:45 on
Day 2, the Local Emergency Management
Authority (LEMA) declares the situation under
control and ASSISTEX operations are con-
cluded.

OPCW Director-General Has High-Level
Meetings and Closes ASSISTEX 3 Exercise
in Tunisia

The OPCW Director General, Ambassador
Ahmet Üzümcü, visited Tunis on 14 and 15 Oc-
tober 2010 where he met with Tunisian Gov-
ernment ministers and participated in the
closing ceremony of the ASSISTEX 3 interna-
tional assistance and protection exercise. At

the sport complex in
Rades where ASSIS-
TEX 3 was staged, the
Director-General re-
viewed a display of the
equipment used by par-
ticipating national teams
together with a commer-
cial exhibition of equip-
ment for protection
against chemical
weapons. He then parti-
cipated in the closing ce-

remony with H.E. Mrs Saida Chtioui, Tunisiaʼs
State Secretary for Foreign Affairs, and H.E. Mr
Vaidotas Verba, Chairman of the Conference
of the States Parties to the CWC. Director-
General Üzümcü expressed his appreciation
to the Tunisian authorities for hosting ASSIS-
TEX 3, and to the other participating OPCW
States Parties*, the regional teams from North,
West and East Africa and the Caribbean, and
the United Nations Office for the Co-ordination
of Humanitarian Affairs (UN-OCHA), for their
active participation. Noting that the threats as-
sociated with use of chemical weapons by non-
state actors have created increased interest in
the OPCWʼs coordination of emergency assi-
stance to States Parties, he stressed that the
Organisation must maintain a state of readi-
ness to respond to requests for assistance in a
timely and efficient manner, including provision
of emergency assistance and coordination with
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various agencies in the field. The Director-Gen-
eral further noted that ASSISTEX 3 was the
first such exercise held outside Europe, and for
the first time that it combined a mock investi-
gation of alleged use of chemical weapons with
an assistance and protection exercise. He sta-
ted that ASSISTEX 3 had enabled the OPCW
to test the scope of its cooperation and coordi-
nation with other organisations, local emer-
gency management authorities and
emergency response units, and that participa-
ting teams had the opportunity to test their own
mandates and procedures. The Director-Gen-
eral said that the Technical Secretariat will
carry out a comprehensive evaluation of AS-
SISTEX 3 and its performance, and based on
the results achieved and the lessons learned,
a follow-up plan
will be drawn up
and imple-
mented in the
coming months. 

* Denmark, France, India, Italy, Libya,
Spain, South Africa, Switzerland, Turkey,
United Kingdom 

ASSISTEX-3 and the mass media

FRENCH NEWSPAPER
Tunis to host assistance exercise against use
of chemical weapons

TUNISIAONLINENEWS- – From 11-15
October, 2010 the Organization for the Prohi-
bition of Chemical Weapons (OPCW) will con-
duct its third exercise on the delivery of
assistance and protection to states parties
against the use of chemical weapons, in
Tunis. The exercise, dubbed ASSISTEX 3, will
be held at the 7 November Sports Complex at

Rades, in Tunis, reported the Tunisian press
agency on Wednesday. The exercise will
focus on the OPCWʼs response to a request
for assistance by a state party that has been
threatened and attacked with chemical
weapons. Participants will include specialized
teams from Denmark, France, India, Italy,
Libya, South Africa, Spain, Switzerland,
Tunisia, Turkey and the United Kingdom, to-
gether with personnel from the OPCW Tech-
nical Secretariat in The Hague and the UN
Office for the Coordination of Humanitarian
Affairs. The program will include briefings,
demonstrations, and a concluding press con-
ference. The convention on the prohibition of
chemical weapons came into force in 1997
and currently includes 188 member states,
representing 98% of the world population
and chemical industry.

ITALIAN NEWSPAPER
Chemical Weapons: ASSISTEX 3 Exercise
Ends in Tunis

(ANSAmed) - TUNIS, OCTOBER 15 - The
first to move
among the
wounded are the
ʻʼdirty menʼʼ with
breathing appara-
tus that nor only
provide the lungs
with oxygen but
also inject oxygen
into the suit that
covers the every
centimeter of
skin, insulating
the body: this is part of the ASSISTEX 3 sim-
ulation, the exercise against chemical
weapons attacks that ended today in the
Rades Stadium north of Tunis. This is the
third exercise decided by the Organisation for
the prohibition of chemical weapons (Orga-
nizzazione per la proibizione delle armi
chimiche, OPAC), a body with offices in the
Hague to which the United Nations assigned
the implementation of the Paris Convention
on the ban of chemical weapons that has
been in force since April 1997 (CWC). The
Convention was signed by 188 Countries that
undertook to ban the production, develop-
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ment, storage and use of any chemical
weapon and OPAC, which includes opera-
tional teams from 22 Countries, has the duty
of intervening upon request by any Member
State. ASSISTEX 3 in Tunis saw the involve-
ment of more than 200 experts and observers
from Algeria, Denmark, France, India, Libya,
Spain, South Africa and Tunisia. Italy was
present with 31 firemen, one of the largest fire
fighting teams, led by Silvio Saffiotti, and ten
vehicles equipped with cutting edge technol-
ogy for detection, analysis, decontamination,
reclamation and recharging of self protection
devices. The exercise simulated in detail a
chemical attack in the imaginary country of
Daniria with men strewn on the ground acting
as the wounded and the ʻʼdirty menʼʼ that first
enter the ʻʼcordonedʼʼ area. Their task is to re-
cover the wounded and to rapidly collect soil
and air samples as well as any containers.
The wounded and the champions are then
handed over to the ʻʼclean teamsʼʼ that lie ou-
tside the contaminated area. The wounded
are transported to decontamination showers,
and samples to analysis facilities. The life of
the affected men depends on the speed of te-
chnicians in identifying the toxic agent, Sarin,
Soman, Tabun, VX, or Ea 5774, and delive-
ring the suitable antidote. (ANSAmed).

TUNISIAN NEWSPAPER
Third ASSISTEX 3 drill ends in Tunis

TUNISIAONLINENEWS- The third drill in
assistance and protection against use of

chemical weapons, “ASSISTEX 3,” which
started on October 11, ended on Friday, at the
Radès November 7 Sports City. The closing
day of the exercise was chaired by Secretary
of State for Foreign Affairs in charge of Amer-
ican and Asian Saida Chtioui, with attendance
of Mr. Ahmed Uzumcu, Director- General of
the Organization for the Prohibition of Chem-
ical Weapons (OPCW) and ambassador Vail-
dotas Verba, chairman of the Conferenceʼs
member-states. The secretary of state
stressed that the organization of this drill in
Tunisia, as instructed by President Ben Ali,
demonstrates Tunisiaʼs unfailing attachment
to the noble targets defined in the Convention
of Prohibition of Chemical Weapons, given
the countryʼs conviction of the importance of
solidarity and international co-operation and
commitment to serve the causes of peace and
security in the world. For his part, Mr. Ahmed
Uzumcu, OPCW Director-General, under-
scored Tunisiaʼs efforts to guarantee success
of this drill, which was an occasion for the
OPCW member countries to boost their ca-
pacities and develop their skills in the field of
protection against likelihood of chemical at-
tacks. On the fringes of this drill, an exhibi-
tion/display of protection equipments against
chemical weapons was organized. (Source/
TAP)

More on ASSISTEX-3 @ www.opcw.org
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The floods in Pakistan earlier this year, in ad-
dition to forcing about 20 million people out of
their homes, also released long-lived chemi-
cals, known collectively as persistent organic
pollutants (POPs); these include several
banned pesticides and the insect repellent
DDT; they are dispersed around the planet by
atmospheric patterns, do not degrade natu-
rally, and are linked
to hormonal, devel-
opmental, and repro-
ductive disorders,
and increased risk of
diabetes, cancer, and
dementia. The floods
that tore through
Pakistan earlier this
year, affecting twenty
million people, re-
leased some 3,000
tons of dangerous
chemicals into the
environment. A report
due to be published
next year will warn
that the event was
not a one-off. Its findings were presented at
the climate negotiations in Cancún, Mexico,
earlier this week. The long-lived chemicals,
known collectively as persistent organic pol-
lutants (POPs), include several banned pesti-
cides and the insect repellent DDT. They are
dispersed around the planet by atmospheric
patterns, do not degrade naturally, and are
linked to hormonal, developmental, and re-
productive disorders, and increased risk of di-
abetes, cancer, and dementia. Catherine
Brahic reports that “Climate Change and
POPs Inter-Linkages,” published by the UN
Environment Program, is the first study to look
at how climate change will affect POPs, which
are regulated under the UN Stockholm con-
vention. It found that climate change in-
creases the risks posed in several ways. Both
measurements and models show that as eva-
poration increases with warmer temperatures,
more of the chemicals are released from the
land masses, rivers and lakes where they are

stored. Once in the atmosphere, they can
travel great distances. Likewise, glaciers lock
away POPs, preventing them from causing
more harm. Data shows, however, that as
they are melting with global warming, their
toxic load is being re-mobilized. Storms and
extreme weather events like this yearʼs floods
in Pakistan are another factor in the release

of POPs into the en-
vironment, when dis-
asters release
stockpiles stored in
drums. Pakistan is a
recent signatory or
the Stockholm Con-
vention and in 2009 it
filed a preliminary
audit of its POP
stockpiles, stating
that there were at
least 6,000 tons of
the chemicals locked
up in stores around
the country. Accord-
ing to Pakistanʼs
audit, about half of

the stores were in low-lying areas near bodies
of water, including the areas that were flooded
this year. Michael Stanley-Jones of UNEP
yesterday told New Scientist that aerial sur-
veys after the floods found that the facilities
had been destroyed by the force of the water
crashing through the flooded plains. Similar
events took place after the Indian Ocean
tsunami in 2004, said Donald Cooper, execu-
tive secretary of the Stockholm Convention,
adding that more and more intense extreme
weather events like this yearʼs floods and fires
put the hundreds of thousands of tons of
stockpiled chemicals around the world at risk.
“Throughout Asia and Africa there has been a
large accumulation of old pesticides, many of
which are POPs,” says Cooper. In a bitter
twist or irony, the pesticides were often sent
by rich nations as aid, in response to a past
food crisis. Excess pesticide could not be sent
back and so was simply stored for an indefi-
nite period.

Pakistan floods released tons of toxic chemicals
Source: http://homelandsecuritynewswire.com/pakistan-floods-released-tons-toxic-chemicals
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Homeland Security Secretary Janet Napolitano
is warning Americaʼs allies in the fight against
terrorism that they must expand the monitoring
of the global supply chain to include everyday
substances that can be used to make
weapons. «It can be ... chemicals used in the
manufacture of bombs, but youʼre also talking
chemical, biological, potentially radiological

(weapons),» she
said, speaking exclu-
sively to Fox News.
«All the things that
we need to be con-
cerned about in
todayʼs threat envi-
ronment.» Itʼs an ar-

gument Napolitano is expected to be making
quite a bit in the days to come. On Thursday,
Napolitano and officials from the Department
of Homeland Security and White House will be
meeting here behind closed doors with the
World Customs Organization, the only inter-
governmental group devoted exclusively to
customs matters. Napolitano will then wrap up
her week-long, security-focused trip to
Afghanistan, the Middle East and Europe with
remarks at the European Policy Center, a
Brussels-based think tank. Aides wouldnʼt offer
details about what she will say, but one official
said to expect a call for «expansion» of global
efforts to monitor and secure potentially dan-
gerous substances, particularly the 14 so-
called «precursor chemicals» that are legal but
causing so many problems in Afghanistan and
elsewhere. According to a statement from the
European Policy Center, Napolitano will «share
her vision for securing the global supply chain
through a layered security approach to identify,
deter and disrupt threats in partnership with
Europe and other international actors.» A year
ago, the U.S. government and world partners,
led by the World Customs Organization,

launched an initiative called Global Shield, fo-
cusing on chemicals such as ammonium ni-
trate, which can be found in standard fertilizer
and is used in more than 80 percent of the
homemade bombs used by insurgents in
Afghanistan. Napolitano started her overseas
trip in Afghanistan, where dozens of officials
from her department, particularly from Cus-
toms and Border Protection and the U.S. Bor-
der Patrol, are training Afghan security forces
to conduct customs operations. Napolitano got
a first-hand look at the Torkham border cross-
ing along the Afghanistan-Pakistan border. She
said her department «started» its efforts by ad-
dressing precursor chemicals «because thatʼs
such a top priority, keep the tools out of the
hands of terrorists.» «But as you know from
last October when we had the attempt to get
bombs hidden in toner cartridges onto cargo
planes, cargo itself can become a target,» she
said. «What weʼre really talking about here is
whatʼs called the global supply chain, how you
protect it from terrorist attack. ... Given the
global nature of commerce, itʼs very important
that that supply chain itself remains free from
attack.» In the end, one Homeland Security of-
ficial said, Napolitano is in Brussels to «build»
and «bulk up» international efforts to track pre-
cursor chemicals and secure the global supply
chain. «How can someone smuggle a radio-
logical weapon filled with chemicals into the
United States by exploiting the global supply
chain?» the official said. «There are multiple
points into that supply chain, so there are mul-
tiple ways to disrupt it.» The official said the
U.S. government is trying to be «proactive,»
employing «intelligence-based» methods,
analysis of shipping data from around the
world, and information-sharing.

«You get at it by forming partnerships, and
you get at it by working with the community of
nations,» Napolitano said.

Napolitano Urges Allies to Crack Down on Bomb-Making Ma-
terial
Source:http://www.foxnews.com/politics/2011/01/05/napolitano-counterterrorism-focus-
shipments-everyday-chemicals/#ixzz1AHZkSpXb

EDITOR’S NOTE: On Jan 8th a mailing addressed to the nationʼs homeland security
chief ignited with a similar flash of fire and smoke at a D.C. postal processing facility.
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In times of tightening security budgets, the
way in which countries prepare for Chemical,
Biological, Radiological and Nuclear (CBRN)
incidents, deserves renewed scrutiny. The
ʻone percent doctrineʼ – prepare for the worst,
even if the worst is highly unlikely – which is
the current dominant paradigm, may have to
be set aside in favour of a more realistic ap-
proach. This involves the prioritisation of ca-
pabilities against C, B, R, or N in the analysis,
prevention and response (APR) phases. This
will have to be done against the background
of limited availability of data on the intentions
and capabilities of actors to actually use
CBRN weapons and uncertainty about scien-
tific developments in the field of chemistry, bi-
ology and nanotechnology.

This report seeks to inform both policy-
makers and the CBRN industry by analysing
the nature and size of present and future
CBRN-threats as perceived by the policy-
making and the expert community. It also
compares policy approaches in six countries
(Canada, France, Germany, the Netherlands,
the United Kingdom (UK) and the United
States (US)) and two international organisa-
tions (NATO and the EU).

Current CBRN-threats and hazards
An analysis of how current CBRN-threats

and hazards are perceived by policymakers
from the countries analysed shows the fol-
lowing:
• There is a consensus on the importance

of CBRN-threats. All six countries list
CBRN-terrorism or other CBRN-weapon
use and the proliferation of CBRN-
weapons among the most important se-
curity threats;

• The supporting analysis of these coun-
tries as well as NATO and the EU con-
sider CBRN-incidents as necessarily
catastrophic, high impact phenomena.

They do not consider the possibility of
smaller CBRN-incidents;

• The general perception is that state ac-
tors have the capacity to acquire CBRN
but are restrained to deploy them. The

opposite holds true for non-state actors.
Only Al-Qaeda is considered a CBRN
threat.

The expert community does not concur
with these assessments. Most notably, this
community disagrees with the probability of
terrorist actors committing a CBRN attack
(which it deems less probable). The experts
also present a more in-depth understanding
of the consequences of the release of CBRN
agents with different delivery methods (im-
pact).

Future CBRN threats and hazards
There is a consensus that in the next five

to fifteen years, potential future CBRN threats

Navigating the CBRN landscape of 2010 and beyond: to-
wards a new policy paradigm
The Hague Centre for Strategic Studies
Erik Frinking, Tim Sweijs, Teun van Dongen and Aksel Ethembabaoglu
This report has been commissioned by TNO.
Source: http://www.hcss.nl/en/news/1322/The-CBRN-landscape.html
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and hazards depend on technological and
geopolitical developments related to the pro-
liferation and use of CBRN materials. With re-
spect to science and technology, experts
expect:
• An increasing convergence of chemistry

and biology;
• Tremendous advances in understanding

and manipulating genes, cells, and or-
ganisms;

• Developments in the field of nanotechnol-
ogy that may revolutionise dispersal
methods.

With respect to materials:
• An increasing availability of CBRN mate-

rials;
• The potential to engineer (CB) materials

from scratch;
• A growth in the number of dual-use mate-

rials and technology that pose major chal-
lenges to non-proliferation regimes.

With respect to intentions:
• A persistent intention on the part of state

actors to acquire (new types of ) CBRN
capabilities;

• A persistent intention on the part of non-
state actors to acquire (new types of )
CBRN capabilities and in some cases an
explicit desire to use these capabilities.

With respect to capabilities:
• Significantly fewer hurdles to state actor

CBRN acquisition as a result of knowl-
edge diffusion and economic globalisa-
tion;

• Fewer hurdles to non-state actor CBRN
acquisition, although these will continue
to exist;

• The emergence of a distinction between
future and traditional BCW, with the for-
mer the prerogative of state actors while
the latter may be within the reach of both
state and non-state actors.

Overall, experts agree that in the 21st cen-
tury, CBRN materials may be utilised and de-
ployed as weapons in novel ways, both in the
military and civil domain.

The CBRN-policy benchmark
The CBRN-policy benchmark, comparing

the six countries mentioned above, reveals
how countries formulate and execute their re-
spective CBRN policies.

Our analysis found that:
• Some countries deal with CBRN as a sin-

gle policy issue in its own right; other
countries approach CBRN as part of a
larger security policy approach;

• CBRN crisis management has shifted
from the military to the civil domain result-
ing in a duplication of efforts;

• While capabilities have been strategically
identified along the analysis, prevention
and response (APR) phases, few coun-
tries have dedicated CBRN strategies.
On the basis of the findings and conclu-

sions of each of the chapters, the following
eleven observations are made. These ob-
servations are intended to help policymakers
and industry navigate the complex CBRN
landscape of 2010 and beyond. They are for-
mulated around the scope of risk considera-
tion, the assessment of risks (including
probabilities, impact, and vulnerability) and
capability requirements.

Observation 1
The worst case-scenario approach, which is
prevalent in CBRN assessment conducted by
states, neglects attention to smaller or milder
CBRN incidents.

Observation 2
The focus on CBRN as a whole ignores the
distinct characteristics of each of these com-
ponents.

Observation 3
While current proliferation prevention mecha-
nisms seem to work, it is questionable
whether they can keep pace with technologi-
cal developments and remain future proof.

Observation 4
Focus on loss of life has dominated the im-
pact discussion at the detriment of other po-
tentially damaging impacts, ranging from
political and social instability to economic and
ecological costs.
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Observation 5
Existing CBRN risk assessment capabilities
within and outside governments are generally
crude and lack a more calibrated analysis and
an integrated understanding of the risk posed
by CBRN incidents.

Observation 6
The current risk assessments approaches pri-
marily focus on the threat and impact compo-
nents of risk, and less so on vulnerability.

Observation 7
As with other investments in the field of secu-
rity, a transparent method to evaluate budget
allocation and investment in capabilities,
against risk reduction and potential economic
gain is lacking.

Observation 8
Risk reduction efforts do not focus sufficiently
on getting more value for money.

Observation 9
The CBRN efforts by military and civilian ac-
tors are uncoordinated and overlap.

Observation 10
Responsibility for CBRN protection is partly
shifting from the public to the private sector.
But the associated knowledge flow (what to
protect against, how to protect, how to re-
spond?) is not always keeping up with this
movement.

Observation 11
National security concerns prevent division of
tasks across borders. This hampers a more
efficient and effective CBRN policy.
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Protection against nerve gas attack is a signifi-
cant component of the defense system of many
countries around the world. Nerve gases are
used by armies and terrorist organizations, and
constitute a threat to both the military and civi-
lian populations, but existing drug solutions
against them have limited efficiency. A multidis-
ciplinary team of scientists at the Weizmann In-
stitute of Science succeeded in developing an
enzyme that breaks down such organophos-
phorus nerve agents efficiently before damage
to nerves and muscles is caused. Their results
have recently been published in the journal Na-
ture Chemical Biology. Recent experiments
performed in a U.S. military laboratory (USAM-
RICD) have shown that injecting a relatively
small amount of this enzyme into animals pro-
vides protection against certain types of nerve
agents, for which current treatments show limi-
ted efficacy. Nerve agents disrupt the chemical
messages sent between nerve and muscle
cells, causing loss of muscle control, and ulti-
mately leading to death by suffocation. Nerve
agents interfere with the activity of acetylcholi-
nesterase, the enzyme responsible for the bre-
akdown of the chemical messenger -
acetylcholine. As a result, acetylcholine conti-
nues to exert its effect, resulting in constant mu-
scle contraction throughout the body. Several
drugs exist that are used to treat cases of nerve
agent poisoning. Although these drugs are so-
mewhat effective when exposed to small doses
of the nerve agent, they do not provide protec-
tion against high-dose exposure; they are not
effective against all types of nerve agents; or
they cause serious side effects. Neither are
they able to prevent nor repair cerebral and
motor nerve damage caused by the nerve
agent. An ideal solution to the problem is to use
enzymes - proteins that speed up chemical re-
actions - to capture and break down the nerve
agent before it gets the chance to bind to the
acetylcholinesterase, thereby preventing dam-
age. The main obstacle facing the realization of
this idea, however, is that nerve agents are
man-made materials and therefore, evolution
has not developed natural enzymes that are
able to carry out this task. Scientists worldwide

have previously succeeded in identifying en-
zymes that are able to break down similar ma-
terials, but these enzymes were characterized
by low efficiency. Large amounts of the enzyme
were therefore required in order to break down
the nerve agent, rendering their use impracti-
cal. This is where Prof. Dan Tawfik of the Weiz-
mann Instituteʼs Biological Chemistry
Department enters the picture. Tawfikʼs group
developed a special method to artificially induce
«natural selection» of enzymes in a test tube,
enabling them to engineer «tailor-made» en-
zymes. The method is based on introducing
many mutations to an enzyme, and scanning
the variety of mutated versions that were cre-
ated in order to identify those that exhibit im-
proved efficiency. These improved enzymes
then repeatedly undergo further rounds of mu-
tations and selection for higher efficiency. In
previous studies, Tawfik showed that this
method can improve the efficiency of enzymes
by factors of hundreds and even thousands.
For the current task, Tawfik selected an enzyme
that has been extensively studied in his labora-
tory, known as PON1. The main role of this en-
zyme, found naturally in the human body, is to
break down the products of oxidized fats that
accumulate on blood vessel walls, thus pre-
venting atherosclerosis. But PON1 seems to be
a bit of a «moonlighter» as it has also been
found to degrade compounds belonging to the
family of nerve agents. However, because this
activity has not fully evolved and developed

Protection Against Nerve Gas
Source: http://www.medicalnewstoday.com/articles/214657.php
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through natural selection, its efficiency in carry-
ing out the task remains very low. But by using
the directed evolution method, scientists hope
that they will be able to evolve this random
«moonlighting» activity into PON1ʼs main «day
job,» which would be carried out more quickly
and efficiently than before. In the first phase,
Tawfik and his team, including research fellow
Dr. Moshe Goldsmith and postdoctoral student
Dr. Rinkoo Devi Gupta, induced a number of
mutations in PON1 - some random and others
directed at key sites on the enzyme. To identify
the most effective PON1 mutants, the scientists
joined forces with Yacov Ashani of the Struc-
tural Biology Department. The method that the
scientists developed closely mimics what hap-
pens in the body upon exposure to nerve
agents: They put the acetylcholinesterase in a
test tube together with a specific mutant PON1

enzyme that they wanted to test, and added a
small amount of nerve agent to it. In cases
where the acetylcholinesterase continued to
function properly, it could be concluded that
PON1 rapidly degraded the nerve agent before
it was able to cause damage to the acetyl-
cholinesterase. After several rounds of scan-
ning, the scientists succeeded in indentifying
active mutant enzymes, which are able to break
down the nerve agents soman and cyclosarin
effectively before any damage is caused to the
acetylcholinesterase. These mutant enzymes
have been structurally analyzed by a team of
scientists from the Structural Biology Depar-
tment, which included Profs. Joel Sussman and
Israel Silman, and research student Moshe
Ben-David. Further experiments have shown
that when these enzymes were given as a pre-
ventative treatment before exposure, they af-
forded animals near-complete protection
against these two types of nerve agents, even
when exposed to relatively high levels. The sci-
entists plan to further expand the scope and de-
velop preventive treatment that provides
protection against all types of existing nerve
agents. They are also trying to develop enzy-
mes with high enough efficiency to be able to
very rapidly break down the nerve agent so
they could be used to prevent the lethal effects
of nerve agents by injection immediately after
exposure.

A new report highlights one of the major
problems in preparing defenses against chemi-
cal and biological (CB) agents: «Given the in-
herent secrecy with which states and other
actors will conduct CB agent development, ad-
versary programs could acquire new CB agents
years before U.S. defense planners recognize
those agents—- And, after the U.S. intelligence
community recognizes those CB agents as
threats, the United States will probably need
many more years to establish a comprehensive
defense against them. Such gaps in CB agent
defense capabilities pose a potentially serious
risk to U.S. military operations». The U.S. De-

fense Department should revamp its chemical-
and biological-weapon defense efforts in a bid to
discourage antagonists from developing new
lethal agents or employing such materials in a
devastating attack, according to a newly pub-
lished RAND Corp. report. Global Security
Newswire quotes the report to say that, “Given
the inherent secrecy with which states and other
actors will conduct CB agent development, ad-
versary programs could acquire new CB agents
years before U.S. defense planners recognize
those agents…. And, after the U.S. intelligence
community recognizes those CB agents as th-
reats, the United States will probably need many

U.S. urged to update chem-bio defense efforts
Source: http://homelandsecuritynewswire.com/us-urged-update-chem-bio-defense-efforts
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more years to establish a comprehensive de-
fense against them. Such gaps in CB agent de-
fense capabilities pose a potentially serious risk
to U.S. military operations.” There are a number
of “key challenges” in dealing with biological and
chemical threats, the report
states: identifying creation of
new weapons materials,
comprehending those dan-
gers, the years or even
decades needed for coun-
termeasure development,
and the “extended time peri-
ods” required for deploying
those systems. Mustard
agent existed for decades
before scientists understood
its harmful genetic effects, and U.S. medical
preparations for a soman attack are unfinished
more than a half a century after the nerve
agentʼs potential became known, the docu-
ment notes. Physical countermeasures includ-
ing protective suits and breathing apparatus
could in many cases offer “some level of de-
fense” against a wide range of agents, the re-
port states. “But what of new agents developed
specifically to exploit limitations in the existing
CB defenses? What if detection is the trigger for
donning protective gear, and U.S. detectors are
incapable of sensing new categories of agents?
These concerns pose real challenges for a pro-
gram that delays the development of an opera-
tional defense strategy until potential CB threat
agents are validated and well characterized.”
Improving U.S. military and allied preparations
for chemical or biological strike would necessi-
tate “broadening and adjusting” Pentagon
Chemical and Biological Defense Program poli-
cies for obtaining new equipment, the report
later adds. Various international developments
have increased the probability of governments
or other organizations developing new chemi-
cal or biological warfare capabilities, it says. The
Chemical Weapons Convention forbids the
stockpiling of known chemical-weapon agents
and their constituent materials, but “some actors
might try to avoid short-term treaty censure by
pursuing agents and precursors not explicitly
identified by the CWC and take similar action
with biological weapons,” says the analysis.
“The adverse economic and political repercus-
sions of developing new CB agents will likely

compel actors to conduct their CB programs
covertly, posing a range of problems for the in-
ternational community,” it adds. Scientific capa-
bilities around the world are “accelerating” and
“dual-use” manufacturing sectors have prolifer-

ated, raising additional con-
cerns about the increasing
availability of weapon-us-
able material and expertise,
says the document. A num-
ber of “small yet technically
competent nations” might
consider a chemical or bio-
logical deterrent a potential
asset, and recent high-pro-
file incidents such as the
2001 anthrax mailings have

shown that such agents can serve as “weapons
of intimidation,” it adds. “Potential proliferators
are aware that the use of [chemical-weapon]
agents in the past (for example, Italy in the
1930s and Iraq in the 1980s) did not result in the
kind of swift punishment that supports deter-
rence,” the reportʼs authors wrote. “In the com-
ing decades, these factors will likely increase
the probability that the United States will face
ʻunknownʼ CB agent threats and CB agent
threats against which existing CB defenses are
inadequate even for U.S. military personnel,”
they said. The “best approach” to the threat
would involve dissuading enemies from prepar-
ing new biological or chemical weapons sys-
tems, broadly deterring the use of such
materials, and pursuing “immediate deterrence
of specific adversary CB attacks and the ability
to defeat such attacks,” according to RAND.
Components of this strategy would include
“proactive CB defensive [science and technol-
ogy], vigorous and well-funded defensive sys-
tem development, and strategic
communications”; a “convincing information of-
fensive” that would persuade foes that the
United States and its allies are prepared to deal
with any biological or chemical threat; and an
expanded and updated Chemical and Biologi-
cal Defense Program purchase emphasis.
“Successful initiatives in dissuasion and deter-
rence will depend on CB defensive programs
that appear dynamic, progressive, and inte-
grated with other Defense Department and na-
tional-level efforts in counterproliferation,” the
report states.
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The United Kingdom has issued new recom-
mendations for the rehabilitation of contami-
nated buildings  and other structures and
outdoor areas following a WMD attack, the
Center for Infectious Disease Research and
Policy reported. The 50-page guidance
paper prepared by the British Environment,
Food and Rural Affairs Department amends
2004 recommendations for recovery opera-
tions following an unintended or deliberate
chemical, biological, radiological or nuclear
incident. The department said the recom-
mendations cover a variety of entities, in-
cluding private businesses and government

organizations, and is intended
to provide a beginning point for
preparing for and responding
to a crisis. The document ad-
dresses planning for coordina-
tion among various
organizations and suggests
strategies for establishing pri-
orities when carrying out de-
contamination operations.

U.K. Rolls Out New WMD Decontamination Protocols
Source: http://www.globalsecuritynewswire.org/gsn/nw_20110202_9676.php

Warfighters Ready For Invisible Threats
Source: http://www.medicalnewstoday.com/articles/216289.php

In asymmetric warfare, early detection and
identification of trace level chemical and biolo-
gical agents and explosive compounds is criti-
cal to rapid reaction, response, and
survivability. While there are many methods
currently being used that can detect these th-
reats, none allow for the unique fingerprinting
of threat agents at trace levels. A research
team, led by Drs. Joshua Caldwell and Orest
Glembocki, scientists at the U.S. Naval Re-
search Laboratory, Electronic Science and
Technology Division, has overcome this limita-

tion with surface enhanced Raman scattering
(SERS) using optically stimulated plasmon os-
cillations in nanostructured substrates. Shown
to provide enhancements of the Raman  sig-
nal, large-area gold (Au) coated silicon (Si)
nanopillar arrays are over 100 million times
(108) more sensitive than Raman scattering
sensing alone, while maintaining a very uni-
form response with less than 30 percent vari-
ability across the sensor area.  «These arrays
are over an order-of-magnitude more sensitive
than the best reported SERS sensors in the lit-
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erature and the current state-of-the-art large-
area commercial SERS sensors,» said Cald-
well. «These arrays can be a key component of
fully integrated, autonomously operating chem-
ical sensors that detect, identify and report the
presence of a threat at trace levels of expo-
sure.» Raman devices use laser light to excite
molecular vibrations, which in turn causes a
shift in the energy of the scattered laser pho-
tons, up or down, creating a unique visual pat-
tern. In the case of trace amounts of molecules
in gases or liquids, detection through ordinary
Raman scattering is virtually impossible. How-
ever, the Raman signal can be enhanced via
the SERS effect using metal nanoparticles.
Despite surface-enhanced Raman scattering
being first observed in the late 1970s, efforts to
provide reproducible SERS-based chemical
sensors has been hindered by the inability to

make large-area devices with a uniform SERS
response. The ability to reproducibly pattern
nanometer-sized particles in periodic arrays
has finally allowed this requirement to be met.
«While many tools are currently available to
detect trace amounts of chemical warfare and
biological agents and explosive compounds, a
device using SERS can be used to identify
these minute quantities of the chemicals of in-
terest by providing a ʻfingerprintʼ of the mate-
rial, which all but eliminates the prevalence of
false alarms,» says Glembocki. SERS offers
several potential advantages over other spec-
troscopic techniques because of its measure-
ment speed, high sensitivity, portability, and
simple maneuverability. SERS can additionally
be used to enhance existing Raman technolo-
gies, such as the hand held and standoff units
that are already in use in field applications.

A 100,000 times magnified view of the gold coated, silicon nanopillars that make up the arrays used in the
SERS measurements. Each array consists of 250,000 nanopillars with up to 400 arrays per wafer. Credit:
U.S. Naval Research Laboratory

Multi-Role Respiratory Protective Equipment (RPE) System
Source: http://www.avon-protection.com/Protection%20US/Solutions%20by%20sector/viking-
st53.htm

The ST53 TM combines Avon Protection Sys-
temsʼ FM53 mask with new and innovative
modular breathing apparatus technology to
provide positive pressure SCBA and PAPR

capability. The ST53 TM system provides the
operator with total flexibility to select the ne-
cessary level of protection quickly and effi-
ciently whilst continuing to operate effectively



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 181

at an incident. For the first time, the opera-
tional flexibility required by specialist users
from their respiratory protection system is
being offered in a purpose designed product.
Depending on the threat or operational cir-
cumstances at the scene of an incident, ST53
TM can be configured to provide the ideal pro-
tection mode. Seamless transition between
APR protection (negative pressure) and
SCBA protection (positive pressure) ensures
operatives can maximise their time on scene,

whilst ensuring
that the very hi-
ghest levels of
protection are
available.

Features:
• The ST53 TM utilises the FM53 TM mask,

designed specifically with military and law
enforcement applications in mind. 

• The FM53 TM system includes a unique
close fitting filter design, giving the user
greater visibility, improved weapon sight-
ing and manoeuvrability. 

• The ST53 TM backframe option includes a
remote
accessi-
ble, chest
mounted
pressure
gauge for
monitoring
of pres-
sure and
a whistle
for end of
service
alarm
which has
the option
to be dis-
abled if
required. 

• The
ST53SD
TM pro-

vides the option of either a remote whistle
and pressure gauge or a single pressure
gauge attached directly to the regulator
body. 

• The worldʼs smallest, most compact
chemically hardened demand valve pro-
vides constant positive pressure. 

• Designed with stealth applications in
mind including non reflective components
and a warning whistle which can be si-
lenced. 

• For enhanced voice amplification, an op-
tional Voice Projection Unit (VPU) with in-
ternal microphone can be connected via
the Electronic Communication Port
(ECP). The internal microphone may also
be used for radio communications.

• The ST53 TM comes with a choice of 4.7 l
– 9 l 300 bar lightweight carbon cylinders.
The ST53SD TM is available with either a 1

or 2 l 300 bar lightweight carbon wrapped 300
bar cylinder.
• Airline / decontamination attachments are

available with the ST53 TM. 
• Operator replaceable spare parts avail-

able, easy to maintain with access to key
components.

• A wide range of fully compatible acces-
sories such as hydration canteens, com-
munication connections, vision correction
system, clear, sunlight and laser outserts
and a range of storage and carry bags. 
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The U.S. Army is currently
testing a robot designed to
locate, lift and carry
wounded soldiers out of
harmʼs way without risking
additional lives. With feed-
back from its onboard sen-
sors and cameras, the
Battlefield Extraction-Assist
Robot (BEAR) can be re-
motely controlled through
the use of a special M-4
rifle grip controller or by
hand gestures using an An-
throTronix iGlove motion
glove. This equipment
would allow a soldier to di-
rect BEAR to a wounded
soldier and transport them to safety where
they can be assessed by a combat medic.
Built by Vecna Robotics, BEAR maneuvers
via two independent sets of tracked “legs” and
is able to stand up and dynamically balance
on the balls of its ankles, knees or hips while
carrying a load. At full height BEAR stands 1.8
m (6 ft) tall, allowing it to look over walls or to
lift its cargo onto a raised surface. To ensure
it can handle a fully equipped soldier, BEARʼs
hydraulic arms are capable of carrying up to
500 pounds (227 kg), while its hands and fin-
gers allow it to carry out fine motor tasks. It
also has a “teddy bear” face that is designed

to be reassuring. BEAR has been undergoing
tests over the past year in simulations and live
exercises by soldiers at the U.S. Army Infantry
Center Maneuver Battle Lab at Fort Benning,
Georgia. These tests are designed to provide
BEARʼs developers with feedback on the real-
world operational capabilities and require-
ments for the robot. Anthronix, the makers of
the iGlove, which is available commercially as
the AcceleGlove, plans to develop a new
glove for controlling the robot that will include
more accelerometers and a digital compass
to allow for greater control using only hand
gestures – to instruct the robot to disable an

improvised explosive device or travel
exactly 500 meters east for example.
The alternative method of remote con-
trol, a «Mounted Force Controller»
which is mounted on the grip of an M-4
rifle, allows a user to control BEAR with-
out having to put down their weapon.
Currently all BEARʼs actions are con-
trolled by a human user but the devel-
opers are working to give BEAR more
complicated semi-autonomous behav-
iors that will allow it to understand and
carry out increasingly complicated com-
mands. Vecna Robotics says BEAR
could also be used for search and res-

Battlefield Extraction-Assist Robot to ferry wounded to sa-
fety
Source: http://www.gizmag.com/battlefield-extraction-assist-robot/17059/

BEAR is an all-terrain, search-and-rescue humanoid robot that
can lift and carry up to 500 pounds, yet can grasp fragile objects
without damaging them (Image: TATRC)
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cue, handling hazardous materials, surveil-
lance and reconnaissance, mine inspection,

lifting hospital patients, or even warehouse
automation. However, the battlefield is where
weʼre probably most likely to first see BEAR.
“If robots could be used in the face of threats
such as urban combat, booby-trapped IEDs,
and chemical and biological weapons, it could
save medicsʼ and fellow soldiersʼ lives,» says
Gary Gilbert of the U.S. Army Medical Re-
search and Materiel Commandʼs Telemedi-
cine and Advanced Technology Research
Center (TATRC), which helped fund BEARʼs
development.

EDITOR’S NOTE: BEAR might be a good alternative for extraction of CBRN contami-
nated casualties trapped in the “hot zone” following a real terrorist attack or an in-
dustrial accident.

EDITOR’S NOTE: Oral and poster presentations relevant to the thematology of the
CBRNE-Terrorism Newsletter:

EVALUATING A NEWLY SYNTHESIZED
OXIME CLINICALLY AND BIO-ANALYTI-
CALLY IN ORGANOPHOSPHOROUS
COMPOUND EXPOSURE 

Authors: CPT. Zeki İlker KUNAK, MD. PhD1., ,
CPT. Nuri YILDIRAN, MD2., Tuna SUBASI, Ch-
emıst3. LCDR Emin Özgür AKGÜL, MD4., CPT.
Enis MACIT Pharm. PhD5., COL KENAR Levent
MD. PhD1.,  LCDR Hakan YAREN, MD. PhD1.

Institutions: (1) Gulhane Military Medical
Academy, Dept. of Med. CBRN Def., Ankara,
Turkey, (2) Gulhane Military Medical Acad-
emy, Dept. of Military Health Services.,
Ankara, (3) Turkey Mıddle East Technıcal
Unıversıty, Faculty Of Chemistry, Ankara,
Turkey, (4) Gulhane Military Medical Acad-
emy, Dept. of Med. Biochem., Ankara, Turkey,
(5) Gulhane Military Medical Academy, Dept.
of Toxicology, Ankara, Turkey

OBJECTIVE: In this study, it has been aimed
to evaluate the oxime, named TS-131 besides

atropin and obidoxime, whether it could be
used as a wide spectrum enzyme reactivator
and the therapeutic efficacy in organopho-
sphorous compound exposure.

MATERIAL AND METHOD:Methyl paraoxon
is a chemical which inhibits the cholinesterase
enzyme irreversibly, similar with nerve agents.
Anti-cholinergic agents (atropine) and enzyme
re-activators (oximes) are used against
organophosphorous cholinesterase inhibitors.
Here, clinical effects and ability of reactivating
the cholinesterase of both obidoxime and TS-
131 – which we developed – are compared.
Besides this we determined the plasma levels
of both oxime by High Performance Liquid
Chromatography, to evaluate the correlation
with efficacy level. 70 male Sprague-Dawley
have been used in the study. In order to com-
pare the enzyme reactivation abilities, oximes
have been administered 1 minute after expo-
sure to methyl paraoxon. Cholin esterase ac-
tivities of plasma and erythrocyte of the rats
which have been exanguinated at the 30th mi-
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nute, have been measured via spectrometric
method.

RESULTS: In terms of clinical therapy and en-
zyme reactivation, significant difference
(p>0.05) between TS-131 and obidoxime
have been found but it has been suggested
that by increasing the dose, this difference
might diminish especially in butyrilcholinee-
sterase reactivation.

CONCLUSION: With this study, it has been
suggested that, it is possible to use TS-131
for organophosphorous compound exposure
but it will be proper to test TS-131 against
other types of organophosphorous compo-
unds with alternative dosages, determine the
toxicity pharmacokinetic characteristics, pro-
ceed experiments on the distribution of the
molecule in various tissues

BIOLOGICAL WARFARE AGENTS- EMER-
GENCY DETECTION AND MONITORING
OF NATURAL FOCUS

Authors: Major MARINOV Krustyu MD PhD,
GEORGIEVA Elena PhD, SAVOV Encho MD
DNs

Institution: Military Medical Academy, De-
partment of Military Epidemiology and Hy-
giene, Sofia, BULGARIA

Objective: The purpose of this presentation
is to publish our experience, achievements
and problems in identification of some bacte-
rial species – agents of biological weapon. We
report the results from our participation in in-
ternational NATO exercises on sampling and
identification of biological and chemical
agents (SIBCA). Additionally, results from ten
years monitoring of new natural focus of tula-
remia are reported.

Materials and Methods: Rapid methods for
identification of etiological agents of anthrax,
brucellosis, tularemia, plague and cholera were
tested and used. Immunofluorescence meth-
ods and genetic methods- polymerase chain
reaction were used. Isolation and characteri-
zation of tularemia strains from new focus of
tularemia were performed by classical meth-

ods. Genotyping of the strains was performed
by multilocus variable number tandem repeat
analysis. Seroprevalence of F. tularensis
among farm animals was investigated.

Results: The results from our participation in
SIBCA exercises showed good practical rea-
diness for participation in defense of Bulga-
rian army in case of biological attack. In study
of tularaemia focus in an area where tularae-
mia had never been reported eight F. tularen-
sis subsp. holarctica strains were isolated.
The strains showed heterogeneity, based on
acid production from glycerol and erythromy-
cin susceptibility. Genotyping by analysis of
seven loci containing variable-number tan-
dem repeats showed four genotypes among
eight strains. 

PIRACY – TERRORISM OR CRIME

Authors: TONEV, Stoian; KOSTADINOV,
Rostislav; KANEV, Kamen; ARSOV,Volodya

Institution: Medical Intelligence Ward, Chair
Disaster Medicine and Toxicology, Military
Medical Academy, Sofia, Republic of Bulgaria 

A lot of articles have been published re-
cently for the piracy, particularly around So-
mali coast. There are many authors
describing Somali pirates as terrorists. 

Aim: The aim of the article is to discuss the
features of the modern piracy responding to
the question about the piratesʼ nature – terro-
rists or criminals.

Material and Methods: In order to achieve
the set goal piratesʼ activities are thoroughly
analyzed.  Descriptive and comparative me-
thods were applied, along with deductive and
cluster analyses.

Results: Somali piratesʼ activities are descri-
bed and their features are highlighted. The re-
sults from analyzed in depth pirates objectives
and methods are compared to the terroristsʼ
aims and preferred mode of actions. Authors
are considering the possible linkage between
terrorists groups and pirates in Somalia as
highly probable. On the other hand there are
several and have to be noted distinguish dif-
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ferences between Somali pirates and con-
temporary terrorist groups and organizations.

An attempt to find out the routes of piracy
in the modern world is performed.

Conclusion: All obtained results coincide
with the published analyses where contem-
porary piracy is described as criminal activity
with probable link to terroristsʼ groups/organi-
zations.

PREPAREDNESS FOR EMERGENCY RE-
SPONSE AFTER EXPLOSIONS 

Author: GALABOVA,  A.; DRAGNEV V.,
MD,PhD

Institution: Disaster Medicine Scientific Re-
search Laboratory, Military Medical Academy

Introduction: The moment of an explosion is
unpredictable, owing to circumstances which
can hardly be forseen, such as location and
time of occurrence of accidents with explosive
materials or terrorist acts. Therefore, it requi-
res the organization and preparedness for the
timely response of the emergency teams re-
lated to the problem. 

Aim: The present material aims to outline the
factors that affect the timely reaction of the
forces involved in the response activities. 

Material and methods: A literary reference
was carried out concerning past explosions,
problems were identified regarding the or-
ganization of the relief procedures.

Summary: Besides the typical for the explo-
sions blast trauma, in this kind of incidents in-
toxications also occur due to the emitted toxic
gases or chemical warfare agents use. The

possibility a «domino effect» implies the cre-
ation of complicated emergency. 

Conclusion: Blasts problems, as an integral
part of the scientific discipline Disasters Me-
dicine have their own specificity, which requi-
res readiness and implementation of specific
emergency measures to mitigate the conse-
quences.

THE DISASTER TREATMENT PLANNER

Authors: Zvezdana Stojanovic MD; Col.
Radomir Samardzic, MD, PhD; Zeljko Spiric
MD, Ph.D, G. Mandic-Gajic, MD.Ph D. 

Institution: Department of Psychiatry, Military
Medical Academy, Belgrade

Purpose: People have become exposed to
violent crises at an incidence rate that is alar-
mingly increasing. Individuals in crisis need
specialized interventions that are unlike other
forms of therapy. The treatment planner pro-
vides a framework to offer crisis intervention
effectively, while incorporating the criteria ne-
cessary for managed care review and insu-
rance reimbursement.  The individualʼs
strength and weaknesses, unique stressors,
social network, family circumstances and
symptom patterns must be considered for de-
veloping a treatment strategy. The aim of the
disaster treatment plan is to consider  a logi-
cal series of steps that include long-term
goals, short-term objectives and therapeutic
interventions. 

Conclusion: The treatment planner for the di-
saster will promote effective, creative trea-
tment planning starting with crisis intervention
- a process that will ultimately benefit the
client, clinician, and mental health community.
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Among the leaked documents released by
WikiLeaks is a secret list of infrastructure-re-
lated facilities and topics, from pipelines to

smallpox vaccine suppliers, whose loss or at-
tack by terrorists could «critically impact» U.S.
security in the view of the State Department;
the February 2009 cable from the State De-
partment requested overseas U.S. missions
update a list of infrastructure and resources
around the globe «whose loss could critically
impact the public health, economic security
and/or national and homeland security of the
United States»; the list includes undersea ca-
bles, communications, ports, mineral re-
sources, and firms of strategic importance in
countries ranging from Austria to New
Zealand.  WikiLeaks has released a secret list
of infrastructure-related facilities and topics,

from pipelines to smallpox vaccine suppliers,
whose loss or attack by terrorists could “criti-
cally impact” U.S. security in the view of the

State Department. The Febru-
ary 2009 cable from the State
Department requested over-
seas U.S. missions update a
list of infrastructure and re-
sources around the globe
“whose loss could critically im-
pact the public health, eco-
nomic security and/or national
and homeland security of the
United States.”

The cable asked diplomats
to identify “systems and as-
sets, whether physical or vir-
tual, so vital to the United
States the incapacitation or
destruction of such systems
and assets would have a de-
bilitating impact on security,
national economic security,

national public health or safety, or any combi-
nation of those matters.” The cable is marked
“secret state … noforn, not for internet distri-
bution.” “Noforn” means it should not be
shown to foreign governments or other non-
U.S. interests. AFP reports that based on re-
sponses from U.S. missions around the world,
the Department of State prepared a list of crit-
ical infrastructure facilities, assets, and re-
sources which are vital to U.S. national
security and welfare. The list includes under-
sea cables, communications, ports, mineral
resources, and firms of strategic importance
in countries ranging from Austria to
New Zealand. The cable said the State De-

Bio News
WikiLeaks reveals U.S. anxious over infrastructure vulnera-
bility
Source: http://homelandsecuritynewswire.com/wikileaks-reveals-us-anxious-over-infrastruc-
ture-vulne-rability 
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partment, in coordination with DHS, was
seeking input from embassies on “critical in-
frastructure and key resources within their
host countries which, if destroyed, would likely
have an immediate and deleterious effect on
the United States.” It said diplomats were “not
being asked to consult with host governments
with respect to this request.” The request
came under the National Infrastructure Pro-
tection Plan, which aims to enhance protec-
tion of key resources “to prevent, deter,
neutralize or mitigate the effects of deliberate
efforts by terrorists to destroy, incapacitate or
exploit them; and to strengthen national pre-
paredness, timely response, and rapid recov-
ery in the event of an attack, natural disaster
or other emergency.” The cable reveals a vast
range of sites and firms seen as vital to na-
tional interests and security, ranging from
major infrastructure such as the Panama
canal and oil pipelines to Belgian medical
firms and Italian and Australian companies
which produce snake-bite treatments. In Eu-
rope, the Ludwigshafen plant of German
chemical giant BASF was the “worldʼs largest
integrated chemical complex” while Siemens
AG in Erlangen was responsible for “essen-
tially irreplaceable production of key chemi-
cals.” The cable describes Russiaʼs Nadym
gas pipeline junction as “the most critical gas
facility in the world.”

In the Middle East, it notes that “by 2012
Qatar will be the largest source of imported
LNG (liquefied natural gas)” to the
United States. The hundreds of entries in the
document leaked on Sunday also include
mines and mineral resources in Africa and
South America, undersea pipelines, cables,
and ports in China and Japan, French med-
ical and pharmaceutical companies and
shipping terminals and crude oil refineries in
the Middle East. In addition the list includes
Danish and German suppliers of smallpox
and rabies vaccines, British defense con-

tractors and telecommunications facilities,
chromite mines in India, and dams and
hydro-electric projects in Canada which sup-
ply power to the United States. WikiLeaks
created an international firestorm when it
started releasing more than 250,000 classi-
fied State Department cables on 28 Novem-
ber, which have included embarrassing
details of American diplomatsʼ private as-
sessments of foreign leaders.

ʻ“Targets for terror”
The Times reported reported the story with

the headline “WikiLeaks lists ʻtargets for ter-
rorʼ against U.S.”

“There are strong and valid reasons infor-
mation is classified, including critical infra-
structure and key resources that are vital to
the national and economic security of any co-
untry,” Crowley told he Times.

“Julian Assange (WikiLeaksʼs founder)
may be directing his efforts at the United Sta-
tes but he is placing the interests of many co-
untries and regions at risk. This is
irresponsible,” he added. The U.K. govern-
ment also condemned the publication of the
document. “The leaks and their publication
are damaging to national security in the Uni-
ted States, Britain and elsewhere,” a spoke-
sman for the Prime Minister David Cameron
said in a statement, according to NBC News.
“It is vital that governments are able to oper-
ate on the basis of confidentiality of informa-
tion.” Sir Malcolm Rifkind, a British lawmaker
who has served as both defense and foreign
secretary, told the Times that the publication
of the list was “further evidence that they
(WikiLeaks) have been generally irresponsi-
ble,” adding that it was “bordering on crimi-
nal.” “This is the kind of information terrorists
are interested in knowing,” added Rifkind,
who now serves as chairman of the British
parliamentʼs Intelligence and Security Com-
mittee.
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Introduction
Within neuroscience over the last twenty
years there has been an explosion of knowl-
edge about the receptor systems on nerve
cells that are of critical importance in receiving
the chemical transmitter substances released
by other nerve cells. Bioregulators or modu-
lators are biochemical compounds, such as
peptides, that occur naturally in organisms.
They are a potential new class of weapons
that can damage the nervous system, alter
moods, trigger psychological changes and
even kill. These compounds can act as neu-
rotransmitters and modify neural response.
Bioregulators are closely related to substan-
ces normally found in the body that regulate
normal biological processes. Their potential
military or terrorism use is similar to that of to-
xins. Some examples of potential application
of bioregulators are to cause pain, as an ane-
sthetic and to influence blood pressure. 

Together with increased research into tox-
ins, the bioregulators have also been studied
and synthesized. These substances can also
be modified synthetically, whereupon they
may obtain new properties. It is feasible to
produce some of these compounds by che-
mical synthesis. It is apparent that the past
decade has brought an enormous increase in
knowledge about the pharmacology and
structural biology of receptors. 

In the last ten years considerable ad-
vances have taken place in this in vitro syn-
thesis of peptides, and, already commercial
production in large quantities of various phar-
maceutical peptides are freely available. Syn-
thetic derivates or slightly modified forms of
these compounds can have drastically altered
toxic effects and these could be important in
the development of new agents. Advances in
discovery of novel bioregulators, especially
bioregulators for incapacitation, understan-
ding of their mode of operation and synthetic
routes for manufacture have been very rapid

in recent time. Some of these compounds
may be potent enough to be many hundreds
of times more effective than the traditional ch-
emical warfare agents. Some very important
characteristics of new bioregulators that
would offer significant military advantages are
novel sites of toxic action; rapid and specific
effects; penetration of protective filters and
equipment and militarily effective physical in-
capacitation. 

Peptide bioregulators are interesting regu-
latory molecules for many reasons. Their
range of activity covers the entire living sy-
stem, from mental processes (e.g. endorph-
ins) to many aspects of health such as mood
control, consciousness, temperature control,
sleep, or emotions, exerting regulatory effects
on the body. 

This paper presents an evaluation of
bioregulators according to criteria, which are
used for evaluation of toxin warfare agents,
and describes the main human bioregulators
or modulators that can be used as terrorism
delivery system or biological agents in hostile
activities.

Materials and Methods 
As the list of bioregulators will be hard to

define, we propose two tables of bioregula-
tors, with important criteria to enable decision
to include these compounds from a list of
bioregulators with potential as terrorism or bi-
ological warfare agents. 

It is very hard to find in available literature
all the data for all bioregulators, especially for
the criterion: Agents known to have been de-
veloped, produced, stockpiled or used as
weapons (in the tables - Weaponized). The-
refore, we can not be 100% sure that data for
this criterion are correct. 

Many biological agents, in this case bioreg-
ulators, have the capacity to cause disease
and potentially be used to threaten civilian
populations. From a public health standpoint,

An Evaluation of Bioregulators as Terrorism and Warfare
Agents 
*Slavko Bokan, **John G. Breen, *Zvonko Orehovec *MOD, Croatian Military Academy, Labo-
ratory for NBC Protection, Ilica 256 b, HR-10000 Zagreb, Croatia ** Geneva, Switzerland 
Source: http://www.asanltr.com/newsletter/02-3/articles/023c.htm
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however, bioregulators which are less known,
must be evaluated and prioritized in order to
assure appropriate allocation of the limited
funding and resources that are often found wi-
thin public health systems. 

Potential terrorism bioregulators with an
expected mortality of >50% were rated higher
(+++) than agents with lower expected mor-
talities (21-49% = ++, and <21% = +). 

Bioregulators are rated higher (++) for mor-
bidity if clinical disease requires hospitaliza-
tion for treatment (including supportive care),
and with lower rating (+) if outpatient treat-
ment is possible for most cases. 

We evaluated expected mortality in the
same way as toxins: LD50 >50% were rated
higher (+++) than agents with lower expected
mortalities (21-49% = ++, and <21% = +). 

Agents received (+) to (+++) for dissemi-
nation potential based on their environmental
stability after release (+), their ease of pro-
duction in large quantities (+) and distributed
(+) as a agent in quantities that could effect
large populations. High level of intoxication by
a variety of routes - we rated according of the

kind of exposure: per oral route (+), respira-
tory route (++), or both (+++). 

Bioregulators also were ranked based on
any special public health preparedness that
might be required including: stockpiling of
therapeutics (+), enhanced surveillance and
education (+), improved laboratory diagnos-
tics (+). 

Public fear associated with an agent and
the potential mass civil disruptions that may
be associated with even a few cases of dis-
ease were also considered (+ to +++). 

Results and Discussion 
Our opinion is that if some bioregulator sat-

isfies the bulk of the criteria, it should be rec-
ommended for inclusion in the list. Rankings
of potential bioregulators according to impor-
tant criteria are shown in the following Tables
(1 and 2).

A. ENDORPHINS
Endorphins are small-chain peptides,

which activate opiate receptors, producing
feeling of wellbeing, tolerance to pain, etc.

These compounds are
hundreds or even thou-
sands of times more po-
tent than morphine on a
molar basis. Because of
this potency, their concen-
trations in vivo are low,
and it has taken recent ad-
vances in experimental
neuroscience to elucidate
the chemistries of these
hormones. The term opi-
oid peptides are used for
the endorphins. Proopi-
omelanocortin - POMC
(pro-ACTH-Endorphin) is
a glycosylated 31 kDa pro-
tein precursor posttransla-
tional processing of which
yields several neuroactive
peptides upon specific
cleavage and possibly a
great number of as yet
unidentified small peptides
that may be pharmacolog-
ically active. Endorphins
can further decompose to

Table 1.
Bioregulator assessment according to criteria for select-

ing bioregulators as warfare agents.

Criteria for Selection of Bioregulators as Terrorism Agents 
1. High level of morbidity: higher rating (++) if clinical disease re-

quires hospitalization for treatment including supportive care and
lower rating (+) if outpatient treatment is possible for most cases. 

2. High level of mortality or incapacity: agents with an expected
mortality of =50% were rated higher (+++), and with lower ex-
pected mortalities (21-49%=++, and <21%=+). 

3. Stability in the environment after release (+) 
4. Ease of production and transportation (+) 
5. High level of dissemination and contamination in quantities that

could effect large populations especially by aerosol (+).
6. High toxicity or potency or low toxic dose: LD50 <0.000025

mg/kg (+++), LD50 from 0.000025 to 0.0025 mg/kg (++) and
LD50 >0.0025 mg/kg (+). 

7. High level of intoxication by variety route: per oral route (+), res-
piratory route (++), or both (+++).

8. Stockpiling of prophylactics and antidotal therapy (+)
9. Enhanced surveillance and education (+) 
10. Difficult to diagnose or identify at the early stage or improved

laboratory diagnostics (+).
11. Public perception: Public fear associated with an agent and the

potential mass civil disruptions that may be associated with
even a few cases of disease were also considered (+ to +++). 
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small fragments (oligomers) which are still ac-
tive, and which pass the blood-brain barrier
more readily. Their high activity and specificity
make endorphins attractive compounds from
a clinical view, but most are active only if in-
jected into the blood (or the cerebrospinal
fluid). This is because peptides are digested
in the stomach, decomposed by proteolytic
and other enzymes. Also, because of their
size and structure, they have difficulty pass-
ing into the brain. Thus, despite the low oral to
parenteral ratio of many morphine derivatives,
they will probably not be replaced by small-
chain peptides anytime soon. Dipeptidyl car-
boxypeptidase, enkephalinases,
angiotensinases, and other enzymes accom-
plish enzymatic degradation of small-chain
endorphins. POMC cleavage products include
a large N-terminal fragment, which yields ã-
MSH (melanocyte stimulating hormone-
gamma) and possibly other unidentified
cleavage products, ACTH (corticotropin, 39
amino acids), Lipotropin, á-MSH (melanocyte
stimulating hormone-alpha; melanotropin;
acetylated and amidated ACTH 1-13), â-MSH

(melanocyte stimulating
hormone-beta) and â-en-
dorphin. Individual prod-
ucts of the POMC protein
act on immune cells and to
be produced by them, thus
establishing close links
between immune cells
and the nervous system.
Endorphin molecules
have a separate nomen-
clature (á, â, ã) that de-
notes their
stereochemistry. â-endor-
phin (and also á-endor-
phin and ã-endorphin
derived from it) has been
found to be produced also
by macrophages and lym-
phocytes. â-endorphin ap-
pears to act differentially:
its C-terminal moiety en-
hances T-cell proliferation,
whereas this stimulatory
effect can be prevented by
peptides that possess the
N-terminal enkephalin se-

quence. Human â-endorphin is the most po-
tent of three stereoscopic variants, and has
the same sequence as the C-terminal end of
â-lipotropin. Endorphins enhance the natural
cytotoxicity of lymphocytes and macrophages
towards tumor cells, stimulate human periph-
eral blood mononuclear cell chemotaxis and
inhibit production of T-cell chemotactic fac-
tors. Opiate receptors presynaptically inhibit
transmission of excitatory pathways including
acetylcholine, the catecholamines, serotonin,
and substance P, a neuropeptide active in
pain neurons. Endorphins may also be invol-
ved in glucose regulation.

B. SUBSTANCE P (SP)
Substance P (P=powder, the designation

originating from early studies using powdered
extracts of equine brain and intestines). It is
known also as neurokinin-1 (NK1). It is a
member of a family of proteins known as
tachykinins. This neuropeptide was found in
the gut as well as in the brain. It is responsi-
ble for a number of excitatory effects on both
central and peripheral neurons. It contracts

Table 2.
Bioregulator assessment according to criteria for select-

ing bioregulators as terrorism agents.

Criteria for Selection of Bioregulators as Warfare Agents 
1. Agents known to have been developed, produced, stockpiled or

used as weapons (+). 
2. Likely methods and high level of dissemination or contamination

a large area: by aerosol (+++) and sabotage (food and water
supply) (++). 

3. High toxicity or potency or low toxic dose: LD50 <0,000025
mg/kg (+++), LD50 from 0,000025 do 0,0025 mg/kg (++) and
LD50 >0,0025 mg/kg (+). 

4. High level of morbidity: higher rating (++) if clinical disease re-
quires hospitalization for treatment including supportive care
and lower rating (+) if outpatient treatment is possible for most
cases.

5. High level of intoxication by variety route: per oral route (+), res-
piratory route (++), or both (+++).

6. High level of mortality or incapacity: agents with an expected
mortality of =50% were rated higher (+++), and with lower ex-
pected mortalities (21-49%=++, and <21%=+). 

7. No effective prophylaxis and therapy commonly available and
widely in use (+). (cont. p. 18 - Bioregulators) (Bioregulators -
from p. 17) 

8. Stability in the environment (+).
9. Difficulty to diagnose/detect or identify at early stage (+). 
10. Ease of production and transportation (+). 
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smooth muscle, constricts bronchioles and in-
creases capillary permeability. When released
from afferent nerves, it causes a neurogenic
inflammatory response, including mast cell
degranulation. Substance P, a polypeptide
(molecular weight = 1,350 D) which is active
in doses of less than one microgramme. Sub-
stance P causes a rapid loss of blood pres-
sure, which may cause unconsciousness.

C. ENDOTHELINS (ET) OR (EDCF-ENDO-
THELIUM-DERIVED CONTRACTING FAC-
TOR)

Endothelins are a family of closely related
peptides of 21 amino acids with two disulfide
bonds. The four known species are isoforms
encoded by four different genes. They are
called ET-1 (endothelin-1), ET-2 (endothelin-
2), ET-3 (endothelin-3) and VIC (vasoactive
intestinal contractor). Endothelin is a highly
potent vasoconstrictor peptide first isolated
from porcine endothelial cell supernatant.
Varying amounts of ET are also produced in
other cell types such as smooth muscle, neu-
ron, mesangium, melanocyte, parathyroid and
amnion. Individual ET may posses separate
physiological or pathophysiological roles in
different target tissues. Secretion of ET is
stimulated by epinephrine, angiotensin II, argi-
nine vasopressin, transforming growth factor
beta, thrombin, interleukin-1, and hypoxia. En-
dothelins act to stimulate contraction of many
smooth muscle tissues including blood ves-
sels, uterus, bladder, and intestine. ET-1 is the
most potent vasoconstrictor peptide yet dis-
covered. Numerous studies have implicated
the endothelins in cardiovascular diseases
such as hypertension, heart failure, and ath-
erosclerosis. Endothelin levels are elevated in
atherosclerosis, congestive cardiac failure
and renal insufficiency. ET may play an im-
portant role in homeostatic hemodynamic bal-
ance. Endogenous endothelins and ET
receptor subtypes are present in various en-
docrine organs. ET appears to act a modula-
tor of secretion of prolactin, gonadotropins,
GH and TSH. It is also may act as a neuro-
transmitter. Among this family of peptides ET-
1 is the most studied compound. Therapeutic
potential of endothelins has generated
tremendous interest in numerous laboratories

around the world. Structures of recently iso-
lated snake venom sarafotoxins (Sarafotoxin
S6a and S6b) bear striking resemblance to
endothelins. They are carrying vasoconstric-
tor activity and potent coronary constrictor ac-
tivity. They can cause heart arrest in several
minutes with concentration of LD50 - 15
mg.kg-1.

D. BRADYKININ (KININ-9, KALLIDIN)
Bradykinin is the final product of the kinin

system and is split from a serum á-2-globulin
precursor by the kallikreins and also by trypsin
or plasmin. Bradykinin reduces blood pres-
sure by dilating blood vessels. In bronchial
smooth muscles and also in the intestines and
the uterus bradykinin leads to muscle con-
traction. Bradykinin is also one the most po-
tent known substances inducing pain. BK
causes hypotension, contracts smooth mus-
cles and increases vascular permeability. It
also plays a role in pain pathways and in-
flammation. BK antagonists are used for treat-
ing inflammations, pain, rheumatic arthritis,
osteoarthritis, pancreatitis, rhnitis, asthma and
gout. Bradykinin has a powerful influence in
stimulating smooth muscle contraction, in-
ducing hypotension, increasing blood flow
and permeability of capillaries.

E. VASOPRESSIN (VP)
This protein is called also antidiuretic hor-

mone (ADH), adiuretin, vasotocin, pituitrin P
and pitressin. It is a cyclic nonapeptide syn-
thesized in the hypothalamus and stored in
the posterior lobe of the pituitary from which it
is released into the circulation as necessary.
Functions of VP include stimulation of ATCH
release, improvement of the memory and
learning capacity, reduction of the pressure in
the pulmonary arteries and reduction of renin
and ACE activity. Vasopressin regulates os-
motic pressure in body fluids via a specific va-
sopressor receptor (V1). It has direct
antidiuretic activity in the kidney, mediated by
the antidiuretic receptor V2, and promotes re-
adsorption of water in the distal convoluted
tubules of the kidney. It also causes vasocon-
striction in peripheral small blood vessels by
stimulating smooth muscle cells in the cell
walls to contract.
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F. ANGIOTENSINS
Angiotensin is a decapeptide originally

found to be produced by kidney derived renin
from an á-2 hepatic globulin. It is mainly
known for its potent pharmacological activi-
ties. Angiotensin elevates blood pressure
through its direct vasoconstrictor, sympath-
omimetic, and (through release of aldos-
terone) sodium-retaining activities.
Angiotensins are formed in biological fluids by
the enzymatic cleavage of proteins. The
speciesspecific enzyme renin, which can be
generated by kallikrein from inactive prorenin,
is responsible for the formation of angiotensin
I (AT I) from globulin angiotensinogen (ATG).
AT I that has no effect on the blood pressure,
is split by the membrane bound angiotensin-
converting enzyme (ACE) to form angiotensin
II (AT II). Angiotensin II is a very potent vaso-
constrictor substance and acts directly on the
adrenal gland to stimulate the release of al-
dosterone. The inhibition of ACE results in a
double hypotensive effect because both the
formation of blood pressure raising AT II as
well as the degradation of the blood pressure
lowering kinin is inhibited. AT II agonists are
used for treatment of shock and collapse in
which a normal blood pressure could be re-
stored as quickly as possible, while ACE in-
hibitors and AT II antagonists are applied as
antihypertensive agents for treatment of hy-
pertension.

G. ENKEPHALINS
These compounds comprise the basis for

the bodyʼs own pain fighting mechanisms.
The enkephalins are found in many areas of
the body. Changes in these compounds and
their metabolism have been associated with
different headache disorders. The two 5-pep-
tide enkephalins have been identified. One
terminates in a leucine, and is known as Leu-
enkephalin; the other terminates in a methio-
nine, and is called Met-enkephalin. The
enkephalins are relatively weak analgesics,
which activate all opioid receptors, but appear
to have the highest affinity for the d receptor.
Apart from nervous tissue, enkephalins have
been identified in many other organ systems,
including the gut, sympathetic nervous sys-
tem, and adrenal glands. In the CNS,
enkephalins have been found in many areas

but predominantly those associated with no-
ciception (e.g. PAG and dorsal horn). Their
pre-cursor molecule is proenkephalin and
they are rapidly degraded by enkephalinase.
Wondering why the human brain should have
receptor sites for alkaloids from the opium
poppy led to the discovery of a family of nat-
ural painkillers, the endorphins (from endoge-
nous morphines). These substances are
oligopeptides, containing from 5 to 30 amino
acids.

H. SOMATOSTATIN (SRIF)
Somatostatin, known also as somatotropin

release inhibiting hormone (SIH) , is a peptide
of 14 amino acids found in the hypothalamus
and central and peripheral nervous system.
Angiopeptin is a stable analog of somatosta-
tin. Somatostatin (SRIF) is formed as prepro-
SRIF. The main product of gene expression is
pro-SRIF- (1-64), which is processed at the C-
terminus to form SRIF-28 and SRIF-14. SRI-
Fand SRIF like substance have been found in
hypothalamus, central and peripheral nervous
system as well as gastrointestinal tract. The
main biological effect of SRIF is to inhibit the
release of growth hormone, TSH, prolactin,
CRH, insulin, glucagon, VIP, secretin, pan-
creatic polypeptide, gastrin releasing peptide,
gastrin, CCK and motilin. A possible role for
somatostatin in affective disorders is sug-
gested by its low concentration in cere-
brospinal fluid of patients with depression.
Somatostatin in the brain might be involved in
therapeutic effects of some of antidepressant
drugs.

I. BOMBESIN (BN)
Bombesin is a tetrapeptide found in skins

of Bombina and Bombina variegate. It distrib-
utes in the central nervous system, the gas-
trointestinal tract as well as the peripheral
tissues. Bombesin and Bombesin-like factors
show a wide spectrum of biological activities.
These include regulation of the contraction of
smooth muscle cells, induction of the secre-
tion of neuropeptides and hormones.
Bombesin increases the plasma levels of gas-
trin, CCK, glucagon, insulin, pancreatic pep-
tide, VIP and many other gastrointestinal
peptides. The C-terminal nonapeptide of
bombesin has the minimum length with the
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maximum effect. Bombesin is used as a dia-
gnostic aid in the gastrin stimulation test.
Bombesin originally isolated from the skins of
the amphibians Bombina bombina and Boom-
bina variegata variegata, is a potent stimulant
of gastric acid secretion and shown the strong
biologically active in central nervous system.

J. NEUROTENISN
Neurotenisn is a 13 amino acid peptide iso-

lated from bovine hypothalamus. It causes hy-
potension in the rat and its smooth muscle
actions include relaxation of the rat duodenum
and contraction of guinea pig ileum and rat
uterus. Neurotensin may also act as a CNS
neurotransmitter. Neurotensin is involved with
memory function, and that in brains of
Alzheimerʼs disease patients there are deficits
in this peptide in certain regions involved with
memory function. This peptide may also be in-
volved in the pathophysiology of Parkinsonʼs
disease and schizophrenia.

K. OXYTOCIN
The posterior pituitary has two hormones,

ADH (antidiuretic hormone, vaspopressin)
and oxytocin which are medically important.
Both of these hormones are small peptides
containg nine (9) amino acids each. They are
synthesized in the hypothalamus (supraoptic
nucleous for ADH and paraventricular nucleus
for oxytocin). Oxytocin stimulates contraction
of uterine smooth muscle. It is secreted during
labor to effect delivery of the fetus. Oxytocin
also stimulates contraction of smooth muscle
in the mammary glands (myoepithelial cells).
Oxytocin causes smooth muscle contraction
in the alveoli (small chambers) and larger si-
nuses of the mammary glands to make read-
ily available milk, whose production has been
induced by prolactin and estrogen, to the
suckling infant. Oxytocin causes milk ejection,
which is necessary for adequate lactation, but
not milk production. Prolactin controls milk
production in conjunction with estrogen.

L.THYROTROPIN – THYROLIBERIN TSH
(THYROID STIMULATING HORMONE)

A glycoprotein hormone consisting of two
protein chains, one of which is identical with a
subunit of Luteinizing hormone. Thyrotropin is
produced in the anterior pituitary in response

to thyrotropin releasing hormone (thyroliberin;
thyrotropic hormone releasing factor or TRF).
Thyrotropin stimulates the thyroid gland to se-
crete thyroid hormones such as thyroxin and
triiodothyronin. These two hormones inhibit
the secretion of TRF and thyrotropin. Thy-
rotropin stimulates secretion of prolactin and
acts as a neurotransmitter in the central nerv-
ous system. Apart from its wellknown physio-
logical role thyrotropin appears to be involved
in the modulation of immune responses within
the neuroimmune network. Thyrotropin en-
hances proliferation of lymphocytes stimu-
lated by suboptimal concentrations of IL2 and
enhances IL2-induced NK-cell activity. TSH
also enhances production of superoxide an-
ions by stimulated macrophages.

M. HRF (HISTAMINE-RELEASING FAC-
TORS)

This is a general term used for factors that
induce the release of histamines from ba-
sophils and mast cells when stimulated with
antigens or mitogens. HRIF (Histamine re-
lease inhibitory factor). This poorly character-
ized factor is a specific antagonist of
histamine-releasing factors. It is produced by
peripheral blood mononuclear cells (B-cells,
T-cells, monocytes) upon stimulation with his-
tamine or mitogens such as Con A. It inhibits
HRF-induced histamine release from ba-
sophils and mast cells. One particular factor
with HRIF activity is IL8 .

CTAP-3 Beta-Thromboglobulin (Beta-TG)
CTAP-3 (connective tissue activating pro-

tein-3 ) or beta-thromboglobulin is a protein of
8.85 kDa. Beta-thromboglobulin is stored in the
Alpha-granules of platelets and released in
large amounts after platelet activation. Beta-
thromboglobulin is a strong chemoattractant for
fibroblasts and is weakly chemotactic for neu-
trophils. It stimulates mitogenesis, extracellu-
lar matrix synthesis, glucose metabolism, and
plasminogen activator synthesis in human fi-
broblast cultures. Beta-thromboglobulin, its
precursor, and its cleavage products influence
the functional activities of neutrophilic granulo-
cytes. Beta-thromboglobulin affects the matu-
ration of human megakaryocytes and thus
could play a role in the physiological regulation
of platelet production by megakaryocytes.
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N. AND O. NEUROKININ A (NKA) (SUB-
STANCE K), NEUROKININ B (NKB) (NEU-
ROMEDIN K)

Neurokinins are found centrally in the
spinal cord and in the sensorial nuclei of the
brain stem and peripherally in the ends of the
sensorial fibers. Neurokinins include Sub-
stance P (SP), neurokinin A (NKA), and neu-
rokinin B (NKB). Similar compounds, which
occur in cold-blooded animals, are called
tachykinins. So far, three different receptors
have been found for the neurokinins: NK1 for
SP, NK2 for NKA, NK3 for NKB. Neurokinins
play various roles in the regulation of cardio-
vascular system, pain pathway and inflam-
matory reaction. Neurokinin A and B belong
to the tachykinin family. They are a more po-
tent bronchio-constrictor than substance P
and may regulate neutrophil recruitment in the
lower respiratory tract. They arise from larger
precursor molecules and exhibit functions
such as vasodilatation, hypotension, ex-
travascular smooth muscle contraction, sali-
vation and increase of capillary permiability

P. NEUROPEPTIDE Y (NPY)
Neuropeptide Y (NPY) is present in the

brain and in the peripheral nervous system
along with other neurotransmitters. It has
structural homology with pancreatic polypep-
tide (PP) and peptide YY (PYY). Its functions
may include neurotransmission, neuromodu-
lation, vasoconstriction, regulation of blood
pressure, and appetite. Our opinion is that if
some bioregulator satisfies the bulk of the cri-
teria, it should be recommended for inclusion
in the list. As the list of bioregulators will be
hard to define generally and for purposes of
the future negotiations of the States Parties of
BTWC, this paper proposes two tables of en-
listed bioregulators with important criteria on
the basis of which a decision can be made to
include in or exclude from a list of the molec-
ular agents (bioregulators). 

Conclusions
All of that shows that it is very hard to

make a final decision on criteria and the final

list of the molecular agents (bioregulators) for
the needs of future Protocol to the BTWC
based on these criteria. Because of all of that,
this paper proposes that list and criteria for
bioregulators be well studied and that an
opinion by scientists and experts be obtained,
because the list should be scientifically
based. Although many bioregulators can be
used to cause illness, they can truly threaten
civilian populations on a large scale.   If re-
leased upon a civilian population, these
agents would pose the most significant chal-
lenge for public health and medical re-
sponses. Although many biological agents
such as bioregulators can be used to cause
illness, there are only a few that can truly
threaten civilian populations on a large scale.
If released upon a civilian population, these
agents would pose the most significant chal-
lenge for public health and medical re-
sponses. The above criteria for ranking
potential bioregulators and listing of them of
greatest public health concern could be used
for determination of priority biological threat
agents for national public health prepared-
ness efforts for bioterrorism. Having a defined
method for evaluating biological threat agents
allows for a more objective evaluation of
newly emerging potential threat agents, as
well as continued re-evaluation of established
threat agents. Using this prioritization method
can help focus public health activities related
to bioterrorism detection and response and
assist with the allocation of limited public
health resources.

It is very hard to make a final decision on
criteria and the final list of the molecular
agents (bioregulators) as terrorism and war-
fare agents. We propose that the list and cri-
teria for bioregulators be well studied and that
opinions by scientists and experts be obtai-
ned. The list should be scientifically based. Al-
though many bioregulators can be used to
cause illness, they can truly threaten civilian
populations on a large scale. If released upon
a civilian population, these agents would pose
a significant challenge for public health and
medical responses.
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One day Kathy Ceceri noticed a tick on her
arm and started to worry that it was the kind

that carried Lyme dis-
ease. So she went to her
home lab, put the tiny
arachnid under her mi-
croscope, which is con-
nected to her computer
through a U.S.B. cable,
and studied the image. 

“It was,” she said.
“Then of course I
Googled what to do
when youʼve been bitten
by a deer tick.” Ms. Ce-
ceriʼs microscope, a Dig-
ital Blue QX5, is one of
several pieces of scien-
tific equipment that
make up her home lab,
which she has set up on
her dining room table in
Schuylerville, N.Y. Home
labs like hers are be-

coming more feasible as the scientific devices
that stock them become more computerized,
cheaper and easier to use. Ms. Ceceri has
several microscopes and a telescope. Other
home laboratories have tools like infrared
thermometers, which can be used in the
kitchen, and kits to analyze DNA at home.
Many of these tools work closely with home
computers and come with software that en-
hances their power. Others mix low-cost com-
puters into the hardware to deliver more
precise control. Some people who set up
home laboratories are serious hobbyists in
search of better tools; others are home-
schooling parents equipping their children;
and others are just curious.

Ms. Ceceri, a writer, seems to fall into all
three camps because she teaches her sons
Anthony, 15, and John, 18, at home, and
then she writes about some of their discov-
eries for a number of blogs like
geekdad.com, geekmom.com and homebiol-
ogy.blogspot.com.  “This year weʼre doing in-

tegrated science,” she said of her home sci-
ence curriculum. “Anything we were looking
at, we put under the microscope.” She ex-
plained that she and her children raised tri-
ops, tiny crustaceans, and examined the
eggs under the microscope. “We took a re-
ally nice video of the paramecium and ne-
matodes swimming around just holding a
digital camera up to a microscope,” she said.
Brian Haddock, a software developer from
south of Fort Worth, who also writes about
science topics on his blog, Reekoʼs Mad Sci-
entist Lab, particularly enjoys using a micro-
scope with a computer. “Those U.S.B.
microscopes are pretty cool,” he said. “They
donʼt magnify as much as one of those opti-
cal scopes would, but you can look at it on
your computer screen. Itʼs got a big picture
on your screen thatʼs easier to see instead of
those little tiny images you squint at.” “Per-
sonally, I like the Carson zPix,” he said. The
growth in home labs is helped by manufac-
turers who are building tools at affordable
prices. ThinkGeek.com, an online store that
sells items for home laboratories, among
other things, offers three models of micro-
scopes at
v a r i o u s
prices, said
Scott Smith,
a co-founder
of the site.
Prices begin
at $99, with
models that
offer 20x to
200x digital
e n l a r g e -
ments of
whatever is
being exam-
ined. The
storeʼs high-
end model
costs $349,
and it deli-
vers what

Home Labs on the Rise for the Fun of Science
Source: http://www.nytimes.com/2010/12/16/technology/personaltech/16basics.html?_r=1

An infrared thermome-
ter from Extech that
can also measure
electrical properties. 

The Moticam 1000, a digital cam-
era, fits over the eyepiece of a mi-
croscope for capturing images. 
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Mr. Smith characterized as sharper, better
quality images for both hobbyists and busi-
nesses like jewelry shops. Adding a com-
puter interface to a telescope makes it
possible to collect more detail than might ap-
pear to the eye looking through the optics.
The computer can collect multiple images
over time and combine the results, enhan-
cing the appearance of the faintest items. “It
isnʼt just about capturing video or still images.
It actually allows you to stack a whole bunch
of still images to get those really beautiful,
spectacular pictures of the night sky,” explai-
ned Timothy Burns, the director of marketing
at Edmund Scientific, the scientific supplier,
which stocks a wide range of telescopes for
the casual and professional scientist. “It gets
the really deep color,” he said. “You could
probably get a pretty cool still picture of the
moon, but if youʼre looking at a deep space
object like a nebula, it brings out the colors
and the definition of the whole star field.” The
telescopes come with computerized controls,
which Mr. Burns said makes them easier for
children to control. The computer helps find
particular objects in the sea of billions of
stars. Edmund Scientific also supplies a dig-
ital camera, the Moticam 1000, which fits over
the eyepiece of many standard telescopes
and microscopes to capture images. Home
scientists who want to study animals may be
interested in a digital camera that can be ac-
tivated by motion sensors. Cabelaʼs, the out-
door recreation merchant, stocks dozens of
models at prices that begin just under $100
and rise to above $500. The cameras can
take pictures during the day or even at night,
adding time stamps. There is no requirement
that the photographer return to hunt the ani-
mals. Infrared thermometers, which range
from $20 to more than $100, are another tool
home scientists can enjoy. These thermome-
ters measure the temperature of objects wi-
thout touching them, by reading the energy of
the infrared light given off by the object.
Cooks might use one of these to measure the
temperature of a pan; I have used mine to
look for poorly insulated sections of walls and
to estimate the performance of my heating

system by taking the temperature of the
water returning from the heating loops. John
Baichtal, a contributing writer for Make mag-
azine, said he liked the Extech EX210 Multi-
meter, an infrared thermometer with the
ability to measure voltage, resistance and
other properties of electricity for just under
$70. “It would be helpful for homeowners,” he
said. “Letʼs say thereʼs something that you
canʼt reach. A little laser pointer helps you aim
accurately.” The tool is also ideal for helping
children understand the flow of heat. Many
exterior walls, for instance, have hot and cold
spots that correspond to the amount of insu-
lation, and the infrared thermometer helps
spot energy leaks in the winter. Not everyone
is content to fill their labs with centuries-old
technology. Samara Rubenstein, the man-
ager of the Sackler Educational Laboratory
for Comparative Genomics and Human Ori-
gins at the American Museum of Natural His-
tory, said home scientists could extract their
DNA by rinsing their mouth with salt water,
breaking apart the sloughed-off cheek cells
with dish detergent, and then rinsing out the
DNA with rubbing alcohol. “Itʼs really cool,”
she said. Other experiments for home labs
can be found at Ology, a corner of the mu-
seumʼs Web site. After the DNA is extracted,
more options are becoming available for
identifying the organism using a technique
known as PCR, or polymerase chain reac-
tion. A new project, OpenPCR, is designing
new home tools for DNA analysis. Tito Jan-
kowski, who founded the project with Josh
Perfetto, said the kit would give anyone the
chance to analyze DNA. Mr. Jankowski said
one possible experiment for home scientists
would be to test for their reactions to certain
food. Only some people, for instance, taste
the bitterness in brussels sprouts, a trait that
has been linked to a part of our genome that
the kit can identify. Eri Gentry, an entrepre-
neur in San Francisco, said she had already
tested herself for this gene, using a $200 kit
from Carolina Biological Supply, which sells
to school science labs. “Some of these things
you do not because itʼs the quickest way to
do it, but because you learn a lot,” she said. 
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Hospital Preparation for Bioterror provides an
extremely timely guide to improving the rea-
diness of hospitals or healthcare organiza-
tions to manage mass casualties as a result of
bioterrorism, biological warfare, and natural
disasters. Contributions from leading law en-
forcement agencies, hospital administrators,
clinical engineers, surgeons and terror-pre-
vention professionals provide the most com-
prehensive, well-rounded source for this
valuable information. Chapters on logistics
and protecting the infrastructure help person-
nel distinguish the specific risks and vulnera-
bilities of each unique institution and assists
in identifying specific solutions for disaster
and bioterrorism preparedness. 
• Principles and techniques discussed are

applicable to all disasters, both large and
small, not just bioterrorism

• Technical aspects such as hospital power

and
telecommu-
nications
are covered,
in addition
to patient
care, re-
sponse to
mass casu-
alties, large-
scale drills,
and surge
capacity.

• Organized
along functional lines, patient flow, med-
ical specialty, and infrastructure

• A complimentary website with supple-
mentary materials, check-lists, and refer-
ences enhances the text and provides
additional resources for preparedness.

Hospital Preparation for Bioterror: A Medical and Biomedi-
cal Systems Approach (Biomedical Engineering)
Joseph H. McIsaac III (Author - 2009) 
Source: LinkedIn – Medical/Hospital CBRNE Defence Group

Genetically Modified Mosquitos 
Source: http://www.globalresearch.ca/index.php?context=va&aid=22385

While “scientists” have been genetically mod-
ifying insects for years, only in the last few
have they begun to openly discuss releasing
them into the environment. As always, the fact
that public discussion has just now begun to
take place on the issue means that the pro-
ject has already been initiated. This much has
been borne out by the facts in that the release
of the insects has already been announced. 

Under the guise of eradicating Dengue
fever, GM mosquitoes were released into the
environment in the Cayman Islands in 2009.
Dengue fever is a mosquito-borne, virus-
based disease that has largely been non-ex-
istent in North America for several decades.
Dengue fever can morph into a much more
dangerous form of the illness known as Den-
gue Hemorrhagic fever. Symptoms of Dengue
fever are high fever, headache, pain behind
the eyes, easy bruising, joint, muscle, bone

pain, rash, and bleeding from the gums. There
is no known cure or treatment for Dengue
fever besides adequate rest and drinking
plenty of water. 

Generally speaking, it is one specific type
of mosquito, Aedes aegypti, which tran-
smits the virus. 

The publicly given method for using these
GM mosquitoes in the eradication of Dengue
fever was that the genetically modified mos-
quitoes were “engineered with an extra gene,
or inserted bacterium, or have had a gene al-
tered so that either their offspring are sterile
and unable to spread dengue, or simply die.”
More specifically, the male GM mosquitoes
are supposed to mate with natural females
which produce larvae that die unless tetra-
cycline, an antibiotic, is present. Without the
antibiotic, an enzyme accumulates to a level
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that is toxic enough to kill the larvae. 
It is important to note that these GM mos-

quitoes, known as OX513A, necessarily have
to be of the Aedis aegypti type in order to
achieve the goals publicly stated by the de-
velopers. Therefore, the millions of male mos-
quitoes that were released into the open-air
environment in 2009, and again in 2010, were
all of the dengue fever carrying type. The
OX513A mosquitoes were developed by a
British biotechnology company named Oxitec
and their subsequent release was overseen
by the Mosquito Research and Control Unit
(MRCU) in the Cayman Islands, a British
overseas territory. Although Oxitec Limited
was the developer who engaged in most of
the groundwork for the GM insects, the project
was not theirs alone. The Bill and Melinda
Gates Foundation, the World Health Organi-
zation, The PEW Charitable Trusts, and gov-
ernment agencies in the United States,
England, Malaysia, and others were all in-
volved in the development and promotion of
the GM mosquitoes. 

What has been quite suspicious, however,
is the fact that Dengue fever, which has been
nonexistent in North America for decades, has
recently surfaced in Florida. Initially, the fever
was found in 2009, but by 2010 the cases had
vastly increased. In July 2010, a CDC study
was released to very little media attention in-
dicating that about 10 percent of the popula-
tion of Key West had been infected with
Dengue fever. This had doubled from 2009
where 5 percent had been infected. One
might wonder what caused a virus that had
been almost entirely eradicated to suddenly
reappear with such vigor. That is, one might
wonder if the answer werenʼt so blatantly ob-
vious. Of course, official reports do not ad-
dress whether or not the Dengue fever is
connected to the millions of mosquitoes ca-
pable of carrying the fever which were relea-
sed just miles away in the Cayman Islands. 

While Dengue fever had been eradicated
in terms of naturally occurring outbreaks in the
United States, cases that were research-rela-
ted and laboratory-generated have occurred
in the country for many years. This is beca-
use Dengue fever has been of particular inte-
rest to the United States government, US
Army, and CIA since at least the middle part of

the 20th century. There is a great deal of evi-
dence suggesting that the biochemical rese-
arch facilities at Fort Detrick were conducting
tests on Dengue fever as a bio-weapon as far
back as 1942. It is generally known that in the
1950s the CIA partnered with Ft. Detrick to
study Dengue fever and other exotic diseases
for use as biological weapons.

It is also interesting to note that, according
to CIA documents as well as a 1975 congres-
sional committee, the three locations of Key
West, Panama City, and Avon Park (and two
other locations in central Florida) were testing
sites for Dengue fever research. As is gener-
ally the case, the experiments in Avon Park
were concentrated in low-income neighbor-
hoods, in areas that were predominantly black
with newly constructed housing projects. Ac-
cording to H.P. Albarelli Jr. and Zoe Martell of
Truthout, CIA documents related to the
MK/NAOMI program revealed that the agency
was using the Aegis aegypti type of mosquito
in these experiments as well. In one of these
experiments, 600,000 mosquitoes were re-
leased over Avon Park and in another
150,000 insects were released in specially de-
signed paper bags that were designed to
open up when they hit the ground. Truthout in-
terviewed residents (or test subjects) of Avon
Park still living in the area who related that
there were at least 6 or 7 deaths resulting
from the experiments. As quoted by Truthout,
one resident said, “Nobody knew about what
had gone on here for years, maybe over 20
years, but in looking back it explained why a
bunch of healthy people got sick quick and
died at the time of those experiments.”  Tru-
thout goes on to point out that around the
same time of the Avon Park experiments
“there were at least two cases of Dengue
fever reported among civilian researchers at
Fort Detrick in Maryland.” In 1978, a Penta-
gon document titled, “Biological Warfare: Se-
cret Testing & Volunteers” revealed that
similar experiments were conducted in Key
West by the Army Chemical Corps and Spe-
cial Operations and Projects Divisions at Fort
Detrick. 

Like the current situation, U.S. govern-
ment agencies teamed with NGOs, academia,
and other organizations to conduct mosquito-
related projects. Operation Bellweather, a
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1959 experiment consisting of over 50 field
tests, was conducted over several states in-
cluding Georgia, Maryland, Utah, and Ari-
zona, and Florida. Operation Bellweather was
coordinated with the Rockefeller Institute in
New York; the facility that actually bred the
mosquitoes. Whatʼs more, the experiment
was aided by the Armour Research Founda-
tion, the Battelle Memorial Institute, Ben
Venue Labs, Inc., the University of Florida,
Florida State University, and the Lovell Che-
mical Company. 

The military and CIA connections to Den-
gue fever outbreaks do not end with these ex-
periments, however. It is widely believed that
the 1981 outbreak in Cuba was a result of CIA
and U.S. military covert biological attacks.
This outbreak occurred essentially out of no-
where and resulted in over one hundred th-
ousand cases of infection. Albarelli and
Martell write:

American researcher William H. Sch-
aap, an editor of Covert Action maga-
zine, claims the Cuba Dengue outbreak
was the result of CIA activities. Former
Fort Detrick researchers, all of whom re-
fused to have their names used for this
article, say they performed ʻadvance
workʼ on the Cuba outbreak and that it
was ʻman made.ʼ
In 1982 the CIA was accused by the Soviet

media of sending operatives into Pakistan
and Afghanistan for the purposes of creating
a Dengue epidemic. Likewise, in 1985 and
1986, authorities in Nicaragua made similar
claims against the CIA, also suggesting that
they were attempting to start a Dengue out-
break. 

While the CIA has characteristically denied
involvement in all of these instances, army re-
searchers have admitted to having worked in-
tensely with “arthropod vectors for offensive
biological warfare objectives” and that such
work was conducted at Fort Detrick in the
1980s. Not only that, but researchers have
also admitted that large mosquito colonies,
which were infected with both yellow fever
and Dengue fever, were being maintained at
the Frederick, Maryland facility.

There is also evidence of experimentation
with federal prisoners without their knowl-
edge. As Truthout reports:

Several redacted Camp Detrick and Ed-
gewood Arsenal reports indicate that
experiments were conducted on state
and federal prisoners who were unwit-
tingly exposed to Dengue fever, as well
as other viruses, some possibly lethal. 
With all of the evidence that CIA and mili-

tary tests have been conducted regarding
Dengue fever, there is ample reason to be
concerned when one sees a connection like
the recent release of mosquitoes and the sub-
sequent outbreak of Dengue fever in Florida,
a traditional testing site for these organiza-
tions.  The response to the Dengue outbreak
should also be questioned as aerial spraying
campaigns were intensified. While these
sprayings were claimed to be for the eradica-
tion of the Dengue-carrying mosquitoes, the
number of people who contracted the illness
actually rose. 

Another questionable incident related to
mosquito-borne Dengue fever and the sudden
outbreak occurred on November 15, 2010. A
University of South Florida molecular biologist
apparently committed suicide by drinking cya-
nide at a Temple Terrace hotel.  Dr. Chauhan,
had studied mosquitoes and disease tran-
smission at the University of Notre Dame.
While ordinarily this would not be cause for
concern, when one considers the level of inte-
rest maintained in mosquito-borne illnesses by
both the military and intelligence agencies, the
death of Dr. Chauhan might well be something
that should be investigated further. Until her
death, she was a post-doctoral researcher in
the Global Health department in the College of
Public Health. Those who knew her described
her as both very bright and very enthusiastic.
Maybe this is a coincidence, but regardless, it
is one that should be looked at closely.

Unfortunately, the issue of GM insects
being released into the wild does not end with
increasing Dengue fever and malaria. In
2009, The Bill and Melinda Gates Foundation
awarded $100,000 each to researchers in 22
countries in order to develop mosquitoes that
would act as “flying syringes.” Essentially, the
mosquitoes would be genetically engineered
to deliver vaccines with each bite.  

The money was distributed to a wide vari-
ety of academic institutions, non-profit organ-
izations, government agencies, and private
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companies. The funding was part of what was
termed in an AFP article “the first round of
funding for the Gates Foundationʼs ʻGrand
Challenges Explorations,ʼ a five-year 100-mil-
lion-dollar initiative to ʻpromote innovative
ideas in global health.ʼ”  The basic premise
behind the flying mosquito vaccines is that an
insect will be genetically modified to produce
antibodies to a certain disease in their saliva,
which is then transmitted to the individual
when the mosquito bites them. 

There is a host of problems with this
method that range from the moral to the sci-
entific. First, the presence of antibodies does
not necessarily mean immunity, and the tran-
sfer of them does not in any way provide im-
munization to the subject being injected with
them. The science related to antibodies and
immunity is still largely unsettled. Vaccines,
themselves, are completely ineffective and
have never been proven effective by a study
that was not connected to a drug company or
a pharmaceutical company.[1] They are, es-
sentially, faith-based medicine.

Even more frightening is the potential of re-
leasing genetically modified mosquitoes that
contain actual diseases in their systems to
purposely cause a human pandemic. Those
who have weakened immune systems would
be at the highest risk, but this would no doubt
include everyone else as well since they
would also be infected with the viruses when
bitten. Person-to-person spreading would
take over where the mosquitoes left off. Add to
this the potential for simultaneous pandemics
(if different versions of the insects were used
simultaneously) and one has the recipe for
genocide on a mass scale. Unfortunately, this
is the scenario that many have envisioned for
some time. 

Nevertheless, although Gates has invested
so much money, and so many hardworking in-

dividuals and prestigious universities have in-
vested so much time and effort, the general
consensus of the media is that the flying sy-
ringes will never take flight. This is because,
as Science NOW reports,

The concept of a ʻflying vaccinatorʼ
transgenic mosquito is not likely to be a
practicable method of disease control,
because ʻflying vaccinatorʼ is an unac-
ceptable way to deliver vaccine without
issues of dosage and informed consent
against current vaccine programs.
These difficulties are more complicated
by the issues of public acceptance to re-
lease of transgenic mosquitoes.
However, it is quite difficult to believe that

the Gates Foundation distributed such a vast
amount of money to researchers without first
questioning whether or not their efforts were
feasible for future use. It is likewise very hard
to believe that once these issues were consi-
dered, that the Gates Foundation would sim-
ply throw away money on a project that was
doomed to failure. In fact, anyone who ac-
tually believes this is unfortunately very
naïve.  Clearly, we are being conditioned to
accept and expect these organisms to be re-
leased on the public on some future date.
What the context will be, however, is anyoneʼs
guess. 
Notes:
[1] Flu and Flu Vaccines: Whatʼs Coming
Through That Needle. Dr. Sherri Tenpenny.

Brandon Turbeville is an author out of Mullins,
South Carolina. He has a Bachelorʼs Degree from
Francis Marion University where he earned the Pee
Dee Electric Scholarʼs Award as an undergraduate.
He has had numerous articles published dealing
with a wide variety of subjects including health, eco-
nomics, and civil liberties. He is also the author
of Codex Alimentarius - The End of Health Freedom
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In the eighth annual Ready or Not? Protecting
the Public from Diseases, Disasters, and Bio-
terrorism report, 14 states scored nine or hi-
gher on 10 key indicators of public
health preparedness.  Three states
(Arkansas, North Dakota, and Wa-
shington State) scored 10 out of 10.
Another 25 states and Washington,
D.C. scored in the 7 to 8 range.  No
state scored lower than a five. 

The scores reflect nearly ten
years of progress to improve how the
nation prevents, identifies, and con-
tains new disease outbreaks and
bioterrorism threats and responds to
the aftermath of natural disasters in the wake
of the September 11, 2001 and anthrax tra-
gedies.  In addition, the real-world experience
responding to the H1N1 flu pandemic - sup-
ported by emergency supplemental funding -
also helped bring preparedness to the next
level.

However, the Ready or Not? report, relea-
sed today by the Trust for Americaʼs Health
(TFAH) and the Robert Wood Johnson Foun-
dation, notes that the almost decade of gains
is in real jeopardy due to severe budget cuts
by federal, state, and local governments.  The
economic recession has led to cuts in public
health staffing and eroded the basic capabili-
ties of state and local health departments,
which are needed to successfully respond to
crises.  Thirty-three states and Washington,
D.C. cut public health funding from fiscal
years (FY) 2008-09 to 2009-10, with 18 of
these states cutting funding for the second
year in a row.  The report also notes that just
eight states raised funding for two or more
consecutive years.  The Center on Budget
and Policy Priorities has found that states
have experienced overall budgetary shortfalls
of $425 billion since FY 2009.

In addition to state cuts, federal support for
public health preparedness has been cut by
27 percent since FY 2005 (adjusted for infla-
tion).  Local public health departments report
losing 23,000 jobs - totaling 15 percent of the

local public health workforce - since January
2008.  The impact of the recession was not as
drastically felt by the public health workforce

until more recently because supplemental
funds received to support the H1N1 pandemic
flu response and from the American Recovery
and Reinvestment Act have almost entirely
been used.

Ready or Not? provides the public and po-
licymakers with an independent analysis of
the progress and vulnerabilities in the nationʼs
public health preparedness. Some key fin-
dings include:
• Seven states cannot currently share data

electronically with health care providers; 
• 10 states do not have an electronic syn-

dromic surveillance system that can re-
port and exchange information to rapidly
detect disease outbreaks;

• Half of states do not mandate all licensed
child care facilities have a multi-hazard
written evacuation and relocation plan; 

• Only four states report not having enough
staffing capacity to work five, 12-hour
days for six to eight weeks in response to
an infectious disease outbreak, such as
novel influenza A H1N1; and 

• Only one state decreased their Labora-
tory Response Network for Chemical
Threats (LRN-C) chemical capability from
August 10, 2009 to August 9, 2010.
The report also looked at findings from a

recently released report from the U.S. Cen-
ters for Disease Control and Prevention

Ready or Not 2010
Protecting the Publicʼs Health from Disease, Disasters, and Bioterrorism
Source: http://healthyamericans.org/reports/bioterror10/
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(CDC) based on activities in 2007-08 that
focus on emergency operations and food out-
break identification. 
• Only two states reported that pre-identi-

fied staff were not able to acknowledge
notification of emergency exercises or in-
cidents within 60 minutes a minimum of
two times, the target established by the
CDC; 

• Six states did not activate their emer-
gency operations center (EOC) a mini-
mum of two times, the target established
by the CDC;

• Only two states did not develop at least
two After Action Report/Improvement
Plans
(AAR/IPs)
after exerci-
ses or real
incidents in
2007-08; and

• 21 states
were not
able to ra-
pidly identify
disease-cau-
sing E.coli
O157:H7
and submit
the lab re-
sults in 90
percent of
cases within
four days.
According to

the report, while
states have
made progress,
there are still a
series of major ongoing gaps in prepared-
ness, including in basic infrastructure and fun-
ding, biosurveillance, maintaining an
adequate and expertly trained workforce, de-
veloping and manufacturing vaccines and me-
dicines, surge capacity for providing care in
major emergencies, and helping communities
cope with and recover from emergencies. 

Ready or Not? provides a series of recom-
mendations that address the ongoing major
gaps in emergency health preparedness, in-
cluding:

• Gaps in Funding and Infrastructure: The
resources required to truly modernize pu-
blic heath systems must be made availa-
ble to bring public health into 21st century
and improve preparedness;

• A Surveillance Gap: The United States
lacks an integrated, national approach to
biosurveillance, and there are major varia-
tions in how quickly states collect and re-
port data which hamper bioterrorism and
disease outbreak response capabilities;

• A Workforce Gap: The United States has
50,000 fewer public health workers than
it did 20 years ago - and one-third of cur-
rent workers are eligible to retire within

five years. Policies
must be supported that
ensure there are a suffi-
cient number of ade-
quately trained public
health experts - inclu-
ding epidemiologists,
physicians, nurses, and
other workers - to re-
spond to all threats to
the publicʼs health;
• Gaps in Vaccine and
Pharmaceutical Rese-
arch, Development, and
Manufacturing: The Uni-
ted States must improve
the research and deve-
lopment of vaccines and
medications; 
• A Surge Capacity
Gap: In the event of a
major disease outbreak
or attack, the public
health and health care

systems would be severely overstret-
ched. Policymakers must address the
ability of the health care system to quickly
expand beyond normal services during a
major emergency; 

• Gaps in Community Resiliency Support:
The United States must close the existing
day-to-day gaps in public health depar-
tments which make it difficult to identify
and service the most vulnerable Ameri-
cans, who often need the most help du-
ring emergencies.
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Download the full report at: 
http://healthyamericans.org/assets/files/TFAH2010ReadyorNot%20FINAL.pdf

Click on a state below to access state-specific information and scores:
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U.S. officials fear lax security at Indian labo-
ratories could make the facilities targets for
terrorists seeking biological weapons to
launch attacks across the globe, according to
comments in a leaked U.S. diplomatic cable
made public Friday. The cable was part of a
trove of documents sent from the U.S. Em-
bassy in New Delhi that was obtained by the
website WikiLeaks and published Friday by
the British newspaper The Guardian. The ca-
bles also dealt with accusations of Indian tor-
ture in Kashmir, Indiaʼs complaints about
Pakistanʼs handling of the Mumbai terror at-
tacks, and the concerns of Rahul Gandhi —
seen as Indiaʼs prime-minister-in-waiting —
that Hindu extremists posed a greater danger
to India than Islamist militants. One of the ca-
bles from June 2006 raised concerns that ter-
rorist groups could take advantage of weak
security at Indian laborato-
ries to steal «bacteria, para-
sites, viruses or toxins.»

«Terrorists planning at-
tacks anywhere in the world
could use Indiaʼs advanced
biotechnology industry and
large biomedical research
community as potential so-
urces of biological agents,»
read the cable, marked
«confidential.» ʻʼGiven the
strong air connections Delhi
shares with the rest of the world and the vul-
nerabilities that might be exploited at airports,
a witting or unwitting person could easily take
hazardous materials into or out of the coun-
try.» «Getting into a facility to obtain lethal bio-
agents is not very difficult here,» one expert,
whose name was redacted from the cable,
told U.S. diplomats. A second expert said that
academic research facilities maintain only
very loose security procedures. «The harsh
reality is that you can bribe a guard with a
pack of cigarettes to get inside,» the expert
was quoted as saying. One source told the

diplomats that Indiaʼs thousands of biological
scientists also might be recruited, either out
of ideological sympathies or for money.

An Indian government official, who spoke
only on condition of anonymity because he
was not authorized to publicly address the
issue, dismissed the concerns as «far-fetched
and fanciful.» However, Suman Sahai, a
biotechnology expert, told The Associated
Press that security remains very poor at
biotech firms four years after the cable was
written. The regulatory system is porous, em-
ployees are easily influenced and those leav-
ing public laboratories to work for private
companies often steal seeds, genetic mate-
rial and other sensitive property before they
head out the door, she said. While India has
not been the target of a biological attack, it
has suffered devastating conventional terror

strikes, including a 2001
attack on its parliament
and the 2008 attack by 10
Pakistan-based militants
who laid siege to the city of
Mumbai for 60 hours.

Indian officials made it
clear that they were focus-
ing more on a possible nu-
clear or chemical attack —
presumably from longtime
rival Pakistan — than a bio-
logical one, which they con-

sidered unlikely to happen, the cable read.
Indiaʼs surveillance system and its public health
system were ill-prepared for the possibility of
such an attack, the cable said. While many
countries are poorly prepared for a bioterror at-
tack, the cable said, «few live in the kind of dan-
gerous neighbourhood that India does, where
terrorism, lax security, petty corruption, high
population density, weak public health and agri-
cultural infrastructures, and a booming and so-
phisticated biotech industry coexist.»

Another cable released Friday revealed
the extent of Indiaʼs frustration with rival Pak-

WikiLeaks cable shows US fears bioweapons can be stolen
from Indian labs
Source:http://www.thetelegram.com/News/Canada%20-%20World/Arts/1969-12-31/article-
2051569/ WikiLeaks-cable-shows-US-fears-bioweapons-can-be-stolen-from-Indian-labs/1
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istan, where it says the Mumbai plot was
hatched and received army support. Earlier
this year, Indiaʼs Home Minister Palaniappan
Chidambaram told visiting FBI Director Robert
Mueller that Pakistan had «done damn near
nothing» to prosecute the Mumbai suspects,
according a cable. While Pakistan has ar-
rested seven people in connection with the at-
tacks, those trials have not yet properly
begun. Instead of pursuing militants, Pak-
istanʼs military is «hypnotically obsessed»
with Indiaʼs military, Indian Foreign Secretary
Nirupama Rao was quoted as saying. She
added that peace talks would remain on hold
until Pakistan did more to dismantle terrorist
networks that target India.

The cables also discussed a confidential
2005 briefing by the International Committee
of the Red Cross that accused India of the
widespread use of torture in Kashmir, where
the Indian government confronts a raging sep-
aratist insurgency. The Red Cross said it had
interviewed 1,491 detainees in Kashmir be-
tween 2002 and 2004 and found that many
had been beaten, hung from the ceiling, put
in stress positions, sexually abused or tor-
tured with electricity, water or a round metal
object called «the roller» used to crush a per-

sonʼs thighs, the cable said. The agency had
raised the issues with India for a decade and
the continuation of the practice led the agency
to believe the government condoned the tor-
ture, it said.

On Friday, ICRC spokesman Christian
Cardon said in Geneva that the briefing re-
ferred to in the cable did take place, but de-
clined comment on what was said during it. In
response to the accusation, Indian Foreign
Ministry spokesman Vishnu Prakash said Fri-
day: «India is an open and democratic nation
which adheres to the rule of law. If and when
an aberration occurs, it is promptly and firmly
dealt with.»

The cables also revealed that Rahul
Gandhi, a top official in the ruling Congress
Party, warned in 2009 that homegrown Hindu
extremist groups could pose a greater threat
than established Islamist militant groups, such
as Pakistan-based Lashkar-e-Taiba, which
has been blamed for the Mumbai attacks.
Gandhi appeared to be referring to the dan-
ger of a flare up in Hindu-Muslim communal
violence caused by some of the more extreme
leaders of the opposition Bharatiya Janata
Party, according to the cable, which was writ-
ten by Ambassador Timothy Roemer.

The US Department of Homeland Security
discovered an al-Qaida plot to poison buffets
and salad bars at American hotels and
restaurants over a single weekend, CBS re-
ported on Monday. A Homeland Security
source called the threat «credible,» and De-
partment of Agriculture and FDA officials re-
portedly briefed security officers from the
hotel and restaurant industries. The same al-
Qaida-affiliated terror group that attempted to
bomb cargo planes in October was reportedly
behind the plan to slip two poisons, ricin and
cyanide, into salad bars and buffets. The poi-
son attacks are part of what al-Qaida in the
Arabian Peninsula called «Operation Hem-
orrhage,» which consists of «attacking the
enemy with smaller but more frequent opera-
tions» to «add a heavy economic burden to

an already faltering economy.» Octoberʼs at-
tacks on UPS planes headed for the US were
also part of the operation. The terror groupʼs
websites feature manuals and videos ex-
plaining how to make both poisons. Dr.
Susan Ford, a professor of pharmaceutical
sciences, told CBS that such an attack
«would look very much like food poisoning,»

ʻAl-Qaida planned to poison US hotel buffets, salad barsʼ 
Source: http://www.jpost.com/International/Article.aspx?ID=200377&R=R1
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but only 250 mg of sodium cyanide is a «fatal
dose.» Department of Security spokesman
Sean Smith said to CBS: «We are not going
to comment on reports of specific terrorist
planning. However, the counterterrorism and
homeland security communities have enga-
ged in extensive efforts for many years to
guard against all types of terrorist attacks, in-
cluding unconventional attacks using chemi-

cal, biological, radiological, and nuclear ma-
terials. Indeed, Al-Qaida has publicly stated
its intention to try to carry out unconventional
attacks for well over a decade, and AQAP
propaganda in the past year has made simi-
lar reference. «Finally, we get reports about
the different kinds of attacks terrorists would
like to carry out that frequently are beyond
their assessed capability.» 

Limited Risks from Synthetic Genomics
Source:http://www.hstoday.us/focused-topics/surveillance-protection/single-article-page/lim-
ited-risks-from-synthetic-genomics-report-concluded.html

While counterterrorism authorities have ex-
pressed worry over the potential terrorist
threat from the use of synthetic genomics as
a means to create deadly infectious diseases
– even “designer” and hybrid viruses the re-

port of the Presidential Commission for the
Study of Bioethical Issues, Ethics of Synthetic
Biology and Emerging Technologies, con-
cluded that synthetic biology poses only “lim-
ited risks.” 
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“Future developments may raise further ob-
jections, but the Commission found no reason
to endorse additional federal regulations or a
moratorium on work in this field at this time,”
the Commission concluded. “Instead, the Com-
mission urges monitoring and dialogue bet-
ween the private and public sectors to achieve
open communication and cooperation.” 

“Concerns about dual use or intentional mi-
suse of synthetic biology to do harm are
among the most prominent critiques of this
emerging technology,” the Commissionʼs re-
port stated, noting that “one of the most wi-
dely voiced risks attributed to synthetic
biology is that it may be used, in the wrong
hands, to intentionally create harmful orga-
nisms for bioterrorism. Recent examples of
virus reconstruction using traditional recombi-
nant DNA techniques fuel these concerns.
These examples include the laboratory crea-
tion of infectious polio virus, the mycoplasma
genome, and the 1918 strain of influenza
virus.» 

Continuing, the Commissionʼs report sta-
ted that whatʼs “frequently lost in these di-
scussions about synthetic biology risks is
recognition that DNA alone is not sufficient to
create an independently functioning biological
entity, such as a disease-causing virus that
could spread. Despite the relative ease of ac-
cess to known DNA sequences through public
databases like GenBank60 (an annotated col-

lection of all publicly available genetic se-
quences), and equivalent databases across
the globe, most experts in the scientific com-
munity agree that mere knowledge of a viral
genome is far from sufficient to be able to re-
constitute it or create a disease-forming path-
ogen.” 

Rather, one must have an appropriate host
and conditions for a virus to grow,” the Com-
mission concluded, saying “few individuals or
groups today have the financial means or the
technical skills to accomplish such ends, even
when scientifically feasible. As the many te-
chnical challenges in synthetic biology affirm,
it is not yet possible to craft functioning biolo-
gical organisms from synthesized genomic
material alone.” 

Other authorities, however, especially
those involved in weapons of mass destruc-
tion counterterrorism, nevertheless remain
alarmed about the possibility that rogue state-
sponsored terrorists and terrorist organiza-
tions with the monetary resources and jihadist
converted members with the appropriate skills
could find ways to manipulate synthetic ge-
nomics to carry out deadly pathenogenic ter-
rorist attacks. 

The Commission recommended “that the
government, through a coordinated process
or body within the Executive Office of the Pre-
sident, lead an ongoing review of develop-
ments, risks, opportunities, and oversight as
this field grows.” 

The Commission pointed out that the “Va-
riola Amendment” to the Intelligence Reform
and Terrorism Prevention Act of 2004 made it
criminal to produce, engineer, or synthesize
the variola virus. The “variola virus” was in
turn defined to include “any derivative of the
variola major virus that contains more than 85
percent of the gene sequence of the variola
major virus or the variola minor virus.” 

But the Commission said, “the broad defi-
nition of ʻvariola virusʼ made it unclear what
was actually covered by the statute, and a
strict interpretation of the definition would
have potentially, and inadvertently, criminali-
zed beneficial research such as production of
the smallpox vaccine.” 

Continuing, the Commission found that
while “synthetic biology offers extraordinary
promise to create new products for clean
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energy, pollution control, and medicine, to re-
volutionize chemical production and manu-
facturing, and to create new economic
opportunities,” it noted that “with this promise
comes a duty to attend carefully to potential
risks, be responsible stewards, and consider
thoughtfully the implications for humans, other
species, nature, and the environment.” 

The Commission said “this review should
be in consultation with relevant scientific, aca-

demic, international, and public communities,
and whenever possible its results should be
made public. We also recommend that reaso-
nable risk assessment should precede any
field release of synthetic organisms. We sug-
gest support for public engagement, educa-
tion, and dialogue to ensure public trust and
avoid unnecessary limitations on science and
social progress.”

Full report at: http://www.bioethics.gov/documents/synthetic-biology/PCSBI-Synthetic-Bi-
ology-Report-12-16-10.pdf

Medical management of Chemical and Biological Casual-
ties
Source:: Tonev, S.; Kanev, K.; Dishovsky, C (2009), «Medical Management of Chemical and
Biological Casualties», as published in JMedCBR 8, 18 February 2010,
http://www.jmedcbr.org/ issue_0801/Dishovsky/Dishovsky.html. Published with permission of
Prof. Dishovsky. First published in August 2009 by Publishing House IRITA, Publishing
House IRITA, ISBN 978-954-9993-91-2

Synopsis
This book includes reports that were pre-
sented at the Symposium «Medical Manage-
ment of Chemical and Biological Casualties».

The Symposium,
which was held in
Military Medical
Academy, Sofia,
Bulgaria from 27 to
28 April 2009, with
international par-
ticipation, was or-
ganized by the
Military Medical
Academy - Sofia,
Bulgarian Toxico-
logical Society,
Bulgarian Associa-
tion Of Clinical

Toxicology, National Center of Infectious and
Parasitic Diseases, and the Union of Scien-
tists in Bulgaria -Medical Sciences Section.
The goal of this symposium was to assess
scientific concepts and practical ways to man-
age chemical and biological casualties. This
book also includes the results of both theore-
tical and practical research for countering ch-

emical and biological terrorism presented du-
ring the symposium.

The main topics of the presentations were:
1. New approaches in organization of emer-

gency response;
2. Characterization and mechanisms of ac-

tion of chemical and biological agents;
3. Pre-treatment and prophylactics of chemi-

cal and biological agents injuries;
4. Diagnosis of exposure to chemical and bio-

logical agents;
5. Therapy of chemical and biological agents

casualties;
6. Some aspects of national and global de-

fense against chemical and biological ter-
rorism;

7. Threats of terroristic attacks with chemical
and biological agents;

8. New approaches in counteraction to che-
mical and biological terrorism

Different trends and interactions between
government agencies, the role of Military Me-
dical Academy in emergency response in Bul-
garia and medical support in case of chemical
and biological threat are discussed. The prob-
lems are analyzed from an interdisciplinary



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 214

perspective. This book will be interesting and
useful for medical and other university stu-
dents, medical doctors, specialists in the field
of personal and social safety, environmental

protection experts, chemists, biologists, and
specialists of the military and governmental
anti-terrorist or counter-terrorism depart-
ments.

On most days of his six-month deployment,
surgeon David H. Zonies was lucky just to get
outside and see the sun. Often, his only break
from work was 30 minutes on the treadmill in
the physical therapy department. 

Every day, a half-dozen casualties arrived
at the Joint Theater Hospital here, nearly all
needing surgery in the next 24 hours, many
missing limbs, a few barely clinging to life. The
36-year-old Air Force major was the «trauma
czar.» His job was to coordinate the patientsʼ
care and operate on about a third of them. 

At the end of October, however, Zonies took
two days away from the job. He exchanged
blue scrubs for a brown flight suit, flew to Kan-
dahar Airfield 350 miles to the southwest and
presented two papers at a medical conference. 

One described bringing dialysis to the war
theater, and the other was about a new lab
test for measuring the strength of blood clots.
Thirty people from four hospitals in
Afghanistan watched his PowerPoint presen-
tations and asked him questions. Then he
flew back to work. 

Zoniesʼ big outing - and the willingness of
the Air Force to let him take it - says a lot
about how important medical research is to
the American military, even during one of the
most intense periods of a nine-year war. 

The armed services are dedicated to sav-
ing every life, limb and eye of battle-wounded
service members in Afghanistan and Iraq. The
task requires not only skill and energy, but
also the capacity to learn from failure and bro-
adcast success. 

Military medicine has made consistency
and self-scrutiny part of the mission. It takes to
heart the quality-assurance mantra «If you
canʼt measure it, you canʼt change it.» It values
publication in peer-reviewed journals as much
as does the faculty of Harvard Medical School. 

«Among the big challenges in medicine is
taking up new stuff that works and letting go of
the things that donʼt. My sense is that the mi-
litary kind of has a handle on both,» said Ca-
rolyn Clancy, director of the Agency for
Healthcare Research and Quality, the federal
agency assigned to finding ways to better

apply existing medical knowledge. 
Historically, civilian medicine has had a

poor handle on those challenges. 
In a famous study published in the

1990s, a group of Harvard researchers me-
asured how long it took for knowledge to
turn into action in medicine. They perfor-
med a «cumulative meta-analysis» - es-
sentially a running score card - of the
results of clinical trials testing new heart at-
tack treatments. They compared when
there was enough information to say some-
thing worked, and when doctors started put-
ting the treatments into practice. 

They found that clot-dissolving thrombo-
lytic drugs werenʼt widely recommended

Medical research is part of the militaryʼs combat mission, too
By David Brown - Washington Post Staff Writer
Source: http://www.washingtonpost.com/wp-dyn/content/article/2010/12/30/AR201012300
4610.html
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until 13 years after it was clear they saved
lives. For the use of aspirin in acute heart at-
tacks, the lag was 10 years. 

In the armed services, new approaches
are viewed with more urgency. 

«There is a push for people to get feed-
back quickly. It canʼt just be when somebody
gets around to looking at the data,» said
Cmdr. Lisa Osborne, a 42-year-old Navy
nurse anesthetist who is coordinating in-thea-
ter research in Afghanistan. «Thereʼs an ex-
pectation to ensure that ʻlessons learnedʼ are
actually changing practice.» 

The upshot is that military medicine in
many ways is a model for civilian medicine.
Itʼs also a testing ground, although not in the
way many people might think. 

War zone discoveries
Randomized controlled trials are the gold

standard for trying out new treatments. But
with few exceptions, such studies are never
done with soldiers. The existence of rank and
the chaos of the battlefield make getting «in-
formed consent» for clinical experiments es-
sentially impossible. 

Nevertheless, war has been an incubator
for medical progress as far back as the time of
the Roman legions. From a flood of mayhem
and disease, new insights emerge. Andrew N.
Pollak, a surgeon at the University of Mary-
landʼs R Adams Cowley Shock Trauma Cen-
ter in Baltimore and president-elect of the
Orthopaedic Trauma Association, sees that
happening now. 

The Shock Trauma Center gets about 30
limb-threatening leg injuries a year. Doctors at
the Walter Reed Army Medical Center get
about 30 a month. Insights at the military ho-

spital are causing orthopedists everywhere to
question how they treat violent leg fractures.
Pollak is helping design a randomized trial
that will test two different strategies this year. 

«What the war has done is focus our que-
stions better,» he said. 

The insights available from combat in Iraq
and Afghanistan have been especially obvi-
ous because of the length of those conflicts,
said John B. Holcomb, a surgeon who retired
in 2008 after 23 years in the Army and is now
a professor at the University of Texas Health
Science Center in Houston. 

«At the beginning of a war, the flow of kno-
wledge is from the civilian world into the mili-
tary,» he said. «After a couple of years, it is
from the military to the civilian.» 

Trauma database
A trauma registry is the data backbone of

state and regional trauma systems in the Uni-
ted States. But at the time of the Sept. 11,
2001 attacks, the Department of Defense
didnʼt have one. 

It does now. 
The Joint Theater Trauma Registry is the

record of injuries sustained, treatment given,
surgery performed, transfusions and antibio-
tics prescribed, complications sustained and,
most important, health outcomes in 40,000
casualties from the Iraq and Afghanistan
wars. The data are so important that troops
are deployed just to capture it. 

At Bagram this past fall, Maj. Camille Wal-
ker and Maj. Harriett Johnson, Air Force nur-
ses, spent their days in a windowless room at
the hospital transcribing data from paper pa-
tient records into computer files. Each mor-
ning, one of them would go on ward rounds
and take notes. 
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«We need to get every CT scan, diagno-
stic test and procedure code, and we try to do
it in real time,» Walker said during a break
from the arduous work. 

The registry is a data mine that, excavated
properly, can yield nuggets of insight. 

Consider «abdominal compartment syn-
drome,» a rare condition most often seen in
burn patients, in which internal organs swell
and essentially choke each other. 

The registry allowed doctors to correlate
the syndrome with the amount of IV fluid
given. Guidelines for fluid resuscitation of burn
victims were rewritten and the problem «went
to zero overnight,» said Col. Brian J. Ea-
stridge, an Army surgeon who helps run the
registry. 

In another particularly useful insight, mili-
tary surgeons studying registry records deter-
mined that the mortality of patients needing
«massive transfusions» (10 or more pints of
blood in a day) could be reduced from 33 per-
cent to less than 20 percent if they received
whole blood, not just red blood cells and an
occasional unit of plasma. 

«We modified our transfusion guidelines
over a year ago as a result of this,» said Ly-
nette Scherer, the 43-year-old chief of trauma
at the University of California in Davis, who vi-
sited Bagram in October as part of an Ameri-
can College of Surgeons delegation. «It has
made a difference for patients I take care of
in Sacramento.» 

A broad variety of studies
There are 96 military «research activities»

underway or being planned in Iraq and Afgh-
anistan. 

Before any begin, an eight-person Joint
Combat Casualty Research Team addresses
two key questions: Does this study have to be
done here? Is it feasible? If the answers are
yes, the team helps researchers fine-tune
their study design and sometimes helps col-

lect data. A «human protections administra-
tor» audits the activities, which are first ap-
proved by ethics panels in the United States. 

The topics are wide-ranging. A big one now
is pre-hospital care. 

Medics are trained to do many things for
wounded soldiers, both on the ground and en
route to the hospital. But how many of the life-
saving interventions get done, whether they
were done right, and whether they made a dif-
ference are questions that largely go unan-
swered. 

«The question we have to be constantly re-
evaluating is: Are we teaching them the right
skills?,» said Army Lt. Col. Robert Eckart, a
39-year-old cardiologist who heads the joint
research team. An equally relevant question
is who should be doing what. 

Most medevac helicopters carry only a
medic or corpsman to attend to the wounded.
The Army, however, is starting to rotate criti-
cal-care nurses onto helicopters, too. The Bri-
tish armed forces send physicians into the
field to assist medics. These varied practices
are creating a natural experiment that may
shed light on which strategy works best. 

«I think a lot of people would like to know
that,» said Osborne, the Navy anesthetist on
the joint research team. 

There are studies on the frontline treatment
of traumatic brain injury and on whether heart
problems can be adequately addressed with-
out evacuating patients to Germany. Thereʼs a
study to determine whether muscle-building
powders, which troops take like vitamins, affect
their livers. One project seeks to learn whether
playing with dogs eases combat stress. 

As of this week, 586 articles arising from
the experiences of the Iraq and Afghanistan
wars have appeared in peer-reviewed scien-
tific journals. 

There will be more. 
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One dose of the pandemic flu vaccines used
in seven European countries conferred good
protection against pandemic H1N1 influenza
in the 2009-10 season, especially in people
aged less than 65 years and in those without
any chronic diseases. These findings from a
study funded by the European Centre for Dis-
ease Prevention and Control (ECDC) and co-
ordinated by EpiConcept, Paris, France,
published in this weekʼs PLoS Medicine, give
an indication of the vaccine effectiveness for
the influenza A (H1N1) 2009 strain included in
the 2010-11 seasonal vaccines. 

The authors conducted a multi-centre
case-control study based on practitioner sur-
veillance networks from seven countries —
France, Hungary, Ireland, Italy, Romania, Por-
tugal and Spain. Patients consulting a partici-
pating practitioner for influenza-like-illness
had a nasal or throat swab taken within eight
days of symptom onset. Individuals were con-
sidered vaccinated if they had received a
dose of the vaccine more than 14 days before
the date of onset of influenza like illness and
unvaccinated if they were not vaccinated at all
or if the vaccine was given less than 15 days
before the onset of symptoms.

The authors analysed pandemic influenza
vaccination effectiveness in those vaccina-
ted less than 8 days, those vaccinated bet-
ween, and including, 8 and 14 days and
those vaccinated more than 14 days before
onset of symptoms compared to those who
had never been vaccinated. The authors

then used statistical models to measure the
effectiveness of pandemic influenza vaccine
according to three age groups (< 15, 15-64,
and 65+ years of age) and the presence of
chronic diseases. These results obtained du-
ring the late phase of the pandemic suggest
good protection with the pandemic H1N1
vaccine (vaccine effectiveness estimates
between 65% and 100%). The findings also
suggest that the 2009-10 seasonal influenza
vaccine (as opposed to the pandemic H1N1
vaccine) did not protect against pandemic
H1N1 influenza illness.

The authors said: «The late availability of
the pandemic vaccine and subsequent limited
coverage with this vaccine hampered our abi-
lity to study vaccine benefits during the out-
break period.» They added: «Future studies
should include estimation of effectiveness of
the new trivalent vaccine in the 2010-2011 se-
ason, when vaccination will occur before the
influenza season starts.»

Bruno C. Ciancio, senior influenza expert
from ECDC — who conceived the idea of a
European network to measure influenza vac-
cine effectiveness and collaborated to design
the study- stressed: «This study showed the
added value of collaboration at European
level as concerns vaccine evaluation. In addi-
tion, the results obtained are especially im-
portant for European countries this season,
considering that the predominant influenza
strain currently circulating across Europe is in-
fluenza A (H1N1).ʼʼ

Pandemic H1N1 Influenza Vaccine Effective in 2009-10 Flu
Season
Source: http://www.sciencedaily.com/releases/2011/01/110111171839.htm

Food Bioterrorism Examined For Dissertation By K-State
Doctoral Graduate
Source: http://www.medicalnewstoday.com/articles/212843.php

According to recent news reports, the next
venue for a terror threat may involve the use
of bio-agents to contaminate the food sup-
plies of U.S. hotels and restaurants. Dave
Olds, a December 2010 doctoral graduate in

hotel, restaurant, institution management and
dietetics from Kansas State University, con-
ducted his dissertation on food security and
bioterrorism. His dissertation, «Food Defense
Management Practices In Private Country
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Clubs,» examined current safety precautions
used by country club restaurants to protect
food and beverages, as well as how often
those practices were put into effect. «I iden-
tified country clubs because they typically
have an exclusive population. They are pla-
ces often visited by affluent and influential pe-
ople and their families, and sometimes even
government officials,» Olds said. Other na-
tional studies on this venue have not been
done, Olds said. The idea came from a for-
mer K-State study that investigated food
bioterrorism in schools and hospitals. To
gather data, Olds, a former chef, surveyed
country club managers nationally. In the Mid-
west he toured the facilities of 25 country
clubs and visited with club managers. «I
found that intentional contamination of food
isnʼt perceived to be a very common occur-
rence by club managers. In fact, most couldnʼt
recollect an incident happening,» Olds said.
«However, itʼs one of the oldest forms of ter-
rorism, as there are recorded incidents of this

happening in Roman history.» Olds found that
21 of the 25 club managers said they didnʼt
think bioterrorism was a risk at their country
clubs. Intentional food contamination can
come from two groups: those working inside
an operation and those working outside an
operation. According to Olds, club managers
felt that disgruntled employees were more
likely than non-employees to intentionally
contaminate food. An incident of this nature
occurred in 2009 at a Kansas City restaurant,
rather than a country club, when it was dis-
covered that a former employee had mixed
pesticide into salsa, Olds said. «One of the
quotes in a recent news report on food con-
tamination by Al Qaeda in the Arabian Penin-
sula said that this is a difficult topic to debate
without alarming the public. I think thatʼs very
true,» Olds said. «Itʼs really tricky because
you want to educate employees and the
board of directors, but you donʼt want to ap-
pear to be causing undo panic or even giving
people ideas.»

There is an ongoing battle in the «war on ter-
ror» that remains mostly unseen to the public
- a race between scientists working to develop
a vaccine to protect against plague and the
terrorists who seek to use plague as a
weapon. «Governments remain concerned
that bioweapons of aerosolized Yersinia
pestis, the bacteria that causes plague, could
kill thousands,» said Stephen Smiley, a lead-
ing plague researcher and Trudeau Institute
faculty member. The anthrax scare that fol-
lowed the terror attacks of September 11,
2001, made the threat of bioterrorism real and
led to a surge in federal funding into research
aimed at heading off such threats. According
to Dr. Smiley, there is no licensed plague vac-
cine in the United States. Together with post-
doctoral associate Jr-Shiuan Lin, he is
working to develop a vaccine that will protect
members of the armed services and public
from a «plague bomb.» Yersinia pestis is ar-
guably the most deadly bacteria known to

man. Plague infections of the lung, known as
pneumonic plague, are extremely lethal. The
bacteria, which grow both inside and outside
the cells of the lung, usually lead to death
within a week of infection. Most of the plague
vaccine candidates that have been studied
aim to stimulate B cells to produce plague-
fighting antibodies. However, animal studies
suggest that antibodies may not be enough to
protect humans from pneumonic plague. The
Smiley laboratory has shown that T cells can
also fight plague. The lab previously demon-
strated that a single immunization with an ex-
perimental vaccine stimulates the production
of T cells that provide partial protection against
pneumonic plague. New data, reported in the
current issue of The Journal of Immunology,
show that a second immunization, or booster,
improves the protection provided by T cells.
«It is particularly exciting that the boost seems
to improve protection by increasing a newly
described type of T cell, which we call a Th1-

Plague And Bacterial Pneumonias: New Discovery Could
Lead To Vaccines
Source: http://www.medicalnewstoday.com/articles/214792.php
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17 cell,» said Dr. Smiley. These cells have ch-
aracteristics of both Th1 cells, which defend
against intracellular bacteria, and Th17 cells,
which specialize at killing extracellular threats.
This research is focused primarily on thwart-
ing the use of plague as a bioweapon. Howe-
ver, small, natural outbreaks of plague
continue to this day. A plague vaccine will pro-
tect against both naturally occurring outbreaks
and those that have been manufactured. Ad-
ditionally, Dr. Smiley believes these Th1-17
cells may be important in fighting other kinds
of pneumonia: «Bacterial pneumonia is one of
the most common causes of death in hospi-
tals and, like plague, many of these pneumo-
nias are caused by bacteria that grow both

inside and outside the cells of our bodies.»
Dr. Smileyʼs studies are funded by the
Trudeau Institute and grants from the National
Institutes of Health. The Trudeau Institute is
an independent, not-for-profit, biomedical re-
search organization, whose scientific mission
is to make breakthrough discoveries leading
to improved human health. Trudeau re-
searchers are identifying the basic mecha-
nisms used by the immune system to combat
viruses like influenza, mycobacteria, such as
tuberculosis, parasites and cancer, so that
better vaccines and therapies can be devel-
oped for fighting deadly disease. The re-
search is supported by government grants
and philanthropic contributions.

The Kazakh opposition voiced alarm Tuesday
over comments by the US ambassador re-
vealing that the United States intended to
help the republic build a «dangerous biologi-
cal pathogens» facility in its largest city Al-
maty. The
comments by
outgoing US Am-
bassador Richard
Hoagland were
made at an offi-
cial reception
last week and
then published
on the embassy
w e b s i t e .
Hoagland praised
the two countriesʼ
cooperation on efforts to prevent the spread
of weapons of mass destruction, including
nuclear weapons. «Just very recently, Kaza-
khstan and the United States, with the assis-
tance of the Russian Federation, Ukraine,
and the United Kingdom, fully secured for the
next half century ... enough highly enriched
uranium and plutonium to make 775 nuclear
weapons,» Hoagland said. He then added:
«And today, we are closely engaged with
Kazakhstan to construct a world-class facility

in Almaty to secure dangerous biological
pathogens.» The US embassy was unable to
provide further details about the site when
contacted by telephone Tuesday. Hoaglandʼs
remarks have been picked up by the opposi-

tion, with leaders
of the Azat Na-
tional Social
Democratic party
writing to Prime
Minister Karim
Massimov with a
request for fur-
ther details about
any agreement.
«Why has Kaza-
khstan been se-
lected for the

creation of such a dangerous storage site,
which is especially located in a highly-seis-
mic zone of the republicʼs largest city?,»
asked the letter. It also demanded to know
why the opposition had learned about it from
US officials rather than the republicʼs govern-
ment. With a population of nearly 1.5 million
people, Almaty served as the Central Asian
republicʼs capital until 1997 and remains both
its financial centre and largest city. The
Kazakh state committee for health and dis-

US-backed bio-weapons lab irks Kazakh opposition
Source: http://www.spacewar.com/reports/US-backed_bio-weapons_lab_irks_Kazakh_oppo-
sition_999 .html
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ease control said in a statement issued to
AFP that the centre would «develop and test
new diagnostic methods and further identify,
study and store (bacterial) strains.» It added
that similar «reference laboratories» had al-
ready been built in the United States,
Canada, Ukraine and Georgia. Three other
facilities already store such bacterial strains
in Almaty, the Kazakh committee said. Kaza-
khstan hosted several secret military pro-
grammes in the Soviet era, with a biological
weapons centre built on the Aral Sea island of
Vozrozhdeniye. Semipalatinsk in the north-
east of the country was also the Soviet
Unionʼs primary nuclear weapons test site.

Tracking the progress of H1N1 swine flu 
Source: http://www.ecdc.europa.eu/en/Pages/home.aspx

The 2010/11 seasonal in-
fluenza epidemics in Europe
are dominated so far by the
A(H1N1)2009 viruses which
emerged in the 2009 pan-

demic, although these are now considered
seasonal viruses. There are also some B
viruses circulating. Both are causing some se-
vere disease and premature deaths but the
preliminary data indicate that 90% of the fa-
talities are due to A(H1N1)2009 

This is the first European influenza season
after the 2009 pandemic. Many of the features
and required countermeasures are the same
as for the previous seasonal influenzas (which
ran until the 2008/09 season). However, there
are important differences which Europe needs
to take into consideration, notably the type of
people who are most affected and experienc-
ing severe disease. 

In the first affected country (the United
Kingdom) there have been higher numbers of
people seeking care than on average with
seasonal influenza. Also, the number of peo-
ple with severe disease has been consider-
ably higher than during the pandemic with at

its peak 1.4 persons/105 population requiring
higher level (intensive) hospital care at one
time. The reason for the latter finding is un-
clear. Part of the reason for the increased de-
mand in primary care has been persons
seeking immunisation or treatment as infor-
mation on the severe cases became apparent
to the public. These phenomena have also
been observed in other countries in Western
Europe, albeit at lower levels. 

A broad pattern of west to east progres-
sion of influenza epidemics is underway, such
as has been seen in previous years. Hence
the experience of the Western countries can
inform those further to the east of the Euro-
pean Union. All these considerations consti-
tute the justification for this Interim ECDC
Risk Assessment, which will be updated at in-
tervals. 

Those mostly reported as experiencing se-
vere disease or dying prematurely are those
adults below the age of 65 years and children
in the clinical risk groups. These constitute
over 80% of cases reported. Severe disease
also affects some pregnant women. There are
also some previously entirely healthy people,
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who account for 20% of the deaths in the UK,
and higher percentages requiring higher-level
(intensive) hospital care in France. As in the
pandemic, there have been some older peo-
ple experiencing severe disease but reported
cases have been low in numbers. 

Numbers of severely ill cases requiring
care are now declining in the UK but they are
rising in other countries. It cannot be antici-
pated whether those countries will experience
the same rates as the UK. 

The circulating viruses have not as yet
changed or mutated, and it is expected that

the seasonal vaccines will be effective in pre-
venting disease. ECDC-coordinated studies
in the pandemic found up to 80% effective-
ness for vaccines containing A(H1N1)2009.
Other observational studies have confirmed
this. Indeed there are encouraging data sug-
gesting that significant protection develops
within a week of immunisation. Data on the
early deaths in the UK indicate that the vac-
cines in use are also effective in preventing
influenza-related deaths. 

Recent surveys of pandemic and seasonal
vaccine coverage by Member States indicate
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that there are many people in the clinical risk
groups in Europe who remain unvaccinated,
either with the pandemic vaccine or the 2010
seasonal vaccine. 

In the UK, there is a rise in laboratory re-
ports of two or more severe invasive bacterial
diseases; pneumococcal disease and group
A streptococcal disease has been observed.
Rates of invasive streptococcal disease rose
to 0.33/105 population in December 2010
compared to 0.19/105 in an average year. To
date, this has not been reported elsewhere in
Europe. It is unclear whether this rise is asso-
ciated with the influenza epidemics and con-
tributing to the high numbers of severe cases
in the UK, but that is a possibility. 

The scientific evidence to date provides
justification for the following countermeasures
already adopted by some countries in addition
to the usual influenza personal protective
measures (early self isolation, respiratory hy-
giene and hand-washing): 
• Continued vaccination of all those recom-

mended for vaccination following national
guidelines but especially clinical risk
groups, including pregnant women, espe-
cially as it seems that the vaccine pro-

vides some protection even just a week
after injection. However, there may be
vaccine availability, logistical and admin-
istrative issues that will make this difficult
in some settings. 

• Use of antiviral treatment in those pre-
senting with severe influenza-like illness,
pending virological confirmation, and in
those with risk factors with milder dis-
ease. 

• Alerting higher level healthcare services
of potential increased numbers of in-
fluenza patients this winter, potentially al-
ready in the next few weeks. 

• Advising clinicians to be vigilant to the
possibility of severe illness due to bacterial
co-infection with influenza, including inva-
sive group A streptococcal, pneumococcal
and meningococcal infection, and to be
aware of the possibility of such bacterial
co-infection in people with flu-like illness. 

• Use or creation of clinical networks for
surveillance, evaluation and sharing of
clinical experience. 
This is an interim risk assessment and will

be up-dated at intervals as more data and
analyses emerge.

BioShield projects sees vaccine, treatments successes
Source: http://homelandsecuritynewswire.com/bioshield-projects-sees-vaccine-treatments-
successes

Efforts on behalf of the U.S. Department
Health and Human Services to ensure that
the United States has medical countermea-
sures (MCMs) available for responding to a
chemical, biological, radiological, or nuclear
(CBRN) event have been successful in de-
veloping the first human vaccine for avian flu,
as well as delivering treatments for anthrax
(vaccines and therapeutics), radiation expo-
sure, and botulism to the Strategic National
Stockpile (SNS) . As required by congress,
the latest annual report on Project BioShield
has been published by the U. S. Department

of Health and Human Services (HHS), Office
of the Assistant Secretary for Preparedness
and Response. The report covers activities
and efforts to diversify the medical counter-
measures (MCM) enterprise from January
2009-December 2009. Efforts on behalf of the
HHS to ensure that the country has medical
countermeasures (MCMs) available for re-
sponding to a chemical, biological, radiologi-
cal, or nuclear (CBRN) event have been
successful in developing the first human vac-
cine for avian flu, as well as delivering treat-
ments for anthrax (vaccines and
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therapeutics), radiation exposure, and botu-
lism to the Strategic National Stockpile (SNS).
R&D efforts for a smallpox vaccine and addi-
tional countermeasures for the SNS are un-
derway.

Despite advances made since the pro-
gramʼs inception in 2004, Project BioShield still
needs “adaptable distribution plans in place to
deliver countermeasures to every American
quickly,” according to Nicole Lurie, MD, assis-
tant secretary for preparedness and re-
sponse, HHS. Throughout 2009, antitoxins to
anthrax and botulinum were delivered to the
SNS through existing contracts administered
by the Biomedical Advanced Research and
Development Authority (BARDA), a depart-
ment within HHS. In March 2009 a solicitation
was successfully issued to support the pro-
curement of 1.7 million treatment courses of
smallpox antiviral drugs. The project has run
into considerable difficulty in developing and
procuring a next generation anthrax vaccine.
BioShield officials are hoping that the termina-
tion of a solicitation in December 2009 to sup-
port late-stage development of 20 million
doses of vaccine will result in a more mature
and reliable product being developed. The an-
nual report describes streamlining procedures
in awarding grants, contracts, and cooperative
agreements in developing countermeasures.
Section Four of the Project BioShield Act al-
lows the Secretary of HHS to declare the use
of unapproved products (also known as Emer-
gency Use Authorization [EUA]) in an event de-
termined to be an emergency by DHS

or Defense. EUA has been used by the FDA in
response to the 2009 H1N1 flu virus. In the
event that an emergency is declared by the
HHS secretary, the FDA commissioner must
consult with the National Institutes of Health
(NIH) and the Centers for Disease Control and
Prevention (CDC) to ascertain the correct plan
of action. Of the $5.6 billion in the Special Re-
serve Fund for Project BioShield, $2.4 billion
remains as of December 2009. Contracts
awarded using the Special Reserve Fund are
primarily of the fixed priced variety. BARDA has
awarded 9 contracts for development and ac-
quisition of CBRN medical countermeasures
valued at over $2 billion, and has successfully
stockpiled seventeen medical products against
six CBRN threats.

The 2009 report details the status of sev-
eral acquisition contracts, its recipients, total
funding, and reasons specific authority use
and terminated contracts.
• Human Genome Sciences (HGS) was

awarded $326 to develop Raxibacumab
(an antitoxin used to treat Anthrax)

• Cangene was awarded $558 million to
develop and procure Anthrax Immune
Globulin (AIG, an antitoxin also used to
treat Anthrax) as well as Botulinum Antito-
xin (hBAT) therapeutic. The deliveries of
treatments as specified by the contracts
are still ongoing.

• Emergent, a global biopharmaceutical
company focused on the development,
manufacturing, and commercialization of
vaccines and antibody therapies (formerly
BioPort), received $691 million to procure
28.75 million doses of AVA (BioThrax, An-
thrax vaccine absorbed).

• A $2 million contract for rPA (Recombi-
nant Protective Antigen), an Anthrax vac-
cine treatment, was terminated between
VaxGen in December of 2006 for failing to
meet contract requirements. This termina-
tion of this contract was thought to have
been a premature decision according to
top scientists in the field. On 28 July
2010, VaxGen completed a merger tran-
saction with diaDexus, Inc., a diagnostics
company that focuses on the develop-
ment and commercialization of patent-
protected in vitro diagnostic products.
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• Denmark-based Bavarian Nordic, an in-
dustrial biotechnology company that de-
velops and produces vaccines for the
treatment and prevention of life-threat-
ening diseases, was awarded $505 mil-
lion for their Imvamune (MVA, Modified
Vaccinia Ankara) Smallpox vaccine.
1.15 million doses of the 10 million
doses contract have been delivered as
of 2009.

• Based in the greater St. Louis area,
Fleming, a pharmaceutical company that

specializes in the discovery, develop-
ment, and manufacture of innovative pre-
scription and over-the-counter (OTC)
therapies, was awarded $18 million for
providing 4.8 million bottles of Potassium
Iodide (Thyroshield), a pediatric trea-
tment.

• Illinois-based Akorn was awarded $22
million for close to 500,000 doses of IV
Calcium/Zinc DTPA (Diethylene triamine
pentaacetic acid), a treatment for interna-
lized radionuclides.

The rapid development of nanotechnology
has increased fears about the health risks of
nano-objects. Are these fears justified? Do we
need a new discipline, nanotoxicology, to eva-
luate the risks? Harald F. Krug and Peter Wick
of the Swiss Federal Laboratories for Mate-
rials Science and Technology discuss these
questions in the journal Angewandte Chemie.
“Research into the safety of nanotechnology
combines biol-
ogy, chemistry,
and physics with
workplace hy-
giene, materials
science, and en-
gineering to cre-
ate a truly
interdisciplinary
research field,”
explain Krug and
Wick. “There are
several factors
to take into ac-
count in the inte-
raction of
n a n o - o b j e c t s
with organisms,”
they add. The term nanotoxicology is fully ju-
stified. “Nanoscale particles can enter into
cells by other means of transport than larger
particles.” Another critical feature is the large
surface area of nano-objects relative to their
volume. If a similar amount of substance is

absorbed, an organism comes into contact
with a significantly larger number of molecules
with nanoparticles than with larger particles.
Dose–effect relationships cannot therefore be
assumed to be the same. Furthermore, che-
mical and physical effects that do not occur
with larger particles may arise. “Whether the
larger or smaller particle is more toxic in any
given case cannot be predicted,” according to

the authors.
“Clearly, the type
of chemical com-
pound involved
and its conforma-
tion in a specific
case can also not
be ignored.” Car-
bon in the form of
diamond nanopar-
ticles is harmless,
whereas in the
form of nan-
otubes—depend-
ing on length and
degree of aggre-
gation—it may
cause health prob-

lems. It is also thus impossible to avoid con-
sidering each nanomaterial in turn. For a risk
assessment, it is also necessary to keep in
mind what dosage would be considered real-
istic and that not every observed biological ef-
fect automatically equates to a health risk.

How Safe Is Nano? Nanotoxicology: An interdisciplinary ch-
allenge
Source: http://www.nanowerk.com/news/newsid=19905.php
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Krug and Wick indicate that
a large amount of data
about the biological effects
of nanomaterials is avail-
able, but not all studies are
reliable. Sometimes it is not
possible to reproduce the
specific material tested or

the conditions. “By pointing out methodologi-

cal inadequacies and making concrete re-
commendations for avoiding them, we are ho-
ping to contribute to a lasting improvement in
the data,” state Krug and Wick.

More information: Harald F. Krug, Nanotoxicology:
An Interdisciplinary Challenge, Angewandte Che-
mie International Edition, Permalink to the article:
http://dx.doi.org/ … ie.201001037

T cells offer new promise for vaccines for plague and bacte-
rial pneumonias
Source: http://homelandsecuritynewswire.com/t-cells-offer-new-promise-vaccines-plague-and-
bacterial-pneumonias

There is currently no licensed plague vaccine
in the United States, which is too bad because
Yersinia pestis is arguably the most deadly
bacteria known to man; most of the plague
vaccine candidates that have been studied
aim to stimulate B cells to produce plague-
fighting antibodies, but animal studies suggest
that antibodies may not be enough to protect
humans from pneumonic plague; new studies
show that T cells can also fight plague — and

may be better candidates with which to de-
velop a plague vaccine. There is an ongoing
battle in the war on terror that remains mostly
unseen to the public — a race between sci-
entists working to develop a vaccine to pro-
tect against plague and the terrorists who
seek to use plague as a weapon. “Govern-
ments remain concerned that bioweapons of
aerosolized Yersinia pestis, the bacteria that
causes plague, could kill thousands,” says
Stephen Smiley, a leading plague researcher

and Trudeau Institute faculty member. The an-
thrax scare that followed the terror attacks of
9/11 made the threat of bioterrorism real and
led to a surge in federal funding into research
aimed at heading off such threats. According
to Smiley, there is no licensed plague vaccine
in the United States. Infection Control Today
reports that together with postdoctoral asso-
ciate Jr-Shiuan Lin, he is working to develop
a vaccine that will protect members of the

armed services and public from a
“plague bomb.” Yersinia pestis is arguably the
most deadly bacteria known to man. Plague
infections of the lung, known as pneumonic
plague, are extremely lethal. The bacteria,
which grow both inside and outside the cells
of the lung, usually lead to death within a
week of infection. Most of the plague vaccine
candidates that have been studied aim to
stimulate B cells to produce plague-fighting
antibodies. Animal studies suggest, however,
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that antibodies may not be enough to protect
humans from pneumonic plague. The Smiley
laboratory has shown that T cells can also
fight plague. The lab previously demonstrated
that a single immunization with an experi-
mental vaccine stimulates the production of T
cells that provide partial protection against
pneumonic plague. New data, reported in the
current issue of the Journal of Immunology,
show that a second immunization, or booster,
improves the protection provided by T cells.
“It is particularly exciting that the boost seems
to improve protection by increasing a newly
described type of T cell, which we call a Th1-
17 cell,” says Smiley. These cells have char-
acteristics of both Th1 cells, which defend
against intracellular bacteria, and Th17 cells,

which specialize at killing extracellular threats.
This research is focused primarily on thwart-
ing the use of plague as a bioweapon. Small,
natural outbreaks of plague, however, conti-
nue to this day. A plague vaccine will protect
against both naturally occurring outbreaks
and those that have been manufactured.

Additionally, Smiley believes these Th1-17
cells may be important in fighting other kinds
of pneumonia: “Bacterial pneumonia is one of
the most common causes of death in hospi-
tals and, like plague, many of these pneumo-
nias are caused by bacteria that grow both
inside and outside the cells of our bodies.”
Smileyʼs studies are funded by the Trudeau
Institute and grants from the National Insti-
tutes of Health.

New pathogen detector
Source: http://www.polijam.com/index.php?option=com_content&view=article&id=55740:ab-
bott-unveils-new-pathogen-detector&catid=55:business&Itemid=54

A new assay system that can accurately detect 17 different
bio-threat pathogens has been introduced by Abbott, an
Illinois pharmaceutical company. «While public health offi-
cials concerned with bioterrorism  and emerging infectious
diseases are detecting known, conventional infectious
agents, itʼs becoming very clear there is a need for broader
detection and characterization of pathogens for bio-de-
fense,» said David Ecker, divisional vice president and gen-
eral manager, of Abbottʻs Ibis Biosciences subsidiary. “The
PLEX-ID systemʼs new bio-threat assay will serve that need by identifying and quantifying, for non-
diagnostic purposes, a broad set of pathogens including bacteria and families of viruses in humans
and animals.» Abbott unveiled its PLEX-ID system at the American Society for Microbiology Con-
ference on Biodefense and Emerging Diseases in Washington.The company said the PLEX-ID Bio-
threat Assay permits analysis of direct specimens, such as blood, water, food and air filter samples,
and provides results in less than eight hours. Among different bio-agents targeted in the new test are
Bacillus anthracis, E. coli, salmonella, Ebola virus and avian influenza viruses.
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Harris Corp. of New York is providing the U.S.
Army with high-frequency radios for use with
a biological threat detection system under a
$9 million order. Under the order, Harris will
supply Falcon II 400-watt AN/PRC-150(C) HF
systems for the Armyʼs Joint Biological Point
Detection System, which is designed to detect
and identify biological warfare agents. The
AN/PRC-150(C) automatically communicates
alerts to headquarters over HF radio links
when biological agents are detected, the com-
pany said. «Harris is the market leader in tac-
tical, high-frequency radio communications,»
said Brendan OʼConnell, president, Depart-
ment of Defense business, Harris RF Com-
munications. «We have supported the
integration of our radio systems into many
types of customer programs. «In this instance,
the Army is taking advantage of the secure
data transmission capabilities of the AN/PRC-
150 to give U.S. forces the maximum amount
of time to respond to potentially significant
threats.» The AN/PRC-150(C) is an NSA
Type-1 certified HF radio system. Widely de-
ployed, the AN/PRC-150(C) provides conti-
nuous coverage in the 1.6-to-60 MHz
frequency range, delivering secure voice and
data communications even in the harshest
conditions.

Army orders radios for bio-threat system
Source: http://www.upi.com/Business_News/Security-Industry/2011/02/10/Army-orders-ra-
dios-for-bio-threat-system/UPI-86981297347557/#ixzz1DfPrzPtq

Tool developed to monitor pandemic threats
Source: http://homelandsecuritynewswire.com/tool-developed-monitor-pandemic-threats

An Emerging Pandemic Threats (EPT) tool,
known as «Predict,» will enable scientists
and the public to track outbreaks of commu-
nicable animal diseases; Predict will monitor
data from 50,000 Web sites with information
from World Health Organization (WHO)
alerts, online discussions by experts, wildlife
trade reports, and local news. Created with a
grant from the United States Agency for In-
ternational Development (USAID), an Emerg-
ing Pandemic Threats (EPT) tool, known as
“Predict,” will enable scientists and the public

to track outbreaks of communicable animal
diseases. The goal of the program is to pre-
empt or combat, at their source, newly
emerging diseases of animal origin that could
threaten human health. The tool is being pro-
duced by experts on human and animal dis-
eases from a consortium that first came
together in 2009 during the pandemic of
H1N1 swine flu. The experts have focused
their attention on animal diseases that infect
humans, such as the virus that caused the
outbreak of SARS and the viruses (Ebola in-
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cluded) that are believed to have originated
in bats. Predict will monitor data from 50,000
Web sites with information from World Health
Organization (WHO) alerts, online discus-
sions by experts, wildlife trade reports, and
local news. Damien Joly, an associate direc-
tor of wildlife health monitoring for the Wildlife
Conservation Society, said “We strongly be-

lieve in public access to the data we collect.
It doesnʼt do public health much good to col-
lect data and let it sit while it awaits publica-
tion.” The EPT program is being managed by
USAID with technical support from the U.S.
Centers for Disease Control and Prevention
and the United States Department of Agricul-
ture.

Experts express concern over the 600 million
Pound virus «superlab» planned for St. Pan-
cras, London; the 14-story, maximum security
site containing viruses including malaria, tu-
berculosis, bird and swine flu, cancer cells,
and HIV would need to be «bullet-proof» to
withstand not only an earthquake, a bomb, or
fire — there are also worries that Tube trains

running through Kingʼs Cross and Euston sta-
tions could ruin delicate and expensive labo-
ratory equipment.

One of Britainʼs leading bio-scientists yes-
terday voiced fears over the safety of a £600
million virus “super-lab” planned for St. Pan-
cras, London. Professor Guy Dodson, who
has worked at Oxford University, warned that
the 14-storey, maximum security site con-
taining viruses including malaria, tuberculo-
sis, bird and swine flu, cancer cells, and HIV
would need to be “bullet-proof.” He told the
Evening Standard: The issues are if you have
an earthquake, some idiot lets a bomb off or
thereʼs a fire at St Pancras International.

These are extreme examples but you donʼt
want that building to suffer a serious knock-
about when youʼve got this material in there.
The unspoken concern is terrorism because
itʼs a natural target. We need to know the ca-
pacity they have for dealing with the unex-
pected. The biochemistʼs fears echo those of
some of the thousands living nearby. The

U.K. Center for Medical Re-
search and Innovation will have
several underground laborato-
ries. Professor Dodson is also
concerned that vibrations from
Tube trains running through
Kingʼs Cross and Euston could
ruin delicate and expensive labo-
ratory equipment. In written evi-
dence to a Commons Science
and Technology select committee
inquiry, he wrote: “I fear that the
£600 million funding will not be
sufficient to meet the uncertain-
ties in building and equipping

the laboratories.” The consortium behind the
project includes the Medical Research Coun-
cil, Cancer Research U.K., and the Wellcome
Trust. The Evening Standard reports that the
center, which has won planning permission
from Camden council and been approved by
London Mayor Boris Johnson, said bio-secu-
rity will be among the tightest in Britain. A
UKCMRI spokesman said: “A number of sub-
missions have been made. We look forward
to discussing with MPs the development of
this world-leading institute which represents
a superb investment in the battle to improve
the health of people across the capital
and country.”

Terror attack fears over London virus superlab
Source: http://homelandsecuritynewswire.com/terror-attack-fears-over-london-virus-superlab

Artist rendering of Londonʼs planned virus superlab // Source: th-
isislondon.co.uk
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After learning that his hospital would be short
ventilators in the event of an influenza pan-
demic, Matthew Callaghan sketched out con-
cepts for a less inexpensive ventilator on a
napkin at a lunchtime meeting with a fellow
physician. Matthew Callaghan, MD, had an
epiphany about medical device design during a
pandemic planning meeting, when his hospital
was drafting a worst-case scenario protocol to
decide which types of patients would receive

life support from the hospitalʼs limited number
of breathing ventilators. “The physicians as-
sumed that weʼd have to ration the ventilators,
and that if we put the criteria on paper, we
wouldnʼt feel bad about the life-or-death deci-
sions we were making,” said Callaghan. “All of
a sudden, I realized that the task force wasnʼt
addressing the root problem. So I asked, ̒ Why
not design a cheaper ventilator so rationing
isnʼt necessary?ʼ” So Callaghan started to
think about why ventilators, which primarily
move air in and out of impaired lungs, cost up-
wards of $40,000, and why no one had de-
signed a low-end model that could be
stockpiled for large-scale disasters. Fortu-
nately, the fact that he was a surgical resident
at UC-San Francisco at the time wasnʼt a men-
tal barrier for Callaghan, who has degrees in
product design and biology from Carnegie Mel-
lon, a medical degree from State University of
New York, a medical fellowship from New York
University and now a postdoctoral position in
Stanford Universityʼs biodesign program. In ad-
dition, his kindergarten report card probably
said, “He colors outside of the lines.” He began

by inviting a physician friend to lunch, and they
began sketching some ideas on a napkin. After
learning that the United States would be short
about 700,000 ventilators during a moderate-
to-severe influenza pandemic, they realized
that they might be able to build a business
around their ideas. Three years later,
Callaghanʼs team is close to commercially
launching a low-cost ventilator, called One-
Breath, which will be the first device specifically
designed to address the global shortage of
emergency The OneBreath ventilator went
from napkin sketch to finished product with the
help of Stanford Biodesign, a training incubator
in medical technology that brings together mul-
tidisciplinary teams of medical, engineering,
law and business school students to address
unmet medical needs with innovative ap-
proaches. This program, which was founded
10 years ago, has jump-started a number of
successful innovations, including a new ap-
proach to minimally invasive spine surgery
(Simpirica Spine); a more cost-effective way to
diagnose heart rhythm abnormalities (iRhy-
thm); and a device to accelerate healing of skin
ulcers (Spiracur). Stanford Biodesign recently
established joint programs in India and Singa-
pore to specifically help accelerate medical so-
lutions for underserved populations. The
Stanford Biodesign credo is that medical inno-
vation can be taught, and all design teams
learn a systematic approach to needs finding,
invention and implementation. Before biode-
sign fellows even get close to building a proto-
type, they spend three months on clinical
observation, asking questions, identifying
needs, analyzing markets and brainstorming
concepts. Along the way, they also learn about
managing intellectual property, the regulatory
process and medical reimbursements, apply-
ing this knowledge to their specific projects.
Pictured: From left: Larry Miller, Matthew
Callaghan, William Bishop, Frederick Winston
and Dhruv Boddupolli show an early prototype
of the OneBreath ventilator that they have de-

Researchers Develop Low-cost Medical Ventilators for
Global Disasters
By Stanford University Medical Center
Source: http://med.stanford.edu/ism/2011/february/ventilator-0214.html
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veloped. Their device, which is at least a year
away from roll-out, is projected to be sold at a

fraction of the cost of a typical hospital ventila-
tor. “We say that a well-characterized need is
the DNA of a good invention. Itʼs a lot of work
to get the need right, but once you are there,
the invention will almost certainly follow,” said
Paul Yock, MD, director of Stanford Biodesign.
With the help of this methodology, members of
Callaghanʼs team were able to focus their con-
cepts to more effectively address a need de-
vice manufacturers missed — the
pandemic/disaster ventilator market in devel-
oping nations. In these areas of explosive pop-
ulation growth, health-care infrastructure is
limited, and the demand for low-cost ventila-
tors is great, especially in China, where large
influenza outbreaks are common. “Our team
decided to design a ventilator that could oper-
ate in the middle of nowhere during emergen-
cies, without all the bells and whistles — such
as remote monitoring or neonatal care — that
are not only hard to use, but are only needed
for one in 1,000 patients,” said Callaghan. By
starting with a narrow design target, the form
and function of their device began to diverge
radically from hospital ventilators, which often
resemble 747 cockpits on rollers, with busy
computer screens, control modules, air reser-
voirs, oxygen supplies and a tangle of cords
and tubes. Structurally, the OneBreath team
lowered manufacturing costs by reducing the
number of parts; airflow is measured and con-
trolled with propriety software rather than hard-
ware. To ensure operability and portability

during earthquakes, floods, tsunamis and other
disasters, the compact plastic housing is rug-

ged, grime-resistant, stackable and easy to
carry. To cope with power outages, units
come with a seven-hour rechargeable bat-
tery. Because expert technicians are few and
far between during disasters, the units are
simple enough for novices to operate and re-
pair, and breathing tube replacement costs
are 50 cents, rather than the $180 required
with high-end ventilators. With an out-the-
door cost targeted at less than $800, One-
Breathʼs retail price should be a fraction of
comparable ventilators, priced so that gov-
ernments and institutions can afford to stock-
pile units for potential disasters. Thomas
Krummel, MD, chair of the Department of
Surgery and a Stanford Biodesign co-direc-
tor, is enthusiastic about the project: “I love

the duality of the OneBreath solution, the way
its affordability addresses the Westʼs need for
pandemic preparedness, while at the same
time addressing the developing worldʼs need
for basic, inexpensive ventilators.” So far the
product has been well-received; it was named
a Popular Science Invention of the Year in
2010 and has won awards from the American
Association for Respiratory Care, the American
College of Surgery Clinical Congress and
NCIAA BMEidea. Callaghan credits the Stan-
ford entrepreneurial spirit, in part, for One-
Breathʼs success. “When we needed a
business plan, we visited the Stanford Gradu-
ate School of Business, and three students
wrote our plan as part of a class assignment.
After we built our first cardboard prototypes, we
went over to Stanfordʼs pulmonary and critical
care office with donuts and coffee, and the
physicians were happy to provide user feed-
back.” Before his biodesign fellowship,
Callaghan had no idea how hard it was to get
a medical device through the regulatory
process: “I laugh when I look back at our early
grant applications, where we estimated that itʼd
take $20,000 and seven months to get our de-
vice approved by the FDA.” Thus far, the biode-
sign-led development process has taken two
years, with the addition of a Wallace H. Coulter
Foundation grant and award money from a
number of design competitions. Biodesign is
supported from a variety of internal and exter-
nal sources, including pilot and fellowship

From left: Larry Miller, Matthew Callaghan, William Bishop,
Frederick Winston and Dhruv Boddupolli show an early
prototype of the OneBreath ventilator that they have de-
veloped. Their device, which is at least a year away from
roll-out, is projected to be sold at a fraction of the cost of
a typical hospital ventilator.
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grants from Spectrum, the organization that
oversees Stanfordʼs NIH-funded Clinical and
Translational Science Award. Callaghan esti-
mates itʼll take at least another year and $2.5
million to usher OneBreath through final te-
sting, agency approvals, pilot manufacturing
and lockdown of technical documentation. If
the device is successfully launched, all the in-
tellectual property holders — the OneBreath in-
ventors, the investors and Stanford — share in
any future profits. While theyʼre waiting for
agency approvals in the United States and Eu-
rope, theyʼll field test pilot units in China and
India. By documenting their successes over-
seas, they hope to convince U.S. institutional
buyers, who often perceive lower-priced med-
ical devices as less effective or risky, to give
their ventilators a try. Callaghan is now going
through the bittersweet process of transition-

ing his recently incorporated company to a new
CEO, Bryan Loomas, who has 27 years in the
medical device business; and a VP of business
development, Frederick Winston, who gradu-
ated from the Stanford Graduate School of
Business. Stephen Ruoss, MD, associate pro-
fessor of pulmonary and critical care medicine
is Callaghanʼs technical advisor. Looking for-
ward, Callaghan has several new medical
ideas that heʼs eager to develop. His advice to
others with similar aspirations: “Assemble a
small team of quality people — engineers, ph-
ysicians, MBAs — who are all willing to wear
multiple hats. In a start-up, everyone needs to
do everything, from spell-checking brochures
to taking out the trash.” Kris Newby is the com-
munications manager for Spectrum, the Stan-
ford Center for Clinical and Translational
Education and Research. 

Medscape pub-
lishes thousands
of articles each

year, ranging from our own expert commen-
taries and medical news to full-text selections
from your favourite journals. Our editors aim
to provide physicians with timely clinical up-
dates, perspectives on healthcare reform,
practice management ideas, and more.
Below is a list of the top-10 most-read articles
by emergency medicine physicians on Med-
scape in 2010.
1. Safety and Efficacy of Rapid Titration

Using 1 mg Doses of IV Hydromorphone
in Emergency Department Patients With
Acute Severe Pain: The «1+1» Protocol
Journal Article/Access Medicine from Mc-
Graw Hill 

2. Treating the Intense Pain of Renal Colic
Viewpoint/Knox H. Todd, MD, MPH 

3. NDM-1 — Making Resistant Bugs in New
Ways
Article/Carol Peckham, Editor, Medscape 

4. Six Ways to Earn Extra Income From
Medical Activities
Article/Dennis G. Murray 

5. Revolutionary Advances in the Manage-
ment of Traumatic Wounds in the ED:
During the Last 40 Years: Part I
Journal Article/The Journal of Emergency
Medicine 

6. Washington Watch: CDC Report on ED
Capacity
Article/American Academy of Emergency
Medicine 

7. 25 Years in the Emergency Department
— Lessons Learned:
An Expert Interview With Robert McNa-
mara, MD
Conference Coverage/AAEM 16th An-
nual Scientific Assembly 

8. Is CT Indicated for Patients With Isolated
Syncope?
Ask the Experts/Robert Glatter, MD 

9. An Unusual Foreign Body As Cause of
Chronic Sinusitis
Case Report/Journal of Medical Case
Reports 

10. What Does the Healthcare Reform Bill
Really Mean for Doctors?
Article/Leslie Kane, MAC, Editor, Med-
scape 

Most-Read Articles by Emergency MMeeddiicciinnee  PPhhyyssiicciiaannss
Jennifer A. Eaton
Source: http://www.medscape.com/viewarticle/733492?src=mp&spon=45
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The Centre for Security Studies at ETH Zurich would like to draw your attention to the follow-
ing recent publications on its Strategic Trends Analysis website: 

CSS Analysis in Security Policy No. 88
Progress in Biotechnology as a Future Security Policy Challenge

by Sergio Bonin

Biological weapons do not figure prominently in current
threat analyses. However, this might change with advan-
ces in biotechnology, and synthetic biology in particular.
If the synthetic construction and modification of bacteria
and viruses should become a reality, a broad range of
useful applications in medicine, environmental protection,
and other fields would be facilitated. At the same time,
however, constructing biological weapons could become
easier, and the necessary skills would be available to a
larger spectrum of actors. It seems advisable to explore
preventive countermeasures at an early stage. 
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The ultimate nightmare of a terrorist with a nu-
clear bomb may be closer than you thought.
Britainʼs nuclear security is shot full of holes, ac-
cording to a startling new report for the govern-
ment. Procedures for vetting workers at a
plutonium plant in Sellafield in Cumbria have
been flawed, raising the alarming spectre of an
insider being recruited by a terrorist organisa-
tion. With just five kilograms of plutonium a well
organised group like al-Qaeda could make a
bomb capable of blowing the heart out of a city.
The revelation is contained in the first ever re-
port from the Office for Civil Nuclear Security, a
shadowy state agency charged with protecting
Britainʼs 31 nuclear sites against terrorist attack.
It discloses that there were problems at the Sel-
lafield plant with «outstanding vetting clearan-
ces for which temporary compensation
arrangements had to be made». The Office,
which has an annual budget of (pounds) 1.6

million and a staff of 35, is responsible for vet-
ting all the workers in nuclear plants who have
access to sensitive materials like plutonium and
uranium. It has faced «unremitting pressure»
over the past 12 months in vetting 9178 staff for
the first time and 3356 staff for a second time,
Frank Barnaby, a nuclear consultant who used
to work at the Aldermaston atomic weapons
plant in Berkshire, pointed out that insiders
could also damage vital cooling systems at
waste stores or reactors. «That would be a di-
saster,» he said. «We should do everything to
make sure that it doesnʼt happen.» 

Rob Edwards «ʻDirty bombʼ threat at Sell-
afield; Staff vettig loophole raises». Sunday
Herald, The. FindArticles.com. 14 Dec, 2010. 
http://findarticles.com/p/articles/mi_qn4156/is_2
002 0616/ai_n12576799/

Dirty News
“Dirty bomb” threat at Sellafield; Staff vettig loophole raises
Source: http://findarticles.com/p/articles/mi_qn4156/is_20020616/ai_n12576799/

Source: http://www.nytimes.com/imagepages/2010/12/16/us/16terrorGraphic.html?ref=science
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Diplomatic dispatches reveal world of smug-
glers, ex-military fixers and radioactive mate-
rials found in unlikely locations

The leaked US cables reveal the constant,
largely unseen, work by American diplomatic
missions around the world to try to keep the
atomic genie in its bottle and forestall the ni-
ghtmare of a terrorist nuclear attack. 
The leaked cables tell hair-raising tales of
casks of uranium found in wicker baskets in
Burundi, a retired Russian general offering to
sell “uranium plates” in Portugal, and a radi-
oactive Armenian car on the Georgian border.

As part of what the US government calls its
“second line of defence”, it is Americaʼs diplo-
matic corps who are called out in the middle of
the night when radiation detectors goes off on
a border crossing or smugglers turn up with
fissile or radioactive materials in his pocket.

Each time that happens, and UN data sug-
gests it has happened about 500 times in the
past 15 years, it means the “first line of de-
fence” has already been breached. The fissile
material (the fuel for a nuclear warhead) or ra-
dioactive isotopes (which emit harmful radia-
tion), have already been stolen from their
source.

Three months after taking office, Barack
Obama vowed to secure all the worldʼs vul-
nerable nuclear stocks within four years in a
global drive to pre-empt nuclear terrorism. But
a cash-strapped Congress has yet to do ap-
prove any increase in funding for the ambiti-
ous project and Obamaʼs deadline looks
almost certain to be missed. Meanwhile, from
Africa to the former Soviet Union, there are
signs it may already be too late.

In June 2007, the US embassy in Burundi
reported an approach by a local elder alerting
the Americans to a cache of uranium in a con-
crete bunker over the border in the Democra-
tic Republic of Congo (DRC). He was
concerned that it would fall into the hands of
“the wrong people”, specifically the Arabs who
will “destroy” people with it. At the request of
the sceptical Americans, he returned a few

weeks later with a Congolese smuggler who
said he found the material hidden at an old
Belgian colonial building. He had pictures of
a wicker basket with a uranium cask inside,
apparently the property of the countryʼs Ato-
mic Energy Commision.

There was good reason for alarm. After
Mobutu Sese Seko seized power in the mid-
1960s, two uranium fuel rods from a colonial-
era research reactor went missing. One
turned up in 1998 when the Sicilian mafia
were caught in a sting operation trying to sell
it for over $12m (£7.7m) to a customer in the
Middle East. The other is still unaccounted for.

Another decade on, security at the Kinsh-
asa nuclear research centre had scarcely im-
proved. A diplomatic cable in September 2006
describes the security measures separating
the reactor from the university next door.

“The fence is not lit at night, has no razor-
wire across the top, and is not monitored by
video surveillance,” a US diplomatic team re-
ports. “There is also no cleared buffer zone
between it and the surrounding vegetation.
There are numerous holes in the fence, and
large gaps where the fence was missing alto-
gether. University of Kinshasa students fre-
quently walk through the fence to cut across
[the reactor site] and subsistence farmers
grow manioc on the facility next to the nuclear
waste storage building.”

At the same time, there was concern over
established smuggling routes shipping both
uranium fuel and raw uranium ore abroad,
possibly to Iran. Congo has some of the rich-
est uranium reserves on earth, both in terms
of the scale of the deposits and the purity of its
ore.

It would require just a few lorry loads of
Congolese ore to process and enrich enough
uranium for a bomb. Both Washington and in-
spectors at the International Atomic Energy
Agency (IAEA) have been concerned that
such a black market source of high quality
ore, outside IAEA controls, could be used in a
covert weapons programme in Iran.

WikiLeaks cables: How US ʼsecond line of defenceʼ tackles
nuclear threat
Source: http://www.drougos.gr/
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A cable from Tanzania in September 2006
passed on a tip that some of the smuggled
material may be passing through the nationʼs
capital.

“According to a senior Swiss diplomat, the
shipment of uranium through Dar es Salaam
is common knowledge to two Swiss shipping
companies … though no one at either com-
pany would admit it in writing.”

The other major front in Americaʼs “second
line of defence” runs around the edge of Rus-
siaʼs borders, where the collapse of the Soviet
Union created a black market in nuclear and ra-
dioactive material that endures two decades on.

As in Africa, the fears are based on poor
security, particularly in the immediate after-
math of the Soviet implosion, when a signifi-
cant amount of fissile material went missing,
some of it undoubtedly stolen by former mili-
tary officers and officials as a private pension
plan. As in Africa, the diplomats are left with
the challenging task of separating nuclear fact
from fiction.

In July 2008, the embassy in Lisbon re-
ported a “walk-in” informant with a tale of a re-
tired Russian general who had a brick of
uranium metal to sell. The informant handed
over a picture of the merchandise – a lump of
grey metal.

Noting that the “walk-in stated he is not on
any medications and has not consulted any
mental health specialists”, the case is handed
over to specialists, and there is no further
mention of it in the cables.

More often, the post-Soviet nuclear black
market has remained closer to home. An illicit
trafficking database maintained by the IAEA
records 500 incidents since the mid-90s, in-
volving “the theft or loss of nuclear or other ra-
dioactive material”. Of those, 15 involved high
enrichment uranium (HEU) and plutonium,
from which nuclear warheads are made. Most
of those were in former Soviet republics or in
eastern Europe.

As part of the “second line of defence” pro-
gramme, the US National Nuclear Security
Administration (NNSA) is helping Russia build
radiation detectors on every one of the coun-
tryʼs border crossings, about 350 sites, by the
end of next year.

However, there are doubts that this ex-
pensive hi-tech approach will work. Critics
point to the fact that out of 20 high profile
cases where nuclear smuggling has been
uncovered, radiation detectors have played
a part in only one. That is partly because
they are so easily triggered, there are often
turned off or ignored by local officials.

A confidential cable from the US embassy
in Tbilisi records an incident in August last
year when a car carrying three Armenians set
off a detector on the Georgian-Armenian bor-
der. The driver was waved on by customs
guards, however, after he claimed to have
been injected with radioactive isotopes during
surgery.

The car was only searched when it set off
the alarm again on the way back to Armenia.
It was found to be contaminated throughout
by Cesium-137, a highly radioactive isotope,
which could make a devastating “dirty bomb”.
A cloth in the car produced the highest radia-
tion reading, but no radioactive material was
found. It appears that whatever the car was
carrying, had been delivered.

Eight months later, two more Armenian
smugglers crossed the same border carrying
HEU, but managed to shield it from the de-
tectors by the simple expedient of carrying it in
a lead-lined cigarette box. The alarms did not
sound, and instead, the two Armenians, Hrant
Ohanyan and Sumbat Tonoyan, were caught
in a Georgian sting operation and were sen-
tenced last month to prison terms of 13 and
14 years respectively. As the US cables make
vividly clear, their cases are the tip of the ice-
berg.
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Yemeni official told U.S. diplomats that the
lone sentry standing watch at Yemenʼs na-
tional atomic energy commission (NAEC)
storage facility had been removed from his
post, and that the facilityʼs only closed circuit
TV security camera had broken down six
months previously and was never fixed; «Very

little now stands between the bad guys and
Yemenʼs nuclear material,» the official
warned, in a cable dated 9 January this year
sent from the Sanaʼa embassy to the CIA, the
FBI, and the department of homeland secu-
rity; when told of the Yemeni nuclear storage
problem, Matthew Bunn, a Harvard University
nuclear terrorism expert, said: «Holy cow. Th-
atʼs a big source. If dispersed by terrorists it
could make a very nasty dirty bomb capable
of contaminating a wide area»

A senior government official in Yemen
warned U.S. diplomats that poor security at
the countryʼs main store of radioactive prod-
ucts could allow dangerous material to fall into
the hands of terrorists, according to a leaked
U.S. embassy cable.

The official told the Americans that the lone
guard standing watch at Yemenʼs national ato-
mic energy commission (NAEC) facility had
been removed from his post and that its only
closed circuit TV security camera had broken
down six months previously and was
never fixed.

“Very little now stands between the bad
guys and Yemenʼs nuclear material,” the offi-
cial warned, in a cable dated 9 January this
year sent from the Sanaʼa embassy to the
CIA, the FBI, and the department of homeland
security as well as the U.S. secretary of state
in Washington and others.

Yemen, the Arab worldʼs poorest na-
tion, has emerged as al Qaedaʼs most
active base, after Iraq and Afghanistan.
It is home to Al Qaeda in the Arab Pe-
ninsula (AQAP), the group behind a se-
ries of attacks on western targets,
including the failed airline cargo bomb
plot in October and the attempt to bring
down a U.S. passenger jet over Detroit
on Christmas Day last year. The Nige-
rian-born Detroit bomber, Umar Farouk
Abdulmutallab, was radicalised in
Yemen, according to security sources.

The Guardian reports that the cable,
classified as secret by the U.S. ambassador
Stephen Seche, and sent during the imme-
diate aftermath of the Christmas Day bomb,
describes how the “worried” official implored
the U.S. to help convince the Yemen govern-
ment “to remove all materials from the coun-
try until they can be better secured, or
immediately improve security measures at the
NAEC facility.”

The cable revealed that the facility holds
large quantities of radioactive material used
by hospitals, local universities for agricultural
research and in oilfields. The international
community fears radioactive isotopes could
be used to make a dirty bomb — a device
combining simple explosives with radioactive
materials, which it would disperse over a
wide area.

The isotopes are not explosive themsel-
ves, unlike nuclear material such as uranium.
Although unlikely to kill a large number of pe-
ople, such a device could cause tremendous
damage and disruption by creating large no-
go areas contaminated by radioactivity.

WikiLeaks: Yemen radioactive stocks «easy al-Qaeda tar-
get»
Source: http://homelandsecuritynewswire.com/wikileaks-yemen-radioactive-stocks-easy-al-
qaeda-target

Meeting of Yemenʼs NAEC // Source: iaea.org
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International experts said today the lack of
security at the Yemen facility would be a “high
priority” for the U.S. government. Told of the
cableʼs revelation of the type of materials and
the amount stored in Yemenʼs NAEC faci-
lity, MatthewBunn, a former White House
science adviser who specializes in nuclear th-
reat and terrorism, said: “Holy cow. Thatʼs a
big source. If dispersed by terrorists it could
make a very nasty dirty bomb capable of con-
taminating a wide area,” said Bunn, an asso-
ciate professor at Harvard Universityʼs John F
Kennedy school of government, who compi-
les an annual assessment of the nuclear ter-
rorism threat titled Securing the Bomb.

Such a bomb would be “enough to make a
mess that would cost tens of billions of dollars
in cleanup costs and economic disruption,
with all sorts of controversy over how clean is
clean, how will people go back there,” he said.

Itʼs the type of thing that the U.S. program
have been working on securing all over the
world. The global threat reduction initiative
(GTRI) in the department of energy has two
missions: one, to get rid of enriched uranium
and two, to improve security on radioactive fa-
cilities so that dirty bombs cannot be used.

The location in Yemen is obviously of parti-
cular concern given terrorism, given al Qaeda
in the Arab Peninsula headquartered there, also
the spotty effectiveness of the government.

I would think it would be a high priority to
do something about it.

While a dirty bomb has never been deto-
nated, terrorists have been accused of plot-
ting such attacks.

A Briton, Dhiren Barot, admitted plotting to
build a radioactive bomb in the United Kin-
gdom and was convicted in 2006.

The leaked U.S. cable revealed that, in the
days following the officialʼs warning over se-
curity and probably as a result of US diplo-
matic pressure, the radioactive material was
moved to a more secure facility and the re-
mainder of it was likely to follow.

In a section of the cable titled Comment, it
read: “Post will continue to push senior ROYG
(Republic of Yemen Government) officials to
increase security at all national atomic energy
commission facilities and provide us with a
detailed accounting of all radioactive materials
in the country.”

A spokesman for the US state department
said: “We decline to comment on any cable. A
team from the U.S. department of energy vi-
sited Yemen in February and continues to
work with the government on security upgra-
des at relevant sites as part of its global threat
reduction initiative.”

The U.S. national nuclear security admini-
stration declined to comment on the cable or
any action taken as a result of it.

A spokesman added: “I am not going to
comment on upgrades to any specific sites. I
can say that we have programs to co-operate
with more than 100 countries around the
world to secure vulnerable nuclear material,
improve security at nuclear facilities, and pre-
vent nuclear smuggling. We are working day
and night to prevent terrorists from acquiring
nuclear material, no matter the source.”

Geologists develop way to monitor covert nuclear tests in
the Middle East
Source: http://homelandsecuritynewswire.com/geologists-develop-way-monitor-covert-nu-
clear-tests-middle-east

Not only is it difficult to identify exactly where
an explosion takes place, but it is especially
challenging to differentiate the seismic waves
generated by nuclear explosions from those
generated by earthquakes, volcanic activity,
and mine collapses; geologists develop im-
proved seismic model for monitoring nuclear
explosions in Middle East

Geologists from the University of Rhode Is-
land and Princeton University, in collaboration
with Lawrence Livermore National Laboratory,
have taken an important step toward helping
the United States government monitor nuclear
explosions by improving a 3-dimensional
model originally developed at Harvard Uni-
versity. The improvements make the model
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more accurate at detecting the location, so-
urce, and depth of seismic activity.

The results of their research were presen-
ted last week at a meeting of the American
Geophysical Union in San Francisco. The
U.S. National Nuclear Security Administration
uses numerous seismic models in its efforts
to monitor the globe for underground nuclear
explosions detonated by nations that seek to
keep their nuclear activities undetected. Not
only is it difficult to identify exactly where an
explosion takes place, but it is especially ch-
allenging to differentiate the seismic waves
generated by nuclear
explosions from
those generated by
earthquakes, volca-
nic activity, and
mine collapses.

“The goal is to build
a model of the Earth
that will locate seismic
events and characte-
rize those events pre-
cisely while reducing
potential errors,” said
Brian Savage, URI as-
sistant professor of ge-
osciences.

The model spans the politically sensitive
region from Turkey to India, including Iran,
Iraq, and Afghanistan, a region Savage de-
scribes as “tectonically complex.”

Savage and his colleagues analyzed data
from 200 earthquakes collected by 150 sei-
smic stations in the region between 1990 and
2007. They compared the data with that from
simulated earthquakes to identify deficiencies

in the model, then propagated the simulated
earthquakes in reverse to determine where to
improve and update the model.

Different types of seismic waves travel in
different ways and at different speeds. P-
waves, for instance, are the first waves recor-
ded from an earthquake or explosion, and
they behave similar to sound waves. S-waves
are secondary waves that travel in a snake-
like side-to-side fashion. Surface waves are a
combination of the two traveling much slower
with much larger amplitude.

“Depending on the material the waves tra-
vel through, it may
slow down or speed
up the waves,” said
Savage, who notes
that the model requi-
res a great deal of
computer power to
run. “So when you
look at the relative ti-
ming of the waves,
you can tell what the
material is that itʼs tra-
veling through.”

The improvements
the researchers made
to the model focused

on long period surface waves and identifying
the magnitude of a seismic event. “The am-
plitude ratios of different wave types is a key
factor in discriminating whether an event is
manmade or not,” Savage said. The improved
model is expected to be complete by next
summer. The research was funded by he Na-
tional Nuclear Security Administration and the
Air Force Research Laboratory.

A Dangerous Gap in Our Defenses?
An EMP attack is a terrible threat, but countering it is affordable.
Source: http://www.nationalreview.com/articles/255192/dangerous-gap-our-defenses-henry-f-
cooper-brrobert-l-pfaltzgraff-jr

For several days in early November, a series
of U.S. government agencies were either una-
ble or unwilling to explain what had produced
a vapor trail that had illuminated the Southern
California skies. Public speculation abounded,
first that it was a missile, then that it was in

fact the condensation trail (contrail) of a plane.
Controversy continues in the blogosphere and
elsewhere.

The absence of a cogent official explana-
tion reveals a dangerous gap in our defenses,
specifically in our warning systems. Our sur-
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veillance systems should be able to distin-
guish a missile from an airplane instantane-
ously. If the source of the vapor trail had been
a short-range ballistic missile launched from
a freighter, tanker, or container ship, or even
a small vessel off our shores, we should have
been able to detect it unambiguously and
shoot it down quickly. Failure to do so could
have produced long-lasting local and global
consequences.

The 2004 Report of the Commission to As-
sess the Threat to the United States from
Electromagnetic Pulse (EMP) Attack obser-
ved that a single nuclear weapon exploded at
high altitude above the United States will in-
teract with the Earthʼs atmosphere, ionosph-
ere, and magnetic field and can produce a
damaging electromagnetic pulse over hun-
dreds of square miles. This could shut down,
for an indefinite period, telecommunications
and electrical-power grids, as well as the elec-
tronics-dependent transportation systems that
support the “just-in-time” marketing, manu-
facturing, and delivery of essentially all com-
modities upon which we are dependent. It
could cut off water and food supplies to urban
areas and create chaos that would return the
United States to 19th-century life, but without
the life support then provided by an indige-
nous agricultural society. It could also hobble
banking and related business transactions,
which in turn could extend the catastrophic ef-
fects into the global economy. Disabling even
one of our critical infrastructure elements
would have severe consequences for others
— effects from which advanced, technologi-
cally interdependent societies might not ea-
sily recover.

This threat is not merely hypothetical. Se-
veral years ago, Iran tested a short-range bal-
listic missile in a way that indicated an interest
in developing an EMP capability. Even terro-
rists might purchase such missiles, possibly
armed with nuclear weapons. Furthermore,
recent reports that Iran has agreed to install
ballistic missiles in Venezuela suggest that we
could face a threat via future pathways across
the Caribbean. This could become a modern
version of the Cuban Missile Crisis. Yet no na-
tional strategy addresses this threat or under-
writes a serious program to counter its effects
— though such a capability would be possible

as an inexpensive adjunct to existing and
planned missile-defense programs.

Presidents George W. Bush and Barack
Obama both have placed a top priority on pre-
venting the smuggling of nuclear weapons to
the United States. Such a program must be
able to counter the maritime smuggling of nu-
clear weapons, including the identification and
interdiction of a ship carrying short- or me-
dium-range nuclear-armed ballistic missiles.
And if such a ship escapes detection or inter-
diction before it approaches U.S. coasts, ef-
fective defenses could intercept a launched
nuclear-armed missile in its ascent phase just
after launch and before it can detonate a nu-
clear warhead.

Fortunately, the dangerous gap in our de-
fenses that may have been revealed by the
vapor trail in early November can be filled by
technologies that are already available or pre-
sently under development. This includes co-
untering a would-be EMP attacker, who might
be deterred by an integrated U.S. system that:
1) identifies a ship carrying one or more nu-
clear-armed ballistic missiles and interdicts it
before it reaches striking distance of the Uni-
ted States; 2) failing that, intercepts the attac-
king missile before its EMP-producing nuclear
warhead is detonated; and 3) failing that, re-
duces casualties and provides for critical in-
frastructure reconstitution, including
hardening to minimize EMP effects.

Such an integrated system would contain
three components fashioned from ongoing
missile-defense programs — Aegis ballistic-
missile-defense (BMD) ships, Aegis Ashore
ground-based interceptors, and unmanned
aerial vehicle (UAV) capabilities. An effective
command-and-control system, together with
intelligence and early warning, is vitally im-
portant in preventing the smuggling of nuclear
weapons into the United States, as well as for
timely missile-defense operations.

Interceptors on even a single U.S. Navy
Aegis cruiser or destroyer operating in a re-
gion near Norfolk, Va., could defend a large
portion of the eastern seaboard. Additional
ships could extend and reinforce the protec-
tive shield from New England to Florida. The
five Aegis BMD-capable ships now stationed
in the Atlantic will grow to 18 by 2015, and a
few of these could provide an anti-EMP mis-
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sile defense for the entire east coast, while
still performing their other day-to-day opera-
tions. A similar number are already deployed
in the Pacific, and several of these could de-
fend Hawaii, Alaska, and the west coast. A
land-based version of the Navyʼs Standard
Missile-3 (SM-3), deployed on military bases
along the Gulf coast, could defend those who
live there against an EMP attack from Vene-
zuela or the Caribbean.

Already-deployed SM-3s can begin to co-
unter the EMP threat almost immediately, and
planned higher-velocity SM-3 improvements,
along with an increase in deployed numbers,
will make an EMP attack even less likely to
succeed. Similarly, a land-based variant of the
current SM-3 could be rapidly deployed and
improved. The current Aegis Ashore program
plans initial overseas land-based deploy-
ments beginning in 2015 — and improve-
ments following in the next five years.
Obviously, this same capability could be de-
ployed as part of an anti-EMP capability to
protect the United States, particularly in the
Gulf-coast region, where Aegis ships seldom
operate.

To help fill the November vapor-trail my-
stery gap, a dedicated UAV-sensor system
could provide timely tracking information,
which is essential to initiating defensive ope-
rations somewhere between seconds and a
very few minutes after a threatening missile is
launched from a ship off our coasts. Such

UAVs could also carry interceptors as an ad-
ditional defensive layer to Aegis. UAV-borne
sensors and weapons have already demon-
strated impressive capabilities in Afghanistan
and Iraq, and appropriate versions could be
placed in “orbits” off the U.S. coast to identify
ballistic-missile launch preparations, provide
warning if a ballistic missile is launched from
an offshore ship, and intercept it in its boost
or ascent phase.

Americaʼs current state of essentially com-
plete vulnerability to the EMP threat is unacce-
ptable, especially since relatively inexpensive
steps can be taken now to build missile-de-
fense systems that would begin to counter this
21st-century threat. Existing, already-funded
programs will improve possible near-term ca-
pabilities, which can begin initial operations by
2015. The confusion over what produced the
vapor trail off the California coast in early No-
vember, along with the potential threat from Ve-
nezuela, should inspire action to fill a gap that,
if unaddressed, could have catastrophic con-
sequences for our security.
Henry F. Cooper was chief U.S. negotiator at the
Geneva defense and space talks with the Soviet
Union (1985–1989) and director of Strategic De-
fense Initiative (1990–1993). Robert L. Pfaltzgraff
Jr. is president of the Institute for Foreign Policy
Analysis, Shelby Cullom Davis Professor of Inter-
national Security Studies at the Fletcher School,
Tufts University, and co-chairman of the Indepen-
dent Working Group.

Hundreds of millions of dollars are spent on
cleanup of some major sites contaminated by
radioactivity, primarily from the historic pro-
duction of nuclear weapons during and after
the Second World War; Oregon State Univer-
sity researchers have invented a new type of
radiation detection and measurement device
that will be particularly useful for cleanup of
sites with radioactive contamination, making
the process faster, more accurate and less ex-
pensive. Members of the engineering faculty

at Oregon State University have invented a
new type of radiation detection and measure-
ment device that will be particularly useful for
cleanup of sites with radioactive contamina-
tion, making the process faster, more accurate
and less expensive. A patent has been
granted on this new type of radiation spec-
trometer, and the first production of devices
will begin soon. The advance has also led to
creation of a Corvallis-based spin-off com-
pany, Avicenna Instruments, based on the

New technology speeds cleanup of nuclear contaminated
sites
Source: http://homelandsecuritynewswire.com/new-technology-speeds-cleanup-nuclear-
contaminated-sites
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OSU research. The market for these instru-
ments may ultimately be global, and thou-
sands of them could be built, researchers say.
Hundreds of millions of dollars are spent on
cleanup of some major sites contaminated by
radioactivity, primarily from the historic pro-
duction of nuclear weapons during and after
the Second World War. These include the
Hanford site in Washington, Savannah River
site in South Carolina, and Oak Ridge National
Laboratory in Tennessee. “Unlike other detec-
tors, this spectrometer is more efficient, and
able to measure and quantify both gamma and
beta radiation at the same time,” said David
Hamby, an OSU professor of health physics.
“Before this two different types of detectors
and other chemical tests were needed in a
time-consuming process.” “This system will be
able to provide accurate results in 15 minutes
that previously might have taken half a day,”
Hamby said. “That saves steps, time
and money.” The spectrometer, developed
over ten years by Hamby and Abi Farsoni, an
assistant professor in the College of Engi-
neering, can quickly tell the type and amount
of radionuclides that are present in something

like a soil sample — contaminants such as ce-
sium 137 or strontium 90 — that were pro-
duced from reactor operations. And it can
distinguish between gamma rays and beta
particles, which is necessary to determine the
level of contamination. “Cleaning up radioac-
tive contamination is something we can do, but
the process is costly, and often the question
when working in the field is how clean is clean
enough,” Hamby said. “At some point the re-
maining level of radioactivity is not a concern.
So we need the ability to do frequent and ac-
curate testing to protect the environment while
also controlling costs.” This system should
allow that, Hamby said, and may eventually be
used in monitoring processes in the nuclear
energy industry, or possibly medical applica-
tions in the use of radioactive tracers. The
OSU College of Engineering has contracted
with Ludlum Instruments, a Sweetwater,
Texas, manufacturer, to produce the first in-
struments, and the OSU Office of Technology
Transfer is seeking a licensee for commercial
development. The electronic systems for the
spectrometers will be produced in Oregon by
Avicenna Instruments, the researchers said.

«Privacy pants» would allow airport security
personnel to do their job while keeping pas-
sengersʼ privacy and dignity intact. The num-
bers are not yet in, but one item which enjoyed
brisk sales this holiday season is what should
be described as “privacy pants.” The design-
ers claim that the pants would allow airport se-
curity personnel to do their job while keeping
passengersʼ privacy and dignity intact. The
folks over at Rocky Flats Gear have designed

a special fig leaf un-
derwear that pro-
tects travelers from
the gaze of TSA. So
what makes these
panties so special?
They are laced with
tungsten and other
metals to block the

X-rays from the body scanners. It gets you right
through the metal detectors with no hassle.
They even make bras for women who are self-
conscious about flashing their boobies. The
only drawback, besides the fact that it looks like
a pair of grannie underwear with a giant fig leaf
slapped on, chances are TSA could get suspi-
cious about what is behind that giant fig leaf.
Which means? One-way ticket to a hand down
your pants and getting groped.

Comfortable radiation blocking brief with
radiation shield
• Wear every day to block natural and man-

made radiation. 
• Use for extended air travel to protect from

whole body scanners. 
• Protect from increased radiation while fly-

ing or living at high altitudes. 

Privacy pants for airport security
Source: http://homelandsecuritynewswire.com/privacy-pants-airport-security
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•

Blocks/diminish Alpha and Beta radiation. 
• Blocks/diminish T-Wave/Tera hertz radia-

tion from remote strip cameras. 
• Blocks/diminish X-ray/gamma radiation

from back scatter x-ray machines. 
• Insures privacy of medical and body

scanner images 
• Uni-Sex Brief Gray Green shield 
• Size 28-30» 71-76 cm small to 36-38»

91-96 cm large
• Care:Wash Cold chlorine free bleach 
• Weight:2.5 Oz( 0.075kg)

Velvet Privacy bra insert x-ray shield
Comfortable radiation blocking velvet bra

insert with patent pending radiation shield,
sizes small to large. Protect your sensitive tis-
sues and privacy from remote strip search
cameras (mm-wave) and dangerous x-ray air-

port scanners.  Product is warn velvet side to-
ward the body shield toward the source, fab-
ric tape included for affixing to undergarment
if desired.  Just slip in and your protected, so
comfortable you not know you have it on.
Also doubles as reusable a nipple concealer.
• Wear every day to block natural and man-

made radiation 
• Use extended air travel to protect from

whole body
scanners 

• Protect from in-
creased radiation
while flying at
high altitudes 

• Blocks/diminish-
Alpha and Beta
radiation 

• Blocks/diminish T-Wave/Terahertz radia-
tion (remote strip cameras) 

• Blocks/diminish X-ray radiation - (back
scatter x-ray) 

• Insures privacy of medical and body
scanner images 

• Use over and over again. 
• Clean with a damp cloth air dry 
• Light weight 2.5 Oz ( 0.075 kg) 
• Proudly Made in USA

Cement prison for old radioactive waste
Source: http://homelandsecuritynewswire.com/cement-prison-old-radioactive-waste?page=0,0

The cold war may be over, but its radioactive
legacy is not; between 1950 and 1990, nu-
clear weapons materials production and pro-
cessing at several federal facilities generated
billions of gallons of water contaminated with
radioactive byproducts; researchers at Idaho
National Laboratory test an inexpensive
method to sequester strontium-90 where it
lies. The researchers can coax underground
microbes to form calcite, a white mineral form
of calcium carbonate and the main ingredient
in cement. Calcite should be able to trap
strontium-90 until long after it has decayed
into harmless zirconium

The cold war ended long ago, but its radi-
oactive legacy still lingers in the water and soil
of the western United States. Between 1950

and 1990, nuclear weapons materials pro-
duction and processing at several federal fa-
cilities generated billions of gallons of water
contaminated with radioactive byproducts.

These sites have since updated their
waste treatment practices to keep new conta-
mination from entering the water supply.
Some old contamination, though, is still pre-
sent.

Though public drinking water near Depar-
tment of Energy sites in Washington and
Idaho does not contain strontium-90 at con-
centrations above the EPAʼs safe drinking
water limit, some monitoring wells at the sites
do. At least some contamination in the moni-
toring wells is strontium-90 that slowly lea-
ched out of the soil.
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“Itʼs not something you want to leave to
wash out,” says James Henriksen, an INL mi-
crobiologist.

Researchers at Idaho National Laboratory,
the Center for Advanced Energy Studies, and
other national labs and universities are work-
ing together to test an inexpensive method to
sequester strontium-90 where it lies. The re-
searchers can coax underground microbes to
form calcite, a white mineral form of calcium
carbonate and the main ingredient in cement.
Calcite should be able to trap strontium-90
until long after it has decayed into harmless
zirconium. Strontium-90 has a nearly 30-year
half-life, which means that a sample of the
stuff will take around 300 years to decay more
or less completely.

“Three hundred years is nothing for cal-
cite,” Henriksen says.

When people consume strontium-90 in
contaminated food or drinking water, the radi-
oactive isotope can replace some of the cal-
cium in living bone.

The bone-bound strontium-90 acts as a
long-term source of damaging radiation that
can spawn deadly cancers of blood, bone
and skin.

Cleaning strontium-90 out of the ground
and water hasnʼt been easy. “There have
been heroic efforts that cost enormous amo-
unts of money,” Henriksen says. Some of the
most contaminated dirt was excavated, but
digging up all the contamination would be
astronomically expensive. A project to pump
out and treat contaminated groundwater only
removed a tenth as much strontium-90 as did
natural decay during the same period.

Pumping the groundwater was not effec-
tive because most of the contamination was
stuck on solid surfaces underground, says
INL environmental researcher Yoshiko Fujita.
Remove the strontium-90 from the water, and
more leaches off the solids to replace it.

So instead of trying to strip strontium-90
out of the ground, Fujita, Henriksen and their
colleagues are trying to coax microbes to set
a trap for it in the ground. The researchers are
betting that the same chemical similarity that
draws strontium-90 to bone will bind it into a
microbe-made calcite “prison.”

Calcium is an essential ingredient for cal-
cite. Fortunately, there is no shortage of cal-

cium in the ground at most sites with old radi-
oactive contamination.

Much of the groundwater in the arid Ame-
rican West contains so much dissolved cal-
cium that crusty deposits of the mineral often
clog water pipes near the DOEʼs Washington
and Idaho sites.

Getting that calcium to turn into calcite on
location and on demand requires molasses,
urea and a little help from microbes. First, the
microbes chow down on molasses and multi-
ply, swelling their numbers by tenfold or more.
A second course of urea, a cheap nitrogen
fertilizer, prompts part of the expanded mi-
crobe population to generate calcite. They do
so by using a protein called urease, to convert
urea and water to carbonate and ammonium.

The carbonate then joins with calcium in
the ground and groundwater to form calcite.

Ammonium, on the other hand, performs
the critical function of scrubbing strontium-
90 ions off solid surfaces. The contaminant
tends to cling to dirt and rock and resists ef-
forts to extract it from soil. But ammonium, like
strontium-90, carries a positive charge, which
helps it boot strontium-90 off the surfaces
of solids.

The research team has screened the Wa-
shington and Idaho sites to see if microbially
generated calcite might offer a solution at con-
taminated sites in the West. Fujita and her col-
leagues describe the results of testing
samples from the Washington site in a Sep-
tember 2010 paper in the journal Environ-
mental Science & Technology. In addition to
containing enough calcium and the right che-
mical conditions to support long-lived calcite
formation, the water and soil at that site con-
tained plenty of bacteria that could make ure-
ase and calcite — as many as several
thousand such microbes in a drop of water or
a gram of sediment.

Earlier studies of molasses and urea in-
jections into the groundwater near INL
showed that the microbes there will make cal-
cite, too. Indeed, many places around the
world contain all the ingredients to make mi-
crobial calcite. For example, urea and micro-
bes have been used to make sustainable
bricks from sand in Abu Dhabi, and have
been proposed as a way to repair stone sur-
faces in Europe.
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Before researchers can use the technique
to clean up contamination in the ground, they
need to show that they can control and pre-
dict microbial calcite formation. That iss easy
enough to do in a laboratory beaker, but rei-
ning in bacteria and chemical reactions in a
complex underground environment has posed
many practical and scientific challenges.

For instance, in one of their first field ex-
periments, Fujita and her colleagues genera-
ted so much calcite that they clogged their
injection well and burned out a pump. “What a
success!” Fujita recalls collaborator and Uni-
versity of Idaho geochemist Robert Smith
saying upon hearing the news. “He was only
half-joking,” Fujita says. The clog made it dif-
ficult for the researchers to measure how
much calcite theyʼd made or how much bac-
terial growth they had stimulated.

For their next set of field experiments, the
team upgraded to multiple wells and moved
to the Vadose Zone Research Park at the INL
desert Site.

Having more than one well meant they
could create their own water flow and study
how far they could get the injected urea to go.
They had trouble, however, getting the urea
and molasses injections to go the way
they wanted.

Henriksen describes the problem by sket-
ching an underground stream taking a tor-
tuous route through hidden gravel pits and
around impermeable layers of basalt and clay
before finally draining into the Snake River
Plain Aquifer. “Itʼs really complicated and dy-
namic,” Henriksen says. “You canʼt just reach
down there and make the water go where
you want.”

In addition, the amount and rates of water
moving through the ground at the park can ch-
ange. Fujita and colleagues spent their first
year at the research park studying undergro-

und water movement. The team showed up
the next year with many carefully planned ex-
periments, only to find that the park water con-
ditions had drastically changed. One well was
even completely dry. The experiments had to
be scrapped.

Fujita, Smith, and Henriksen have not yet
given up on microbial calcite. They took care to
locate their latest experiment at a well-studied
DOE research site at an old uranium ore pro-
cessing facility in Rifle, Colorado. Henriksen
and his colleagues are evaluating the effect of
their molasses and urea injections on the local
microbe community and working with hydrolo-
gists to help them understand Rifleʼs undergro-
und water dynamics. The INL researchers
couldnʼt dig up enough of the ground to look di-
rectly at how much calcite theyʼd generated and
where, so they enlisted geophysicists to help
them detect those things remotely with ground
radar and by measuring any effects the under-
ground reactions might have had on the gro-
undʼs capacity to conduct electric current.

The forthcoming results of the Rifle experi-
ment should get INL researchers closer to
being able to predict the results of future ef-
forts to stimulate microbial calcite formation.
The researchers would like to expand their
knowledge of the process with more and lar-
ger scale tests at contaminated locations,
such as a pilot study at the Washington site,
Fujita says.

Despite the frustration of thwarted experi-
ments, Henriksen remains enchanted by the
complexity of studying and manipulating mi-
crobes in the environment.

“Most people donʼt think about the bacte-
ria everywhere around them or about utilizing
the amazing capabilities bacteria have,” Hen-
riksen says. “They can do a lot of things we
canʼt. Now we have the tools to work
with them.”

End-of-Worldʼ Threat Stirs Interest in Scottish Nuclear Bunker
Source:http://www.bloomberg.com/news/2011-01-27/-end-of-world-threat-stirs-interest-in-scot-
tish-nuclear-bunker.html

A nuclear bunker in Scotland built as the Cold
War thawed is drawing interest from a U.S.-
based group worried about another possible
threat: doomsday. The Vivos Group, a Del

Mar, California-based company that provides
protection against what it calls “end-of-the-
world scenarios,” is considering buying the
two-story bunker constructed for the U.K. gov-
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ernment in 1990 near Comrie, 67 miles (108
kilometers) northwest of Edinburgh. “We have
been evaluating it, but it has issues,” Robert
Vicino, the founder of Vivos, said in a tele-

phone interview yesterday while travelling in
Arizona. “The biggest one is altitude. It is also
well known, so there would be diminished se-
crecy. But we havenʼt ruled it out.” Large nu-
clear bunkers that are no longer needed by
governments have been converted into a va-
riety of uses. One in Switzerland has been
turned into a hotel (picture: Null Stern Hotel),
while others have become wine cellars, mu-
seums or data-storage centers. One in Berlin
now houses a private art collection. The for-
mer facility in Scotland, which was designed
to shelter 150 politicians, the emergency serv-
ices and military chiefs in the event of a nu-
clear attack, officially goes on sale on Feb. 1
with a guide price of 400,000 pounds
($635,000). “We are in talks with a couple of
possible international bidders,” Andrew Black,
the realtor at Carter Jonas who is selling the

property, said in an interview from Shrews-
bury, central England. “There is a lot of chat-
ter around the Internet about the world coming
to an end next year.” 

Headquarters 
The windowless bunker,

which has one floor above
ground and one below, has
26,000 square feet (2,400
square meters) of space, ac-
cording to the sale documents. It
was designed to provide an un-
derground regional government
headquarters and also included
broadcasting facilities. It was

built at Cultybraggan, a former prisoner-of-
war camp that lies in a valley below the
Trossach mountains. The 90-acre (36-
hectare) camp was bought from the U.K. Min-
istry of Defence by the local community in
2007 for 350,000 pounds. Any development
of the site will require approval from planning
officials, said Mary Willis, a spokeswoman for
Perth and Kinross Council, the local munici-
pality. The Cultybraggan bunker is 66 miles
west of its predecessor near the coast in east-
ern Scotland. That structure, which was built
in the 1950s, has since been turned into a mu-
seum with a store and restaurant. Visitors ac-
cess it through a farmhouse leading to a
150-meter tunnel and three-tons of sealable
blast- proof doors, according to its website. 

Preparing for Worst 
Vicinoʼs group is building shelters in the

U.S. and elsewhere for its 10,000 members
around the world who believe the world may
soon be the victim of a cataclysmic event ei-
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ther man-made or from natural causes. One
opening this year at an unidentified location in
central Europe will house 2,000 people paying
25,000 euros ($34,000) for a yearʼs protection
including food, Vicino said. Activity from the
current solar cycle will peak in about June
next year and last for around 12 months, Vi-
cino said. Debris from the sun would wipe out
most of civilization and could create a tsunami
wave that would cover the U.K., he said. 

Medical isotopes could be made without a nuclear reactor
Source: http://homelandsecuritynewswire.com/medical-isotopes-could-be-made-without-nu-
clear-reactor

Canadian researchers are racing to perfect a
safe, clean, inexpensive, and reliable method
for making isotopes used in medical-imaging
and diagnostic procedures — a method which
would not require a nuclear reactor and could,
therefore, eliminate future shortages of tech-
netium-99m, the most widely used medical
isotope today; what is more, the new method
generates virtually no radioactive waste ma-
terials that must be stored indefinitely. Cana-
dian researchers are racing to perfect a safe,
clean, inexpensive, and reliable method for
making isotopes used in medical-imaging and
diagnostic procedures. The new method does
not require a nuclear reactor and could there-
fore eliminate future shortages of technetium-
99m — the most widely used medical
isotope today. Until recently, the National Re-
search Universal (NRU) reactor at Chalk
River, Ontario, produced almost 50 percent of
the worldʼs supply of medical isotopes. Then
in May 2009, the NRU was shut down for re-
pairs. This halt in operations, combined with
several delays in its restart, contributed to a
global isotopes shortage. While the reactor
has been back in operation since August
2010, it is scheduled for closure by 2016. The
Engineer reports that last June the Govern-
ment of Canada announced a $35 million pro-
gram to promote research into alternative
methods of producing medical isotopes. Bac-

ked by NRC and other collaborators, the Ca-
nadian Light Source submitted one of four
successful proposals under this research pro-
gram to explore the technical and economic
feasibility of using an electron linear accele-
rator to produce molybdenum-99 (Mo-99) —
the “parent isotope” of technetium-99m (Tc-
99m).

Its proposal builds on research by the
Idaho National Laboratory and a suggestion
made by Ottawa-based Mevex. Scientists at
the NRC Institute for National Measurement
Standards (NRC-INMS) have already tested
every step of the linear accelerator method.
The research partners expect it could ulti-
mately make enough isotopes to supply all of
Canadaʼs requirements. According to Dr. Carl
Ross, who leads the NRC-INMS team, the
new method does not pose any security or nu-
clear proliferation concerns because, unlike a
nuclear reactor, it requires no weapons-grade
uranium. What is more, it generates virtually
no radioactive waste materials that must be
stored indefinitely. “Using a linear accelerator,
you essentially produce only the isotope that
you want, so there is negligible waste,”
he said. “The linear accelerator method is vir-
tually guaranteed to replace the nuclear-re-
actor production method,” added Dr. Ross.
“The physics are well established. The che-
mistry of separation is well known. So I donʼt
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really see any impediment to it being suc-
cessful.” In the new method, a high-energy lin-
ear accelerator bombards coin-sized discs of
the stable isotope molybdenum-100 with X-
rays to produce radioactive Mo-99. Mo-99,
with a half-life of 66 hours, soon decays into
the desired Tc-99m. Tc-99m can then be sepa-
rated from Mo-99 using technology developed
by U.S.- based Northstar Medical Radioiso-

topes. Over the next two years, NRC will
work with its collaborators to develop a man-
ufacturing process. A demonstration facility
will be constructed at the Canadian Light So-
urce in Saskatoon to prove that a high-power
electron accelerator can produce a signifi-
cant fraction of the medical isotopes requi-
red by nuclear pharmacies across
the country.

WikiLeaks: ʻAl-Qaida on Brink of Using Nuclear Bombʼ
Source:http://nation.foxnews.com/dirty-bomb/2011/02/01/wikileaks-al-qaida-brink-using-nu-
clear-bomb#ixzz1Cnkfzxmg 

Al-Qaida is on the verge of producing ra-
dioactive weapons after sourcing nuclear ma-
terial and recruiting rogue scientists to build
«dirty» bombs, according to leaked diplomatic
documents. A leading atomic regulator has
privately warned that the world stands on the
brink of a «nuclear 9/11». Security briefings
suggest that jihadi groups are also close to
producing «workable and efficient» biological

and chemical weapons that could kill thou-
sands if unleashed in attacks on the West.
Thousands of classified American cables ob-
tained by the WikiLeaks website and passed
to The Daily Telegraph detail the international
struggle to stop the spread of weapons-grade
nuclear, chemical and biological material
around the globe.

Chinaʼs nuclear power expansion is based on thorium
Source: http://homelandsecuritynewswire.com/chinas-nuclear-power-expansion-based-tho-
rium

The thorium fuel cycles produce almost no
plutonium, and fewer higher-isotope residu-
als; thorium is much more abundant than ura-
nium, and the reduced plutonium output
eases proliferation concerns; the energy out-

put per ton is also attractive; China has com-
mitted itself to establishing an entirely new nu-
clear energy program using thorium as a fuel;
six heavy-water thorium reactors are planned
in India, which has the worldʼs largest thorium

deposits. 
China has committed itself to estab-

lishing an entirely new nuclear energy
program using thorium as a fuel, within
twenty years. The LFTR (Liquid Fluo-
ride Thorium Reactor) is a 4G reactor
that uses liquid salt as both fuel and
coolant. China uses the more general
term TMSR (Thorium Molten-Salt Re-
actor). The thorium fuel cycles produce
almost no plutonium, and fewer higher-
isotope residuals, the long-lived minor
actinides. Thorium is much more abun-
dant than uranium, and the reduced
plutonium output eases proliferation
concerns. The energy output per ton isChina's Fangjiashen nuclear power plant during construction //

Source: energytribune.com
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also attractive, even though thorium is not it-
self a fissile material. Thorium reactors are
also safer, with the fuel contained in a low-
pressure reactor vessel, which means smaller
(sub-500GW) reactors may be worth building.
The first Molten-Salt Breeder prototype was
built at Oak Ridge in 1950, with an operational
reactor running from 1965 to 1969. Six heavy-
water thorium reactors are planned in India,
which has the worldʼs largest thorium de-
posits. The Register reports that the design
has also had its champions in Europe, but
planning restrictions and a continent-wide pol-

icy preoccupation with conservation and re-
newables have seen little commercial action.
This might change. A private company
founded by Kazuo Furukawa, designer of the
Fuju reactor, called International Thorium En-
ergy & Molten-Salt Technology Inc. (iThEMS)
aims to produce a small (10KW) reactor within
five years. Furukawa is aiming for a retail
price of $0.11 per kWh. Just to put that into
perspective, the U.K.ʼs feed-in tariff ranges
from 34.5p/kWh for a small wind turbine to
41.3p/kWh for a retro-fitted solar installation,
making LFTR attractive.

In the aftermath of a dirty bomb, hundreds or
even thousands of victims could require med-
ical attention. First responders conduct exten-
sive training to prepare for such a cataclysmic
event, but planning is difficult without a solid
estimate of how many people could be in-
jured. The toll would be influenced by a num-
ber of variables. For example, the toll from a
dirty bomb detonation would depend upon the
population density at the explosion site and
the components used in the explosive. To plan
effective training scenarios and tabletop exer-
cises, first responders need a simple way to
estimate realistic casualty figures as a result of
catastrophic events. To provide first respon-
ders with this ability, the Department of Home-
land Security (DHS) Science and Technology
Directorate (S&T) continues to support the de-
velopment of the Electronic Mass Casualty
Assessment and Planning Scenarios (EM-
CAPS) software. Sponsored by the National
Center for the Study of Preparedness & Cata-
strophic Event Response (PACER), a DHS
Center of Excellence, an updated version of
EMCAPS is scheduled for release in 2011.
The state of Maryland provided some startup
funding for the software program. Johns Hop-
kins University Office of Critical Event Pre-
paredness and Response (CEPAR) and the
Johns Hopkins University Applied Physics
Laboratory are responsible for the softwareʼs

development. The current version was first re-
leased in 2005 and is available as a free
download here. The program allows first re-
sponders to customize nine scenarios for their
geographic area and then estimate the num-
ber of likely casualties. Researchers used
high-consequence threat scenarios identified
by DHS to incorporate into the software pro-
gram. These include a pandemic flu outbreak,
a chlorine gas release, a truck bomb, and in-
halation anthrax exposure. The scenarios can
be customized for different conditions. Thou-
sands of people have accessed the software,
according to Heidi R. Whiteree, DHS S&T pro-
gram manager. «The advantage of this [pro-
gram] is it is so easily downloadable, and you
can manipulate the variables to suit your own
jurisdiction,» said Whiteree. For example, in
the case of a dirty bomb scenario, first re-
sponders can customize information about the
explosive and detonation site to match their
own locations. One way to customize a sce-
nario is to select the population density of the
affected area. While a crowded New York City
sidewalk might have one person every 25
square feet, a small townʼs pedestrian area
might contain one person every 225 square
feet. A guide in the software assists users in
selecting the population density that most
closely mirrors the local community. James
Scheulen, chief administrative officer for the

Disaster Preparedness Tool From Homeland Securityʼs
Science And Technology Directorate Calculates Casualty
Estimates
Source: http://www.medicalnewstoday.com/articles/214789.php
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Johns Hopkins University School of Medi-
cineʼs Department of Emergency Medicine,
recognized a need for a technology like EM-
CAPS when he was attending an emergency
response drill several years ago. The drill sce-
nario involved an explosion at a baseball sta-
dium filled with 45,000 fans. As part of the
scenario, participants were told to plan to treat
30,000 patients. The number struck Scheulen
as unrealistic. This lack of realism was prob-
lematic, because without credible estimates,
it is difficult for emergency preparedness offi-
cials to judge just how many  hospital beds,

ambulances, personnel, and equipment truly
would be needed in an emergency. EMCAPS
mitigates this problem by providing first re-
sponders with an estimate rooted in scientific
facts. For example, EMCAPS relies on data
from explosive experts about the likely force
and circumference of a dirty bomb blast to cal-
culate the number of casualties first respon-
ders could expect in that situation. «Itʼs meant
to tell you if youʼre talking about 100 people
being hurt or 1,000 people being hurt,» Sch-
eulen said. «Now you have some realistic
numbers you can use to go about the rest of
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your planning.» EMCAPS helps emergency
response officials ensure they are ready for a
large-scale threat. Melinda Johnson, Metro-
politan Medical Response System program
coordinator for the north central region of Co-
lorado, began using the software three years
ago. With EMCAPS, she can run a scenario
and see how the estimated number of patients
compares to the surge capacity at area ho-
spitals. If a given situation would overwhelm a
particular local hospital, medical personnel
would work with local and state officials to
move patients to another hospital in the 10-
county region or elsewhere in the state. Prior
to the creation of EMCAPS, first responders
and emergency planners had few tools to cal-
culate the likely impact of an emergency. «Itʼs
difficult to find an algorithm that says x disas-
ter in this community causes y casualties,»
Johnson said. In addition to estimating the
numbers of casualties in a given disaster, EM-
CAPS lists the kinds of injuries victims are
likely to sustain based upon the disaster type.
With this information, first responders partici-
pating in training scenarios can consider what
equipment and planning would be needed to
effectively treat patients. Victims of a dirty
bomb detonation, for instance, would likely ex-

perience partial or total hearing loss. In that
situation, first responders must consider ways
to effectively communicate with patients dur-
ing the triage process, according to Scheulen.
When the significantly upgraded version of the
software is released next year, it will offer even
more scenarios, including earthquakes and
hurricanes, so first responders can plan for
natural disasters as well as terrorist attacks,
according to Whiteree. Researchers are re-
viewing the existing scenarios to see if the cal-
culations can be improved or updated. The
release also will revise the injury severity scale
used in the current EMCAPS, according to
Johns Hopkins University Applied Physics La-
boratory Epidemiologist Jacqueline Coberly.
To make the software more applicable to real
emergencies, the injury scale in the new ver-
sion will match the designations used by
emergency room doctors to rank injuries.
Johns Hopkins University researchers and
DHS also are exploring the possibility of link-
ing future versions of the EMCAPS software
to a mapping program, according to Whiteree.
The capability would allow first responders to
consider the best locations for shelters and
other emergency facilities.

EMCAPS may be downloaded as shareware without cost from:
http://www.hopkins-cepar.org/EMCAPS/EMCAPS.html
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With Egypt in revolt and the countryʼs future
uncertain, concern is growing over whether a
new government in the Arab worldʼs most mil-
itarily and industrially advanced country could
accelerate an arms race in one of the worldʼs
most volatile regions. At the heart of the con-
cern is intelligence indicating that Egypt has
quietly carried out research and development
on weapons of mass destruction, including
nuclear, chemical, biological and missile tech-
nology. The research and development has
continued virtually without pause over the
past three decades, according to interviews
with U.S. officials and a review of intelligence
and other government documents by NBC
News. Specifically, the intelligence indicates
that Egypt has carried out experiments in plu-
tonium reprocessing and uranium enrichment,
helped jump-start Saddam Husseinʼs missile
and chemical weapons programs in Iraq, and
worked with Kim il-Jung on North Koreaʼs mis-
sile program. “If we found another country
doing what theyʼve done, we would have been
all over them,” said a former U.S. intelligence
official, speaking on condition of anonymity.
The reason the U.S. didnʼt move, officials say,
was Egyptʼs role as a staunch U.S. ally and
stabilizing force in the Middle East and later
as a key player in U.S. counterterrorism ef-
forts. If Egyptian President Hosni Mubarak is
forced to step down, new leadership in Cairo
could mean a radical change in that relation-
ship, analysts say.

Withdraw from nuke treaty? 
In fact, at least one nuclear proliferation an-

alyst believes that a shift may already be
under way in Egyptian policy and that the U.S.
may have to deal with Cairo withdrawing from
the Nuclear Non-Proliferation Treaty, which it
signed and ratified in 1968. “They hint that if
something isnʼt done about Israelʼs nuclear
weapons program or Iranʼs nuclear ambitions,
they may be prepared to leave the (treaty),”
said David Albright, president of the Institute

for Science and International Security and a
former inspector with the International Atomic
Energy Agency. The Egyptians have pushed
for a U.N. conference next year on weapons
of mass destruction, or WMD, in the Middle
East, and would like to see constraints placed
on Israeli and Iranian arms programs. But
“these requirements are hard to meet,” Al-
bright said. “(The conference) may not end
well, and that could be a catalyst for them to
leave the (Non-Proliferation Treaty).” So far,
the international community has not made the
conference a priority. Seven months after the
agreement to hold the conference, the U.N.
has yet to establish a venue, an agenda or a
facilitator to organize it. If Egypt was to with-
draw from the treaty, there would be no re-
straints on its development of nuclear
technology, whether for energy or for
weapons. And Cairo already has given indi-
cations that it may harbor nuclear ambitions,
according to analysts inside and outside the
U.S. government. The International Atomic
Energy Agency criticized Egypt in February
2005 for failing to report a variety of nuclear
experiments over 20 or more years. The
agency noted the Egypt had used “small
amounts” of nuclear material to conduct ex-
periments related to producing plutonium and
enriched uranium, both of which can be used
to make nuclear weapons. (The agency was
then led by Mohamed ElBaradei, now an op-
position figure and potential candidate to be-
come at least an interim leader of a
post-Mubarak government.)

Uranium, plutonium experiments 
While the plutonium experiments appear to

have taken place at least 20 years ago, the
uranium experiments were more recent. Ac-
cording to the IAEA report, Egypt used its two
research reactors at Inshas in the Nile Delta
between 1990 and 2003 to irradiate “small
amounts of natural uranium,” conducting a
total of 16 experiments. According to the

Concerns grow over Egyptʼs WMD research 
U.S. has been quiet about Cairoʼs weapons programs, but revolt changes the calculus 
By Robert Windrem – NBC Senior investigative producer
Source: http://www.msnbc.msn.com/id/41452744/ns/world_news-mideast/n_africa/
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IAEA, none of the experiments fully suc-
ceeded, but in each case, Egypt failed to re-
port them to the agency as required by the
Nuclear Non-Proliferation Act.  Egypt eventu-
ally acknowledged that it had not fully dis-
closed the extent of its nuclear facilities, failed
to declare the pilot plant used for the pluto-
nium and uranium-separation experiments
and did not provide design information for a
new facility under construction, also at In-
shas.  The IAEA declared the lapses a “mat-
ter of concern” but stopped short of accusing
Egypt of having a clandestine nuclear
weapons program.

What do we know about Egyptʼs arsenal?
In a statement responding to the IAEA,

Egypt played down the violations, claiming
that “differing interpretations” of its obligations
under the treaty had led to the problems. But
Albright said the experiments triggered con-
cerns that Egypt was interested in the nuclear
fuel cycle — the full development of fuel that
can be used to power reactors or build
bombs. “For 15 years, they have made credi-
ble moves to build up their nuclear fuel cycle
capability,” he said. Egypt has admitted that it
pursued nuclear weapons in the 1960s as it
first learned about Israelʼs nuclear program,
which by 1966 had produced its first atomic
bombs. At that point, at least some of those
weapons would have targeted Egyptian cities.

Mubarak on the record 
And Mubarak himself has occasionally

raised the possibility of a nuclear Egypt. In an
October 1998 interview, Mubarak said that
Egypt could, if need be, develop nuclear
weapons or buy the technology. «If the time
comes when we need nuclear weapons, then
we will not hesitate,” he told Londonʼs al-
Hayat newspaper. «… Acquiring material for
nuclear weapons has become very easy, and
it can be bought.»  As always, he then dis-
missed the idea. “I say, ʻif we have to,ʼ be-
cause this is the last thing we think about,» he
told al-Hayat. «We do not think now of joining
the nuclear club.” The U.S. now believes that
Mubarakʼs reference to being able to buy nu-
clear technology was not just an off-hand re-
mark. The statement appears to coincide with
a secret offer by Pakistanʼs A.Q. Khan to help

Egypt develop nuclear arms, an offer that was
rejected by Cairo, say U.S. intelligence offi-
cials. Despite these such hints, some ob-
servers do not believe that a new government
would risk withdrawing from the non-prolifera-
tion treaty and moving to develop nuclear
weapons. James Russell, a nuclear non-pro-
liferation expert at the Naval Post-Graduate
School in Monterey, Calif., and a former Pen-
tagon official, thinks re-entering the nuclear
race would be politically risky and economi-
cally unwise. He noted that the Egyptian gov-
ernment abandoned its nuclear ambitions
after the 1967 war with Israel because of the
cost and the lack of scientific expertise. 

ʻWe donʼt knowʼ 
The question is, would a follow-on regime

want to revisit this?” he said. “Would it look at
the set of calculations and pursue not a
peaceful program but consider constructing
an illicit program?  The answer is that we donʼt
know,  but we do have an idea of what the
costs of doing that would be … and the
prospect that theyʼd have a pretty damn diffi-
cult time trying to hide it. “I have a hard time
seeing the costs (for) mounting such a pro-
gram. The calculus argues for not doing this ...
even for an Islamic regime,” he added. But as
Russell and others note, the Egyptians “donʼt
have a clean record” in other areas of arms
proliferation. And if the Egyptians lost part or
all of their U.S. military aid, they could be ex-
pected to try to make up those losses by de-
veloping and exporting more weapons
technology.  A revealing example of that oc-
curred when Egypt helped Iraq develop its
chemical weapons capability before the Gulf
War. A CIA report in 2005 indicated that the
Egyptian arms industry was sophisticated
enough to permit Egypt to help Iraq make
“technological leaps” in the 1980s, as Arab
Iraq was battling Persian Iran.  The 350,000-
word report, little noticed until the Associated
Press wrote of it in March 2005, stated that in
1981, after the outbreak of war with Iran, the
Iraqi government paid Egypt $12 million «in
return for assistance with production and stor-
age of chemical weapons agents.» It said the
assistance included making modifications to
rocket systems to permit the warheads to
store and disperse chemical agents and help-
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ing Saddamʼs scientists develop sarin muni-
tions. The sarin development is the best indi-
cator of the Egyptian chemical weapons
capabilities, say military experts. Sarin is a
nerve agent, one of the more advanced mili-
tary chemicals in the world.  

A lesson from assistance to Iraq 
Before the mid-1980s, Iraq was limited to

mustard gas and other disfiguring agents. But
not long after the Egyptian scientists arrived,
Iraqi sarin production soared — from 5 tons in
1984 to 209 tons in 1987 and 394 tons in
1988, the report says. During that period,
sarin was used extensively by Iraq to kill Kur-
dish dissidents in the north as well as Iranian
soldiers in the south.  The Egyptians also
were critical to the development of an Iraqi
missile program, Begun during the Iran-Iraq
War in the mid-1980s. With financing from
Iraq, Egypt set up a secret $750 million mis-
sile development project in the foothills of the
Andes, just south of Cordoba, Argentina.
Called the Condor-II, it was an advanced, mo-
bile, two-stage, solid-fuel ballistic missile that
could carry a half-ton warhead more than 600
miles. By 1985, it was well along in develop-
ment and the centerpiece of an international
consortium run by Egyptʼs Ministry of De-
fense. U.S. pressure on Argentina and Egypt
stopped the project, say U.S. intelligence offi-
cials. And that is not the only example of
Egypt working with a rogue state.  Also in the
mid-1980s, Egypt secretly cooperated with
North Korea to improve both countriesʼ mis-
sile arsenals. Egyptʼs shipped at least two of
its Soviet-supplied Scuds to North Korea for
reverse-engineering. In return, Pyongyang
agreed to help Cairo build Scuds on its own.
North Korea provided technical documents,
drawings and extensive access to North
Koreaʼs own Scud production program.  The
cooperation led to North Koreaʼs development
of its Nodong and Taepo-dong missiles. The
former was later sent to Pakistan in exchange
for nuclear technology, and deployment of the
latter led the U.S. to install its “Star Wars” anti-
missile system in Alaska, U.S. intelligence of-
ficials said. It is this backdrop — and the fact

that Egypt still has considerable expertise in
missiles and chemical weapons — that has
some analysts concerned about the path that
a new Egyptian government might take. If an
Islamic-dominated government emerges in
the wake of Mubarakʼs departure, “then all
bets are off” as far as pursuit of WMDs, said
Russell, the former Pentagon official. That
also would be true of Egyptian-Israeli rela-
tions, he said. If the military retains power and
installs another one of its own as leader, the
analysts said, the issue will be to what extent
Egyptʼs relationship with the U.S. is damaged
by the Obama administrationʼs efforts to exert
its influence in the crisis. The only outcome
that would entirely calm concerns about
Egyptʼs WMD ambitions would be if ElBaradei
emerged as a central figure in a successor
government, they said. He is, after all, a Nobel
Peace Prize laureate because of his efforts to
stop nuclear proliferation.

New sense of nationalism expected 
But no matter the outcome, Egypt is likely

to become “newly sovereign,” or more na-
tionalistic, in the post-Mubarak era, the ana-
lysts said. Egypt would face great costs —
including loss of U.S. aid and the ability to
buy U.S. military equipment — if it became
too open in its dealings with rogue states, or
if it pressed hard on a nuclear agenda, notes
Judith Yaphe, a 20-year veteran of the CIA
who is now senior research fellow and Mid-
dle East project director at the National De-
fense University. But that doesnʼt necessarily
mean that a new government might not de-
cide that perilous times call for high-risk ac-
tions. “Will it change? Who knows?” she said.
“The Egyptian military has important things it
has to protect.  It would like to protect its re-
lationship with the United States. … Those
close ties are something they value. They
value highly the training, the weaponry. “Still,
we shouldnʼt be terribly surprised they are
playing with things. Israel is still there, and the
Iranians have ambitions. Call it the ʻIran Ef-
fect,ʼ if you want.  Everyone else has given
up on the Egyptians as great leaders, but the
Egyptians havenʼt.”
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Iranʼs nuclear program presents a threat to in-
ternational stability. Yet successive American
administrations-Republican and Democratic
alike-have misread the intentions and actions
of the Iranian regime. How dangerous is a nu-
clear Iran, even if it never detonates a
weapon? What are the guiding principles of
the Iranian leadership? To what lengths would

the regime go to carry out its agenda? How
far have Iranʼs leaders already gone to fund
the worldʼs most powerful terrorist organiza-
tions? And why have American leaders failed
to gain the upper hand in relations with Iran
during the past 30 years? In approximately 60
minutes, Iranium powerfully reports on the
many aspects of the threat America and the
world now faces using rarely-before seen
footage of Iranian leaders, and interviews with
25 leading politicians, Iranian dissidents, and
experts on: Middle East policy, terrorism, and
nuclear proliferation. 

• Iranium documents the development of
Iranʼs nuclear threat, beginning with the
Islamic Revolution of 1979 and the ideo-
logy installed by Supreme Leader Ayatol-
lah Khomeini. 

• Iranium tracks Iranʼs use of terror as a
tool of policy, beginning with the 444 day
seizure of the U.S. Embassy in Tehran,

through Iranʼs insurgent actions in Iraq
and Afghanistan. 

• Iranium details the brutal nature of the
Iranian regime to its own citizens, and the
Iranian peopleʼs desire to rejoin the inter-
national community. 

• Iranium outlines the various scenarios the
greater Middle East and the Western
world may face should Iran cross the nu-
clear threshold. 

Iranium – the movie
Source: http://www.iraniumthemovie.com/
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Editorʼs Note: A very interesting simulation
of a nuke explosion in urban environment.
You can set up the following parameters:
1. Weapon selection 
2. Wind direction

3. Thermal consequences
4. Pressure consequences
5. Fallout consequences
6. Choose a city via Google maps

Chinese nuclear forces - 2010
Source: http://bos.sagepub.com/content/66/6/134.full.pdf+html

What would happen if your town got nuked?
Source: http://www.gizmag.com/nuclear-bomb-damage-map-nuke/12097/
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Dirty bombs are easy to build and only require
strapping explosives to radioactive material;
in counter-terrorism circles there is a myth
that in 1995 a Boy Scout was able to assem-
ble enough radioactive materials to build a nu-
clear reactor in his backyard in Michigan by
gathering all of his materials from common
household items; he dismantled lanterns to
obtain Thorium, smoke detectors for Ameri-
cium, and old clock dials for Radium; analysts
say that it would take material from roughly
two million smoke detectors to build a dirty
bomb that would cause any damage 

Counter-terrorism officials have long feared
that terrorists would detonate a dirty bomb
killing hundreds and sending a toxic cloud of
radioactive material into the air. While not as

deadly as an
atomic weapon,
they are far easier
to build. Making
one of these bombs
is as simple as
strapping explo-
sives to radioactive
material, and al
Qaeda has publicly
announced that it
was seeking to ob-

tain nuclear materials. National security offi-
cials and law enforcement agents have sought
to safeguard the worldʼs supply of radioactive
materials, but in counter-terrorism circles
there is a myth that in 1995 a Boy Scout was
able to assemble enough radioactive materi-
als to build a nuclear reactor in his backyard in
Michigan. PBS decided to investigate this
myth and get the facts behind the story. In
1995 U.S. Environmental Protection Agency
crews, clad in protective suits, descended
upon the quiet suburb of Golf Manor, Michigan
to dismantle and decontaminate the begin-
nings of a rudimentary nuclear breeder reac-
tor. The reactor was built by seventeen year
old David Hahn, who was an aspiring Eagle
Scout on a quest to earn his atomic energy
merit badge when he got carried away. The
assignment called for the Scout to make a
model nuclear reactor out of straws and
matches, but Hahn, who had long been fasci-
nated by radioactive materials and science,
wanted to build the real thing. He set about
gathering as much radioactive material as
he could. All of his materials were found in
common household items. He dismantled
lanterns to obtain Thorium, smoke detectors
for Americium, and old clock dials for Radium.
According to PBS, Hahn had assembled

No, a Boy Scout cannot build a backyard nuclear reactor
Source: http://homelandsecuritynewswire.com/no-boy-scout-cannot-build-backyard-nuclear-
reactor

David Hahn the «Radioctive
Boy Scout» // Source: arste-
chnica.com
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enough material to build a small breeder re-
actor, which generates more fissile material
than it consumes. The Boy
Scout spent eight to ten hours
a day trying to build the reac-
tor in an attempt to transform
one element to the next and
believes that he may have
done it, but is not sure. He de-
cided to stop his experiment
before things progressed too
far and was in the process of
carting off the dangerous ma-
terials when he was stopped
by the police. The EPA quickly
descended on his parentʼs
home and decontaminated
the area, taking his materials
and much of the dirt in his
backyard to a radioactive waste dump in Utah.
Hahn was never charged as he did not break

any laws and did not mean any harm. Far
from showcasing the ease with which terror-

ists can gather radioactive
materials from household
items, Hahn says that it was
very difficult to accumulate all
the smoke detectors, lanterns,
and old clocks. Analysts say
that it would take material
from roughly two million
smoke detectors to build a
dirty bomb that would cause
any damage. Hahn went on to
serve in the military as a Ma-
rine and an enlisted member
of the Navy. With the Navy he
became the helmsman of the
USS Enterprise, a nuclear-
powered aircraft carrier.

Hahnʼs story is the subject of a book, The Ra-
dioactive Boy Scout.
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Current blast-resistant glass technology —
the kind that protects the windows of key fed-
eral buildings, the presidentʼs limo, and the
Pope-mobile — is thicker than a 300 page
novel — so thick it cannot be placed in a reg-
ular window frame; DHS-funded research de-
velops thinner, yet tougher, glass; the secret
to the designʼs success is long glass fibers in
the form of a woven cloth soaked with liquid
plastic and bonded with adhesive. Whether in
a hurricane, tornado, or bomb attack, a lead-
ing cause of injury and death is often fast-fly-
ing shards of glass. Explosions and high
winds can cause windows in buildings to shat-
ter-spewing jagged pieces of glass in every di-
rection. A Pentagon report on the 1996
Khobar Towers bombing in Saudi Arabia, for
example, noted:

Two of the 19 deceased had injuries
know to be caused by glass fragments
that were severe enough to cause
death even without other contributing
forces. Of the remaining 17 deceased,
10 had glass injuries that were signifi-
cant and which may have caused death
even without blunt force trauma. Thus,
for 12 of 19 deaths, glass fragmentation
was a significant factor. More than 90%
of the people injured suffered laceration
injuries, many of which were significant.
With an international research grant from

DHSʼs Science and Technology Directorate
(S&T), a team of engineers from the Univer-
sity of Missouri and the University of Sydney in
Australia is working to develop a blast-resis-
tant glass that is lighter, thinner, and colorless,
yet tough enough to withstand the force of an
explosion, earthquake, or hurricanes winds.

Installing blast-resistant glass in buildings that
are potential targets of attacks or in regions
prone to severe weather can save lives. Cur-
rent blast-resistant glass technology — the
kind that protects the windows of key federal
buildings, the presidentʼs limo, and the Pope-
mobile — -is thicker than a 300-page novel —
so thick it cannot be placed in a regular win-
dow frame. This makes it very difficult — and
expensive — to replace standard glass win-
dows in present structures. Unlike todayʼs
blast-resistant windows which are made of
pure polymer layers, this new design is a plas-
tic composite that has an interlayer of polymer
reinforced with glass fibers-and itʼs only a
quarter-inch thick. The project team recently
subjected their new glass pane to a small ex-
plosion. “The results were fantastic,” exclai-
med Sanjeev Khanna, the projectʼs principal
investigator and an associate professor of me-
chanical engineering at Missouri. “While the
discharge left the pane cracked, the front sur-
face remained completely intact.” The secret
to the designʼs success is long glass fibers in
the form of a woven cloth soaked with liquid
plastic and bonded with adhesive. The pane
is a layer of glass-reinforced clear plastic bet-
ween two slim sheets of glass. Even the glue
that holds it all together is clear. Think of it as
a sandwich: the slim sheets of glass are the
two slices of break; the liquid plastic and long
glass fibers make up the crunchy peanut but-
ter in the middle. The glass fibers are typically
15 to 25 micrometers in diameter, about half
the thickness of a typical human hair. The
small size results in fewer defects and a de-
creased chance of cracking. The strong glass
fibers also provide a significant reinforcing ef-

Explo News
New kind of blast-resistant glass — thinner and tougher —
developed
Source:http://homelandsecuritynewswire.com/new-kind-blast-resistant-glass-thinner-and-tou-
gher-developed
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fect to the polymer matrix used to bind the fi-
bers together. The more fibers used, the stron-
ger the glass reinforcement. And while
traditional blast-proof glass usually has a
greenish ting, special engineering renders the
polymer resin transparent to visible light. En-
gineers expect the new design will be compa-
rable in cost to current blast-proof glass
panes, but lighter in weight. At only a quarter-
inch thick, this newly engineered composite
would slip into standard commercial window
frames, making it much more practical and
cost-efficient to install. “Designing an afford-
able, easy-to-install blast-resistant window
could encourage widespread use in civilian
structures, thereby protecting the lives of oc-

cupants against multiple threats and hazards,”
notes John Fortune, manager of the project for
the Infrastructure and Geophysical Division
at S&T. To date, the glass has been tested
with small-scale prototypes. “In future tests,
the size of the glass panels will be increased
by two to four times to determine the effect of
size on blast resistance,” said Khanna. The
goal is to create blast-resistant panes as large
as 48 by 66 inches-the standard General
Services Administration window size for qual-
ification blast testing-that can still be cost-ef-
fective. While dependent on results from
upcoming tests, Khanna hopes this glass
could become commercially available in three
to four years.

Engineers have developed a robotic hand
that offers remotely controlled, highly dexte-
rous movements that could lead to a brea-
kthrough in areas such as bomb disposal;
the robotic hand can be remotely controlled
by a glove worn by an operator connected to
a computer; this can then communicate via
a wireless connection with the hand offering
real time comparable movements

Engineers have developed a robotic hand
that offers remotely controlled, highly dexter-
ous movements that could lead to a break-

through in areas such as bomb disposal. The
Shadow Dextrous Hand (see this YouTube

video), developed by U.K. firm Shadow Robot
Company, is able to replicate twenty-four
highly precise movements that are designed
to provide similar force output and sensitivity
to the human hand. The humanoid robotic
hand, which was on display at the Technolo-
gyWorld forum at Londonʼs Excel Centre on
Wednesday, is driven by twenty motor units
mounted below the wrist which provide com-
pliant movements, with each motor corre-
sponding to a joint on a hand. TechEye
reports that the new C6M2 model can be re-
motely controlled by a glove worn by an op-
erator connected to a computer, this can then
communicate via a wireless connection with
the hand offering real time comparable move-
ments. In the future this could allow the so-
phisticated movements that are required in
dangerous tasks such as disposing of explo-
sive materials from a safe distance. “We are
approximately eighteen months to two years
away from being able to have the technology
at the stage where it can be reliably used in a
environment such as bomb disposal,” Jake
Goldsmith, robotics engineer at Shadow told
TechEye. Goldsmith says one challenge has
been getting the pressure right. While it may
seem like little effort, something as simple as
pushing a button on a mobile phone needs a

Fully robotic, remotely controlled bomb-disposal hand nears
Source:http://homelandsecuritynewswire.com/fully-robotic-remotely-controlled-bomb-
disposal-hand-nears

Robotic hand demonstration // Source: io9.com
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fair amount of force behind it — but not too
much. As Shadow Robot Company is dis-
cussing military applications, the kinks need
to be ironed out before it enters the

real world: “While the hand functions very
well now, to be used in such a situation it
would need to work perfectly 100 percent of
the time which will take more testing.”

Last Friday, a Northrop Grumman police
robot was sent to investigate an SUV parked
on the shoulder of a Milwaukee, Wisconsin,
highway; the robot approached the two po-
tentially dangerous suspects holed up in an
SUV, transmitted instructions from a hostage
negotiator sitting safely in a nearby truck, and
punched out the rear window of the suspectsʼ
stolen car, helping police end the standoff pe-
acefully 

The machine can climb stairs, open doors,
defuse bombs, and deploy its water cannon
like a 12-gauge shotgun. It can also, as evi-
denced by events that unfolded Friday on the
shoulder of westbound I-94 near 19th St. in
Milwaukee, Wisconsin, approach two poten-
tially dangerous suspects holed up in an SUV,
transmit instructions from a hostage negotia-
tor sitting safely in a nearby truck, and punch
out the rear window of the suspectsʼ
stolen car. The hole left by the Remotec An-
dros F6A, affectionately known as “Ace” by
the Milwaukee County Sheriff ʻs Office bomb
squad, allowed a SWAT officer to thrust a tear
gas canister inside and smoke out the two

suspects, effectively ending the 6-hour stand-
off that had halted traffic for hours on I-94.
The events turned the spotlight on the 485-
pound, 4-foot-tall Ace, which has spent the
last six years quietly investigating suspicious
packages and providing surveillance for law
enforcement around southeastern Wisconsin.
PoliceOne.com reports that Terminator and
R2-D2 jokes aside, similar devices have be-
come indispensable to bomb squad units

across the country — federal Homeland Se-
curity grants have supported the purchases
— and point to an increasing reliance on
technology in modern law enforcement. “After
9-11, weʼve put a lot of emphasis on the
safety of our officers and new technologies,”
said Deputy Gary Nell, commander of the Mil-
waukee County Sheriff ʻs Office bomb squad.
“This keeps all the deputies and the public
safe.” The Andros F6A by manufacturer Nor-
throp Grumman is operated by remote con-
trol, costs about $200,000 and has tracks and
wheels to get around uneven terrain. It also
has four cameras to zip images back to a
command center inside the bomb squad

Police robot ends Wisconsin standoff
Source: http://homelandsecuritynewswire.com/police-robot-ends-wisconsin-standoff
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truck, and speakers to transmit instructions
from a hostage negotiator to suspects or oth-
ers on the scene. On Friday, about five peo-
ple in the truck were huddled around the
screens as Ace approached the stolen SUV,
Nell said. The man and woman in the SUV
seemed surprised to be communicating with
a robot, he added. Ace worked so well that it

probably should have been brought in
sooner, Nell said, but it was the first time the
machine had been used for negotiation-
type purposes. “Itʼs easy to look back with 20-
20 vision,” he said. “I think the feeling was to
try to use the SWAT team equipment first and
see how that worked before deciding to bring
in the robot.”.

Electromagnetic scanner detects threat liquids without tak-
ing the lid off
Source: http://www.gizmag.com/go/7342/

Without going through the hassle of remov-
ing bottle-tops, staff at security checkpoints
are unable to see the difference between a
bottle of drinking water and a potential molo-
tov cocktail - the solution has commonly
been to prevent people from passing through
checkpoints with bottles. Now thereʼs a de-
vice that can instantly detect whether a bottle
contains a potential threat liquid without ta-
king the top off. The Senicon is already in
use in Japanʼs Kansai International Airport -
and itʼs currently under review by the U.S.
Department of Homeland Security for use in
airports and other areas under threat of ter-
rorist attacks.

Sellex International recently announced
the availability of the Sencion threat liquids
detector, which uses electro-magnetic wave-
lengths to instantaneously detect threat li-
quids (flammable or explosive liquids)
contained in glass or plastic bottles. As air-

ports deal with large numbers of people every
day, the need for technology that screens
every passenger, has no additional impact on
security line wait time and also allows pas-
sengers comfort and peace of mind becomes
more apparent.

«Flying today has become a hassle — lug-
gage checks, carry-on exclusions and inva-
sive personal searches. Though necessary,
the process certainly is not comfortable or
convenient for travelers,» said Jerry Sellman,
president and CEO of Sellex International, the
company behind the development of the Sen-
cion device. «The Sencion gives travelers
back some comfort and control. The ability to
carry the drink of your choice through a secu-
rity checkpoint instead of having to spend
extra money on a limited selection of bevera-
ges available in the secured areas is a con-
venience that makes for one less hassle. And
most importantly, we can provide this conve-
nience without sacrificing security.»

The Sencion permits people to safely and
conveniently carry drinks and other approved
liquids through security checkpoints. Such li-
quids include water, sodas, juices, baby for-
mulas, protein drinks and the like; certain
hygiene products, such as shampoo; most li-

Sellexʼs Sencion thread liquids detector - the flashing
red light indicates the presence of a threat liquid like
Kerosene.
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quid medicines; and alcoholic beverages ge-
nerally purchased in Duty-free shops. The
Sencionʼs instantaneous detection capability
can screen all passengersʼ permitted drink
bottles and accommodate even the busiest
flow of traffic in any of the nationʼs airports wi-
thout increasing wait times.

The Sencion threat liquids detector has
been successfully incorporated in the pas-
senger screening process in parts of Asia
since August 2004, and is currently helping to
protect the more than 15 million passengers
that pass through the Kansai International Air-
port in Osaka, Japan each year.

The Department of Homeland Security is
currently reviewing the Sencion as an imme-
diate solution for American airports. After the
discovery of a plot to blow up American airli-
ners traveling from the United Kingdom to the

U.S. in August 2006, the Department of Ho-
meland Security made a worldwide request
for technology that could meet the immediate
need for threat liquid detection capabilities at
airports and other mass transit facilities. Sel-
lex International responded to the request by
the Department of Homeland Security, sub-
mitting the Sencion threat liquids detector as
a proven and viable solution.

«The Department of Homeland Security
and the TSA [Transportation Security Admini-
stration] have been instrumental in ensuring
the highest security measures are available
for airline passengers,» Sellman said. «We
believe the Sencion is the only threat liquid
detection device that addresses all of the de-
partmentʼs security concerns and is ready for
immediate deployment in airports nation-
wide.»

Explosives Detection Using Magnetic and Nuclear Resonance Techniques
NATO Science for Peace and Security Series B: Physics and Biophysics, 

2009, 73-79, DOI: 10.1007/978-90-481-3062-7_5 

Source: http://www.springerlink.com/content/h28611119rj331x6/
(you can read the text only on-line)

Detection of liquid explosives without opening the lid
Source: http://www.cnsintglobal.com/scanner.html
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In 2010, a research group from Osaka Uni-
versity has collaborated with Kubota Corp.
(TSE:6326) in a government-backed project
to develop a device for the swift and accurate
detection of liquid explosives in glass and pla-
stic containers. The prototype can accommo-
date containers as large as a 2-liter PET
bottle, evaluating the contents in just 2-3 sec-
onds and accurately detecting the presence
of liquid explosives with a false-detection rate

of less than 1 per
cent. In addition to
liquid explosives, the
device can also iden-
tify flammable liquids
like gasoline and
other dangerous liq-
uids such as acids
and strong bases. If

data is entered into the system ahead of time,
the device can also identify beverages to the

point of being able to name the specific pro-
ducts. The device works by shining near-in-
frared light up from below the container and
measuring the light that reflects back. Diffe-
rent liquids absorb the near-infrared light in
characteristic ways, so they can be identified
by analyzing the waveforms of the light that
reflects back out from the bottom of the con-
tainer. The prototype device only works when
liquid explosives are held in containers that
allow the passage of near-infrared light —
such as glass or plastic bottles — but the de-
velopment team hopes to add functionality to
also evaluate liquids held in metallic contain-
ers. The device was developed as part of a
project supported by the Ministry of Educa-
tion, Science and Technology. Soon the pro-
totype will be tested at an airport, and the goal
is to have a practical version ready soon that
can be used in public facilities as a security
measure against terrorism. 

Liquid explosives detector – Fast and accurate
Source:http://www.tradingmarkets.com/news/stock-alert/kub_japan-developed-liquid-explo-
sive-detector-is-fast-and-accurate-1303544.html

A New Breed
Scent Dog Program Gets Results
Source: http://www.fbi.gov/news/stories/2010/december/scent_122310/scent_122310

When an Anchorage, Alaska nurse went miss-
ing in 2007 and was found dead six weeks
later, the FBI Laboratoryʼs Evidence Re-
sponse Team Unit (ERTU) was called in and
asked to bring some experts—our specially
trained human scent evidence canines Tin-
kerbelle, Lucy, and Casey. Following human
scent trails from several places linked to the
killing, the dogs kept ending up at the same
location—the house of a man who lived near
the victim.

The neighbor was eventually charged with
the murder. In a pre-trial hearing his lawyer
challenged the science behind the scent evi-
dence and asked that it be thrown out. The
judge ruled that the science was indeed
sound, and fully admissible in court. Last Fe-
bruary, the man pled guilty to the killing and
was sentenced to life without parole.

Human scent evidence has been used in fe-
deral court before.  However, the federal court
judgeʼs ruling sets an important precedent—
and by extension acknowledges the Bureauʼs

ef-
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forts to promote the highest standards when
scent dogs are used in investigations.

The use of dogs by law enforcement is no-
thing new. Bloodhounds have traditionally
been called upon to pick up the trail of fugiti-
ves and missing persons. FBI police and our
special agent bomb technicians use dogs trai-
ned to sniff for explosives, and we have victim
recovery dogs trained specifically to seek out
the smell of blood and decomposing bodies.

But our Human Scent Evidence Team
(HSET), established in 2002 and now a full-
time program in the ERTU, is something of a
new breed. After they are trained and certi-
fied—a process that can take two to three
years—HSET dogs can help point investiga-
tors in the right direction when time and reso-
urces may be in limited supply—and their
efforts may later be scrutinized in the cour-
troom.

Hereʼs how the program works:
At the crime scene, in addition to collecting

fingerprints, DNA, and other evidence, ERT
technicians collect scents by using a trace evi-
dence vacuum similar to those used for col-
lection of hair and fibers. Human scent traces,
which can be obtained from almost any ob-

ject, are vacuumed onto a sterile surgical
dressing and placed in an airtight glass jar
(they can be stored that way for an extended
period of time).

Dogs are trained to smell the collected
scent by sniffing the scent pad and indicating
either a scent match or a non-match. If there
is a matching trail of human odor, the dog will
follow an invisible “odor highway” in the same
way humans might recognize streets, road-
ways, and intersections.

In most cases handlers know nothing
about the cases they are called in to work.
They are simply given a scent pad and asked
to follow a trail if one is found.

Stockham is working with the Department
of Homeland Security and other agencies to
establish a uniform set of training and certifi-
cation standards that would apply to all scent
dogs used in investigations.

“Our goal is to promote a science-driven
program with the highest standards of trai-
ning, certification, and professionalism,” Stoc-
kham explained. “Itʼs part of the FBI
Laboratoryʼs commitment to provide exce-
ptional forensic science services to our fede-
ral, state, local, and international law
enforcement partners.”

Liquid explosivesʼ detection by Smiths Detection
Source: http://www.smithsdetection.com/

HEIMANN X-RAY INSPECTION SYSTEM
Feature highlights

• Dual view X-ray inspection system
• Upgradeable to full capability of automa-

tic explosives detection system HI-SCAN
6040aTiX

• X-ray generator with optimized spectrum
• High resolution XADA sensor technology
• Additional highlights

• Fully integratable in networks for system
management, archiving, image distribu-
tion and TIP functionalities

HI-SCAN 6040aX is an advanced baggage
scanner which has recently gained EU Liquid
Explosive Detection Systems (LEDS) Stan-
dard 1 Type C approval and allows explosives
and liquids detection at security checkpoints.
HI-SCAN 6040aX is a state-of-the-art dual-
view X-ray inspection system that uses inde-
pendent multi-energy generators. The
systemʼs basic security system concept ad-
dresses requirements to adapt to future threat
scenarios respectively regulatory frameworks
and facilitates in-field upgrades to a full 4-view
automated explosives and liquid detection
system HI-SCAN 6040aTiX, retaining the foot-
print unchanged. HI-SCAN 6040aX utilizes
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latest high performance EDS detection tech-
nology. The operating concept of the proven
HI-SCAN series has been retained which
guarantees an optimum passenger through-
put at checkpoints. The two detailed views
(Dual View) available to facilitate manual
analyses support a quick and reliable evalua-
tion process.

BOTTLE LIQUID SCANNER
Feature highlights

• Can easily scan clear, translucent and
frosted unopened glass or plastic bottles

• Quick analysis time of 20 seconds
• Uses low energy powered laser <100mW
• Easy to understand results: Potential Th-

reat / No Threat

The RespondeR Bottled Liquid Scanner
(BLS) is a desktop system that can accurately
distinguish threat liquids from benign liquids
in unopened glass and plastic bottles, re-
gardless if they are clear, translucent or
frosted. The ability to screen liquids in sealed
bottles reduces inspection time, increasing th-
roughput while screening for potential threats.
The RespondeR BLS utilizes field- and lab-
proven Raman Spectroscopy technology, also
in the RespondeR RCI used by emergency
responders worldwide. The RespondeR BLS
features a touch screen display with a simple
user interface. Bottles are placed inside a sa-
fety enclosure where its contents are scanned
with a 785-nm near infrared laser source. The
safety enclosure is designed to protect the op-
erator and public from exposure to the laser.
The scan and analysis are completed within
20 seconds with results compared to the on-
board threat library, which contains an assort-
ment of different chemical substances that

could be used in the creation of a homemade
or liquid explosive device. The standard li-
brary can be easily modified as threats
change. If no threat is detected, the display
reads “NO THREAT FOUND” in green and the
next bottle can immediately be scanned. If a
match is made to a chemical in the library, the
display reads “POTENTIAL THREAT
FOUND” in red. In this case, the operator can
refer the person for additional screening and
continue with his duties, or he can perform an
optional secondary scan.  The secondary
scan is completed in less than two minutes
and displays the name of the potential threat,
which is vital for determining how to proceed
with a confirmed threat substance or clear-
ance of a nuisance alarm. Alarms are stored
on the internal computer and can be exported
via USB memory device. Applications include
security checkpoints at airports, special
events, high-profile facilities and at building
entrances.

MULTI-MODE THREAT DETECTOR
Feature Highlights

• Hand-held, hardened detector for ex-
treme conditions

• Explosives, narcotics and CWA/TIC de-
tection and identification in one instru-
ment

• Simultaneous dual mode detection of ex-
plosives and narcotics from a single sam-
ple

• Increased range of explosive detection,
including optimization for peroxides and
taggants

• Intuitive, easy to use interface using a
Windows® CE based platform

• Remote, unattended operation capability
• Unlimited data storage via SD memory

card
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• Up to 5 hours of uninterrupted operation
with hot-swappable battery

• Integrated USB
• Wi-Fi Ethernet

The Multi-Mode Threat Detector (MMTD)
is a rugged, portable hand-held system for the
rapid detection and identification of explosi-
ves, narcotics or CWA/TICs featuring an opti-
mized detection capability for peroxides,
taggants and methamphetamine precursors.
Additionally, a dual mode setting allows for the
simultaneous detection of explosives and nar-
cotics from one sample. With a quick switch,
operators can select either particle or vapor
analysis methods to utilize the best method
for detecting the suspected threat. Designed
to IP54 rating for operation in extreme envi-
ronmental conditions, the MMTD takes
portable threat detection to a new level with-
out compromising portability or functionality.
Other features include up to 5 hours of unin-
terrupted operation with the two hot-swap-
pable batteries (included), remote,
unattended operation for one or more units
with alarm and status information reported to
Command & Control via Wi-Fi Ethernet, un-
limited data storage via SD card and exporting
results via USB port. With the included soft-
ware, advanced operators can perform more
in-depth data analyses and print results, all
via network connection. The MMTD is pow-
ered by Smiths Detection proven and trusted
IMS technology, used by the military, law en-
forcement and government agencies.

SABRE 4000

• Hand-held trace detector for explosives,
chemical agents, toxic industrial chemi-
cals or narcotics

• Smallest, lightest Tri-Mode (Explosives,
Narcotics, CW/TICs) detector available 

• Proven IMS technology for sensitivity &
accuracy 

• Over 40 threat substances identified in
seconds 

• Particle and vapor sampling 

The SABRE
4000 is the
only portable
trace detector
that can de-
tect threats
from explosi-
ves, chemical
w a r f a r e
agents, toxic
industrial che-
micals or narcotics, and can do so in approxi-
mately 20 seconds. With a start time of 15
minutes and weighing approximately 7 lbs. in-
cluding the 4-hour battery, the SABRE 4000
is a small, powerful ally in the war on terror
and drug trafficking.  The SABRE 4000 is the
smallest, lightest hand-held tri-mode trace de-
tector available.

SABRE EXV
Feature Highlights

• Immediate alert and identification of
volatile explosives including peroxides
and taggants

• Simultaneous detection of both negative
and positive explosives in a single sam-
ple

• Complete analysis and result in 10 se-
conds

• Weighs 7 lbs. with battery
• 180° screen inversion option (for fixed

use)
• 3.5” color TFT displays
• Battery life up to 8 hours
• Options
• Desktop cradle for fixed use
• Protective carrying case
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Common chemicals used in households
cleaning products or in manufacturing proces-
ses can also be used to construct devastating
Improvised Explosive Devices (IEDs). These
peroxide-based explosives are extremely vo-
latile and unstable. The SABRE EXV uses
Smiths Detectionʼs proven Ion Mobility Spec-
trometry (IMS) technology to detect and iden-
tify these volatile explosives substances in low
ppm to ppb quantities. The operator simply

holds an item such as a bag, box, or container
in front of the sample nozzle and within 10 sec-
onds, the analysis result will be shown on an
easy-to-read, color display. The portable
SABRE EXV system operates up to 8 hours on
a fully charged battery. It can be connected to
a PC for data viewing and programming using
Instrument Manager (IM32) software. Although
it is designed for portable use, an optional de-
sktop cradle is available for fixed use.

Thermoses Could Be Used As Bombs
Source: http://www.nationalterroralert.com/2010/12/26/tsa-public-notice-thermoses-could-be-
used-as-
bombs/?utm_source=feedburner&utm_medium=email&utm_campaign=Feed%3A+NationalT
errorAlertResourceCenter+%28National+Terror+Alert+Response+Center%29&utm_content=
Yahoo!+Mail

Passengers may observe additional security
measures related to insulated beverage con-
tainers. TSA is  carefully monitoring informa-
tion related to terrorist tactics and working with
our international partners to share information
and security best practices. The possible tac-
tics terrorists might use include the conceal-
ment of explosives inside insulated beverage
containers, so in the coming days, passengers
flying within and to the U.S. may notice addi-
tional security measures related to insulated
beverage containers. While such items are not
being banned from travel, TSA Officers have
been trained to detect a variety of threats in-
cluding the concealment of explosives in com-
mon items. TSA will continue to deploy
risk-based security measures and work with
our international, federal, state, local and pri-

vate sector partners to protect the traveling
public. As always, the safety and security of the
American people is our highest priority and we
ask the public to remain vigilant and aware of
their surroundings and report any suspicious
activity to their local authorities.

FAQʼs
Q. Why is TSA issuing this notice now?
A. TSA is carefully monitoring information re-
lated to terrorist tactics and working with our
international partners to share information and
security best practices. The possible tactics
terrorists might use include the concealment
of explosives inside insulated beverage con-
tainers.

Q. If there is no specific threat, why is TSA
issuing a notice?
A. TSA is carefully monitoring information re-
lated to possible methods of attack. We will
continue to deploy risk-based security mea-
sures and work with our international, federal,
state, local and private sector partners to pro-
tect the traveling public.

Q. Are thermoses/insulated beverage con-
tainers now prohibited in carry-on or
checked baggage?
A. At this time, insulated beverage containers
are permitted in carry-on and checked bag-
gage. TSA liquid policy still applies at the ch-
eckpoint.
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Q. If thermoses/insulated beverage con-
tainers pose a threat, why arenʼt they pro-
hibited?
A. TSA makes risk-based decisions and our
officers have been trained to detect a variety
of threats including the concealment of explo-
sives in common items. We have also shared
this information with our stakeholders and fo-
reign partners.

Q. If liquids are already prohibited, why are
these measures being put in place?
A. These measures apply to empty, insulated
beverage containers at the checkpoint. 3-1-1
rules for liquids remain in effect.

Q. What changes can the traveling public
expect?
A. Passengers traveling with insulated bever-
age containers can expect to see additional
screening of these items using procedures
currently in place, including X-ray screening,
physical inspection and the use of explosives
trace detection technology.

Q. Is TSA implementing new security
measures related to this notice?
A. TSA is continuing to deploy risk-based se-
curity measures based on the latest intelli-

gence to protect the traveling public. Passen-
gers traveling with insulated beverage contai-
ners can expect to see additional screening
of these items using procedures currently in
place, including X-ray screening, physical in-
spection and the use of explosives trace de-
tection technology.

Q. What happens if an insulated beverage
container alarms while being screened?
A. As is currently the case, any item that
alarms while undergoing X-ray screening will
receive additional screening, to include the
use of explosives trace detection technology.
If TSA Officers are unable to resolve a alarm,
the item will not be permitted on board the
plane.

Q. How long will this measure remain in
place?
A. This measure is designed to be sustain-
able. TSA will continuously review this mea-
sure to ensure the highest levels of security.

Q. Do these new measures apply to all per-
sonal liquid containers?
A. The notice is based on intelligence and
specific to insulated beverage containers.

Al-Qaeda publishes explosives course in English 
Source: http://www.memri.org/report/en/0/0/0/0/0/0/4885.htm

On December 29, 2010, the Al-Qaeda-
affiliated media center Global Islamic Media
Front and the Dar Al-Jabha publishing house
electronically published an English-language
book titled The Explosives Course. Links to
download the book were posted on jihadi fo-
rums such as Shumukh Al-Islam and the
Ansar Al-Mujahideen English forum, with jiha-
dist sympathizers also posting links on Face-
book. 

In its introduction, the book states that it
was compiled and written by students of Abu
Khabab Al-Masri, the nom de guerre of Midhat
Mursi Al-Sayid ̒ Umar, the Al-Qaeda chemistry
and explosives expert who was killed in a
drone attack in Pakistan in 2008. The book
was approved for publication by Sheikh

Ahmed Salim Sweidan, a senior Al-Qaeda
operative killed in a 2009 drone attack in Pa-
kistan.

The book is essentially a detailed, step-by-
step guide to bomb
manufacturing pro-
cesses, replete with
charts, illustrations,
and diagrams. In
the introduction, the
authors state that
their goal in writing
the book was to pro-
vide: «(1) step by
step guidance [in
the] purification of
common commer-
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cial chemicals – which are available in [local]
markets and (2) the detailed practical observa-
tions/notes [of experts] in the preparation of
these explosives.» Regarding their target audi-
ence, the authors wrote: «This book is [intended]
for brothers [i.e., fellow mujahideen] who have a
sufficient understanding of the risks [involved] in
this [i.e. the manufacture of homemade bombs]
– both [of] the actual sensitive task of making ex-

plosives and of its security
risks [i.e. the risk of being
caught and imprisoned]. It
is said that in explosives
ʻyour first mistake is your
last mistakeʼ – and this is
true for both situations.»

The authors add that
anyone who is conside-
ring carrying out an ope-
ration using the book as a
guide should first obtain
religious approval from
an Islamic scholar and

should ensure that the operation will serve the
general interests of the mujahideen: «Note:
...Any operation based on this book should be

based upon [shariʼa] approval and maslahah
[interest] of the mujahideen.»

The 102-page book is divided into three
main sections:

1. Laboratory: This section deals with the
logistics, safety precautions, and administra-
tive procedures of working in the explosives
laboratory.

2. Chemistry: This section is essentially a
12-page crash course in chemistry, covering
basic topics such as the composition of
atoms, the periodic table, etc.

3. Manufacturing.
The last section comprises the core of the

book and is an extensive guide to the manu-

facture of homemade bombs. It contains ex-
planations of the following topics: primary ch-
arges (including detonators and fuses), main
charges, launching charges, and high tempe-
rature explosives (including burning, light, and
smoke bombs). The introduction to this chap-
ter lists the various types of explosives and
explains the basic principle behind building a
bomb. This section also discusses where
bomb ingredients can be purchased locally, or
how to produce them in the laboratory. Nu-
merous diagrams and sketches illustrate how
to make various homemade explosive devi-
ces, such as Molotov cocktails, napalm
bombs, thermite bombs, and smoke bombs,
using readily available materials.

The book, translated from Arabic, is in fairly
readable English and has undergone exten-
sive editing and design. Abu Khabab Al-Masri
is known to have written Al-Qaedaʼs explo-

sives manual,
and it is possible
that the book is a
direct translation
of this manual.
The bookʼs au-
thors claim to
have carried out
tests in order to
verify the accu-
racy of the infor-

mation they provide. They add that they have
already developed further methods of bomb
manufacture, which they intend to release in
other, more detailed books in the future.

Midhat Mursi al-
Sayid Umar, aka Abu
Khabab Al-Masri

Diagram of a homemade thermite bomb
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The publication of such a book in English has
important ramifications. First, it is another exam-
ple of the use of the Internet to disseminate ter-
rorist methods to individuals and cells throughout
the world. More significantly, the publication of
this book in English marks an escalation in Al-
Qaedaʼs efforts to encourage jihadists living in
Western countries to carry out attacks there, and
to provide them with the know-how needed to do
so. The recent suicide-attack attempt by Swedish
citizen Taimour Abdulwahab Al-Abdaly in Stoc-
kholm and the wave of arrests of suspected ter-
rorists in Britain and the Netherlands are all
evidence of the gravity of this threat.Illustration of a homemade napalm bomb

EDITOR’S NOTE: It seems that the above edition is more modernized and specialized
regarding explosives, than the older “Encyclopedia of Jihad” (1620 pages – Chap-
ter 6)

The Encyclopaedia of Jihad
Source: http://www.washingtonpost.com/wp-
dyn/content/custom/2005/08/05/CU2005080501351.html

The Encyclopaedia of Jihad, written in Arabic, is a lengthy textbook for jihadist-in-training, with
religious messages and information on building explosive devices, conducting assassinations
and communicating secretly.
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Explosive devices are the most common
weapons used by terrorists. The damage in-
flicted in recent events in India, Pakistan,
Spain, Israel, and the United Kingdom demon-
strates the impact of detonating explosives in
densely populated civilian areas. Explosions
can produce instantaneous havoc, resulting in
numerous patients with complex, technically
challenging injuries
not commonly seen
after natural disa-
sters. Because
many patients self-
evacuate after a ter-
rorist attack,
prehospital care
may be difficult to
coordinate and ho-
spitals near the
scene can expect to
receive a large in-
flux, or surge, of pa-
tients after a terrorist
strike. 

The threat of ter-
rorism exists at a
time when hospitals
in the United States
are already strug-
gling to care for pa-
tients who present
during routine ope-
rations each day. Hospitals and emergency
health care systems are stressed and face
enormous challenges. With the occurrence of
a mass casualty event (MCE), health systems
would be expected to confront these issues in
organization and leadership, personnel, infra-
structure and capacity, communication, triage
and transportation, logistics, and legal and eth-
ical challenges.

The purpose of this interim guidance is to
provide information and insight to assist public
policy and health system leaders in preparing
for and responding to an MCE caused by ter-

rorist use of explosives (TUE). This document
provides practical information to promote com-
prehensive mass casualty care in the event of
a TUE event and focuses on two areas: 

1. leadership in preparing for and respon-
ding to a TUE event, and 

2. effective care of patients in the preho-
spital and hospital environments during a TUE

event.
3 Interim Plan-

ning Guidance for
Preparedness and
Response to a Mass
Casualty Event Re-
sulting from Terrorist
Use of Explosives 

This guidance re-
cognizes the critical
role that strategic le-
adership can have
on the success or fai-
lure of preparing for
and responding to a
terrorist bombing. It
outlines important le-
adership strategies
for successfully pre-
paring for and mana-
ging a TUE mass
casualty event, inclu-
ding the concept of
meta-leadership. Ef-

fective meta-leaders employ influence over au-
thority and activate change above and beyond
established lines of their decision-making and
control. They are driven by a purpose broader
than that prescribed by their formal roles. The-
refore, they are motivated and act in ways that
transcend usual organizational confines, ena-
bling them to successfully confront challenges
and barriers in communication, organization
and response, standards of care, and surge
capacity.

The successful medical response to an
MCE depends on effectively coordinating three

Preparedness and Response to a Mass Casualty Event Re-
sulting from Terrorist Use of Explosives
National Center for Injury Prevention and Control. Atlanta, GA: Centers for Disease Control
and Prevention; 2010.
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critical areas of patient care: 1) prehospital
care, 2) casualty distribution, and 3) hospital
care. Critical steps must be taken throughout
the response to ensure rapid and efficient pa-

tient triage, effective and appropriate distribu-
tion of patients to available hospitals and health
care facilities, and proper management of the
surge of patients at receiving hospitals.

Materials for fertilizer bombs not regulated
Source: http://homelandsecuritynewswire.com/materials-fertilizer-bombs-not-regulated

Mixtures of ammonium nitrate and fuel oil
(ANFO) are used in about 80 percent of all ex-
plosives used in North America each year,
mostly in the mining and demolition industries;
they were also used by Timothy McVeigh in
Oklahoma City, and in insurgentsʼ IEDs in Iraq
and Afghanistan; explosives-grade ammo-
nium nitrate can be refined from commercial-
grade fertilizers using processes readily found
online; there are even YouTube videos that
break down the process step by step; com-
mercial grade fertilizers are not regulated;
those states that address the issue typically
require merchants to keep records of who
buys what, but there are no limitations on who
can buy what and no reporting requirements.
Mixtures of ammonium nitrate and fuel oil
(ANFO as it is known in the explosives trade)
are considered high explosives in most con-
texts and account for approximately 80 per-
cent of all explosives used in North America
each year, mostly in the mining and demoli-
tion industries. It is also remarkably easy to
produce with the proper ingredients, namely
ammonium nitrate, one of the most common
fertilizers found in the United States, and a
fuel oil — the diesel fuel found at most gas
stations being one of the most common. Nei-
ther of these items are illegal to buy, possess,
or transport in the United States. For these
reasons it is the explosive Timothy McVeigh

loaded into his truck when he drove to down-
town Oklahoma City and detonated it near the
Murrah Federal Building. The resulting blast
was the largest terrorist attack on the United
States at the time, surpassed only by the ter-
rorist attacks of 9/11, killing 160 people and
injuring almost 700. This bombing, however,
was not the first of its kind, even on U.S. soil.
The same explosive was used in the 1993
bombing of the World Trade Center. More re-
cently it is what terrorists and al Qaeda ope-
ratives often use in Iraq and Afghanistan for
IEDs and truck bombs. When used in these
contexts, ANFO explosives are known as fer-
tilizer bombs. This popularity and ease of cre-
ation do not mean one can create a bomb by
soaking a bag of fertilizer found at the local
garden store in diesel fuel, because bombs
require high grade ammonium nitrate. This
explosives grade ammonium nitrate, however,
can be refined from commercial grade fertili-
zers using processes readily found online.
There are even YouTube videos that break
down the process step by step. These com-
mercial grade fertilizers are not regulated in
most cases and there are no federal laws reg-
ulating their sale or purchase. While some
states do choose to exercise their regulatory
powers, laws can differ greatly from state to
state, and some states do not have any regu-
lation. Even in states where regulations exist,
almost anyone can buy commercial grade fer-
tilizer. Some states require vendors of com-
mercial grade fertilizer to register with the
state, but this requirement does not limit
whom they may sell to. Many of the regula-
tions only require the purchaser to show a
drivers license and have the information
recorded and kept on file by the retailer at the
time of purchase, but this information is only
helpful after an attack has occurred as there is
no required reporting of sales. Fortunately,
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many local law enforcement agencies main-
tain amicable relationships with shopkeepers
who will inform the police of a person they are
unfamiliar with buying large amounts of com-
mercial grade fertilizer. This, however, does
depends on the shopkeeper being aware of
the potential dangers and choosing to make
the phone call. It can be expected that many
high school or college students working part
time at a retailer would not make the connec-
tion to call the police. Besides fertilizers, am-
monium nitrate can be refined from the cold
packs that can be bought at sporting goods or

grocery stores. The concentrations of ammo-
nium nitrate in these products, however, are
low and would require approximately 450
pounds of cold packs to make a small bomb
— and buying 450 pounds of cold packs
would likely raise suspicions. In addition to
high quality ammonium nitrate and fuel oil, an
ANFO or fertilizer bomb usually requires a
booster such as dynamite, to start the explo-
sion.

Leuitant Adam Shiner of the Nassau County Emergency
Services Unit Contributed to this article.

New bomb detection tool: Ferns
Source: http://homelandsecuritynewswire.com/new-bomb-detection-tool-ferns

Researchers engineered fern proteins to turn
airport plants into bomb detectors; the re-
searchers rewrite the fernʼs natural signaling
process so the plant turns from green to white
when chemicals are detected in air or soil.
Professor June Medford and her team in the
Department of Biology at Colorado State Uni-
versity, enabled a computer-designed detec-
tion trait to work in a plant by rewiring its
natural signaling process so the plant turns
from green to white when chemicals are de-
tected in air or soil. This work — an important
step in a long process - could eventually be
used for a wide range of applications such as
security in airports or shopping malls, or mon-
itoring for pollutants such as radon in a home.
“The idea to make detector plants comes di-
rectly from nature,” Medford said. “Plants
canʼt run or hide from threats, so theyʼve de-
veloped sophisticated systems to detect and
respond to their environment. Weʼve ʻtaughtʼ
plants how to detect things weʼre interested in
and respond in a way anyone can see, to tell
us there is something nasty around.” The re-
search appeared yesterday in the peer-re-
viewed journal PLoS ONE. Financial support
for the research was provided by the Defense
Advanced Research Projects Agency, or
DARPA, the Office of Naval Research, the
Bioscience Discovery Evaluation Grant Pro-
gram through the Colorado Office of Eco-
nomic Development and International Trade,
the National Science Foundation, Department

of Homeland Security Science, and Technol-
ogy Directorate and Gitam Technologies.
June Medford and postdoctoral researcher
Peter Bowerman analyze the emergence of
the next generation of plant sentinels. “Plant
sentinels engineered to detect explosives
may ultimately help us protect our troops from
improvised explosive devices (IEDs),” said
Linda Chrisey, program officer for the Naval
Biosciences and Biocentric Technology Pro-
gram at the Office of Naval Research. Med-
ford and her team also recently received a
3-year, $7.9 million grant from the Defense
Threat Reduction Agency in the U.S. Depart-
ment of Defense to take the discovery de-
scribed in PLoS ONE from her CSU research
laboratory to the “real-world.” Based on re-
search so far, detection abilities of these
plants are similar to or better than those of
dogs, Medford said. The detection traits could
be used in any plant and could detect multiple
pollutants at once — changes that can also
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be detected by satellite. “Dr. Medfordʼs re-
search illustrates that basic changes in scien-
tific understanding can be applied to important
problems such as environmental protection
and homeland security,” said Bill Farland, vice
president for Research at Colorado State and
formerly top scientist at the Environmental
Protection Agency. Computational design of
Medfordʼs detection trait was initially done in
collaboration with Professor Homme Hellinga
at Duke University and more recently with
Professor David Baker at the University
of Washington.

How the technology works
The Baker and Hellinga laboratories used a

computer program to redesign naturally occur-

ring proteins called receptors. These re-desi-
gned receptors specifically recognize a pollu-
tant or explosive. Medfordʼs lab then modifies
these computer redesigned receptors to func-
tion in plants, and targets them to the plant cell
wall where they can recognize pollutants or ex-
plosives in the air or soil near the plant. The
plant detects the substance and activates an
internal signal that causes the plant to lose its
green color, turning the plants white. Moving
forward, Medford will use her team of some
thirty undergraduate and graduate students
and post-doctoral fellows to focus on such fac-
tors as speeding up detection time. The initial
or first-generation plants respond to an explo-
sive in hours, but improvements are underway
to reduce the response time to a few minutes.

Portable bomb-sniffing device could keep explosives off
planes
Source: http://homelandsecuritynewswire.com/portable-bomb-sniffing-device-could-keep-ex-
plosives-planes

The same way the aroma of freshly baked
cookies fills a kitchen, a hidden bomb usually
sheds trace amounts of chemicals into the air;
new detection device is capable of sensing ex-
plosivesʼ vapor at parts per trillion; «Weʼre
gonna give [dogs]a run for their money,» says
the vice president of SpectraFluidics, the man-
ufacturer. When the underwear bomber
passed through security last Christmas, no one
noticed the three ounces of PETN, one of the
most reactive ex-
plosives, stuffed in
his pants. Now a
new portable
chemical detector,
capable of sensing
explosivesʼ vapor
at parts per trillion,
could uncover this
and other chemical
threats at airports.
The same way the
aroma of freshly
baked cookies fills
a kitchen, a hidden
bomb usually
sheds trace
amounts of chemi-

cals into the air. Popular Science reports that
the device, developed by SpectraFluidics,
sucks in these telltale chemicals and traps
them in microscopic water channels. A laser
zaps the molecules, causing them to vibrate
and reemit the light in a signature pattern,
which a built-in computer compares with a li-
brary of known substancesʼ patterns. In addi-
tion to PETN, it can identify less than a
nanogram of other explosives, such as ammo-

nium nitrate and ni-
troglycerine, as well
as cocaine, says
Casey Hare, Spec-
traFluidicsʼs vice
president of sys-
tems engineering.
Future applications
of the tech could in-
clude detecting
roadside bombs,
food contaminants
and cancer mark-
ers. But currently
the company is te-
sting the device with
the U.S. Army, ai-
ming to get a
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$50,000, brick-size product to the Transporta-
tion Security Administration for field-testing by
early next year. “Our tool is like an incredibly
effective dog nose,” Hare says. “Dogs are the
best detector of airborne particles that we
have, but theyʼre not 100 percent infallible.
Weʼre gonna give them a run for their money.”

Hide and Seek: One of the most difficult
substances to detect in air is PETN. It has a
very low vapor pressure, so few particles of it
evaporate and become airborne. Blandde-
signs.com

How to Sniff Out Bombs
1. The security agent plugs the microflui-

dics chip [A], which lasts for eight hours, into

the detector and turns it on.
2. The agent uses the device to suck in air

from around a suspicious object and run it
over the chipʼs water-filled microchannels.

3. Molecules dissolve in the water and bind
with the metallic nanoparticles [B], which
focus a laser [C] onto them. This causes the
molecules to vibrate and emit light based on
their unique structural properties.

4. The spectrometer analyzes the light pat-
terns [D], and an onboard computer matches
them to known chemical signatures, flashing
an alert to the agent if it senses explosives or
drugs.

New explosives detectors: sniffer mice
Source: http://homelandsecuritynewswire.com/new-explosives-detectors-sniffer-mice

An Israeli company is training mice to sniff ex-
plosives; mice beat dogs for olfactory talent,
and by much more than a nose: dogs have
756 olfactory receptor genes, while mice have
1,120, resulting in a more acute sense of
smell; unlike dogs, which are often trained for
explosives and drugs detection, mice do not

require constant
interaction with
their trainers or
treats to keep
them motivated
There is a new
approach to ex-
plosives detec-

tion: sniffer mice. The critters are part of a
bomb-detecting unit created by Israeli start-
up company BioExplorers, based in
Herzeliya, which claims that trained mice can
be better than full-body scanners and intru-
sive pat-downs at telling a bona fide passen-
ger from a terrorist
carrying explosives. Eran
Lumbroso conceived the
mouse-based explosives
detector while serving as
a major in the Israeli
navy. Along with his
brother, Alon, he founded
the company and built a
device that looks much

like an average airport metal detector or full-
body scanner. New Scientist reports that
along one side of an archway, a detection unit
contains three concealed cartridges, each of
which houses eight mice. During their 4-hour
shifts in the detector, the mice mill about in a
common area in each cartridge as air is pas-
sed over people paused
in the archway and thro-
ugh the cartridge. When
the mice sniff traces of
any of eight key explosi-
ves in the air, they are
conditioned to avoid the
scent and flee to a side
chamber, triggering an
alarm. To avoid false
positives, more than one mouse must enter
the room at the same time. “Itʼs as if theyʼre
smelling a cat and escaping,” Eran says. “We
detect the escape.” Unlike dogs, which are
often trained for explosives and drugs detec-
tion, mice do not require constant interaction
with their trainers or treats to keep them mo-
tivated. As a result, they can live in comfort-
able cages with unlimited access to food and
water. Each mouse would work two 4-hour
shifts a day, and would have a working life of
eighteen months. What is more, mice beat
dogs for olfactory talent, and by much more
than a nose: dogs have 756 olfactory receptor
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genes, while mice have 1,120, resulting in a
more acute sense of smell. Attacks such as
the recent bombing of Domodedovo airport in
Moscow, Russia, are fuelling interest in ex-
ploring new methods for keeping travelers
safe. Low-tech alternatives may appeal to
people who fear new full-body scanners are
exposing them to harmful radiation and in-
vading their privacy. “Animalsʼ noses are al-
ways a good solution, and the mice donʼt see
you naked,” says Bruce Schneier, who runs
the blog Schneier on Security. Schneier adds,
however, that there are drawbacks that could
prevent their widespread use. For instance,
their cages need regular cleaning, and new
mice would have to be trained all the time be-
cause of their short working life. While useful
for explosives, they could never replace cur-
rent baggage scanners and metal detectors.
Nonetheless, the company ran its first field
test in December last year at Azrieli Center, a
large shopping mall in Tel Aviv. More than
1,000 people passed through the detector,

twenty-two of whom were asked to hide mock
explosives in pockets or under shirts. All
twenty-two packages were detected, the Lum-
brosos claim, adding that the false-alarm rate
was less than 0.1 percent.

Moth in explosives detection
Moths have an exquisite sense of smell, so

their ability to sniff out improvised explosive
devices was recently tested by Andrew Myrick
and Tom Baker at Pennsylvania State Univer-
sity in University Park. The team built a de-
tector using four live moths which were
immobilized in thin, aerated tubes. Different
chemicals produce distinct voltages on the
antennae that the moths use to sense aro-
mas, so the team wired up the moths to
record these levels. Software inferred the ex-
plosive sourceʼs direction and distance based
on the strength of signals coming from the in-
sects. The detector was then able to home in
on it to within twenty centimeters from twenty-
three meters away.

Air laser will sniff bombs, pollutants from great distance
Source:http://homelandsecuritynewswire.com/air-laser-will-sniff-bombs-pollutants-great-dis-
tance? page=0,1

Princeton Univer-
sity engineers
have developed a
new laser-sens-
ing technology
that may allow
soldiers to detect
hidden bombs
from a distance
and scientists
better to measure
airborne environ-
mental pollutants
and greenhouse

gases; the new technique differs from previ-
ous remote laser-sensing methods in that the
returning beam of light is not just a reflection or
scattering of the outgoing beam; it is an en-
tirely new laser beam generated by oxygen
atoms whose electrons have been «excited»
to high energy levels. Princeton University en-
gineers have developed a new laser-sensing
technology that may allow soldiers to detect

hidden bombs from a distance and scientists
better to measure airborne environmental pol-
lutants and greenhouse gases. “We are able
to send a laser pulse out and get another
pulse back from the air itself,” said Richard
Miles, a professor of mechanical and aero-
space engineering at Princeton, the research
group leader and co-author on the paper. “The
returning beam interacts with the molecules in
the air and carries their fingerprints.” The new
technique differs from previous remote laser-
sensing methods in that the returning beam of
light is not just a reflection or scattering of the
outgoing beam. It is an entirely new laser
beam generated by oxygen atoms whose
electrons have been “excited” to high energy
levels. This “air laser” is a much more power-
ful tool than previously existed for remote
measurements of trace amounts of chemicals
in the air. The researchers, whose work is
funded by the Office of Naval Research, pub-
lished their new method 28 January in the
journal Science. Miles collaborated with three
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other researchers from Princetonʼs Depart-
ment of Mechanical and Aerospace Engineer-
ing: Arthur Dogariu, a research scholar and the
lead author on the paper, and James Michael,
a doctoral student; and Marlan Scully, a lec-
turer with the rank of professor who also is a
professor of physics at Texas A&M University.

The new laser-sensing method uses an ultra-
violet laser pulse that is focused on a tiny
patch of air, similar to the way a magnifying
glass focuses sunlight into a hot spot. Within
this hot spot — a cylinder-shaped region just 1
millimeter long — oxygen atoms become “ex-
cited” as their electrons get pumped up to high
energy levels. When the pulse ends, the elec-
trons fall back down and emit infrared light.
Some of this light travels along the length of
the excited cylinder region and, as it does so,
it stimulates more electrons to fall, amplifying
and organizing the light into a coherent laser
beam aimed right back at the original laser.
Researchers plan to use a sensor to receive
the returning beam and determine what con-
taminants it encountered on the way back. “In
general, when you want to determine if there
are contaminants in the air you need to collect
a sample of that air and test it,” Miles said. “But
with remote sensing you donʼt need to do that.
If thereʼs a bomb buried on the road ahead of
you, youʼd like to detect it by sampling the sur-
rounding air, much like bomb-sniffing dogs can
do, except from far away. That way youʼre out
of the blast zone if it explodes. Itʼs the same
thing with hazardous gases — you donʼt want

to be there yourself. Greenhouse gases and
pollutants are up in the atmosphere, so sam-
pling is difficult.” Any chemical explosive emits
various gases depending on its ingredients,
but for many explosives the amount of gas
is miniscule. The most commonly used remote
laser-sensing method, LIDAR — short for light
detection and ranging — measures the scat-
tering of a beam of light as it reflects off a dis-
tant object and returns back to a sensor. It is
commonly used for measuring the density of
clouds and pollution in the air, but can not de-
termine the actual identity of the particles or
gases. Variants of this approach can identify
contaminants, but are not sensitive enough to
detect trace amounts and cannot determine
the location of the gases with much accuracy.
The returning beam is thousands of times
stronger in the method developed by the
Princeton researchers, which should allow
them to determine not just how many contam-
inants are in the air but also the identity and
location of those contaminants. The stronger
signal should also allow for detection of much
smaller concentrations of airborne contami-
nants, a particular concern when trying to de-
tect trace amounts of explosive vapors. While
the researchers are developing the underlying
methods rather than deployable detectors,
they envision a device that is small enough to
be mounted on, for example, a tank and used
to scan a roadway for bombs. So far, the re-
searchers have demonstrated the process in
the laboratory over a distance of about a foot
and a half. In the future they plan to increase
the distance over which the beams travel,
which they note is a straightforward matter of
focusing the beam farther away. They also
plan to fine-tune the sensitivity of the tech-
nique to identify small amounts of air-
borne contaminants. In addition, the research
group is developing other approaches to re-
mote detection involving a combination of
lasers and radar. “Weʼd like to be able to de-
tect contaminants that are below a few parts
per billion of the air molecules,” Miles said.
“Thatʼs an incredibly small number of mole-
cules to find among the huge number of be-
nign air molecules.”
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DARPA proposed an innovative solution to
the problem of IEDs: fly over them; if soldiers
spot an IED, they push a button and the ve-
hicle they ride in turns into a flying car;
DARPA has a daunting list of specs for the
Transformer: It must be able to take on small-
arms fire and meet federal standards for
safety and crash protection; it has got to have
four-wheel drive and be able to reach an alti-

tude of 10,000 feet; should the driver become
incapacitated, it has to be able to fly itself;
critics say it would be easier and cheaper to
make road vehicles sturdier and better-able
to withstand IEDs.

Last April DARPA proposed a novel solu-
tion to the problem of IED-
strewn roads and otherwise
impassable landscapes in
Afghanistan and elsewhere:
fly over them. The Penta-
gon agencyʼs $50-million-
plus exploratory program
for the Transformer (TX)
calls for a “robust ground
vehicle” that can quickly
transform into a vertical-
takeoff-and-landing (VTOL)
aircraft with a 1,000-pound

payload capacity and a flying range of nearly
300 miles. DARPA has a daunting list of
specs for any would-be contractors: It must
be able to take on small-arms fire and meet
federal standards for safety and crash pro-
tection. It has got to have four-wheel drive
and be able to reach an altitude of 10,000
feet. Should the driver become incapacitated,
it has to be able to fly itself. Popular Science
notes that it is a lot to ask. The fundamental
challenge of making cars fly is combining two
distinct sets of optimal design characteristics
into one package without sacrificing too much
performance on either end. The very  phrase
“roadable air vehicle” sounds like a sigh of
compromise. The military considered devel-
oping a hybrid in the 1950s with the ungainly
Piasecki PA-59K, or “AirGeep,” but then
abandoned it because of cutbacks in mili-
tary research. Advances in materials science
and propulsion technology have lessened the
trade-offs, but many challenges remain. First,
weight. NASA engineer Mark Moore says
that, as a rule, conventional aircraft grow ro-
ughly three pounds heavier for every extra
pound of payload they are supposed to carry,
whereas, “VTOL aircraft grow about five to six
pounds heavier for every extra pound of wei-
ght.” Now picture a VTOL aircraft that hap-
pens to be armored and packing four soldiers
and their equipment. The required compact,
rotorless propulsion system means, Moore
says, a “hurricane-speed flow field” of rocks
and debris upon takeoff. So much for stealth.

DARPAʼs flying Hummers concept questioned
Source: http://www.popsci.com/science/article/2011-01/what-could-possibly-go-wrong-flying-
hummers

One rendering of DARPAʼs flying hummer // Source:
laptopdrv.net
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And all of this likely would do little to increase
security. Transformers may be able to leap
over IEDs, but insurgents can simply aim
RPGs at the wings, which on one proposed
Transformer design are laden with fuel tanks.
Enemy combatants in Iraq have brought
down Blackhawk helicopters, which are faster
and more maneuverable, with small-arms

fire. As for the autopilot function — nearly half
of the finalists in DARPAʼs 2007 Urban Chal-
lenge for autonomous ground vehicles were
unable to execute elemental driving tasks.
“There is little reason to believe that autopi-
loting an inherently unstable vehicle through
a battle space under hostile conditions will
work better,” PopSci concludes.

New clean-up method: explosives-eating sheep
Source: http://homelandsecuritynewswire.com/new-clean-method-explosives-eating-sheep

TNT and other explosives from military muni-
tions training and the remnants of old facto-
ries remain in the ground for decades,
seeping into groundwater or poisoning plants;
an Oregon State University researcher found
that a bacteria in a sheepʼs stomach that help
digest cellulose can also rapidly convert TNT
into a harmless compound; the plan is to plant
grasses in TNT contaminated soil to suck up
the explosives, than unleash the sheep; a
flock of twenty sheep could clear an acre of
grass in a month, and completely rid it of mu-
nitions residue in less than three years. A
team of scientists is feeding TNT to a flock of
sheep. A. Morrie Craig, a veterinary scientist

at Oregon State University, has found that the
cud-chewing mammals can efficiently clean
up explosives-contaminated soil, of which
there are 1.3 million tons throughout the
United States. TNT and other explosives from
military munitions training and the remnants
of old factories remain in the ground for

decades. This residue rarely poses an imme-
diate health threat, but officials at the Depart-
ment of Defense fear that it could seep into
groundwater or poison plants (which has hap-
pened before). Conventional cleanup tech-
niques, such as incinerating the soil, are
expensive and time-consuming. Sheep will
work for free. PopSci reports that in 2004
Craig discovered that the bacteria in a
sheepʼs stomach that help digest cellulose
can also rapidly convert TNT into a harmless
compound. In recent experiments, he and re-
searchers from the U.S. Department of Agri-
culture fed sheep TNT for three weeks and
found that it broke down so completely that no

traces of it or any related compounds
remained in the animalsʼ feces. Craig
and his colleagues plan to plant
grasses in TNT contaminated soil to
suck up the explosives. While the
sheep munch away, the bacteria in
their digestive tract take care of the
rest. Craigʼs lab is testing the grazers
on soil from a military base. He esti-
mates that a flock of twenty sheep
could clear an acre of grass in a
month, and completely rid it of muni-

tions residue in less than three years. Craig
points out that even if a TNT-eating sheepʼs
meat found its way onto a barbecue, it could
never explode or cause health problems: “The
ingested TNT is broken down into small mol-
ecules that are in no way similar to the origi-
nal compound.”
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Someday, that potted palm in your living room
might go from green to white, alerting you to
a variety of nasty contaminants in the air, per-
haps even explosives. The stuff of science fic-
tion you say? Not so, says a Colorado State
University biologist whose research is funded
in part by Homeland Securityʼs Science and
Technology Directorate (DHS S&T), as well
as by the Defense Advanced Research Proj-

ects Agency (DARPA), the Office of Naval Re-
search (ONR), and others. Dr. June Medford
and her team in the Department of Biology at
Colorado State have shown that plants can
serve as highly specific sentries for environ-
mental pollutants and explosives. Sheʼs ena-
bled a computer-designed detection trait to
work in plants. How? By rewiring the plantʼs
natural signaling process so that a detection
of the bad stuff results in the loss of green

color. Based on research so far, Medford
says the detection abilities of some plants (to-
bacco is an example) are similar to, or even
better, than those of a dogʼs snout, long the
hallmark of a good detector. Best of all, the
training time is nothing compared to that of a
dog. «The idea comes directly from nature,»
Medford said. «Plants canʼt run or hide from
threats, so theyʼve developed sophisticated

systems to detect and respond to their envi-
ronment. Weʼve ʻtaughtʼ plants how to detect
things weʼre interested in and respond in a
way anyone can see, to tell us there is some-
thing nasty around, by modifying the way the
plantʼs proteins process chlorophyll. Our sys-
tem, with improvements, may allow plants to
serve as a simple and inexpensive means to
monitor human surroundings for substances
such as pollutants, explosives, or chemical

Plants That Can Detect Environmental Contaminants, Ex-
plosives
Source: http://www.medicalnewstoday.com/articles/216637.php
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agents.» The detection traits could be used in
any plant and could detect multiple pollutants
at once - changes that can also be detected
by satellite. While visible change in the plant
is apparent after a day, the reaction can be
remotely sensed within a couple of hours. A
spectral imaging system designed specifically
for the detection of de-greening biosensors
would provide the fastest indication of a th-
reat detected by the plants. Computational
design of the detection trait was initially done
in collaboration with Professor Homme
Hellinga at Duke University, and more re-
cently with Professor David Baker at the Uni-
versity of Washington. The Baker and
Hellinga laboratories used a computer pro-
gram to redesign naturally-occurring proteins
called receptors. These redesigned receptors
specifically recognize a pollutant or explosive.
Medfordʼs lab then modifies these computer
redesigned receptors to function in plants,
and targets them to the plant cell wall where
they can recognize pollutants or explosives in
the air or soil near the plant. Once the sub-
stance is detected, an internal signal causes
the plant to turn white. Medford and her team
want to speed up detection time. The initial or
first-generation plants respond to an explo-
sive in hours, but improvements are under-
way to reduce the response time to just a few
minutes. A faster response time increases the
likelihood of identifying the threat and pre-
venting an attack. At this point in the re-
search, it takes hours to achieve a visible
change in the foliage,» says Doug Bauer,
DHS S&Tʼs program manager on the re-
search. «Ideally, weʼd want the reaction to be
considerably faster.» In addition to faster re-

sponse times, Bauer says, in the next gene-
ration of the research, the indicators may take
place in a non-visible spectrum, such as in-
frared, by using color-changing methods
other than the suppression of chlorophyll.
That way, law enforcement equipped with the
appropriate sensors would be alerted, but a
terrorist would not be tipped off. A decentral-
ized, ubiquitous detection capability could
allow the early detection of bomb-manufac-
turing sites, instead of waiting for a potential
bomber to show up at a transportation hub or
other target zone. There are still many, many
years of research to go before any possible
deployment of plant sentinels. Once the re-
search achieves a point where it may be pos-
sible to deploy, there are other considerations
that will have to be taken into account and ad-
ditional studies to be conducted. For exam-
ple, USDA regulations stipulate that
genetically-altered plants must go through a
rigorous study on their impact to and interac-
tion with the environment before they can be
cultivated or planted in the United States.
This work could eventually be used for a wide
range of applications such as security in air-
ports or monitoring for pollutants such as
radon, a carcinogenic gas that can be found
in basements. Harnessing plants as bio-sen-
sors allows for distributed sensing without the
need for a power supply. «One day, plants
may assist law enforcement officers in detec-
ting meth labs or help emergency responders
determine where hazardous chemicals are le-
aking,» Bauer says. «The fact that DoD, DHS
and a variety of other agencies contributed to
funding this research is an indicator of the
breadth of possibilities.»

A New Tool To Eliminate Improvised Land-Mines Uses Elec-
tromagnetic Energy
Source: http://www.medicalnewstoday.com/articles/216656.php

Composed of diverse elements, mostly of
plastic, with little metal used, improvised ex-
plosive devices are very difficult to detect. In
cooperation with two colombian universities,
scientists at EPFLʼs Electromagnetic Compa-
tibility Laboratory have found a solution. They
have developed a device  enabling the remote
explosion of these mines, by using the energy

from their electromagnetic impulses. This
type of mine is often used by guerrillas or ter-
rorist groups in conflict zones, and is present
in many regions of the world, such as Colom-
bia, Iraq and Afghanistan. They kill or mutilate
hundreds of thousands of people every year,
mainly civilians. Being themselves Colom-
bian, and hence sensitive to this problem,



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 294

Félix Vega and Nicolas Mora, doctoral stu-
dents at EPFL, decide to make this project the
subject of their thesis. The two researchers
had to confront two main technical difficulties.
Firstly, they had to find a way of inducting a
current that would be strong enough to set off,
at a distance, the detonators of the mines, so-
metimes buried deep in the ground. Secondly,

they had to be sure of attaining the resonance
frequencies of the various types of mines,
which are all constructed in different ways. To
scan the highest possible number of frequen-

cies, itʼs necessary to create short impulses,
with a very fast response time. In thus span-
ning a large spectrum of resonances, «only a
fraction of the impulse we create reaches the
target, and by then the current is no longer
strong enough to explode the mine», explains
Professor Farhad Rachidi. «We then realised
that in spite of the wide diversity of these
mines, they are however all in similar fre-
quency ranges», adds Nicolas Mora. «So we
developed a system that concentrates on
those, and thus loses less energy.» The Elec-
tromagnetic Compatibility Laboratory tested
this system in Colombia last November, using
actual improvised mines provided by a team
of professional bomb disposal experts, which
they were able to set off at an average dis-
tance of 20 meters. This achievement is the
result of two years of research work: «Now we
have to develop a smaller prototype that is
weather-resistant and especially easier to
transport in the field», notes Félix Vega. «In
Colombia, we often have to travel on small
country roads.» Scheduled to run for a total of
four years, the project has been undertaken
with the National University of Colombia and
the University of Los Andes.
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The U.S. Air Force Research Laboratory
(AFRL) has connected 1,760 PlayStation 3
systems together to create the fastest inter-
active computer in the entire Defense De-
partment; the Condor Cluster, as the group of

systems is known, is capable of performing
500 trillion floating point operations per sec-
ond (500 TFLOPS). The U.S. Air Force Re-
search Laboratory (AFRL) has connected
1,760 PlayStation 3 systems together to cre-
ate what the organization is calling the fastest
interactive computer in the entire De-
fense Department. The Condor Cluster, as
the group of systems is known, also includes
168 separate graphical processing units and
84 coordinating servers in a parallel array ca-
pable of performing 500 trillion floating point

operations per second (500 TFLOPS), ac-
cording to AFRL Director of High Power Com-
puting Mark Barnell. Gamasutra reports that
using PS3s for the supercomputerʼs core al-
lowed AFRL to construct the system for a

total cost of $2 million, which Barnell es-
timates is five to 10 percent of an equiv-
alent system built entirely with
off-the-shelf computer parts. It will also
consume one-tenth the power of other
comparably powered supercomputers,
officials said. After a ribbon-cutting cere-
mony last Wednesday, the cluster, which
is housed in Rome, New York, will be
used for research by Air Force service
branches and centers across the country.
The computer will reportedly be used for
quick processing of ultra-high-resolution
satellite imagery, as well as research into
artificial intelligence, radar enhancement,
and pattern recognition. Defense engi-
neers worked directly with Sony and a
distributor to acquire the systems, ac-
cording to an interview with the Cleve-
land Plain Dealer. The project used the

older, large PS3 units rather than new Slim
models which, crucially, do not allow for the
installation of Linux as an “Other OS.” In
2000, it was widely reported that Iraqi dictator
Saddam Hussein was planning to string then-
cutting-edge PlayStation 2 systems into a de-
fense supercomputer, though U.K.
intelligence sources dismissed the claims
as “nonsense.” Researchers at the University
of Illinois later strung 70 PS2s into a super-
computer capable of 500 billion operations
per second.

Cyber News
U.S. Air Force creates powerful supercomputer out of PS3s
Source: http://homelandsecuritynewswire.com/us-air-force-creates-powerful-supercomputer-
out-ps3s
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Introduction
The recent release of the 250,000 Wikileaks
documents has provoked unparalleled global
interest, both positive, negative, and every-
where in between. One thing that can be said
with certainty: Wikileaks is changing things.
There are those who accept what the Wik-
ileaks releases say at face value, largely due
to the misrepresentation of the documents by
the corporate-controlled news. There are
those who see the documents as authentic
and simply in need of proper interpretation
and analysis. 

Then there are those, many of whom are
in the alternative media, who approach the
leaks with caution and suspicion. 

There are those who simply cast the leaks
aside as a ̒ psy-opʼ designed to target specific
nations that fit into U.S. foreign policy objec-
tives. Finally, then, there are those who de-
plore the leaks as ʻtreasonʼ or threatening
ʻsecurityʼ. Of all the claims and notions, the
last is, without a doubt, the most ridiculous.
This essay aims to examine the nature of the
Wikileaks releases and how they should be
approached and understood. If Wikileaks is
changing things, letʼs hope people will make
sure that it changes things in the right direc-
tion.

Media Propaganda Against Iran: Taking
the Cables at Face Value

This perspective is perhaps the most prop-
agated one, as it is largely influenced and un-
dertaken by the mainstream corporate media,
which present the leaked diplomatic cables as
ʻproofʼ of the mediaʼs take on major world is-
sues; most notably among them, Iranʼs nu-
clear program. As per usual, the New York
Times steps center stage in its unbridled con-
tempt for truth and relentless use of propa-
ganda to serve U.S. imperial interests,
headlining articles with titles like, “Around the
World, Distress Over Iran,” which explained
how Israel and the Arab leaders agree on Iran
as a nuclear threat to the world, with the com-

mentary in the article stating that, “running be-
neath the cables is a belief among many lead-
ers that unless the current government in
Tehran falls, Iran will have a bomb sooner or
later.” Fox News ran an article proclaiming
that, “Leaked Documents Show Middle East
Consensus on Threat Posed by Iran,” and
commented that, “the seismic document spill
by WikiLeaks showed one area of profound
agreement — that Iran is viewed in the Middle
East as the regionʼs No. 1 troublemaker.”

This, it should be understood, is propa-
ganda. Yet, we need to properly refine our un-
derstanding of propaganda in order to assess
what is specifically propagandistic about
these stories. While one should remain skep-
tical of sources and disinformation campaigns
(as those who critically analyze the media
have known take place time and time again),
one must also consider the personal per-
spective of the source and decipher between
authenticity and analysis. These documents, I
truly believe, are authentic. In this sense, I do
not adhere to the notion that these are a part
of a psychological operation (psy-op) or prop-
aganda effort, in terms of the actual release
of the documents. We must keep in mind that
the sources for these cables are U.S. diplo-
matic channels, and thus the statements
within them reflect the perspectives and be-
liefs of U.S. diplomatic personnel. The docu-
ments are an authentic representation of their
statements and beliefs, but that does not
imply that they are an accurate representation
of reality. 

This is where the media comes in to prop-
agandize the information within the leaks. The
two above examples claim that the leaks
show that there is a “consensus” on Iran, and
thus, that the U.S. and indeed Israeli positions
on Iran for the past several years have been
“vindicated,” namely in that they fear Iran is
making nuclear weapons. This is nonsense.
The media has essentially read and propa-
gated the documents at face value, meaning
that because U.S. diplomats, Middle Eastern

Wikileaks and the Worldwide Information War
Power, Propaganda, and the Global Political Awakening
By Andrew Gavin Marshall
Source: http://www.globalresearch.ca/index.php?context=va&aid=22278
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and Arab leaders all agree that Iran is a
“threat” and is trying to make a “nuclear
weapon,” it therefore must be true. This is a
non sequitur. If a military general tells several
soldiers to commit a raid on a house because
there are “suspected terrorists” inside, the fact
that the soldiers carry out the raid – and that
they believe there are terrorists inside – does
not make it so. In contextualizing this example
with the current Wikileaks release, just be-
cause Middle Eastern and Arab leaders see
Iran as a threat, does not make it so.  

Again, consider the sources. What makes
the Arab leaders trustworthy sources for ʻun-
biasedʼ information? For example, one ʻreve-
lationʼ that made its way around the world was
the insistence of Saudi Arabiaʼs King Abdul-
lah to America to “cut off the head of the
snake” of Iran, and urging America to launch
military strikes against Iran. This has largely
been interpreted in the media as “proof” that
there is a “consensus” on the “threat” posed
by Iran to the Middle East and the world. This
has been the propaganda line towed by the
New York Times, Fox News and the Israeli
government, among many others. Yet, we
need to properly contextualize this informa-
tion, something which the New York Times
has a long record of failing to properly do (in-
tentionally, I might add). I do not doubt the au-
thenticity of these statements or the beliefs of
the Arab leaders that Iran is a ̒ threatʼ. Iran, on
the other hand, has claimed that the leaks are
“mischievous” and that they serve US inter-
ests, and claimed that Iran is “friends” with its
neighbours.[4] This too, is propaganda. Again,
we need to contextualize.

Iran is a Shiʼa nation, while the Arab na-
tions, particularly Saudi Arabia, are predomi-
nantly Sunni. This presents a means of
division among these nations in the region, at
least on a superficial basis. The reality, how-
ever, is that Saudi Arabia and Iran are far from
“friendly”, and have not been on good terms
since the Shah was deposed in 1979. Iran is
Saudi Arabiaʼs primary contender and com-
petition for power and influence in the region,
and thus Iran is, inherently, a threat to Saudi
Arabia, politically. Further, the Arab states,
whose claims against Iran have been widely
publicized, such as those of Saudi Arabia,
Bahrain, Oman, the UAE and Egypt, must be

understood in their relation to the United
States. The Arab states are American proxies
in the region. Their armies are subsidized by
the American military industrial complex, their
political regimes (all of which are dictatorships
and dynasties), are propped up and sup-
ported by America. The same goes for Israel,
although it has at least the public outward ap-
pearance of a democracy, much like the
United States, itself. 

The Arab nations and leaders know that
the only reason they have and maintain their
power is because the United States allows
them and helps them to do so. Thus, they are
dependent upon America and its political, fi-
nancial and military support. Going against
Americaʼs ambitions in the region is a sure
way to end up like Iraq and Saddam Hussein.
The history of the Middle East in the modern
era is replete with examples of how one-time
puppets and personal favourites of the Amer-
ican Empire can so easily turn into new ene-
mies and “threats to peace.” American
sponsored regime change takes place, and a
new puppet is installed. If Arab leaders said
that Iran was not a threat to peace, they would
soon find themselves targets of Western im-
perialism. Further, many, like King Abdullah in
Saudi Arabia, are so virulent in their hatred
and distrust of Iran simply because they are
regional competitors for influence. One thing
can be said of all states and their leaders,
they are inherently self-interested and ob-
sessed with self-preservation and personal
power expansion. 

Saudi Arabia, in particular, is not a passive
actor in the regional battle of influence with
Iran. In Yemen, Saudi Arabia is involved in an-
other American imperial war of conquest, in
suppressing secessionist and indigenous lib-
eration movements in the North and South of
Yemen. Yemen, ruled by an American sup-
ported dictator, Saleh, who has been in power
since 1978, is also working with the Ameri-
cans to suppress its own population in order
to maintain its hold on power. Much of the
presentation of the conflict, however, is in
propagandizing the conflict, portraying it as a
regional battle for influence between Saudi
Arabia and Iran. While there is no doubt, and
clear admissions, of Saudi Arabiaʼs involve-
ment in the war, there has been no informa-
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tion that Iran has had any involvement, yet it
is constantly accused by both Saudi Arabia
and Yemen of being involved. This may be an
attempt to draw Iran into a regional proxy war,
if not to simply demonize the nation further. In
the midst of this new Yemeni war, America
made an arms deal with Saudi Arabia which
broke the record as the largest U.S. arms deal
in history, at $60 billion. The deal, of which it
is no secret, is aimed at building up Saudi Ara-
biaʼs military capabilities in order to both en-
gage more effectively in the Yemen war, but
primarily to challenge and counter increased
Iranian influence in the region. In short, Amer-
ica is arming its proxy nations for a war with
Iran.

Israel did not denounce the arms deal as it
was taking place, simply because it ultimately
served Israelʼs interest in the region as well, of
which its main target is Iran. Further, Israel is
left subdued to American interests, as an
American proxy itself. If Israelʼs military fi-
nancing and hardware comes from America
(which it does), thus making it dependent
upon America for its own military power, Israel
is in no position to tell America to not arm its
other regional proxies. If indeed there is a re-
gional war against Iran in the making, which it
has appeared for some time that there is, it is
certainly in Israelʼs interest to have allies
against Iran in the region. 

Is Wikileaks a Propaganda Effort?
The leaders of Israel have been very

adamant that the Wikileaks documents do not
embarrass Israel to any extent. Prior to the re-
lease, the U.S. government briefed Israeli of-
ficials on the type of documents that would be
released by Wikileaks regarding Israel.[5] Is-
raeli Prime Minister Benjamin Netanyahu
stated, “there is no disparity between the pub-
lic discourse between us and Washington,
and the mutual understanding of each otherʼs
positions.” The Israeli Defense Minister, Ehud
Barak, claimed that the documents “show a
more accurate view of reality.” One top Turk-
ish politician stated that looking at which
countries are pleased with the releases says
a lot, and speculated that Israel “engineered
the release” of documents in an attempt to ad-
vance its interests and to “pressure Turkey.”

Further, the Internet and various alterna-

tive news organizations are abuzz with spec-
ulation that Wikileaks itself may be a propa-
ganda front, perhaps even a CIA front
organization, a method of “controlling the op-
position” (which, historically we know, is no
stranger to CIA activities). Yet, this specula-
tion is based upon the use of the information
that is released in the cables, and it strikes me
as a lack of contextualizing the documents. 

So, how should one contextualize this?
Letʼs begin with Israel. Certainly, Israel is with-
out a doubt a criminal state (as all states es-
sentially are), but its criminality is amplified
more so than most states on this planet, pos-
sibly outdone only by America, itself. Israelʼs
ethnic cleansing of Palestinians is one of the
most horrific and long-lasting crimes against
humanity seen in the past 50 years, and pos-
terity will view Israel as the vicious, war-mon-
gering, dehumanizing and abhorrent state it
is. Yet, for all that Israel is, one thing Israel is
not, is subtle. When the Israeli PM states that
the Wikileaks releases are not embarrassing
to Israel, he is mostly correct. This is not be-
cause Israel has nothing to hide (remember,
the Wikileaks documents are not ʻtop secretʼ
documents, but merely diplomatic cables), but
because the diplomatic exchanges Israel
makes largely reflect the reality of the public
statements Israel makes. Israel and its politi-
cal elite are no strangers to making absurd
public statements, to constantly threatening
war with Iran and other neighbors, or to prop-
agandizing their beliefs that Iran is making nu-
clear weapons (something which has never
been proven). Thus, the leaks do not ʻhurtʼ Is-
raelʼs image, because Israelʼs image, interna-
tionally, is already so abysmal and
despicable, and because Israeli diplomats
and politicians are generally as brazen in what
they say publicly as they say to each other,
that Israelʼs image has largely remained the
same. Of course, Israeli leaders – political and
military – are using the leaks to suggest that
it “vindicates” their perspective on Iran as a
threat, which of course is an absurd propa-
ganda ploy, the exact same technique taken
on by the corporate media, in taking the ca-
bles at face value.  

While Iran has slammed the Wikileaks re-
leases as Western propaganda aimed at
Iran, this statement itself should be taken as
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a form of propaganda. After all, Iran claimed
that it is “friends” with all its neighbors, a
claim which is an historical and present fal-
sity. Iran, like all states, uses propaganda to
advance its own interests. Iran is not by any
means a wonderful nation. However, com-
pared to the American favorites in the region
(such as Saudi Arabia), Iran is a bastion of
freedom and democracy, which isnʼt saying
much. Those who attempt to battle the
spread of misinformation and propaganda,
myself included, must remain highly critical
of media representations and campaigns
against Iran, of which there are many. Iran is
firmly in the targets of Americaʼs imperial am-
bitions, this is no secret. Yet, there is nothing
in the current batch of Wikileaks releases
that strikes me as inauthentic in relation to
Iran, especially those documents pertaining
to the perspectives of Western diplomats
and Arab leaders in relation to Iran. No
doubt, they have these perspectives simply
because they reflect the policy priorities of
America and the West, itself, not because
they are factual in their substance. In this, we
must decipher between authenticity and ac-
curacy. 

Iran stating that the Wikileaks documents
are propaganda is a misnomer and is mis-
leading. Analysts must not only critically as-
sess the authenticity of documents (and the
sources from which they come), but also, and
perhaps even more importantly, they must
critically analyze the interpretation of those
documents. So while I do not doubt the au-
thenticity of documents pertaining to Western
and Middle Eastern perceptions of Iran (as it
fits in with the wider geopolitical realities of
the region), it is the interpretation of the doc-
uments that I view as active propaganda ef-
forts on the part of Western governments and
media. The methods of this propaganda ef-
fort, however, are in depicting the documents
as ʻfactual assessmentsʼ of the on-the-ground
reality, which they are not. The documents
are factual in how they represent the views of
those who wrote them, which does not mean
that they are factual in their substance. There
is a difference, and acknowledging this dif-
ference is incredibly important in both the ex-
posure of propaganda and assessment of
truth. 

The Truth About Diplomacy 
Craig Murray is one voice that should be

heard on this issue. Craig Murray was a for-
mer British Ambassador to Uzbekistan who
made a name for himself in exposing intelli-
gence from Uzbekistan related to al-Qaeda as
entirely unreliable, due to the methods of tor-
ture used to get the information (such as boil-
ing people alive). This intelligence was
passed to the CIA and MI6, which Murray said
was “factually incorrect.” When Murray ex-
pressed his concerns with the higher-ups in
the British diplomatic services, he was repri-
manded for talking about “human rights.”The
British Foreign and Commonwealth Office
(FCO) told Murray that he had one week to re-
sign, and was threatened with possible pros-
ecution or jail time for revealing “state
secrets.” He was subsequently removed from
his ambassadorial position, and has since be-
come something of a political activist. In short,
Murray is exactly the type of diplomat a per-
son should want: honest. But he was also ex-
actly the type of diplomat that Western
imperial powers donʼt want: honest. 

In the midst of the latest Wikileaks releases
of diplomatic documents, Craig Murray was
asked to write an article for the Guardian re-
garding his interpretation of the issue. As Mur-
ray later noted, the paper placed his article,
largely reduced, hidden in the middle of a long
article which was a compendium of various
commentaries on Wikileaks. Murray, however,
posted the full version on his website. In the ar-
ticle, Murray begins by assessing the claims of
government officials around the world, particu-
larly in the United States, that Wikileaks ex-
poses the United States to “harm,” that it puts
lives at risk, and that they will “encourage Is-
lamic extremism,” and most especially, the no-
tion that “government secrecy is essential to
keep us all safe.” Murray explains that having
been a diplomat for over 20 years, he is very
familiar with these arguments particularly that
as a result of Wikileaks, diplomats will no longer
be candid in giving advice, “if that advice might
become public.” Murray elaborates:

Put it another way. The best advice is
advice you would not be prepared to de-
fend in public. Really? Why? In todayʼs
globalised world, the Embassy is not a
unique source of expertise. Often expa-
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triate, academic and commercial organ-
isations are a lot better informed. The
best policy advice is not advice which is
shielded from peer review. 
What of course the establishment mean is

that Ambassadors should be free to recom-
mend things which the general public would
view with deep opprobrium, without any dan-
ger of being found out. But should they really
be allowed to do that, in a democracy?

Murray pointedly asked why a type of be-
haviour that is considered reprehensible for
most people – such as lying – “should be con-
sidered acceptable, or even praiseworthy, in
diplomacy.” Murray explained that for British
diplomats, “this belief that their profession ex-
empts them from the normal constraints of de-
cent behaviour amounts to a cult of
Machiavellianism, a pride in their own amoral-
ity.” He explained that diplomats come from a
very narrow upper social strata, and “view
themselves as ultra-intelligent Nietzschean
supermen, above normal morality” who are
socially connected to the political elite. In crit-
icizing the claims made by many commenta-
tors that the release of the leaks endanger
lives, Murray pointedly wrote that this per-
spective needs to be “set against any such
risk the hundreds of thousands of actual dead
from the foreign policies of the US and its co-
conspirators in the past decade.” Further, for
those who posit that Wikileaks is a psy-op or
propaganda operation or that Wikileaks is a
“CIA front”, Murray had this to say:

Of course the documents reflect the US
view – they are official US government
communications. What they show is
something I witnessed personally, that
diplomats as a class very seldom tell
unpalatable truths to politicians, but
rather report and reinforce what their
masters want to hear, in the hope of re-
ceiving preferment.
There is therefore a huge amount about

Iranʼs putative nuclear arsenal and an exag-
geration of Iranʼs warhead delivery capability.
But there is nothing about Israelʼs massive nu-
clear arsenal. That is not because wikileaks
have censored criticism of Israel. It is because
any US diplomat who made an honest and
open assessment of Israeli crimes would very
quickly be an unemployed ex-diplomat.

Murray concluded his article with the state-
ment that all would do well to keep in mind:
“Truth helps the people against rapacious
elites – everywhere.”

World Order and Global Awakening
In attempting to understand Wikileaks and

its potential effects (that is, if the alternative
media and citizens activists use this opportu-
nity), we must place Wikileaks within a wider
geopolitical context. Our human world exists
as a complex system of social interactions. As
powerful and dominating as elites are and
have always been, we must understand that
they are not omnipotent; they are human and
flawed, as are their methods and ideas. There
are other forces at work in the human social
world, and these various interactions created
and changed the world into what it is, and will
determine where it is going. In effect, nothing
is preordained; nothing is exact. Plans are
made, certainly, by elites, in designing ideas
and reshaping and controlling society. How-
ever, society – and in the globalized world, a
ʻglobal societyʼ – react and interact with elite
forces and ideas. Just as the people must
react to and experience repercussions from
changes in elite processes, so too must the
elite react to and experience repercussions
from changes in social processes. Today, we
can conceptualize this dichotomy – the
geopolitical reality of the world – as ʻThe
Global Political Awakening and the New
World Orderʼ:

There is a new and unique development in
human history that is taking place around the
world; it is unprecedented in reach and vol-
ume, and it is also the greatest threat to all
global power structures: the ʻglobal political
awakening.ʼ The term was coined by Zbigniew
Brzezinski, and refers to the fact that, as
Brzezinski wrote:

For the first time in history almost all of
humanity is politically activated, politi-
cally conscious and politically interac-
tive. Global activism is generating a
surge in the quest for cultural respect
and economic opportunity in a world
scarred by memories of colonial or im-
perial domination.
It is, in essence, this massive ʻglobal polit-

ical awakeningʼ which presents the gravest



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 303

and greatest challenge to the organized pow-
ers of globalization and the global political
economy: nation-states, multinational corpo-
rations and banks, central banks, international
organizations, military, intelligence, media and
academic institutions. The Transnational Cap-
italist Class (TCC), or ʻSuperclassʼ as David
Rothkopf refers to them, are globalized like
never before. For the first time in history, we
have a truly global and heavily integrated
elite. As elites have globalized their power,
seeking to construct a ʻnew world orderʼ of
global governance and ultimately global gov-
ernment (decades down the line), they have
simultaneously globalized populations.

The ʻTechnological Revolutionʼ involves
two major geopolitical developments. The first
is that as technology advances, systems of
mass communication rapidly accelerate, and
the worldʼs people are able to engage in in-
stant communication with one another and
gain access to information from around the
world. In it, lies the potential – and ultimately
a central source – of a massive global political
awakening. Simultaneously, the Technologi-
cal Revolution has allowed elites to redirect
and control society in ways never before
imagined, potentially culminating in a global
scientific dictatorship, as many have warned
of since the early decades of the 20th century.
The potential for controlling the masses has
never been so great, as science unleashes
the power of genetics, biometrics, surveil-
lance, and new forms of modern eugenics;
implemented by a scientific elite equipped
with systems of psycho-social control.

Brzezinski has written extensively on the
issue of the ʻGlobal Political Awakening,ʼ and
has been giving speeches at various elite
think tanks around the world, ʻinformingʼ the
elites of this changing global dynamic.
Brzezinski is one of the principle representa-
tives of the global elite and one of the most in-
fluential elite intellectuals in the world. His
analysis of the `global politicl awakening`is
useful because of his repesentation of it as
the primary global threat to elite interests
everywhere. Thus, people should view the
concept of the `global political awakening`as
the greatest potential hope for humanity and
that it should be advanced and aided, as op-
posed to Brzezinski`s perspective that it

should be controlled and suppressed. How-
ever, it would be best for Brzezinski to explain
the concept in his own words to allow people
to understand how it constitutes a `threat`to
elite interests:

For the first time in human history
almost all of humanity is politically
activated, politically conscious and
politically interactive. There are only
a few pockets of humanity left in the re-
motest corners of the world that are not
politically alert and engaged with the po-
litical turmoil and stirrings that are so
widespread today around the world.
The resulting global political ac-
tivism is generating a surge in the
quest for personal dignity, cultural
respect and economic opportunity in
a world painfully scarred by memo-
ries of centuries-long alien colonial
or imperial domination... The world-
wide yearning for human dignity is
the central challenge inherent in the
phenomenon of global political
awakening.
...America needs to face squarely a
centrally important new global reality:
that the worldʼs population is experienc-
ing a political awakening unprece-
dented in scope and intensity, with the
result that the politics of populism are
transforming the politics of power.
The need to respond to that massive
phenomenon poses to the uniquely sov-
ereign America an historic dilemma:
What should be the central definition of
Americaʼs global role? ... The central
challenge of our time is posed not by
global terrorism, but rather by the inten-
sifying turbulence caused by the phe-
nomenon of global political awakening.
That awakening is socially massive
and politically radicalizing.
... It is no overstatement to assert that
now in the 21st century the popula-
tion of much of the developing world
is politically stirring and in many
places seething with unrest. It is a
population acutely conscious of so-
cial injustice to an unprecedented
degree, and often resentful of its per-
ceived lack of political dignity. The
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nearly universal access to radio, televi-
sion and increasingly the Internet is
creating a community of shared per-
ceptions and envy that can be galva-
nized and channeled by demagogic
political or religious passions. These
energies transcend sovereign bor-
ders and pose a challenge both to
existing states as well as to the ex-
isting global hierarchy, on top of
which America still perches.
... The youth of the Third World are
particularly restless and resentful.
The demographic revolution they em-
body is thus a political time-bomb, as
well. With the exception of Europe,
Japan and America, the rapidly ex-
panding demographic bulge in the 25-
year-old-and-under age bracket is
creating a huge mass of impatient
young people. Their minds have been
stirred by sounds and images that em-
anate from afar and which intensify their
disaffection with what is at hand. Their
potential revolutionary spearhead is
likely to emerge from among the
scores of millions of students con-
centrated in the often intellectually
dubious «tertiary level» educational
institutions of developing countries.
Depending on the definition of the terti-
ary educational level, there are cur-
rently worldwide between 80 and 130
million «college» students. Typically
originating from the socially inse-
cure lower middle class and inflamed
by a sense of social outrage, these
millions of students are revolution-
aries-in-waiting, already semi-mobi-
lized in large congregations, connected
by the Internet and pre-positioned for
a replay on a larger scale of what tran-
spired years earlier in Mexico City or in
Tiananmen Square. Their physical en-
ergy and emotional frustration is just
waiting to be triggered by a cause, or
a faith, or a hatred.
Brzezinski thus posits that to address this

new global “challenge” to entrenched powers,
particularly nation-states that cannot suffi-
ciently address the increasingly non-pliant
populations and populist demands, what is re-

quired, is “increasingly supranational cooper-
ation, actively promoted by the United States.”
In other words, Brzezinski favours an in-
creased and expanded ʻinternationalizationʼ,
not surprising considering he laid the intellec-
tual foundations of the Trilateral Commission.
He explains that “Democracy per se is not an
enduring solution,” as it could be overtaken by
“radically resentful populism.” This is truly a
new global reality:

Politically awakened mankind craves
political dignity, which democracy can
enhance, but political dignity also en-
compasses ethnic or national self-de-
termination, religious self-definition, and
human and social rights, all in a world
now acutely aware of economic, racial
and ethnic inequities. The quest for po-
litical dignity, especially through national
self-determination and social transfor-
mation, is part of the pulse of self-as-
sertion by the worldʼs underprivileged.
Thus, writes Brzezinski, “an effective re-

sponse can only come from a self-confident
America genuinely committed to a new vision
of global solidarity.” The idea is that to ad-
dress the grievances caused by globalization
and global power structures, the world and
America must expand and institutionalize the
process of globalization, not simply in the eco-
nomic sphere, but in the social and political as
well. It is a flawed logic, to say the least, that
the answer to these systemic problems is to
enhance and strengthen the systemic flaws
that created them. One cannot put out a fire
by adding fuel.

Brzezinski even wrote that, “let it be said
right away that supranationality should not be
confused with world government. Even if it
were desirable, mankind is not remotely ready
for world government, and the American peo-
ple certainly do not want it.” Instead, Brzezin-
ski argues, America must be central in
constructing a system of global governance,
“in shaping a world that is defined less by the
fiction of state sovereignty and more by the
reality of expanding and politically regulated
interdependence.” In other words, not ʻglobal
governmentʼ but ̒ global governanceʼ, which is
simply a rhetorical ploy, as ʻglobal gover-
nanceʼ – no matter how overlapping, sporadic
and desultory it presents itself – is in fact a
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key step and necessary transition in the
moves toward an actual global government
structure.

Conceptualizing Wikileaks
I feel that Wikileaks must be conceptual-

ized within our understanding of this geopolit-
ical reality we find ourselves in today. While
indeed it is necessary to be skeptical of such
monumental events, we must allow ourselves
to remember that there are always surprises –
for everyone – and that the future is nothing if
not unknown. Anything, truly, can happen.
There is of course logic behind the automatic
skepticism and suspicion about Wikileaks
from the alternative media; however, they also
risk losing an incredible opportunity presented
by Wikileaks, to not only reach more people
with important information, but to better inform
that information itself. 

For those who view Wikileaks as a con-
spiracy or plot, as a psy-op of some kind,
while indeed these things have taken place in
the past, there is simply no evidence for it thus
far. Every examination of this concept is
based upon speculation. Many nations
around the world, particularly in the Middle
East and South Asia, are pointing to the West-
ern nations as engaging in a covert propa-
ganda campaign aimed at creating disunity
between states and allies. Iran, Turkey, Pak-
istan and Afghanistan have made such
claims. It is no surprise that most of these are
nations, particularly Iran, are targets of U.S.
imperial policy. Since, however, the Wikileaks
releases speak heavily and negatively about
Iran, Pakistan, Afghanistan, Russia, China,
Venezuela, etc., one must remember that
these are ʻdiplomatic cablesʼ, and represent
the ̒ opinions and beliefsʼ of the diplomatic es-
tablishment, a social group which is histori-
cally and presently deeply enmeshed and
submissive to elite ideology and methodology.
In short, these are the foreign imperial en-
voys, and as such, they are ideological impe-
rialists and represent imperial interests. 

As has been the case both historically and
presently, imperial objectives are hidden with
political rhetoric. Since, politically, these are
target nations of the American imperial elite,
Americaʼs diplomatic representatives will
focus on these nations, and adopt the same

ideas and beliefs. How many people have
ever been given a raise by questioning and
then disregarding their superiorʼs manage-
ment technique? Thus, in their respective na-
tions and operations, the diplomats will seek
information that targets these nations or serve
specific American imperial objectives. If all the
information they come up with are rumours
and conjectures and repeated talking points,
that is what will be seen in the diplomatic ca-
bles. Indeed, that was exactly the case. The
cables are full of rumours and unsupported al-
legations. So naturally, they would target
these specific nations – deemed geopolitically
significant by American imperial interests –
and why there would be far less information
on Israel and other allied nations. This is why
it seems to me that these cables are authen-
tic. They seem to represent the reality of the
ʻdiplomatic social groupʼ, and thus they are a
vivid exploration in the study of imperialism.
We have been given the opportunity to see
the ʻcommunicationsʼ of imperial diplomacy. It
is in this, that we are presented with an in-
credible opportunity.

Further, in regards to many Middle Eastern
and Asian nations framing Wikileaks as a
“Western plot,” as critical thinkers we must
take note of the geopolitical reality of the
ʻglobal political awakenng.ʼ All states are self-
interested, that is the nature of a state. Elites
all over the world are aware of the reality and
potential political power of the ʻglobal political
awakeningʼ and thus, seek to suppress or co-
opt its potential. States which are often
viewed by the critical press as ʻtargetsʼ by
Western imperial powers (such as Iran), may
seek to use this power to its own advantage.
They may attempt to steer the ʻglobal awak-
eningʼ and the ʻalternative mediaʼ to their
favour, which gives them political power. But
the alternative media must not ʻpick sidesʼ in
terms of global elites and power structures,
we must remain critical of all sides and all ac-
tors. 

Wikileaks is receiving an incredible read-
ership and is reaching out to new audiences,
globally, in the American homeland itself, and
to the youth of the world. Peopleʼs perceptions
are beginning to change on a variety of is-
sues. The question is: will the alternative
media ignore Wikileaks and isolate itself, or
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will they engage with Wikileaks, and prevent
the mainstream corporate media from having
a ̒ monopoly of interpretationʼ, which becomes
inherently propagandistic. Wikileaks is having
global repercussions, and has been very good
for the newspaper and mainstream news in-
dustries, which have been on a steady de-
cline. This too, can be an issue to reach out to
this new and growing audience, and to bring
them to a new perspective. If we do not reach
out, we are left talking to each other, further
isolating ourselves, and ultimately becoming
subverted and ineffective for change. We
need to reach out to new audiences, and this
is an incredible opportunity to do so. People
are interested, people are curious, people are
hungry for more. 

Wikileaks and the Media
Instead of deriding Wikileaks as “not telling

us anything we didnʼt know” before, perhaps
the alternative media should use the popular-
ity and momentum of Wikileaks to take from it
the documentation and analysis that further
strengthens our arguments and beliefs. This
will allow for others, especially new audiences
of interested people worldwide, to place the
Wikileaks releases within a wider context and
understanding. The reports from Wikileaks
are ʻrevelationsʼ only to those who largely ad-
here to the ʻillusionsʼ of the world: that we live
in ʻdemocraciesʼ promoting ʻfreedomʼ around
the world and at home, etc. The ʻrevelationsʼ
however, are not simply challenging American
perceptions of America, but of all nations and
their populations. The fact that these people
are reading and discovering new things for
which they are developing an interest is an in-
credible change. This is likely why the corpo-
rate media is so heavily involved in the
dissemination of this information (which itself
is a major source of suspicion for the alterna-
tive media): to control the interpretation of the
message. It is the job of the alternative media
and intellectuals and other thinking individu-
als to challenge that interpretation with factual
analysis. The Wikileaks releases, in fact, give
us more facts to place within and support our
interpretations than they do for the corporate
media. 

We must ask why the Wikileaks releases
were ʻrevelationsʼ for most people? Well, it

was surprising simply for the fact that the
media itself has such a strong hold on the ac-
cess, dissemination and interpretation of in-
formation. They are ʻrevelationsʼ because
people are indoctrinated with myths. They are
not ʻrevelationsʼ to the alternative media be-
cause we have been talking about these
things for years. However, while they may not
necessarily be ʻrevelationsʼ, they are in fact,
ʻconfirmationsʼ and ʻvindicationsʼ and bring
more information to the analysis. It is in this,
that a great opportunity lies. For since the
leaks support and better inform our perspec-
tives, we can build on this concept and ex-
amine how Wikileaks adds to and supports
critical analysis. For those who are newly in-
terested and looking for information, or for
those who are having their previous percep-
tions challenged, it is the alternative media
and critical voices alone who can place that
information in a wider context for everyone
else. In this, more people will see how it is the
alternative media and critical perspectives
which were more reflective of reality than say,
the mainstream media (for which Wikileaks is
a ʻrevelationʼ). Thus, more people may soon
start turning to alternative media and ideas;
after all, our perspectives were vindicated, not
those of the mainstream media (though they
attempt to spin it as such). 

We are under a heavy propaganda offensive
on the part of the global corporate and main-
stream media to spin and manipulate these
leaks to their own interests. We, as alternative
media and voices, must use Wikileaks to our ad-
vantage. Ignoring it will only damage our cause
and undermine our strength. The mainstream
media understood that; so too, must we. Wik-
ileaks presents in itself a further opportunity for
the larger exposure of mainstream media as or-
ganized propaganda. By ʻsurprisingʼ so many
people with the ʻrevelationsʼ, the media has in
effect exposed itself as deeply inadequate in
their analysis of the world and the major issues
within it. While currently it is giving the main-
stream media a great boost, we are still im-
mersed in the era of the ʻTechnological
Revolutionʼ and there is still (for now, anyway)
Internet freedom, and thus, the tide can quickly
turn. 

Like the saying goes, ̒ the rich man will sell
you the rope to hang him with if he thinks he
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can make a buck on it.ʼ Perhaps the main-
stream media has done the same. No other
organized apparatus was as capable of dis-
seminating as much material as quickly and
with such global reach as the mainstream
media. If the leaks initially only made it into al-
ternative media, then the information would
only reach those whom are already reading
the alternative press. In that, they would not
be such grand ʻrevelationsʼ and would have
had a muted effect. In the mainstream
mediaʼs global exposure of Wikileaks material
(never mind their slanted and propagandistic
interpretations), they have changed the dy-
namic and significance of the information. By
reaching wider and new audiences, the alter-
native and critical voices can co-opt these
new audiences; lead them away from the
realm of information ʻcontrolʼ into the realm of
information ʻaccessʼ. This is potentially one of
the greatest opportunities presented for the
alternative and critical voices of the world.

Wikileaks is a globally transformative
event. Not simply in terms of awakening new
people to ʻnewʼ information, but also in terms
of the effect it is having upon global power
structures, itself. With ambassadors resign-
ing, diplomats being exposed as liars and
tools, political rifts developing between West-
ern imperial allies, and many careers and rep-
utations of elites around the world at great
risk, Wikileaks is creating the potential for an
enormous deterioration in the effectiveness of
imperialism and domination. That, in itself, is
an admirable and worthy goal. That this is al-
ready a reality is representative of how truly
transformative Wikileaks is and could be.
People, globally, are starting to see their lead-
ers through a lens not filtered by ʻpublic rela-
tions.ʼ Through mainstream media, it gets
filtered through propaganda, which is why it is
an essential duty of the alternative media and
critical thinkers to place this information in a
wider, comprehensive context. This would fur-
ther erode the effectiveness of empire. 

With the reaction of several states and
policing organizations to issue arrest warrants
for Julian Assange, or in calling for his assas-
sination (as one Canadian adviser to the
Prime Minister suggested on television),
these organizations and individuals are ex-
posing their own hatred of democracy, trans-

parency and freedom of information. Their re-
actions can be used to discredit their legiti-
macy to ʻruleʼ. If policing agencies are
supposed to “protect and serve,” why are they
seeking instead to “punish and subvert” those
who expose the truth? Again, this comes as
no surprise to those who closely study the na-
ture of the state, and especially the modern
phenomenon of the militarization of domestic
society and the dismantling of rights and free-
doms. However, it is happening before the
eyes of the whole world, and people are pay-
ing attention. This is new. 

This is an incredible opportunity to criticize
foreign policy (read: ʻimperial strategyʼ), and
to disembowel many global power structures.
More people, now, than ever before, will be
willing to listen, learn and investigate for them-
selves. Wikileaks should be regarded as a
ʻgiftʼ, not a ʻdistraction.ʼ Instead of focusing on
the parts of the Wikileaks cables which do not
reflect the perspectives of the alternative
media (such as on Iran), we must use Wik-
ileaks to better inform our own understanding
not simply of the ʻpolicyʼ itself, but of the com-
plex social interactions and ideas that create
the basis for the ʻpolicyʼ to be carried out. In
regards to the diplomatic cables themselves,
we are better able to understand the nature of
diplomats as ʻagents of empire,ʼ and so in-
stead of discounting the cables as ʻpropa-
gandaʼ we must use them against the
apparatus of empire itself: to expose the em-
pire for what it is. Wikileaks helps to un-
sheathe and strip away the rhetoric behind
imperial policy, and expose diplomats not as
ʻinformed observersʼ, but as ̒ agents of power.ʼ
The reaction by nations, organizations and in-
stitutions around the world adds further fuel to
this approach, as we are seeing the utter dis-
taste political leaders have for ʻdemocracyʼ
and ʻfreedom of informationʼ, despite their
rhetoric. Several institutions of power can be
more widely exposed in this manner.

A recent addition to this analysis can be in
the role played by universities not in ̒ educationʼ
but in ̒ indoctrinationʼ and the production of new
ʻagents of power.ʼ For example, Columbia Uni-
versity is one of the most “respected” and
“revered” universities in the world, which has
produced several individuals and significant
sectors of the political elite (including diplo-
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mats). In reaction to the Wikileaks releases,
Columbia University has warned “students
they risk future job prospects if they download
any of the material,” which followed “a govern-
ment ban on employees, estimated at more
than two-and-a-half million people, using work
computers and other communication devices
to look at diplomatic cables released by Wik-
iLeaks.” The University “emailed students at
the universityʼs school of international and pub-
lic affairs, a recruiting ground for the state de-
partment.”[14] Good for Columbia! What do
they think university is for, ̒ educationʼ or some-
thing? How dare students take education into
their own hands, especially students who will
likely be future diplomats. This university reac-
tion to Wikileaks helps call into attention the
role of universities in our society, and specifi-
cally the role of universities in shaping the fu-
ture ʻmanagersʼ of the imperial apparatus. 

Wiki.leaks as an Opportunity
If Wikileaks is a psy-op, it is either the stu-

pidest or most intelligent psychological oper-
ation ever undertaken. But one thing is for
sure: systems and structures of power are in
the process of being exposed to a much wider
audience than ever before. The question for
the alternative media and critical researchers,
alike, is what will they do with this information
and this opportunity? 

Julian Assange was recently interviewed
by Time Magazine about Wikileaks, in which
he explained to the inadequately informed ed-
itor of Time Magazine that organizations
which are secretive need to be exposed:

If their behavior is revealed to the pub-
lic, they have one of two choices: one is
to reform in such a way that they can be
proud of their endeavors, and proud to
display them to the public. Or the other
is to lock down internally and to balka-
nize, and as a result, of course, cease
to be as efficient as they were. To me,
that is a very good outcome, because
organizations can either be efficient,
open and honest, or they can be
closed, conspiratorial and inefficient.
Assange further explained some of his per-

spectives regarding the influence of and re-
actions to Wikileaks, stating that the Chinese:

appear to be terrified of free speech,

and while one might say that means
something awful is happening in the
country, I actually think that is a very op-
timistic sign, because it means that
speech can still cause reform and
that the power structure is still in-
herently political, as opposed to fiscal.
So journalism and writing are capable
of achieving change, and that is why
Chinese authorities are so scared of it.
Whereas in the United States to a large
degree, and in other Western countries,
the basic elements of society have been
so heavily fiscalized through contractual
obligations that political change doesnʼt
seem to result in economic change,
which in other words means that politi-
cal change doesnʼt result in change.
In the interview, Assange turned to the

issue of the Internet and community media:
For the rise of social media, itʼs quite

interesting. When we first started [in
2006], we thought we would have the
analytical work done by bloggers and
people who wrote Wikipedia articles
and so on. And we thought that was a
natural, given that we had lots of quality,
important content... The bulk of the
heavy lifting - heavy analytical lifting -
that is done with our materials is done
by us, and is done by professional jour-
nalists we work with and by professional
human-rights activists. It is not done by
the broader community. However, once
the initial lifting is done, once a story be-
comes a story, becomes a news article,
then we start to see community in-
volvement, which digs deeper and
provides more perspective. So the
social networks tend to be, for us, an
amplifier of what we are doing. And also
a supply of sources for us.
As researchers, media, and critics, we

must realize that our perspectives and beliefs
must be open to change and evolution. Sim-
ply because something like this has never
happened before does not mean that it isnʼt
happening now. We live in the era of the
ʻTechnological Revolution,ʼ and the Internet
has changed economics, politics and society
itself, on a global scale. This is where the true
hope in furthering and better informing the
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ʻglobal political awakeningʼ will need to take
speed and establish itself. True change in our
world is not going to come from already-es-
tablished or newly-created institutions of
power, which is where all issues are currently
being addressed, especially those of global
significance. True change, instead, can only
come not from global power structures, but
from the global ʻcommunityʼ of people, inter-
acting with one another via the power un-
leashed by the ʻTechnological Revolution.ʼ
Change must be globally understood and
community organized. 

We are on the verge of a period of global
social transformation, the question is: will we
do anything about it? Will we seek to inform
and partake in this transition, or will we sit and
watch it be misled, criticizing it as it falters and
falls? Just as Martin Luther King commented
in his 1967 speech, Beyond Vietnam, that it
seemed as if America was “on the wrong side
of a world revolution,” now there is an oppor-
tunity to remedy that sad reality, and not sim-
ply on a national scale, but global. 

Despite all the means and methods of
power and domination in this world, for every
action, there is an equal and opposite reac-
tion. As things progressively get worse and
worse, as any independent observer of the
world has noticed, life has a way of creating
means and methods to counter these regres-
sions. As ʻglobalizationʼ has facilitated the
emergence of a global elite, and several
global institutions and ideologies of global
power, so too has this process facilitated the
ʻglobalization of opposition.ʼ So while elites,
globally, actively work to integrate and expand
global power structures, they are inadvertently
integrating and expanding global opposition
to those very same power structures. This is
the great paradox of our time, and one which
we must recognize, for it is not simply a fac-
tual observation, but it is a hopeful situation. 

Hope should not be underestimated, and it
is something that I have personally struggled
with in my views of the world. It is hard to see
ʻhopeʼ when you study so much ʻhorrorʼ in the
world, and see how little is being done about
it. But activism and change need hope. This is
very evident from the Obama campaign,
which was splashed with rhetoric of ʻhopeʼ
and ʻchangeʼ, something that all people right-

fully want and need. However, Obamaʼs
ʻhopeʼ and ʻchangeʼ were Wall Street brands
and patents, it was a glorious practice in the
art of propaganda, and a horrific blow to true
notions of ʻhopeʼ and ̒ changeʼ. There is a rea-
son why the Obama campaign took the top
prizes in public relations industry awards.

Hope is needed, but it cannot be misplaced
hope, as it was with Obama. It must be a hope
grounded not in ʻblind faithʼ but in ʻhonest
analysis.ʼ While indeed on most fronts in the
world, things are getting progressively worse,
the alternative media has focused almost ex-
clusively on these issues that they have
blinded themselves to the positive geopoliti-
cal developments in the world, namely the
ʻglobal political awakeningʼ and the role of the
Internet in reshaping global society. While
these issues are acknowledged, they are not
fully understood or explained within the wider
context: that these are in fact, hopeful devel-
opments; that there is hope. Wikileaks
strengthens this notion, if it is to be taken as
an opportunity. A critique without hope falls on
deaf ears. No one wants to hear that things
are ʻhopelessʼ, so while an examination of
what is wrong in the world is integral to mov-
ing forward, so too is an examination of what
is hopeful and positive. This spreads the mes-
sage and builds its supporters. The Internet
as a medium facilitates the spread of this
message, and after all, as one of the foremost
media theorists, Marshall McLuhan, noted,
“The medium is the message.” 

Appendix of ʻRevelationsʼ and ʻVindica-
tionsʼ: A Call to Action for Alternative
Media

So what are some of the supposed ʻreve-
lationsʼ which can be used as ̒ vindicationsʼ by
the alternative media? Well, for one, the role
of royalty as a relevant and powerful eco-
nomic and political actor in the world today.
And by this I do not simply refer to states
where monarchs remain as official rulers,
such as in Saudi Arabia, but more specifically
to West European and notably the British
monarchs. For those who have studied insti-
tutions like the Bilderberg Group and the Tri-
lateral Commission, the relevance of
European royalty in international affairs is not
a new concept. For the majority of people
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(who havenʼt even heard of the Bilderberg
Group or Trilateral Commission), these mon-
archs are largely viewed as symbolic figures
as opposed to political actors. This is, of
course, naïve, as all monarchs have always
been political actors, however, it is a naivety
that has now been challenged on a much
wider scale and to a much wider audience.
There was a time when I would discuss the
relevance of monarchs in the modern world,
and it would be a subject that would be
treated by many others as an absurd notion:
“but the Queen has no real power, sheʼs a fig-
urehead,” etc. Wikileaks has exposed that no-
tion as a falsity, and it should be an issue that
is expanded upon. 

For example, within the Wikileaks cables,
take the British Prince Andrew, Queen Eliza-
bethʼs second son, who has been subject to
many cable ʻrevelations.ʼ The U.S. Ambassa-
dor to Kyrgyzstan wrote a cable regarding a
meeting she attended with several British and
Canadian businessmen and Prince Andrew,
who is a special U.K. trade representative to
the Middle East and Central Asia. At the meet-
ing, Prince Andrew ranted against “those [ex-
pletive] journalists ... who poke their noses
everywhere,” and he “railed at British anticor-
ruption investigators, who had had the ̒ idiocyʼ
of almost scuttling the al-Yamama deal with
Saudi Arabia,” particularly “referencing an in-
vestigation, subsequently closed, into alleged
kickbacks a senior Saudi royal had received in
exchange for the multi-year, lucrative BAE
Systems contract to provide equipment and
training to Saudi security forces.” When he
ranted against the media – specifically the
Guardian paper – for making it harder to do
business abroad, the U.S. Ambassador noted
that the businessmen in attendance “roared
their approval” and “practically clapped.”
Again, evidence for how elites despise true
representations of democracy and freedom.

At that same meeting, Prince Andrew
made another startling claim, and one which
had not been as widely publicized in the
media to date. He stated that to the U.S. Am-
bassador that: “the United Kingdom, Western
Europe (and by extension you Americans too)
were now back in the thick of playing the
Great Game,” and, “this time we aim to win!”
Further, Prince Andrew – the ʻDuke of Yorkʼ –

“then stated that he was very worried about
Russiaʼs resurgence in the region,” and re-
ferred to Chinese economic and political ex-
pansion in the region as “probably inevitable,
but a menace.” On the way out of the meeting,
one British businessman said to the U.S. Am-
bassador, “What a wonderful representative
for the British people! We could not be
prouder of our royal family!”[20] Well, there
you have it, a rich prince running around the
world with rich businessmen promoting their
economic interests in foreign countries and
referring to it as the age-old imperial compe-
tition between Britain and Russia in the “Great
Game” for dominance over Central Asia. And
we call our countries ʻdemocraciesʼ and ex-
porters of ʻfreedomʼ? 

This is quite typical behaviour of the royal
family, however, as a former South African MP
and anti-corruption campaigner, Andrew Fe-
instein, explained, “the royal family has ac-
tively supported Britainʼs arms sales, even
when corruption and malfeasance has been
suspected,” and that, “the royal family was in-
volved in trying to persuade South Africa to
buy BAEʼs Hawk jets, despite the air force not
wanting the planes that cost two and a half
times the price of their preferred aircraft. As
an ANC MP at the time, I was told that £116m
in bribes had been paid to key decision-mak-
ers and the ANC itself. The royal familyʼs atti-
tude is part of the reason that BAE will never
face justice in the UK for its corrupt practices.”

The British royals are also very close with
Arab monarchs, which makes sense, consid-
ering it was the British Empire (and the
ʻCrownʼ behind it) that created the Arab mon-
archs and gave them power in the first place.
Prince Andrew went on hunting trips with the
King of Jordan and the Chief of Staff of the
Armed Forces of the UAE. Further, Prince
Charles is considered a strategic diplomatic
figure in regards to Saudi Arabia, as the ca-
bles reveal. The British media headlined with
the ʻrevelationʼ that Prince Charles is not as
“respected” as Queen Elizabeth, but the real
story was buried in the same article beneath
the royal gossip, as cables revealed that
Prince Charles and his wife “have helped to
overcome ʻsevere strainsʼ following Saudi
Arabiaʼs imprisonment and torture of five
Britons from December 2001 to August 2003
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and the UKʼs official fraud investigations of
British Aerospace operations in Saudi Arabia
in 2004.” As one U.S. diplomatic cable ex-
plained, the British royals “helped re-build UK-
Saudi ties” as “the House of Saud and the
House of Windsor build upon their royal com-
monality.” In other words, they both represent
unelected and unaccountable elite dynastic
power, and so they should naturally work to-
gether in ʻtheirʼ own interests. How ʻdemocra-
ticʼ of them. Further, a Saudi royal threw a
lavish party for Prince Charles in Saudi Ara-
bia with the help of an unnamed British busi-
nessman.

It looks, however, like the British royals will
have to again move in to “smooth out” ties
with Saudi Arabia, as ʻrevelationsʼ about the
country and its monarch paint a picture of a
not-so-helpful Western ally. In short, Saudi
Arabia and its monarch have received one of
the largest public relations disasters in recent
history. The British monarch may be too busy
cleaning up their own mess, or have too much
light on them at the moment, to be able to
ʻgracefullyʼ maneuver through yet another ̒ im-
periousʼ royal visit. What am I referring to here
in terms of bad PR for the Saudis? Itʼs quite
simple, the Saudi royals, good friends of the
British monarch, are incidentally the principle
financiers of Sunni terrorists (which includes
what we commonly refer to as ʻal-Qaedaʼ)
worldwide. 

While this comes as no surprise to those
who have critically analyzed al-Qaeda or the
“war on terror,” it is indeed a ̒ revelationʼ to the
majority of people. While Western govern-
ments and media propaganda machines have
for years blamed terrorist financing and sup-
port on ʻtargetʼ nations like Afghanistan, Iraq,
Iran and more recently, Pakistan and Yemen,
the Wikileaks cables ̒ vindicatedʼ the historical
and present reality that it is in fact the main
Western allies in the region, especially Saudi
Arabia, but also the other major Gulf Arab
states (and their monarchs), who are the main
financiers and supporters of terrorism, and
most notably, al-Qaeda. A memo signed by
Hillary Clinton confirmed that Saudi Arabia is
understood to be “the worldʼs largest source
of funds for Islamist militant groups such as
the Afghan Taliban and Lashkar-e-Taiba,” as
well as al-Qaeda itself. Further, three other

Arab states, Qatar, Kuwait, and the United
Arab Emirates are listed as other chief terror-
ist financiers. As the Guardian put it, “the ca-
bles highlight an often ignored factor in the
Pakistani and Afghan conflicts: that the vio-
lence is partly bankrolled by rich, conserva-
tive donors across the Arabian Sea.” While
Pakistan is largely blamed for aiding the Tal-
iban in Afghanistan, it is in fact Saudi Arabia
as well as UAE-based businesses which are
its chief financiers. Kuwait, another staunch
U.S. ally, is a “source of funds and a key tran-
sit point” for al-Qaeda.

While the New York Times was busy de-
claring Wikileaks as providing a “new con-
sensus” on Iran, with the Saudi King urging
America to attack and “cut the head off the
snake,” they mentioned only in passing, how
“Saudi donors remain the chief financiers of
Sunni militant groups like Al Qaeda.” Now,
while these are indeed ʻrevelationsʼ to many,
we must place these facts in their proper con-
text. This is not simply to be taken as Saudi
Arabia and Arab states being responsible,
alone, for support of terrorism and al-Qaeda,
but that they are simply playing the role they
have always played, and that diplomacy is
sidelined and kept in the dark on this issue as
it always has been. 

What I mean by this is that the contextual-
ization of these facts must be placed in a com-
prehensive historical analysis. Looking at the
history of al-Qaeda, arising out of the Soviet-
Afghan War, with major covert support from
America and other Western allies, the center
of this operation was in the ʻSafari Club,ʼ
which constituted a secret network of West-
ern intelligence agencies (such as those of
France, Britain and America) and regional in-
telligence agencies (such as those of Saudi
Arabia and Pakistan), in carrying out the fi-
nancing, training, arming and operational sup-
port of the Mujahideen, and subsequently the
Taliban and al-Qaeda. The ʻSafari Clubʼ was
established in 1976 (with the help of CIA di-
rector at the time, George H.W. Bush, another
close friend of the Saudi royals), and was de-
signed to respond to increasing political over-
sight of intelligence operations in America (as
a result of the Church Committee investiga-
tions on CIA operations), and so the Safari
Club was created to allow for a more covert
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and discreet network of intelligence opera-
tions, with no oversight. Diplomats were kept
in the dark about its operations and indeed its
existence, while the quiet covert relationships
continued behind the scenes. This network, in
some form or another, exists up to the present
day, as I recently documented in my three-
part series on “The Imperial Anatomy of al-
Qaeda.”

[In short, there is a reason that while diplo-
mats complain quietly about Saudi and Arab
financing and support for al-Qaeda, nothing is
actually done: because through other av-
enues, the American imperial structure and
apparatus supports and facilitates this
process. Diplomacy is more overt in its impe-
rial ambitions, thus the reality of the cables re-
flecting a focus on Iran and Pakistan, yet
intelligence operations are a much more
covert means of establishing and maintaining
particular imperial relationships. This informa-
tion again should not be taken “at face value,”
but rather placed within its broader geopoliti-
cal context. In this sense, the information is
not ̒ disinformationʼ or ̒ propagandaʼ, but rather
additional factual ̒ vindicationʼ and information. 

While Western governments and media
publicly scorn Iran and accuse it of “meddling”
in the affairs of Iraq, and of supporting terror-
ism and destabilization of the country, the re-
ality is that while Iran certainly exerts
influence in Iraq, (after all, they are neigh-
bours), Saudi Arabia is a far greater source of
destabilization than Iran is accused of being,
and this is from the mouths of Iraqi leaders
themselves. Iraqi government officials, re-
ported the Guardian, “see Saudi Arabia, not
Iran, as the biggest threat to the integrity and
cohesion of their fledgling democratic state.”
In a cable written by the U.S. Ambassador to
Iraq, it was explained that, “Iraq views rela-
tions with Saudi Arabia as among its most
challenging given Riyadhʼs money, deeply in-
grained anti-Shia attitudes and [Saudi] suspi-
cions that a Shia-led Iraq will inevitably further
Iranian regional influence.” Further, “Iraqi con-
tacts assess that the Saudi goal (and that of
most other Sunni Arab states, to varying de-
grees) is to enhance Sunni influence, dilute
Shia dominance and promote the formation of
a weak and fractured Iraqi government.” In
short, that would mean that Saudi Arabia is

actually doing what the West accuses Iran of
doing in Iraq. So while Iran certainly has been
promoting its own interests in Iraq, it is more
interested in a stable Shiʼa government, while
Saudi Arabia is more interested in a weak and
fractured government, and thus promotes
sectarian conflict. One interesting fact to note
that came out of the cables, is the increasing
perspective among Iraqi youth rejecting for-
eign interference from any government, with
diplomatic cables articulating that, “a ʻmental
revolutionʼ was under way among Iraqi youth
against foreign agendas seeking to under-
mine the countryʼs stability.”

It should come as no surprise, then, that
one top Saudi royal (in fact the former head
of Saudi Arabiaʼs intelligence agency and thus
the man responsible for handling Saudi Ara-
biaʼs relationship with terrorists), Prince Turki
al-Faisal, said that the source of the diplo-
matic leaks should be “vigorously punished.”
Turki, who has also been the Saudi Ambas-
sador to the U.K. and America, said, “the Wik-
iLeaks furor underscored that cyber security
was an increasing international concern.”

What other areas can Wikileaks be used to
further inform and ʻvindicateʼ the critical
media? Well, start with Saudi Arabiaʼs neigh-
bour to the south, Yemen. Whether or not
most Americans (or for that matter, most peo-
ple in general) are aware that America is wag-
ing a war in Yemen, just across the water from
where America is waging another war against
Somalia (since 2006/07). This past October, I
wrote an article about the imperial war in
Yemen as a war being fought under the aus-
pices of the “War on Terror” and fighting al-
Qaeda (financed by the Saudi elite); but which
in reality is about America and other Western
imperial powers (such as the U.K.) propping
up a despotic leaders who has been in power
since 1978, by supporting him in his cam-
paign to eliminate a rebel movement in the
North and a massive secessionist movement
in the South. Saudi Arabia entered the conflict
in August of 2009 by bombing rebel holdouts
in the North along the Saudi border, as the
Saudi elite are afraid of the movement
spreading to disaffected groups within Saudi
Arabia itself. 

America inserted itself into the war by in-
creasing the amount of money and military aid
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given to Yemen (in effect, subsidizing their
military, as they do heavily with Saudi Arabia,
Egypt, Jordan, Israel, all the Arab states, and
dozens of other states around the world), as
well as providing direct special forces training
and assistance, not to mention carrying out
missile strikes within Yemen against “al-
Qaeda training camps” which American intel-
ligence officials claimed killed 60 ̒ militantsʼ. In
reality, 52 innocent people died, with over half
of them being women and children. At the
time, both Yemen and America claimed it was
an al-Qaeda training camp and that the cruise
missile was fired by the Yemeni government,
despite the fact that it had no such weapons
in its arsenal, unlike the U.S. Navy patrolling
the coastline. The missile strike was carried
out by America “on direct presidential orders.” 

Several days later, there was the bizarre
“attempted terrorist attack” in which a young
Nigerian man was arrested attempting to blow
up his underwear (who was helped onto the
plane by a mysterious Indian man in a suit
who claimed he was a diplomat, according to
witnesses), and who was subsequently linked
to “al-Qaeda in the Arabian Peninsula” (an or-
ganization which started up not much earlier
when a Guantanamo inmate returned to
Saudi Arabia only to ʻescapeʼ Saudi custody,
and flee to Yemen to start a new al-Qaeda
branch). This provided the justification for
America to dramatically increase its military
aid to Yemen, which more than doubled from
$67 million to $150 million, and came with in-
creased special forces training and assis-
tance, as well as increased CIA activity,
discussing using drone attacks to kill innocent
people (as they do in Pakistan), and more
missile strikes. 

This previous September, the Yemen gov-
ernment “laid siege” to a town in the South
while the Obama administrations top counter-
terrorism official, John Brennan, was in
Yemen for ʻtalksʼ with President Saleh. The
town was claimed to be a “sanctuary for al-
Qaeda,” but it has key strategic significance
as well. It is just south of a major new liquid
natural gas pipeline, and the town happened
to be home to many people involved in the
Southern secessionist movement. The
Yemeni government “barred” any outside or
independent observers from witnessing the

siege, which lasted days. However, for the
many who fled the conflict and “siege,” they
were claiming that the Islamic militants were
working with the government against the rebel
movement in the North and secessionist
movement in the South, and according to one
NPR reporter, “this is more about fighting or
subduing the secessionist movement than it
is about al-Qaida.” 

The Wikileaks ʻrevelationsʼ further inform
and confirm much of this analysis. In regards
to the missile strike that killed innocent
women and children on Obamaʼs orders, Wik-
ileaks cables revealed that Yemeni President
Saleh “secretly offered US forces unrestricted
access to his territory to conduct unilateral
strikes against al-Qaida terrorist targets.” As
Saleh told John Breannan in September of
2009, “I have given you an open door on ter-
rorism. So I am not responsible.” Regarding
the December 21 strike that killed the inno-
cent civilians, a cable explained, “Yemen in-
sisted it must ʻmaintain the status quoʼ
regarding the official denial of US involve-
ment. Saleh wanted operations to continue
ʻnon-stop until we eradicate this disease,” and
days later in a meeting with U.S. Central
Command head, General David Patraeus,
“Saleh admitted lying to his population about
the strikes.” He told the General, “Weʼll con-
tinue saying the bombs are ours, not yours.”

In regards to Pakistan, while it is important
to be highly critical of the validity of the ʻper-
spectivesʼ within the cables in regards to Pak-
istan and the Taliban, since Pakistan is a
current and escalating target in the “War [OF]
Terror,” there are things to keep in mind: his-
torically, the Pakistani ISI has funded, armed
and trained the Taliban, but always with U.S.
assistance and support. Thus, we must ex-
amine the situation presently and so histori-
cally. Wikileaks revealed (as I mentioned
previously), that Arab Gulf states help fund the
Taliban in Afghanistan, so the common claim
that it is Pakistan ʻaloneʼ is immediately made
to be erroneous. Is it possible that Pakistan is
still working with the Taliban? Of course. They
have historically through their intelligence
services, the ISI, and while they have never
done it without U.S. support (mostly through
the CIA), the ISI still receives most of its out-
side funding from the CIA.[29] The CIA fund-
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ing of the ISI, a reality since the late 70s,
picked up dramatically following 9/11, the op-
erations of which the ISI has been itself com-
plicit in financing. Thus, the CIA rewarded the
financiers of 9/11 by increasing their funds.

The trouble with discounting information
that does not fit in with your previously con-
ceived ideas is that it does not allow for evo-
lution or progress in thinking. This should
never be done in regards to any subject, yet it
is commonly done for all subjects, by official
and critical voices alike. With Pakistan, we
must understand that while historically it has
been a staunch U.S. ally in the region, prop-
ping up every government, supporting every
coup, American geopolitical ambitions have
changed as a result of the changing geopolit-
ical reality of the world. Pakistan has drawn
increasingly close to China, which built a
major seaport on Pakistanʼs coast, giving
China access to the Indian Ocean. This is a
strategic threat to India and the United States
more broadly, which seeks to subdue and
control Chinaʼs growing influence (while si-
multaneously attempting to engage in efforts
of international integration with China, specif-
ically economically). India and Pakistan are
historical enemies, and wars have been
fought between them before. India and Amer-
ica are in a strategic alliance, and America
helped India with its nuclear program, much
to the distaste of the Pakistanis, who drew
closer to China. Pakistan occupies an area of
the utmost strategic importance: with its
neighbours being Afghanistan, China, India
and Iran. 

American policy has changed to support a
civilian government, kept weak and sub-
servient to U.S. interests, while America
covertly expands its wars inside Pakistan.
This is creating an incredible potential for ab-
solute destabilization and fragmentation, po-
tentially resulting in total civil war. America
appears to be undertaking a similar policy in
Pakistan that it undertook in fracturing Yu-
goslavia throughout the 1990s. Only that Pak-
istan has a population of 170 million people
and nuclear weapons. As America expands its
destabilization of Pakistan, the risk of a nu-
clear war between Pakistan and India dra-
matically increases, as does the risk of
destabilization spreading regionally to its

neighbours of India, China, Afghanistan and
Iran. The American-urged separation of the
Pakistani military from official power in Pak-
istan (as in, itʼs not a military dictatorships),
was designed to impose a completely U.S.
dependent civilian government and isolate an
increasingly frustrated and antagonized Pak-
istani military. 

As the Wikileaks cables revealed, General
Kayani, head of the Pakistani military, threat-
ened to depose the Pakistani government in a
coup in March of 2009, and he discussed this
in meetings with the U.S. Ambassador to Pak-
istan, Anne Patterson. The cables revealed
that the Pakistani Army Chief disliked the civil-
ian government, but that they disliked the op-
position even more, which was rallying people
in the streets.[31] This reveals the intimate na-
ture the U.S. has with the Pakistani military,
as it always has. The U.S. did not support this
proposal, as it currently favours a weak civil-
ian government, and therefore a strong mili-
tary dictatorship is not in Americaʼs (or Indiaʼs)
interest. Thus, there was no coup. Hence,
Wikileaks can be used to further inform and
vindicate analysis of Pakistan. For those who
have been speaking about the destabilization
of Pakistan for years, and there have been
many, Wikileaks provides more resources to a
critical analysis, and suddenly more people
around the world might be interested in new
ideas and perspectives, as Wikileaks has
challenged so many of their previously held
beliefs.

The list of examples surfacing from the
Wikileaks cables is endless in the amount of
additional information it can add in the alter-
native mediaʼs dissemination of information
and analysis. These were but a few examples
among many. Make no mistake, this is an op-
portunity for the spread of truth, not a distrac-
tion from it. Treat it accordingly. 

Andrew Gavin Marshall is a Research Associate
with the Centre for Research on Globalization
(CRG).  He is co-editor, with Michel Chossu-
dovsky, of the recent book, «The Global Economic
Crisis: The Great Depression of the XXI Century,»
available to order at Globalresearch.ca. He is cur-
rently writing a book on ʻGlobal Governmentʼ due
to be released in 2011 by Global Research Pub-
lishers.
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Several years ago, during the presidency of
George W. Bush, many banks and Wall Street
firms were knocked offline. The financial in-
dustry, which had long been considered to
have the best safeguards against cyberinfec-
tions in the private sector, discovered its com-
puters had been penetrated by a worm,
so-called because a virus grown on one com-
puter can worm its way to millions of others.
Mr. Bush asked then Treasury Secretary
Hank Paulson to examine what it would take
to protect our critical infrastructures. The up-
shot was that steps were taken to strengthen
the security of the military networks, but little
else was done.

The major shock about the mischievous
WikiLeaks—even more than the individual
headline items—is
that it dramatizes
how vulnerable we
still are. Digitization
has made it easier
than ever to pene-
trate messages and
download vast volu-
mes of information.
Our information sy-
stems have become
the most aggressi-
vely targeted in the world. Each year, attacks
increase in severity, frequency, and sophisti-
cation. On July 4, 2009, for instance there was
an assault on U.S. government sites—inclu-
ding the White House—as well as the New
York Stock Exchange and Nasdaq. There were
similar attacks that month on websites in South
Korea. In 2008, our classified networks, which
we thought were inviolable, were penetrated.
Three young hackers managed to steal 170
million credit-card numbers before the ringlea-
der was arrested in 2008.

The Internet was originally intended for th-
ousands of researchers, not billions of users
who did not know and trust one another. The
designers placed a higher priority on decentra-

lization than on security. They never dreamed
the Internet could be used for commercial pur-
poses or that it would eventually control critical
systems and undergird the world of finance. So
it is not surprising that the Internet creators
were comfortable with a network of networks
rather than separate networks for government,
finance and other sectors.

A symbol to many of the open communi-
cation of American culture, the Internet has
thus evolved into a two-edged sword. Our ex-
tensive systems facilitate control of pipelines,
airlines and railroads; they energize com-
merce and private banking. They give us rapid
access to medical and criminal records. But
they also offer a growing target for terrorists
and thieves.

Most people who
experience “malware”
have been victims of
so-called phishing,
whereby criminals
pretending to be bank
employees, for exam-
ple, trick the gullible
into revealing account
numbers and pass-
words. But cyberwar-
riors can do damage

on a much larger scale, as former White
House counterterrorism czar Richard Clarke
points out in his revealing book “CyberWar,”
published earlier this year. They can tap into
these networks and move money, spill oil,
vent gas, blow up generators, derail trains,
crash airplanes, cause missiles to detonate,
and wipe out reams of financial and supply-
chain data. Havoc can be created at the blink
of an eye from remote locations overseas. Cri-
minal groups, nation-states, terrorists and mi-
litary organizations are at work exfiltrating vast
amounts of data from the U.S. public and pri-
vate sectors.

Another worrisome threat is the distributed
denial of service attack, a deluge of Internet

How to Fight and Win the Cyberwar
We should think of cyberattacks as guided missiles and respond similarly—intercept
them and retaliate.
Source:
http://online.wsj.com/article/SB10001424052748703989004575652671177708124.html
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traffic specifically intended to crash or jam net-
works. Hackers using malicious computer
code can mobilize a “botnet,” or robotic net-
work, of hundreds of thousands of machines
that simultaneously visit certain websites to
shut them down.

More recently, a virus that targets special
industrial equipment has become widely
known as the “Stuxnet” attack. This is the
worm that this fall reportedly infiltrated the
computers controlling Iranʼs nuclear centri-
fuge facilities, thereby delaying or even de-
stroying its nuclear-weapons program (the
one Iran denies it has). It is the worldʼs first-
known super cyberweapon designed specifi-
cally to destroy a real-world target.

Similarly, many believe that the immobili-
zation of hundreds of key sites in independent
Georgia in 2008 was a Russian government
operation accompanying its kinetic war in sup-
port of breakaway regions in the former So-
viet republic. In a cyberattack on South Korea
last year, an estimated 166,000 computers in
74 countries flooded the websites of Korean
banks and government agencies, jamming
their fiber optic cables.

Mr. Clarke argues in his book that China is
one of the key players in developing a cyber-
war capability. The Chinese use private hac-
kers to engage in widespread penetration of
U.S. and European networks, successfully co-
pying and exporting huge volumes of data.
Thatʼs on top of their capacity to attack and
degrade our computer systems and shut
down our critical networks. He believes that
the secrets behind everything from pharma-
ceutical formulas, bioengineering designs,
and nanotechnologies to weapons systems
and everyday industrial products have been
stolen by the Chinese army or private hackers
who in turn give them to China.

The United States has done little to enh-
ance the safety of the networks that bolster our
economy. We urgently need to develop defen-
sive software to protect these networks and
create impermeable barriers to the profusion of
malware. Network convergence—transporting
all communications over a common network
structure—increases the opportunities for and
the consequences of disruptive cyberattacks.
Hackers and cyberwarriors are constantly de-
vising new ways to trick systems.

Not many people realize that all of our na-
tionʼs air, land and sea forces rely on network
technologies that are vulnerable to cyberwe-
apons, including logistics, command and con-
trol, fleet positioning and targeting. If they are
compromised or obliterated, the U.S. military
would be incapable of operating. It does not
help that there is a disproportion between of-
fense and defense. The average malware has
about 175 lines of code, which can attack de-
fense software using between 5 million and
10 million lines of code.

It is currently incredibly challenging to fi-
gure out the source of an attack, and this in
turn inhibits our capacity to prosecute the
wrongdoers or retaliate. Malicious program-
mers are always able to find weaknesses and
challenge security measures. The defender is
always lagging behind the attacker.

The task is of such a scale that it needs no-
thing less than a souped-up Manhattan Pro-
ject, like the kind that broke the scientific
barriers to the bomb that ended World War II.
Our vulnerabilities are increasing exponen-
tially. Cyberterrorism poses a threat equal to
that of weapons of mass destruction. A large
scale attack could create an unimaginable de-
gree of chaos in America.

We should think of cyberattacks as guided
missiles and respond similarly—intercept
them and retaliate. This means we need a fe-
deral agency dedicated to defending our vari-
ous networks. You cannot expect the private
sector to know how—or to have the money—
to defend against a nation-state attack in a cy-
berwar. One suggestion recommended by Mr.
Clarke is that the government create a Cyber
Defense Administration. Heʼs right. Clearly,
defending the U.S. from cyberattacks should
be one of our prime strategic objectives.

Few nations have used computer networks
as extensively as we have to control electric
power grids, airlines, railroads, banking and
military support. Few nations have more of
these essential systems owned and operated
by private enterprise. As with 9/11, we do not
enjoy the luxury of a dilatory response.

Mr. Zuckerman is chairman and editor in chief of
U.S. News & World Report. 
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Android smart phones are more susceptible to
hacking and viruses than Appleʼs iPhone; the
Android operating system is open source, al-
lowing hackers to understand the underlying
code; Apple iPhone may have a safer operat-
ing system, but it is not impervious to attacks;
McAfee warns that 2011 will see hackers in-
creasingly target mobile devices like Android
phones, iPads, and iPhones. Android smart
phones may be more susceptible to hacking
and viruses than Appleʼs iPhone. According to
Steve Chang, chairman of Trend Micro Inc.,
the Android operat-
ing system is based
on open source cod-
ing which allows
p r o g r a m m e r s
greater flexibility
and ease in dissem-
inating apps, but
also makes it vul-
nerable to hackers
with malicious in-
tent. The open
source code allows
hackers to under-
stand the underlying
architecture and
source, enabling
them easily to de-
sign harmful soft-
ware. controls its software more tightly and
follows a stricter app approval process. Before
an app can be sold in Appleʼs app store, it
must be approved by Apple. Android allows
programmers freely to disseminate their apps.
Appleʼs iOS software, used in its iPhone, iPad,
and other mobile devices, also contains built-
in security measures. “Apple has a sandbox
concept that isolates the platform, which pre-
vents certain viruses that want to replicate
themselves or decompose and recompose to
avoid virus scanners,” Chang said. Googleʼs
Android platform for smart phones was intro-
duced in 2008 in conjunction with various
hardware and software developers including

Intel, HTC, ARM, Motorola, and Samsung as
part of the Open Handset Alliance. The Open
Handset Alliance embraces elements of open
source computer culture which believes in giv-
ing free access to a productʼs source code.
The goal is to unleash the creative energies
and harness the collective power of program-
mers around the world to create better soft-
ware, applications, or programs. Other major
open source projects include the Linux oper-
ating system for computers. While compara-
tively safer than the Android operating

system,Appleʼs op-
erating system is
not entirely impervi-
ous to hackers.
“Appleʼs iOS isnʼt
fully immune to se-
curity threats and
may be hit with so-
called social-engi-
neering attacks,
which trick users
into authorizing the
download or instal-
lation of malicious
s o f t w a r e , ”
Chang said.
McAfee Inc. warns
that Appleʼs iPhone
and other mobile

devices will be the target of hackers in 2011.
The increasing popularity of such technology
and the relative lack of consumer awareness
for safety leave these devices at risk for data
and identify theft. Currently RIM dominates
the U.S. smart phone market with 33 percent,
while Googleʼs Android is second with 26 per-
cent and Appleʼs iOS trails with 17 percent
in third. Googleʼs Android has rapidly gained
market share since it was first introduced,
leaping from 3.8 percent of the U.S. market in
2009 to its current 26 percent. Based on its
rapid growth, some predict that the Android
will gain market dominance in the U.S in as lit-
tle as three months.

Android phones more vulnerable to cyber attacks than Apple
iPhone
Source:http://homelandsecuritynewswire.com/android-phones-more-vulnerable-cyber-
attacks-apple-iphone
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VeriChip is the only Food and Drug Adminis-
tration (FDA)-approved human-implantable
radio-frequency identification (RFID) mi-
crochip. It is marketed
by VeriChip Corpora-
tion, a subsidiary of Ap-
plied Digital Solutions,
and it received United
States FDA approval in
2004. About twice the length of a dime, the de-
vice is typically implanted between the shoul-
der and elbow area of an individualʼs right arm.

Once scanned at the proper frequency, the
VeriChip responds with a unique 16 digit num-
ber which could be then linked with information

about the user held on a
database for identity verifi-
cation, medical records ac-
cess and other uses. The
insertion procedure is per-
formed under local anaes-

thetic in a physicianʼs office. As an implanted
device used for identification by a third party, it
has generated controversy and debate.

Globalization?
Source: http://en.wikipedia.org/wiki/VeriChip

Fears of cyberwar exaggerated
Source: http://homelandsecuritynewswire.com/fears-cyberwar-exaggerated-report

EDITOR’S NOTE: It is very interesting to Google the chip and read the Internet philol-
ogy on this contra versus issue…

New report says that analysis of cyber-secu-
rity issues has been weakened by the lack of
agreement on terminology and the use of ex-
aggerated language; the report says online
attacks are unlikely ever to have global sig-
nificance on the scale of, say, a disease pan-
demic or a run on the banks; the authors say,

though, that «localized misery and loss»
could be caused by a successful attack on
the Internetʼs routing structure, which gov-
ernments must ensure are defended with in-
vestment in cyber-security training. When
the writer of a notorious book for hackers
says we should stop panicking about cyber-
war, it is probably time to sit up and take no-
tice. “Governments should take a calm,
disciplined approach and evaluate the risks
of each type of attack very carefully rather
than be swayed by scare stories,” says Peter
Sommer of the London School of Econom-
ics. Under the pseudonym “Hugo Cornwall,”
Sommer published the Hackerʼs Handbook
in 1985. Since then he has become a noted
security researcher and expert witness. Now
he has co-authored a report for the Organi-
zation for Economic Co-operation and De-
velopment (OECD) which warns
governments against swallowing wholesale
stories about “cyberwar” and “cyber-
weapons”. New Scientist reports that in Re-
ducing Systemic Cybersecurity Risk,
published yesterday, Sommer says that a
true cyberwar would have the destructive ef-
fects of conventional war but be fought ex-
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clusively in cyberspace — and as such is a
“highly unlikely” occurrence. “Analysis of
cyber-security issues has been weakened by
the lack of agreement on terminology and
the use of exaggerated language,” the report
says. “Cyber-espionage is not a few key-
strokes away from cyberwar, it is a method
of spying.” Controversially, the OECD ad-
vises nations against adopting the Penta-
gonʼs idea of setting up a military division —
as it has under the auspices of the U.S. Air
Forceʼs Space Command — to fight cyber-
security threats. While vested interests may
want to see taxpayersʼ money spent on such
ventures, says Sommer, the military can only
defend its own networks, not the private-sec-
tor critical networks we all depend on for

gas, water, electricity, and banking. Co-au-
thored with computer scientist Ian Brown of
the Oxford Internet Institute in the United
Kingdom, the report says online attacks are
unlikely ever to have global significance on
the scale of, say, a disease pandemic or a
run on the banks. They say, though, that “lo-
calized misery and loss” could be caused by
a successful attack on the Internetʼs routing
structure, which governments must ensure
are defended with investment in cyber-secu-
rity training. Jay Abbott, a security manager
at the consultancy PricewaterhouseCoopers,
agrees that the routing structure is indeed
vulnerable. “Short of physically cutting the
wires, itʼs the best way to take down a coun-
try from the internet,” he says.

Protect Operating Systems From Attack
Source: http://news.ncsu.edu/releases/wmssolihinos/

The operating system (OS) is the backbone of
your computer. If the OS is compromised, at-
tackers can take over your computer – or crash
it. Now researchers at North Carolina State
University have developed an efficient system
that utilizes hardware and software to restore
an OS if it is at-
tacked. At issue are
security attacks in
which an outside
party successfully
compromises one
computer applica-
tion (such as a Web
browser) and then
uses that applica-
tion to gain access
to the OS. For
example, the com-
promised applica-
tion could submit a
“system call” to the
OS, effectively
asking the OS to
perform a specific
function. However, instead of a routine func-
tion, the attacker would use the system call to
attempt to gain control of the OS. “Our goal is
to give the OS the ability to survive such at-

tacks,” says Dr. Yan Solihin, an associate pro-
fessor of electrical and computer engineering
at NC State and co-author of a paper describ-
ing the new system. “Our approach has three
components: attack detection; security fault
isolation; and recovery.” The concept is to take

a snapshot of the OS
at strategic points in
time (such as system
calls or interrupts),
when it is functioning
normally and then, if
the OS is attacked, to
erase everything that
was done since the
last “good” snapshot
was taken – effec-
tively going back in
time to before the OS
attack. The mecha-
nism also allows the
OS to identify the
source of the attack
and isolate it, so that
the OS will no longer

be vulnerable to attacks from that application.
The idea of detecting attacks and re-setting a
system to a safe state is a well-known tech-
nique for restoring a systemʼs normal functions
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after a failure, but this is the first time re-
searchers have developed a system that also
incorporates the security fault isolation compo-
nent. This critical component prevents the OS
from succumbing to the same attack repeat-
edly. The concept of taking snapshots of the
OS and using it to replace the OS if it is com-
promised was previously viewed as impracti-
cal, since taking these snapshots and running

such a system significantly slowed computer
operating speeds. “But weʼve developed hard-
ware support that allows the OS to incorporate
these survivability components more efficiently,
so that they take up less time and energy,” So-
lihin says. The researchers say the survival sy-
stem takes up less than 5 percent of the OSʼs
operating overhead.

The study abstract follows.

“Architectural Framework for Supporting Operating System
Survivability”
Authors: Xiaowei Jiang and Yan Solihin, North Carolina State University

Presented: Feb. 16, 2011, at the IEEE International Symposium on High-Performance Com-
puter Architecture in San Antonio, Texas

Abstract: The ever increasing size and com-
plexity of Operating System (OS) kernel code
bring an inevitable increase in the number of
security vulnerabilities that can be exploited
by attackers. A successful security attack on
the kernel has a profound impact that may af-
fect all processes running on it. In this paper
we propose an architectural framework that
provides survivability to the OS kernel, i.e.
able to keep normal system operation despite
security faults. It consists of three compo-
nents that work together: (1) security attack

detection, (2) security fault isolation, and (3)
a recovery mechanism that resumes normal
system operation. Through simple but care-
fully-designed architecture support, we pro-
vide OS kernel survivability with low
performance overheads (<5% for kernel in-
tensive benchmarks). When tested with real
world security attacks, our survivability mech-
anism automatically prevents the security
faults from corrupting the kernel state or af-
fecting other processes, recovers the kernel
state and resumes execution.

Hackers release Stuxnetʼs decompiled code online
Source: http://homelandsecuritynewswire.com/hackers-release-stuxnets-decompiled-code-
online
The Stuxnet worm was a cybermissile de-
signed to penetrate advanced security sys-
tems; it was equipped with a warhead that
targeted and took over the controls of the cen-
trifuge systems at Iranʼs uranium processing
center in Natanz, and it had a second war-
head that targeted the massive turbine at the
nuclear reactor in Bushehr; security experts
say it is the most sophisticated cyberweapon
ever designed; now, a group of anonymous
«hacktivists» hacked the computers of a U.S.
security company and stole a decrypted ver-
sion — the decompiled code — of the mal-
ware, and put it on the Web; security experts
are anxious: «There is the real potential that

others will build on what is being released,»
says one; this will not lead to an immediate
threat, but it could lead to something soon, he
added; «Weeks wouldnʼt surprise me». 

The group of anonymous “hacktivists” that
made headlines for online cyberattacks in De-
cember just released a bombshell online: a
decrypted version of the same cyberworm
that crippled Iranʼs nuclear weapons program.
The ones and zeroes that make up the code
called the Stuxnet worm — described as the
most sophisticated cyberweapon ever created
— were reportedly found when the faceless
group hacked into the computers of HBGary,
a U.S. security company that the anonymous
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collective viewed as an enemy, Fox News re-
ported. Security experts said the leaked code
was serious cause for concern. “There is the
real potential that others will build on what is
being released,” Michael Gregg, chief operat-
ing officer of cybersecurity firm Superior So-
lutions, told FoxNews.com. Gregg was quick
to clarify that the group has not released the
Stuxnet worm itself, but rather a decrypted
version of it HBGary had been studying —
which could act almost like a building block
for cybercrooks. “As an attacker you need to
understand how something works. The better
you understand how it works the easier it is to
build something similar that serves the same

purpose,” Gregg explained. The “decompiled”
code the group made available is in that
sense akin to a recipe book for disaster,
he said.

“With the right tools — and these guys
have shown themselves more than once to be
a fairly technical bunch of individuals — then
it gives others a cookbook to start modifying,”
he said. Careful examination of the Stuxnet
worm by armies of security analysts have
shown it to be a cybermissile designed to pen-
etrate advanced security systems. It was
equipped with a warhead that targeted and
took over the controls of the centrifuge sys-
tems at Iranʼs uranium processing center in
Natanz, and it had a second warhead that tar-
geted the massive turbine at the nuclear re-
actor in Bushehr. Stuxnet was designed
specifically to take over those control systems

and evade detection, and it apparently was
very successful. Dave Aitel, CEO of Immunity
Inc., painted a firm line between the version
of the worm that destroyed Iranʼs nuclear
plant and the code released by Anonymous.
“What theyʼve released is essentially incom-
prehensible,” he said, saying that what the
group found was far removed from the raw
worm that has been “travelling around Iran de-
stroying nuclear things.” “This is essentially
just a translation. HBGary took the worm in
the wild and translated it into a slightly easier
to read format,” Aitel said. He notes that
Stuxnet is still a threat, however, and the more
dangerous raw version of the worm — or the

“binary” version — is still easily ac-
cessible for those wishing to use it ma-
liciously. “The stuxnet binary is widely
available,” Aitel told FoxNews.com.
“The people who would use the binary
would know how to find it.” Orla Cox, a
security operations manager at
Symantec, told the Guardian that it
was “very difficult to tell” how danger-
ous Anonymousʼ copy of Stuxnet is. “It
would be possible [for Anonymous to
use Stuxnet in an attack],” Cox said.
“But it would require a lot of work; itʼs
certainly not trivial.” A hacker would
need to repurpose the single-minded
code and retarget it, a likely challenge,
experts said. The Anonymous group
released the Stuxnet code on 13 Feb-

ruary, after finding it in a database of e-mails
it stole from HBGary. “First public Stuxnet de-
compile is to be found here,” one representa-
tive of the group wrote over Twitter.
Anonymous claims the hacking was a re-
sponse to HBGaryʼs purported efforts to pen-
etrate the group and identify its members. The
reasons for releasing the Stuxnet code are
unclear, be they malicious or merely anar-
chist. The ramifications, experts say, are far
less obscure. “Now that pieces of that code
become available, itʼs not a far step to others
developing their own attack kits, Gregg told
FoxNews.com. “Just because they donʼt have
malicious intent with it doesnʼt mean oth-
ers wouldnʼt.”

This will not lead to an immediate threat,
but it could lead to something soon, Gregg
said. “Weeks wouldnʼt surprise me.”

A snippet of the Stuxnet source code // Source: data0.net
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Itʼs breaking dawn by a beachside command
center for Hezbollah. But already, the com-
mander has been up for hours in anticipation
of the dayʼs work – the simultaneous annihi-
lation of revered European cultural sites and
the inner border of Israel. The former attack
sites have been indiscriminately chosen to
garner world attention. The latter would be re-
tribution for, well, for just being. All the com-
mander needs to do now is give the word.
• Virus intended as «weapon of peace»
• Origins date back over 30 years, not

2009 as estimated
• U.S., KGB, Israel, Canada, Australia

and others have all had earlier ver-
sions

• Proliferation may continue unde-
tectable with experts only having
solved «false flags» 

• Changes landscape of modern warfare
as we know it
He picks up the receiver of his impenetra-

ble, mega-million-dollar communications
system installed to withstand all but a nu-
clear war. But the receiver is silent, no dial
tone. Dead. Impatient but unperturbed, he
turns to his cell phone. No service. By now,
he is on a rampage, waking up the entire in-
stallation with shouts of ineptitude. Others
come to his aide, aimed at restoring lines.
But they too encounter silence. No phones,
no fax, no Internet. Back to the Middle Ages.
There will be no war today. No missiles fired.
Without communication, there is no relaying
of orders. The best laid plans of sabotage
gone astray.

An event like this did happen this past fall
in the Mid-East, according to two deep, inside
sources of mine. Except that there were ac-
tually five command centers, and all five went
down simultaneously. There was still worse
chaos, 40 minutes later, explosions ratcheting
the air like a blitzkrieg, underground weapons
caches exploding in place. The command
centers knew the explosions were close, but
with no communications, knew not where –
they couldnʼt relay offensive orders, deploy

defensive actions, or even discern what was
going down.

A neighboring nation came to the rescue,
their radar detecting enemy jets over Lebanon
skies and scrambling its fighter jets. Except in
truth, there were no enemy jets to be found,
just sunny, cloudless skies. Much like commu-
nications at the command center, that neigh-
boring air forceʼs radar had been manipulated.

Off in a different country, in the land of an
enemy combatant, there were wry smiles
among those in the know. This had all been a
long time coming. Not just years, but decades.
Because they knew survival might come
down to just such a day. And so they had plan-
ned well for their Trojan horse, the smallest,
most microscopic of masquerades. The mal-
ware worm, Stuxnet.

Nineteen hours later, all communications
order was miraculously restored in Beirut and
radar resumed working. But there was then
another type of silence at command and air
control centers because one player in this
game of chess had showed that it could start
and stop all communications at the drop of a
hat, and turn them back on at whim. A mes-
sage that to others might be subtle is not
subtle to a trained eye in war.

As they might say in War College, “We ch-
oose the time, the place, and the element.”
The element, in this case, was the worm,
Stuxnet. And the message was clear: Any
time, any place. Our choosing.

Stuxnet wormʼs true origins are exposed
Source: http://www.worldsecuritynetwork.com/showArticle3.cfm?article_id=18540&topicID=33
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To some, the worm is a noble weapon, to
the recipient, ignoble.

Some might find a noble weapon an oxy-
moron. But let me relay comments of Geir
Lundestad, Secretary of the Norwegian Nobel
Committee at an Oslo presentation attended
by an associate of mine. Lundestad said the
esteemed Nobel Peace Prize is sometimes
awarded not for accomplishments toward
peace, but as a deterrent to war. “The prize
can actually influence outside events,” he
said. Lech Walesa said that he would not
have achieved Solidarityʼs victory in Poland in
1989, had he not earlier received the Nobel
Peace Prize. Likewise, East Timor winners
said their prize in 1996 helped that country
become independent. Lundestad said the
Committee had “adapted the definition of
peace. The Nobel Peace Prize is also a pro-
tective device.” He said Committee members
ask themselves, “What can we actually do for
peace?”

And so now we have the worm opening un-
detectable doors not visible to the naked eye.
But like the Nobel Peace Prize, the doors ope-
ned are with the ultimate goal being to deter
war and maintain peace. The goal is to fight
and win a war with no bloodshed, with few if
any human casualties.

The worm, Stuxnet, is a Trojan horse said
to have disabled Iranʼs nuclear weapons pro-
gram. The New York Times said late last year,
«Meanwhile, the search for other clues in the
Stuxnet program continues — and so do the
theories about its origins.»

The Times updated their take on January
15, 2011 calling Stuxnet, “the most sophisti-
cated cyberweapon ever deployed…experts
who have picked apart the computer worm
describe it as far more complex — and inge-
nious — than anything they had imagined
when it began circulating around the world,
unexplained, in mid-2009.”

Other major news outlets report it as an at-
tack that was the perfect storm leaving no fin-
gerprints, or that it should have won “Person
of the Year” for its impact on world events. Still
others at first tried to decipher cryptic lan-
guage within the worm, supposedly tied to this
or that chapter of the bible. In other words, no
one has much clue as to the true Stuxnet ori-
gin. Thatʼs because no one has been looking

back far enough. As Santayana said, “Those
who cannot remember the past are doomed
to repeat it.”

No one is looking back to a time in the mid-
70s, when an obscure program called Promis
first reared its head. Promis, according to so-
urces, is at the root of Stuxnet. Promis was a
computer program that promised to help US
prosecutors track criminals and legal maneu-
verings through the system, “Prosecutorʼs
Management Information System.” The peo-
ple-tracking software was later marketed by a
firm named Inslaw, under the auspices of Wil-
liam Hamilton, a former NSA officer who still
markets a version of the product today.

The Department of Justice became intri-
gued by Promis, seeing its potential for exor-
bitant legal case-management and provided
funding for improvements. As Promis mor-
phed, its capabilities refined, its natural alter-
native applications became self-evident: the
worlds of intelligence, terrorists and targets.

Rafi Eitan, head of the Israeli Defense Min-
istryʼs Lekem in the early 1980s, a clandes-
tine, scientific and technological intelligence
unit, attended a presentation of Promis under
an assumed name. He was so impressed with

«This is a big worry for the future,” warns Scott Borg, Di-
rector and Chief Economist of U.S. Cyber Consequen-
ces Unit, an independent, non-profit research institute.
“We are entering a completely new defense era. If you
have the tools like Stuxnet, why would you bother with
missiles? Why bother invading with an army? The whole
relationship between the military and society is going to
have to be re-thought.”
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it that he obtained a copy – how, and whether
legally, is another story. Suffice it to say that
he especially saw its potential for tracking the
spidery web of PLO installations around the
world, at the time under Yasser Arafat, as well
as tracking the leader himself. Eitan, however,
wanted a “trapdoor”, a built-in chip so that if
Promis was later sold to other organizations,
Israeli intelligence could track the information
for which those entities might search. Big bro-
ther tracking little brother, or intelligence trac-
king of intelligence.

Boldly, Eitan then arranged for Arafat himself
to buy the Promis program for his security
needs, this according to author Gordon
Thomas. But the trapdoor instead allowed Isra-
eli intelligence to follow Arafatʼs aliases on the
lam. You can run, but you canʼt hide from Pro-
mis. And hereʼs where it gets really interesting.

By the late 1980s, Promis programs had
been sold to Britain, Australia, South Korea
and Canada. Allies harmless enough, right?

But then up next was the KGB. There are
multiple claims as to who sold Promis to the
Russians. Several, including a source of
mine, said it was newspaper mogul Robert
Maxwell in assistance to Israel. Another ac-
quaintance, former double agent David Da-
stych (Polish intell working for the CIA during
the Cold War) said that an American intelli-
gence officer admitted to him, “Yes, we gave
Promis to the Russians and Chinese to back
door their intel. Worked like a charm.” Both
claims may overlap.

In fact, the KGB is said to have used Pro-
mis for over 15 years. At first, there was noth-
ing to suspect since malicious malware had
not really been coined. Few back then under-
stood the power of the computer, and so the
Trojan horse entered the realms of internatio-
nal espionage, the microscopic spy.

As former US Attorney General Elliot Rich-
ardson later said on Australiaʼs TV show, A
Current Affair, in 1990 regarding Promis, “The
US Government had through clandestine
means planted software on foreign intelli-
gence agencies so the US would be better
able, the phrase goes, to read their mail.”

The only problem was the “blowback”,
David Dastych reported. “As we gave it to our
enemies in order to back door them through
the trap door in Promis, we left 64 federal

agencies open in the US Government who
also used Promis.”

Thatʼs a big, “Whooops.” An intelligence
contact I know recently noted, “We opened all
the cans of worms rather than just the right
can of worms.”

At least according to Dastych about that
not-slight mishap, the information obtained far
outweighed the damage done.The impor-
tance of the programʼs role was also pointed
out in a WIRED expose in the ʻ90s. It quoted
an ex-Israeli spy, Ari Ben Menashe, as saying
“PROMIS was a very big thing for us guys, a
very, very big thing….The whole form of intel-
ligence collection changed.”

So you ask, what does all of this twisted
espionage in the 1980s have to do with to-
dayʼs malware worm called Stuxnet? It is said
of some nations and their causes that they do
not plan for this generation or the next, but for
hundreds of years, especially true if they are
fighting for existentialism. Stuxnet is just such
a case.

The malware worm may have started out
as a logistical program, Promis. Then it mor-
phed into an “Enhanced Promis” for intelli-
gence work. It was subsequently altered for
specific situations, given different names and
sold to perhaps a dozen countries, worming
its way around the world. In the process, ra-
ther than burrowing, the worm became like a
centipede with hundreds of legs regenerating
in different sizes and shapes, taking direction
from its owners regarding objectives.

At issue, however, is who that current
“owner” might be. Most fingers point to na-
tions intent on halting Iranʼs nuclear weapons
facilities, the US and Israel. But there is no de-
arth of suspects given the programʼs piracy
over the years.

Both Russia and China have sold high-
tech systems and weapons to Iran for years,
and could have unwittingly been modern-day
Typhoid Maryʼs carrying the worm to their re-
cipients. In a game of highly sophisticated
Clue, for example, Israel might have sold Pro-
mis to the KGB; the KGB or its successors
later sold critical systems to Iran; and then
Iran built operations with a Trojan horse in
place. Likewise, Chinese scientists tapped by
Iran could have brought that country Promis,
the gift that keeps giving.
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Itʼs a scintillating game of Clue with no sure
culpability, no one to shoot, a war with no ca-
sualties. Nobel Peace Prize potential. Half of
the worldʼs computer security experts are still
scratching their heads opining on this new
worm, not realizing that Stuxnet is not “new” at
all.

Said one publication, it was “like the arrival
of an F-35 into a World War I battlefield.” Ano-
ther, “The timing is intriguing because a time
stamp found in the Stuxnet program says it
was created in January [2010], suggesting
that any digital attack took place long before it
was identified and began to attract global at-
tention.” Long before is an understatement.

One man who spends his days worrying
about such worms is Scott Borg, Director and
Chief Economist of U.S. Cyber Consequen-
ces Unit, an independent, non-profit research
institute that assesses cyber attacks and co-
unter-measures. He says that the phrase
“worms” is grossly outdated.

“Weʼre so far beyond worms,” says Borg.
“Weʼre into big, complicated creatures.”

He likens Stuxnet to the Velociraptor dino-
saurs from Jurassic Park, intelligent, cunning,
capable of hunting in groups till they find their
prey. “Modern malware — like Stuxnet — will
use any channel available to spread and se-
arch out its prey. If the target system isnʼt con-
nected to the internet, the malware will
migrate from device to device until it reaches
the system it is looking for.”

Once planted, the Stuxnet bosses never
have to talk to it again; it operates totally on its
own. Somewhere, someone just watches and
waits. And, in the case of Iran, Stuxnetʼs tar-
get was very precise — automation control fa-
cilities. Not just any control systems, but
nuclear. So Stuxnet wormed its way around
the world until as Borg says, “When it finds the
system it meant to destroy, it will destroy it.”

Some think Stuxnet was spread by inter-
national contractors moving between facilities.
But they donʼt know about Promis.

Whatʼs odd to Borg, for example, is that
Stuxnet included some features to help it
avoid being detected, but not others. Stuxnet
was designed to erase itself after each copy
made four additional copies on different devi-
ces. In effect, Stuxnet was designed to have a
limited number of children and to kill itself after

its quota of kids. This would eliminate copies
that had reproduced, but hadnʼt reached their
target so that Stuxnetʼs trail would be minimi-
zed. But there was no limit on later descen-
dants, so Stuxnet would eventually spread
and almost certainly be detected. Why didnʼt
its creators make Stuxnet eventually die, so it
could covertly be used again in a different si-
tuation?

Borg offers some theories: the “attacker”
was fairly desperate to reach the intended tar-
get; could not release Stuxnet very close to its
intended target, hence the extra children pro-
duced; had resources to burn; and, didnʼt care
if Stuxnet were detected and received a great
deal of attention.

“Sometimes we know who carried out an
attack,” adds Borg, “but itʼs usually from other
intelligence.”

One highly placed intelligence source I
know, says weʼve hardly seen the last of Stux-
net, i.e. Promis. Sure, computer security ex-
perts found its vulnerabilities and have
supposedly closed those exposures. But
posed this source, “How do you know Stux-
net didnʼt show those vulnerabilities on pur-
pose, a ʻfalse flagʼ, so everyone would go
ʻsolveʼ those problems while Stuxnet moved
on?” That source winked, Gotcha. Maybe in
fact, Stuxnetʼs grandchildren are roaming the
streets of the information superhighway as I
write, ready to pounce on their next prey. 

Dr. Peter Vincent Pry, a former CIA officer,
now President of EMPACT America, a non-
profit focused on electromagnetic pulse thre-
ats (EMPs) which have the potential to down
power grids, thinks cyber threats are over-
blown at the risk of more probable, and more
damaging, EMPs. Simply put, EMPs create a
radio-frequency shockwave that zaps electro-
nic fields of energy, burning out electrical sy-
stems such as computers, power grids,
weaponry and communications. Thereʼs been
some tug-of-war going on in Washington as
to which threat is worse, EMPs or “cyberged-
don”.

Russia, for one, addressed significant
cyber-risk by throwing out Promis with the
bath water, choosing to re-construct their
computer systems from scratch a decade or
so ago, Iʼm told, rather than worry about ge-
nerous gifts that keep giving.



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 328

But Stuxnet has also shown the civilized
world the dangers of copycats. With the at-
tention now drawn to the “good” that can be
done by the likes of a Stuxnet, come the pos-
sibilities of future versions that might harm.
The enormous physical power harnessed by
some industrial facilities, for example, if unle-
ashed in the wrong way by a worm could be
astounding. Think of the dangers of opening a
dam that should have been shut, or an oil pi-
peline backwashed into the sea. Nuclear re-
actors are just the half of it.

“Thereʼs no reason to keep the secret from
the American people, or our own allies, beca-
use the bad guys are on to it. This is a big worry
for the future,” warns Borg. “We are entering a
completely new defense era. If you have the
tools like Stuxnet, why would you bother with
missiles? Why bother invading with an army?
The whole relationship between the military and
society is going to have to be re-thought.”

Without a doubt, it is a new day of warfare.
And cybergeddon aside, Stuxnet remains at
the forefront, one of the most amazingly so-
phisticated pieces of malware ever publicly re-
cognized; it always did have promise.

So do we have to worry about world po-
wers attacking each otherʼs power grids with
Stuxnet tools any time soon? Hardly, says
Borg. “The last thing China or Russia wants
is for our economy to take another dive. No
one wants destabilization. But that doesnʼt
mean they havenʼt planted malware programs
for possible use at a future date.”

And thatʼs exactly what was done several
decades ago with a promising new people-
tracking program intended to stave off war,
not start it. That brings us back to this weapon
of peace, ever the more important as the Mid-
East cracks at the seams. It also brings us

back full circle to Beirut last October. Promis
aka Stuxnet was at the core of the communi-
cations shutdown at command centers in Le-
banon that day. This, confirmed by two
extremely reliable, unrelated sources.

But Stuxnet only cleared the way in Beirut.
The blasting of underground weapons caches
that followed were achieved through electro-
magnetic pulses. The radar that went on the
blink? Also electromagnetic pulses. So Stux-
netʼs purpose was like clearing obstructive
land mines before doing battle.

A Tehran journal a decade ago put it this
way, “…today when you disable a countryʼs
military high command through disruption of
communications you will, in effect, disrupt all
the affairs of that country.” Sounds like wor-
ding for a Stuxnet how-to-manual.

Regardless, Stuxnet and EMPs make it ex-
ceedingly clear that in any future major war,
there may be no images of Patton charging
across Europe in tanks, no massive armies
forging rivers. The war will be fought below
the radar, both literally and figuratively, with a
new era of weapons.

As for Stuxnet, the “newest» weapon in
that arsenal — or oldest depending how much
you know – right now it could be on its way to
a target near you. Jeffrey Carr, author of In-
side Cyber Warfare acquiesces that possibi-
lity. “No one has a product that would have
stopped the Stuxnet worm.”

On that, Carr is undoubtedly correct. Be-
cause in one of the greatest whodunits in mo-
dern history, I know all the sleuths are looking
in the wrong places. Rather than looking at
where Stuxnet visited, they should be looking
at where it came from, Promis. I just hope that
the people that have Stuxnet are reasonable,
either that, or theyʼre our friends.
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Since 2001, the intelligence community has
sought methods to improve the process for
uncovering and thwarting domestic terrorist
plots before they occur. Vital to these efforts
are the more than 17,000 state and local U.S.
law enforcement agencies whose role in the
counterterrorism process has become in-
creasingly recognized. As part of an on-going
study for the Institute for Homeland Security
Solutions (IHSS), this report examines open-
source material on 86 foiled and executed ter-
rorist plots against U.S. targets from 1999 to
2009 to determine the types of information
and activities that led to (or could have led to)
their discovery. Our findings provide law en-
forcement, homeland security officials, and
policy makers with an improved understand-
ing of the types of clues and methods that
should be emphasized to more reliably pre-
vent terrorist attacks, including the need to:

1) Recognize the importance of law en-
forcement and public vigilance in thwarting
terror attacks. More than 80% of foiled terror-
ist plots were discovered via observations
from law enforcement or the general public.
Tips included reports of plots as well as re-
ports of suspicious activity, such as pre-oper-
ational surveillance, para-military training,
smuggling activities, and the discovery of sus-
picious documents.

2) Continue to investigate Al Qaeda and Al-
lied Movements (AQAM), but do not overlook
other groups, and pay particular attention to
plots by “lone wolves”. Less than half of U.S.
terror plots examined had links to AQAM, and
many non-AQAM plots, primarily those with
white supremacist or anti-government/militia
ties, rivaled AQAM plots in important ways.
Additionally, plots by single actors (“lone
wolves”) have proven particularly successful,
reaching execution nearly twice as often as
plots by groups.

3) Ensure processes and training are in
place that enable law enforcement personnel
to identify terrorist activity during routine crim-
inal investigations. Almost one in five plots
were foiled “accidentally” during investigations
into seemingly unrelated crimes. Training is
needed to recognize when ordinary crimes
may be connected to terrorism.

4) Work to establish good relations with
local communities and avoid tactics that might
alienate them. Approximately 40% of plots
were thwarted as a result of tips from the pub-
lic and informants. Establishing trust with per-
sons in or near radical movements is
jeopardized by tactics such as racial, ethnic,
religious, or ideological profiling. Support
quality assurance processes to ensure initial
clues are properly pursued and findings
shared. Investigating leads and sharing infor-

Terror News
Building on Clues
Institute for HMS Solutions - USA
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mation across agencies led to foiling the vast
majority of terrorist plots in our sample. Simi-
larly, breakdowns in these basic processes
led to lost opportunities to thwart some of the
worst attacks, including 9/11.

5) Expand the federal standards for cate-
gorizing suspicious activity reports (SARs). A
large majority of the initial clue types we iden-

tified, including public and informant tips, as
well as law enforcement observations made
during routine criminal investigations, are only
indirectly referenced in the current national
SAR standards. Expanding them would en-
able more comprehensive reporting and
greater information sharing of potential terror-
ist activity.

Safeguarding the Rails: Four Avenues for Increasing Secu-
rity
Source: http://www.emergencymgmt.com/infrastructure/Safeguarding-Rails-Security.html

Railroads have been vulnerable since the first
Transcontinental Railroad was built in 1869.
Then and now, teenagers armed with rocks or
guns see boxcars as tempting targets. Derail-
ment, from both deliberate acts and acci-
dents, is a constant threat — and sabotaging
trains has a long history as part of warfare.
“Weʼve been doing rail security since Jesse

James was robbing trains,” said Thomas L.
Farmer, assistant vice president of security for
the Association of American Railroads, which
represents major freight carriers and Amtrak.
For a long time, the primary concern was peo-
ple wanting to steal a freight trainʼs contents,
shoot the crew or rob the passengers. The
United Statesʼ post-9/11 focus on security,
however, is shining a new spotlight on other
hazards surrounding railroads. “Itʼs a vulnera-
ble target,” said Charles Peña, a senior fellow

at the Independent Institute, who writes on na-
tional security and foreign policy. “There are
good reasons [to] be concerned about it.” But
the desire to protect the railroads, their em-
ployees and passengers must be balanced,
Peña said, “by what you can really do given
that youʼre trying to move large numbers of
people.” Railroad security — whether for pas-

senger rails, commuter lines or
freight trains — is a complicated
endeavor. The entities that own
most railroads — from both the
public and private sectors —
have done much work, especially
since 9/11, to increase security.
But coordination challenges, the
number of people involved and
the rail networkʼs vastness make
it a difficult task. Although the
9/11 attacks made security ex-
perts increase planning for terror-
ist attacks on a train or station,
terrorist attacks on rail trans-
portation isnʼt new. “Unfortunately
bringing explosives into train sta-
tions is a terrorist tactic thatʼs

been going on for generations,” Farmer said.
The attacks — in recent years in London, Ma-
drid and Mumbai, India, for example — have
generally happened outside the U.S. But that
doesnʼt mean the U.S. is immune.

A Complicated Problem
After 9/11, the newly created U.S. Depart-

ment of Homeland Security (DHS) focused
much attention on airline travel, which was un-
derstandable, said Dan Goodrich, a research
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associate at the Mineta Transportation Insti-
tute at San Jose State University in California.
“Anything that can be put into motion — a car,
bus, plane, ship — can all be used as
weapons,” Goodrich said. “Air is a real issue
because of its flexibility; [planes] can go lite-
rally anywhere.” Itʼs also easier to control ac-
cess to commercial planes, so increasing
security seemed more feasible. With rail and
other modes of transportation, the infrastruc-
ture is much broader and more difficult to se-
cure. With miles of rail, “it becomes a complex

issue of how to address security,” Goodrich
said. “We only have a finite amount of re-
sources.”In addition, rail security is further
complicated by the number of public and pri-
vate entities involved. The federal govern-
ment, state governments, counties, cities and
transportation authorities can all play a role in
rail transport. These entities have their own
elected officials, budgets and concerns. Many
also have their own law enforcement and
emergency response teams. A single freight
train carrying hazardous material may travel
on tracks owned by different companies and
through numerous jurisdictions to reach its
destination. “You can see how this can get
complex,” Goodrich said.The result is that the
security of rail passengers and trains is es-
sentially a public-private partnership. “A sub-
stantial amount of effort has gone into building
partnerships between federal, state and local
governments and operators,” Farmer said.
Experts point to a number of avenues for in-
creasing rail security, although they all have
drawbacks. 

First, screen passengers and luggage.
When the government needed to increase se-
curity for airports, it increased security scree-
nings and restricted access to boarding areas.
Passengers take off their shoes, and their
bags are scanned. But more people travel on
trains and subways than on planes. If you try
to screen all of them, it ceases to be mass
transit, Peña said. “It brings the system to a
complete, grinding halt.” Even if passengers
and bags could be screened and moved effi-
ciently, hiring all the people necessary would
be expensive. “Thatʼs a huge amount of man-
power if every station has to have people who
are patting people down,” he said. Another
issue is access at stations in less populated
areas. “People just walk up onto platforms,”
Peña said. “You donʼt have control points.”
One possibility is to institute random screen-
ings, said Lawrence Mann, a Washington,
D.C. attorney who has worked on rail safety
issues for 40 years. “That would at least miti-
gate a person thinking he can get away with
it.” Major rail carriers like Amtrak could also in-
stitute screening without too many problems,
he said. There are no easy answers, howe-
ver. “People are used to being able to show
up and board within 10 minutes,” Goodrich
said. “You have to balance these things [with]
what the customer is willing to put up with.”

Second, reinforce trains. Windows of loco-
motives and passenger trains are required to
be bulletproof, but only for .22-caliber rifles.
“Major damage can be done with high-caliber
arms,” Mann said. Efforts also are under way
to improve tanker cars so theyʼre more resist-
ant to attacks and accidents. 

Third, air condition locomotives. When lo-
comotives arenʼt air conditioned, crews in hot
areas have no choice but to ride with windows
and even doors open, said James Stem Jr.,
national legislative director of the United
Transportation Union, which represents tran-
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sit, rail and other workers. “Itʼs impossible to
secure the cab when itʼs 100 degrees out-
side,” Stem said. “That is probably the most
outrageous rail security issue today.”

Fourth, safeguard hazardous materials
during transport. Much of the attention in rail
security has focused on passenger trains and
subway systems — with good reason. Attacks
on heavily populated passenger systems
allow terrorists to achieve “casualties, dam-
age and the laserlike attention of the interna-
tional media,” Farmer said. They make rail
passengers worldwide worry if such an attack
could happen to them. Attacks on freight
trains also can potentially be deadly and at-
tention-getting, especially if they hit trains
transporting hazardous material through a
heavily populated area. “Throughout the
country, hazardous materials are transported
more on trains than any other mode of trans-
portation,” Mann said. “Thereʼs no real pro-
tection against someone just taking a shotgun
and shooting it. Thatʼs a major problem.” But
freight trainsʼ schedules and cargo are unpre-
dictable, Farmer said, making such an attack
“not nearly so easy.” Some attacks on freight
trains turn out to be fairly similar to an acci-
dental derailment — a problem, but not the
sort of catastrophe that gets international
headlines. Although freight trains may not be
as attractive targets as passenger trains, “the
freight railroads have been very attentive to
the new realities after 9/11,” Farmer said.
Within weeks of the attacks, safety and secu-
rity officials assessed the risks and created a
security plan. The transport of hazardous ma-
terials got particular attention, both from rail-
roads and government. Focusing particularly
on transported material that can be toxic when
inhaled, the Transportation Security Adminis-
tration (TSA) created a plan to ensure that
those materials are kept secure, especially in
heavily populated areas.

A Partnership
Because securing both freight and pas-

senger rail systems is so complex, those in
charge are turning to an old strategy: enlist-
ing the public to report suspicious activity.
“Terrorists are looking for whatʼs easy to do,”
Peña said. If security efforts and the sharp
eyes of the public make it more difficult, ter-

rorists are less likely to try in the first place. In
July, DHS Secretary Janet Napolitano an-
nounced an expansion of the departmentʼs
“See Something, Say Something” campaign,
as well as a partnership with Amtrak to share
information as part of the departmentʼs Sus-
picious Activity Reporting program. “See
Something, Say Something” teaches the pub-
lic what types of activities law enforcement
would like to know about. The DHS is creating
educational materials and advertisements to
nationally expand the program, which started
with New Yorkʼs Metropolitan Transit Authority.
The basic idea behind the program is sound
and old — think of Neighborhood Watch pro-
grams, for example, Goodrich said. “Theyʼre
looking for a new way of getting through to
people that this is an issue and they need to
be aware of it,” he said. The idea is that ter-
rorist plots require planning, surveillance and
information-gathering in advance. If alert citi-
zens call law enforcement when they see
something suspicious, it will be much more
difficult for plots to form. The government has
numerous other programs as well. Although
itʼs not always easy to calculate how much
money goes specifically to rail — since rail is
one component of larger programs like port
security — the federal government has given
grants to transit systems nationwide to enh-
ance their security, Farmer said. This includes
canine teams, intrusion detection technology
and expanded police forces. “Working to-
gether, the government, railroads, subways
and local law enforcement are expanding their
capabilities to do random, unpredictable se-
curity activities that are essential to deter-
rence,” Farmer said. However, some say even
more could be done. “Rail security has taken
a backseat to the security of other modes of
transportation,” Mann said. Stem said he sees
a stronger role for the federal government:
“When you deal with transit and rail security,
those issues are national in scope.” Stem also
said although he understands that the TSA
needed to focus first on the airline industry, itʼs
past time for the TSA to work with other par-
ties to improve training for rail employees. In
addition to training employees who deal with
the public so they can better look for suspi-
cious activities, Stem said the government
also should work with railroads to establish
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better perimeter criteria — ensuring the cars
are shielded and access is restricted when
thereʼs hazardous cargo. 

A Balancing Act
Any security program requires trade-offs.

How much are passengers and taxpayers wil-
ling to pay to secure the railways? How much
are passengers willing to be inconvenienced
and have their privacy invaded? “Security ver-
sus accessibility: Invariably itʼs going to be a
compromise between the two,” Goodrich said.
It can even be difficult for the public to tell how
much is being done. “You must have a certain
degree of anonymity for a lot of security pro-
grams to function effectively,” Goodrich said.
“The more people know about them, the more
difficult it is for them to do their jobs. But we

live in an open society: Where are my tax dol-
lars going? How do I know itʼs successful, ap-
propriate and not violating my rights or
anybody elseʼs?” The unpleasant fact, Peña
said, is that “at some point, you have to ac-
cept risk. But politicians donʼt get re-elected
and government bureaucrats donʼt advance
their careers by telling the public thereʼs a cer-
tain amount of risk you have to take.” And
even the most robust security systems arenʼt
perfect. “Hindsight is 20/20 when it comes to
security,” Goodrich said. “In reality, there are
gaps in all security programs.”  

K Margaret Steen is a writer in Los Altos, Calif.,
who writes frequently about business and man-
agement.

Lessons Learned: Mass Casualties and Communication
Gaps
Source:http://www.domesticpreparedness.com/Commentary/Viewpoint/Lessons_Learned:_M
ass_Casualties_and_Communication_Gaps/ 

Emergency communications is key to incident
management – and critical, both during and
following, mass-casualty incidents (MCIs). On
7 July 2005, four suicide bombers detonated
bombs between 8:50 a.m. and 9:47 a.m. on
three underground commuter trains and a
street bus in central London. Those bombings
broke down the
below-ground com-
munications infra-
structure, making it
impossible to com-
municate with pas-
sengers trapped
underground and ex-
tremely difficult to
communicate with in-
cident command
agencies, and hospi-
tals, in close proxim-
ity to the mass
casualty incident. The
first bomb was detonated at 8:50 a.m. on the
eastbound Circle Line train travelling from Liv-
erpool Street to Aldgate station. One minute
later, the second bomb exploded on a we-
stbound Circle Line train leaving Edgware

Road station for Paddington station. At ap-
proximately 8:53 a.m., the third bomb deto-
nated, on a southbound Piccadilly Line train
traveling between the Kingʼs Cross and Rus-
sell Square stations. The fourth bomb explo-
ded at 9:47 a.m. on the top deck of a
double-decker bus at Tavistock Square. The

four attacks caused
52 deaths and an es-
timated 700 injuries.
Londonʼs primary
emergency response
organizations began
responding to the in-
cident by evacuating
and rescuing victims
at the four bombing
sites. However, there
were a number of
passengers trapped
inside the undergro-
und tunnels who

could not be reached immediately because
the explosions had so severely damaged the
trainsʼ communications systems. Many pas-
sengers were totally unaware, of course, of
what actually had happened and did not know
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if emergency responders were aware of the
situation and/or if they were on their way to
help. Smoke coming from the bombed com-
partments created additional fears among the
surviving passengers. The overall confusion
and panic was exacerbated considerably by
the fact that the train drivers could not imme-
diately communicate with the passengers or
issue evacuation instructions.

Follow-Up Actions & Recommendations
According to a well researched follow-up

report (Emergency Communications: Improv-
ing Communications with Train Passengers
Trapped Underground following a Mass Ca-
sualty Incident – a Lesson Learned available
only on Lessons Learned Information Sharing
[LLIS.gov]), the London Assembly investi-
gated the bombings and later recommended
that Transport for London (TfL) – the principal
transport service agency managing Londonʼs
entire transport network – update its train
communications systems to help station staff
and emergency responders provide critical in-
formation to train passengers much more
quickly following a mass casualty incident. In
any emergency incident, of course, commu-
nications should be initiated as soon as pos-
sible to alleviate confusion among victims and
emergency responders.  In mass-casualty in-
cidents, hospitals in the vicinity also should be
quickly alerted so that they will be ready to re-
spond and receive incoming patients as soon
as possible. Incident Management: Alerting
Hospitals in Close Proximity to a Mass Casu-
alty Incident – another Lesson Learned ex-
clusive to LLIS.gov – further elaborates on the
London Assemblyʼs recommendations that all
hospitals in close proximity to a mass casu-
alty incident be notified about the incident
much more quickly, even those hospitals that
have not been specifically designated as «re-
ceiving hospitals.» Following the London
bombings, the National Health Service (NHS),
the United Kingdomʼs largest public health-
care provider, quickly alerted all designated
receiving hospitals in London to increase their
readiness, but did not formally notify special-
ist and non-acute care hospitals relatively
close to the incident sites – apparently be-
cause those hospitals were not on the official

list of receiving hospitals. Unfortunately, many
specialty hospitals located in close proximity
to each of the casualty sites – e.g., the Great
Ormond Street Hospital (GOSH), a specialty
childrenʼs hospital – did not know about the
train bombings until paramedics arrived at the
hospital asking for equipment and other as-
sistance. Nonetheless, even though the
GOSH staff had not been fully aware of what
had happened, they were able to quickly set
up a field hospital and to help emergency re-
sponders rescue and treat a number of inju-
red victims. Staff members later commented
that they would have benefited from NHS gui-
dance on how to respond to the incident had
they been notified at the same time as the
staffs on the original list of receiving hospitals.
The London Assemblyʼs report recommends
that Londonʼs emergency plans be amended
to provide early notification to all hospitals in
the vicinity of a major incident, even those
hospitals not designated as possessing major
accident and emergency departments. Mass
casualty incidents, whether caused by terror-
ist attacks or natural disasters, usually hap-
pen very quickly, and communications
infrastructure is critical in maintaining the dis-
cipline and order mandatory for incident-com-
mand and emergency-response situations.
Taking to heart the lessons learned from the
July 2005 bombings and applying them to
local and state operations plans will and sh-
ould help mitigate miscommunication pro-
blems in future incidents and eliminate other
communication gaps that may already exist.

For additional information on these Lessons
Learned and on mass casualty incidents, log
into LLIS.gov at www.llis.dhs.gov.

Sophia Paros is an outreach analyst for Lessons
Learned Information Sharing (LLIS.gov), the U.S.
Department of Homeland Security/Federal Emer-
gency Management Agencyʼs national online net-
work of lessons learned, best-practices, and
innovative ideas for the nationʼs homeland-secu-
rity and emergency-response communities. She
received a dual bachelorʼs degree in Computer In-
formation Systems and Business from the College
of Notre Dame of Maryland and is currently wor-
king on an M.S. in Information Security from The
George Washington University.
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ʻItʼs a mathematical certainty there will be
a successful attack ... at some point,ʼ ex-
pert warns 

It is a Sunday night in Londonʼs East End and
the self-styled «most hated man in Britain» is
holding court, reveling in his vision of a Taliban
victory over America and a world under Islamic
Shariah law. The crowd of about 250 listens
intently as Anjem Choudary issues a call to
arms in the pristine surroundings of the newly
refurbished art deco conference center, built to
host weddings and business meetings. «There
are many battlefields,» he says calmly into a
microphone. «Thereʼs a battlefield outside 10
Downing Street [home to
Britainʼs prime minister] and
in the mountains of the Tora
Bora [in Afghanistan].» Any
man who fails to fight, he
warns, will face difficulty
when the «angel of death»
arrives and he is forced to
explain to Allah why he did
not raise his hand «against
the oppressor» out of fear.
«Allah will say to him, ʻAm I
not more worthy to be
feared than them?ʼ»
Choudary says. «Allahu
Akbar!» the men shout out
in unison, as if a war cry,

during his speech. «Allahu Akbar.» God is
great. A group of women, all heavily veiled and
sitting in a screened-off area, remain quiet
throughout. As former leader of the banned Is-
lamist organizations al-Muhajiroun and
Islam4UK, Choudary was kept off the bill and
appeared as the surprise star speaker at the
rally. His groups may be outlawed but, unlike
his female followers, Choudary will not be si-
lenced. His message is one that echoes across
Europe, which experts say is home to thou-
sands of people who would wholeheartedly
support Choudaryʼs «ultimate objective» — the
«domination of the world by Islam.» The ma-
jority of Muslims are not Islamists, who believe
in a society based on Islamic law, and not all of
the latter are seeking world domination or are
willing to use violence. But fear of another Is-
lamist-inspired atrocity after Madrid in 2004 —
191 dead — and London in 2005 — 53 dead
— remains high.

Suicide bombers targeting Londonʼs public
transit system killed 53 people on July 7,
2005. Four men detonated devices hidden in
knapsacks aboard three subway trains and a
double-decker bus, seen here. Rightly so, ac-
cording to Dr. John J. Le Beau, a former CIA
officer and now professor of strategy and se-
curity studies at Germanyʼs George C. Marshall
European Center for Security Studies. «Itʼs a
mathematical certainty there will be a success-

Islamists raise fears of violent ʻclash of culturesʼ in Europe 
Source: http://www.msnbc.msn.com/id/40336911/ns/world_news-europe/

Anjem Choudary, center, achieved notoriety in Britain
after announcing an Islamist parade through the town
of Wootton Bassett, where local people have taken to
lining the streets to pay respects to dead soldiers as
they return home through a nearby air force base. 



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 338

ful attack in Europe at some point,» he told
msnbc.com. «The amount of attempted plots
we see is not decreasing. I think what we have
seen is a ... strengthening of attempted attacks
that in some cases have come pretty close.»
Le Beau, who cautioned that putting a figure on
the number of Islamists was a «soft science,»
estimated there were between 5,000 and
10,000 people in Europe «willing to engage in
violence.» In 2007, the German Central Insti-
tute Islam Archive said there were 53.7 million
Muslims living in Europe. A backlash is grow-
ing. Support for the far-right in normally liberal
countries like Sweden and the Netherlands is
on the rise. French lawmakers voted for a ban
on full face veils. Protest groups, such as the
English Defense League which has been
linked to soccer hooligans, have made head-
lines. Le Beau warned of «an incipient clash of
cultures.» The consequences of another ter-
rorist spectacular — intelligence reports re-
cently warned an al-Qaida-linked group was
planning to hit Western Europe with a com-
mando-style raid like that on Mumbai, India —
could be profound, he suggested. «I could see
that leading to a spontaneous violent reaction
on the part of others. Could this spin out of con-
trol? Sure,» he said. «I think that would be very
dangerous because ... it runs the risk of sec-
tarianizing or ʻBalkanizingʼ Western Europe.»
Europe is home to ancient conflicts. The
Balkans, which includes the former Yugoslavia,
has been the scene of intermittent religious
strife stretching back to the fall of Constantino-
ple, now Istanbul, to the Muslim Ottoman Em-
pire in 1453. After the fall of Yugoslavian
Communism, a resurgence of ethnic tensions
led to the 1992-1995 Bosnian War, during
which 8,000 Bosnian Muslim men and boys
were massacred by Bosnian Serb forces in a
single act of genocide. The U.K., far removed
from such turmoil, has a long tradition of toler-
ating other countriesʼ dissidents. In the 19th
century, political philosopher Karl Marx took
refuge in London after outraging authorities in
his native Germany and France. But that tradi-
tion has been frayed by the increasingly vocal
presence of Islamists in the U.K.

ʻCraziesʼ flock to ʻLondonistanʼ
In the 1990s, the city became so popular

for Islamists fleeing authorities in Muslim

countries that some commentators dubbed it
«Londonistan.» Citing the WikiLeaks cables,
the Guardian newspaper last week reported
that the future U.K. Prime Minister David
Cameron told an American official in April
2009 that the former Labour government had
«let in a lot of crazies and did not wake up
early enough» to the danger posed by Mus-
lim extremists. Le Beau said while Choudary
and others like him were unlikely to fight them-
selves, they were helping to recruit people to
the cause who would. «These groups are not
the terrorist cells that are going to launch an
attack,» he said. «These are the groups that
radicalize individuals and put them in the
frame of mind where they might engage in an
attack.» Richard Reid, the so-called «shoe
bomber» who attempted to blow up a flight
from Paris to Miami in December 2001, was
radicalized after meeting extremists at
mosques in London, his father Robin tearfully
told BBC News. Umar Farouk Abdulmutallab,
a Nigerian dubbed the «underwear bomber»
after being accused of trying to blow up a De-
troit-bound flight on Christmas Day last year,
studied at University College London. Yemeni
officials told the BBC he became an Islamist in
the U.K., although the British government has
denied this. And Londonʼs Finsbury Park
Mosque, now renamed after a takeover by
moderates, was once the power-base of rad-
ical cleric Abu Hamza, a former nightclub
bouncer who organized a conference praising
the 9/11 attackers. He was later sentenced to
seven years in prison for inciting murder and
racial hatred.

A reformed Islamist
Ghaffar Hussain once counted himself

among Londonʼs Islamists. His reaction to the
Sept. 11 attacks was «well, so what?» «I felt
it was kind of redressing some of the imbal-
ance,» Hussain said. «ʻTheyʼve done this to
the Palestinians by supporting the Israelis,
this is the price you pay.ʼ» However, he now
battles the Islamist ideology as head of out-
reach at a British counter-extremism think
tank, the Quilliam Foundation. «London is like
the heart of the Arab world,» Hussain said.
«The political dissidents are all based here.»
In the 10 years before 9/11, foreign Arab dis-
sidents «set up shop and carried on doing
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what they were doing in their own countries:
Preaching violent jihad,» he explained. They
found a ready-made constituency of young,
disaffected, second-generation Muslims who
had «experienced racism when they were
younger.» «Merge those two together and you
have a recipe for disaster,» Hussain said. «I
was caught up in that ... and became active
in my own area, doing speeches, giving out
leaflets for about three years. «I abhor any
kind of extremism, anything that takes inno-
cent life. I look back with surprise at the things
I used to believe.» His «wild guess» on the
number of Islamists in Europe was «less than
5,000 hardcore activists» with a further
20,000 to 30,000 people who are «broadly
sympathetic at times.» Al-Qaidaʼs propa-
ganda gives an indication of where they be-
lieve support is strongest, Hussain said, as
they tend to publish only in English and Ger-
man, not French, Spanish or Dutch. Fears of
a terrorist attack may have recently gripped
Germany , but Hussain said authorities there
had not done enough to minimize the risk.
Many of the 3 million Muslims there came as
«guest-workers» and he said there had been
little attempt to integrate them into society.
«Germany is a bit of a basket case. Those
communities are very hard to penetrate.
Guessing, Iʼd say itʼs probably not as bad as
the U.K., but nobody really knows,» he said.

Angry young men
As for Choudary, «heʼs got about 50 fol-

lowers, all young men — I know some of them
personally — very, very ill-informed,» Hussain
said. «All they know is they are angry about
something.» Choudary has achieved infamy
in Britain, particularly after announcing an Is-
lamist parade through the town of Wootton
Bassett, where local people have taken to lin-
ing the streets to pay respects to dead sol-
diers as they return home through a nearby
air force base. The event, which would have
seen the Islamists carrying empty coffins to
symbolize Muslims «mercilessly murdered»
in Afghanistan, did not take place but still
sparked public anger. Given his rhetoric,
some in Britain question Choudaryʼs right to
freedom of speech. And the European Union
is taking steps to limit the flow of Islamist prop-
aganda, putting itself at odds with the U.S.

and its adherence to the First Amendment.
Gilles de Kerchove, the EUʼs counterterrorism
coordinator, said legislation would soon be im-
plemented which would allow «even ʻfree
speechʼ member states to shut down web-
sites, to bring people to court when they cross
the line.» «Thatʼs where we have a problem
with the U.S.,» he told msnbc.com. «Most of
the neo-Nazi and most radical Islamist web-
sites are hosted by U.S. servers.» The EU
has invested millions of dollars on research to
develop programs capable of monitoring the
internet for the «automatic detection of threats
and abnormal behavior or violence,» the Sun-
day Telegraph reported. According to de Ker-
chove, collecting more information about
flights, passengers and cargo and using com-
puter programs to analyze this data could pre-
vent terrorist attacks. The attempt to send
bombs hidden in printers from Yemen to
Chicago in October was detected by Saudi
Arabian intelligence. However, a surveillance
program might have red-flagged the shipment
as a U.S. synagogue was likely to purchase
office equipment closer to home. «Itʼs stupid
to send a printing machine from Yemen to a
synagogue in Chicago,» de Kerchove said.
«That does not make sense.» He insisted the
danger to Europe remained real, despite the
lack of a major attack since London in 2005.
«Thatʼs not because thereʼs no threat. Itʼs be-
cause the security services have been very
effective,» de Kerchove said, highlighting re-
cent arrests in connection with an alleged plot
to kill the moderate head of a Paris mosque.
Like Le Beau, he thought it likely that a signif-
icant attack would eventually slip through.
«Since the threat is becoming more ... diverse
and complex, itʼs not that risky to speak like
this and say, ʻItʼs not if, but when,ʼ» he added.

Choudary, who rose to prominence in 1999
when media reports described him as a key
figure in the recruitment of fighters for Islamist
forces around the world, insists that his beliefs
did not mean «Iʼm going to kill you.»

ʻThere will always be warsʼ 
The mild-mannered Choudary told

msnbc.com that some «battlefields» were
merely «ideological» ones. The former lawyer
said he «cannot have a friendship» with a non-
Muslim but different religions could live side-
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by-side «peacefully.» «As long as my life and
wealth is protected in Britain, I do not target the
life and wealth (of people here),» Choudary
said, citing a passage from the Quran to that
effect. However, he cautioned this stance was
a matter for legitimate religious debate. «There
are many Muslims who do not believe that,»
he said. «(London suicide bomber) Mo-
hammed Siddique Khan didnʼt believe that.»
And he appeared almost to relish the prospect

of ethnic violence. «There will always be wars.
The conflict will continue always. I think itʼs a
matter of time before another 9/11 takes place
and another 7/7 (London bombings),»
Choudary said. «I think we are on the brink of
many more operations in the West. This is
going to be very, very nasty ... The Muslims en-
gaged in jihad are not going to stop. People will
declare jihad in Britain and America. I donʼt
think you can stomach something like that.»

Egypt: Sinai shark attacks orchestrated by Israel
Source: http://homelandsecuritynewswire.com/egypt-sinai-shark-attacks-orchestrated-israel 

The sandy resort of Sharm el-Sheikh, at the
tip of the Sinai Peninsula, is popular with Eu-
ropean tourists and attracts more than three
million visitors a year; two shark attacks in as
many weeks — a fatal shark attack on a Ger-
man tourist Sunday, which followed a similar
attack which mauled four Russian tourists
earlier last week — now threaten the regionʼs
tourism industry; Egyptian officials now say
the attacks may have been orchestrated by
Israel to damage Egyptʼs economy; Israel
says the accusations are too ludicrous for
comment

Egypt runs the risk of giving conspiracy the-
ories a bad name: Egyptian officials say they
have not ruled out the possibility that a fatal
shark attack in Sinai on Sunday could have
been a plot by the Mossad. “What is being
said about the Mossad throwing the deadly
shark [in the sea] to hit tourism in Egypt is not
out of the question, but it needs time to con-
firm,” South Sinai governor Muhammad Abdel
Fadil Shousha was quoted as saying by the
Egyptian state news site egynews.net. Israeli
officials said the claims were too ludicrous to

comment on. Israel has issued an advisory
warning against travel to Sinai due to plots
against Israelis by terrorist groups linked to
al Qaeda. The Jerusalem Post reports that the
fatal shark attack in the Red Sea off the coast
of the resort town of Sharm e-Sheikh killed a
German tourist, just days after four Russians
were mauled by sharks and Egypt declared
that the waters were safe. Experts said that
despite announcements that Egypt had caught
the shark, the one actually responsible for the
mauling was still on the loose. Sundayʼs attack
happened at Nama Bay when a shark bit off
the arm of a snorkeling German tourist. The
woman reportedly died immediately, re-
ports said. The general manager of the Sharm
e-Sheikh Marriott Hotel in Nama Bay, Nagy
Arafat, told the Media Line that they closed the
beaches until further notice. “This is something
Iʼve never seen before. I have never had any
sightings of sharks in the area and if we ever
did, it was in the deep waters and not up on
the beach,” Arafat said. He stressed that the
mood was “calm and cool.” “We donʼt see it af-
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fecting the tourism industry in any big way,”
Arafat said. Aviv Levy, a shark expert and the
curator of the Underwater Observatory Marine
Park in Eilat, said the Egyptians usually en-
gaged in “smoke screening” when it came to
shark attacks. “Something is very strange
here. The Egyptians are trying to hide it,” Levy
told the Media Line. “This is very bad news for
the sharks. It was strange after the first attacks
last week and now even more so.” Egyptian
authorities launched a hunt for sharks after

four Russian swimmers were mauled at the
Red Sea resort last week. Over the weekend,
government conservation officials released
photos of two captured sharks: an oceanic
whitetip and a mako. The mayor of Sharm e-

Sheikh had announced that the beaches were
reopened after authorities deemed that the
sharks no longer posed a threat and that it was
safe to go back into the waters. The sandy re-
sort at the tip of the Sinai Peninsula is popular
with European tourists and attracts over three
million visitors a year. Shousha speculated
that the sharks in the deep sea could have be-
come frenzied after a ship transporting live-
stock dumped dead sheep into the waters.
Levy said they were more likely becoming

bolder after over-fishing forced
them closer to shores. “They are
taking away their fishing places
and there are less fish so they
are spreading their range of
searching for food. This is when
the sharks and humans meet,”
Levy said. “But sharks usually
recognize a person and
turn around.” According to Levy,
attacks in the Gulf of Aqaba hap-
pen only once every couple of
years and are very rarely fatal.
“When I heard they were going
out to catch the sharks, I thought

to myself that itʼll now be open season on
sharks. Itʼs going to be difficult for them now.
As it is, the shark population has been dwin-
dling and we donʼt see the big ones we used
to anymore,” he said.

New York Cityʼs leaders urge Congress to close «Terror
Gun Gap»
Source: http://homelandsecuritynewswire.com/new-york-citys-leaders-urge-congress-close-
terror-gun-gap

In the United States, the fact that you are on
the terrorist watch list does not disqualify you
from purchasing an AK-56 assault rifle (if your
immigration status is unclear, you are dis-
qualified); FBI data showed that between
2004 and February 2010, a total of 1,228
background checks were conducted for pur-
chases of firearms and explosives attempted
by people on the U.S. terrorist watch list; of
those purchases, 91 percent were allowed to
proceed, while a total of 109 were denied.

Mayor Michael Bloomberg and other high
officials from the New York City metro-area
called on Congress Wednesday to close the

“terror gun gap” that they argue makes a
Mumbai-style attack against an American city
easier for terrorists. The hearing before the
Senate Committee on Homeland Security
and Government Reform, held just days after
the arrest of suspected Times Square
bomber Faisal Shahzad, examined whether
people on the terrorism watch list should be
legally prevented from purchasing firearms
and explosives (note that Shahzad was not
on the terrorist watch list). “The threat is all
too real. Terrorists with semi-automatic and
high-powered weapons can inflict heavy ca-
sualties (.pdf) in seconds,” said committee
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chairman Senator Joseph Lieberman (I-Con-
necticut), citing the November 2009 mas-
sacre at Fort Hood, Texas, and the June 2009
murder of an Army recruiter in Arkansas
as examples. “The more we can do to deny
would-be terrorists access to these weapons,
the safer we will be,” said New York police
commissioner Raymond W. Kelly, reminding
lawmakers that “a small team of operatives
using AK-56 assault rifles” had paralyzed
Mumbai, India, for nearly 60 hours and killed
approximately 170 people. Matthew Harwood
writes that the Government Accountability Of-
fice (GAO) found that between 2004 and
February 2010, FBI data showed that 650 in-
dividuals on the terrorist watch list had back-
ground checks conducted on them while
attempting to purchase firearms and explo-
sives. Overwhelmingly, the transactions were
allowed to proceed, testified Eileen R.
Larence (.pdf), the GAOʼs director for home-
land security and justice, because “no pro-
hibiting information was found — such as
felony convictions, illegal immigrant status, or
other disqualifying factors.” The GAO re-
ported that over the six-year period a total of
1,228 background checks were conducted for
purchases attempted by people on the watch
list. Of those purchases, 91 percent were al-
lowed to proceed, while a total of 109 were
denied. The government did not start tracking
the reasons for denials until April 2009. They
have since included “felony conviction, illegal
alien status, under indictment, fugitive from
justice, and mental defective,” said Larence.
The bipartisan witnesses from the New York
City metropolitan area argued Congress must
close this loophole quickly. “When gun dea-
lers run background checks, should FBI
agents have the authority to block sales of
guns and explosives to those on the terror
watch lists — and deemed too dangerous to
fly?” Republican Mayor Bloomberg asked
(.pdf). “I believe strongly that they should.”
Last year, Senator Frank Lautenberg (D-New
Jersey) introduced a bill to do just that. The
bill (S. 1317) would give the U.S. attorney
general the ability to deny a gun transfer or a
gun or explosives license to a person rea-
sonably suspected of terrorism ties. People

denied the right to purchase a firearm could
then challenge the attorney generalʼs deci-
sion. Testifying before the committee, Laut-
enberg said his bill is “not anti-gun—itʼs
anti-terrorist” (pdf.). Representative Peter
King (R-New York), who recently introduced
similar legislation in the House, described the
law as “an issue of common sense” (pdf.)
Harwood notes that not everyone agreed. Se-
nator Lindsay Graham (R-South Carolina) ca-
utioned the law could deny a U.S. citizen on
the terrorist watch list their Second Amend-
ment rights. He also asked the witnesses wh-
ether anyone on the terrorist watch list that
purchased guns had ever been prosecuted
for a terrorist offense. No one knew.
Bloomberg, however, told Graham that it is
reasonable that if someone on the No-Fly List
cannot fly, then that person should not be
able to own a gun. Graham was unmoved,
later stating that there is no constitutional
right to fly but there is a constitutional right to
bear arms. Attorney Aaron Titus, privacy di-
rector for the Liberty Coalition, called Senator
Lautenbergʼs legislation an unconstitutional
violation of due process and lampooned it. “In
short, S. 1317 should be re-named the ʻGun
Owners Are Probably Terrorists Act,ʼ” Titus
said, “because it gives the attorney general
the discretion to deny someone the enumer-
ated constitutional right to bear arms (pdf.),
based on ʻsuspicionʼ and ʻbeliefʼ of terror-
ist inclinations.” Lautenbergʼs legislation is
currently before the Senate Judiciary Com-
mittee.

Chinese variants of the AK-56 // Source: uzitalk.com
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The Federal Aviation Administration is missing
key information on who owns one-third of the
357,000 private and commercial aircraft in the
U.S. – a gap the agency fears could be ex-
ploited by terrorists and drug traffickers. The
records are in such disarray that the FAA says
it is worried that criminals could buy planes
without the governmentʼs knowledge, or use
the registration numbers of other aircraft to
evade new computer systems designed to
track suspicious flights. It has ordered all air-
craft owners to re-register their planes in an
effort to clean up its files. About 119,000 of the
aircraft on the U.S. registry have “question-
able registration” because of missing forms,
invalid addresses, unreported sales or other
paperwork problems, according to the FAA. In
many cases, the FAA cannot say who owns a
plane or even whether it is still flying or has
been junked. Already there have been cases
of drug traffickers using phony U.S. registra-
tion numbers, as well as instances of mistaken
identity in which police raided the wrong plane
because of faulty record-keeping. Next year,
the FAA will begin canceling the registration
certificates of all 357,000 aircraft and require
owners to register anew, a move that is caus-
ing grumbling among airlines, banks and leas-
ing companies. Notices went out to the first
batch of aircraft owners last month. “We have
identified some potential risk areas, but I think
weʼre trying to eliminate as much risk as pos-
sible through the re-registration process,” said
FAA spokeswoman Laura Brown. The FAA
says security isnʼt the only reason it needs an
up-to-date registry. Regulators use it to con-
tact owners about safety problems, states rely
on it to charge sales tax and some airports
employ it to bill for landing fees. Also, rescuers
use the database to track down planes that
are missing. But the FAA has emphasized the
security and law enforcement angle as the
new measure has moved through the rule-
making process over the past two years. The
agency says the paperwork gap is becoming

a bigger
problem as
authorit ies
increasingly
rely on com-
puters to
tighten avia-
tion security in the wake of 9/11 and other ter-
rorist plots. There have already been cases of
criminals using U.S. registration numbers,
also known as N-numbers or tail numbers, to
disguise their airplanes. In 2008, Venezuela
authorities seized a twin-engine plane with the
registration number N395CA on the fuselage
and more than 1,500 pounds of cocaine on
board. Soon afterward, airplane owner Steven
Lathrop of Ellensburg, Wash., received a call
from a reporter. “He sort of started the con-
versation with, `Do you know where your air-
plane is? … Your airplaneʼs in a jungle in
South America,”ʼ Lathrop said. Lathropʼs Piper
Cheyenne II XL was locked safely in its
hangar at the Ellensburg airport. The smug-
glers had apparently chosen his tail number
because the model was similar to their plane.
“Anybody with a roll of duct tape can put any
number they want on an airplane,” Lathrop
said. Federal law requires all U.S. aircraft
owners to register their planes with the FAA
and carry the registration certificate on board.
The registration number — all U.S. registra-
tions start with the letter N – is painted on the
fuselage or tail. The numbers are used on
flight plan forms and by air traffic controllers to
communicate with aircraft in flight. The
amount of missing or invalid paperwork has
been building for decades, the FAA says. Up
to now, owners had to register their planes
only once, at the time of purchase. The FAA
sent out notices every three years asking own-
ers to update their contact information if
needed, but there was no punishment for not
doing so. As of 2008, there were 343,000 air-
planes on the registry. By 2010, the number
had risen to 357,000. The U.S. registry in-

FAAʼs Missing Plane Info Leads to Terror Concerns
Source: http://newyork.cbslocal.com/2010/12/10/faas-missing-plane-info-leads-to-terror-con-
cerns/
From: wcbsmark
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cludes 16,000 aircraft that were sold but never
updated with the names of the new owners,
and more than 14,000 aircraft that have had
their registrations revoked but may still be fly-
ing because the FAA has not canceled their
N-numbers. Other registrations are outdated
because the owners have died or the planes
were totaled in crashes. Some planes are sim-
ply derelicts corroding in barns or junkyards.
As a result, there is a “large pool” of N-num-
bers “that can facilitate drug, terrorist or other
illegal activities,” the FAA warned in a 2007 re-
port. The problem became more acute after
the government launched a new computer
system for tracking flights called the Automatic
Detection and Processing Terminal, or
ADAPT, the FAA says. The system combines
dozens of databases, from a list of stolen air-
craft to the names of diplomats. It flags suspi-
cious flights in red on a map. Unreliable data
in the system has led to cases of mistaken
identity. Pilot Pierre Redmond said his Cirrus
was searched by Customs and Border Pro-
tection agents in fatigues and bulletproof vests
last year in Ramona, Calif. They told him his
tail number had been confused with that of a
wanted plane in Florida. In August, police in
Santa Barbara, Calif., detained flight instruc-
tors John and Martha King at gunpoint after
federal authorities mistook their Cessna for a
plane that was stolen in 2002. The Kings are
famous in aviation because they produce and
star in a popular series of test-preparation
videos for pilots. The error in the Kingsʼ case
was eventually traced to a law-enforcement
database that is cross-referenced with the
FAAʼs registry, not to the registry itself. But
Brown of the FAA called it an example of the
real-world consequences of bad recordkeep-
ing. “Itʼs very, very scary,” Martha King said. “If
this keeps happening to people, somebodyʼs
going to get shot.” To update the FAA registry,

the agency will cancel all aircraft registrations
over the next three years. Owners will have
three months to re-register. In addition, the
FAA will do away with its one-time registration
certificate and adopt one that has to be re-
placed every three years. Those who fail to re-
register will lose their certificate, and the plane
must be grounded. “Weʼre trying to model it
more closely on some of the programs that
are in effect for automobiles,” Brown said.
“With the more regular renewal process, you
will capture bad data much more frequently.”
Airlines, leasing companies, charter operators
and banks agree there is a problem but have
complained about having to repeatedly re-reg-
ister planes. The Air Transport Association of
America, which represents airlines, warned in
2008 that the measure “had the potential to
wreak havoc on the commercial air trans-
portation system.” On Tuesday, ATA
spokesman David Castelveter said airlines
are still gauging the potential effect of the new
rule. Other groups noted that most of the air-
craft with paperwork problems are smaller
planes that pose little terrorist threat. “I donʼt
think weʼre going to see a tremendous security
benefit as a result of this,” said Doug Carr, a
vice president of the National Business Avia-
tion Association. Banks and finance compa-
nies that hold loans used to buy planes will be
among those hardest hit, said David Warner,
general counsel for the National Aircraft Fi-
nance Association. A bankʼs claim to an air-
craft is often tied to the FAA registration, so
lenders are having to hire more staff and buy
computer systems to track hundreds of aircraft
registrations, Warner said. He said the FAA
has exaggerated the danger. “The threat of
people wanting to do us harm is very real, but
the focus on re-registration or stale registra-
tion data on aircraft is not where the risk is
likely to be,” Warner said.

Al Qaedaʼs M&A Strategy
Is franchising a successful way to build a global terror network?
Source: http://www.foreignpolicy.com/articles/2010/12/07/al_qaedas_m_and_a_strategy

On Sept. 11, 2006, al Qaeda celebrated the
fifth anniversary of its marquee terrorist at-
tack by announcing that it had signed up hun-
dreds of new members — an impressive

growth spurt for an organization whose mem-
bership is often estimated by American coun-
terterrorism analysts to be in the low
thousands.
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But al Qaeda hadnʼt so much recruited its
new members as acquired them: They were
from the Salafist Group for Preaching and
Combat (GSPC by its French initials), a jiha-
dist group that for years had almost exclusi-
vely targeted the ruling regime in Algeria. “The
Salafist Group for Preaching and Combat has
joined the Al Qaeda organization,” Ayman al-
Zawahiri, al Qaedaʼs No. 2, crowed. “May this
be a bone in the throat of American and
French crusaders, and their allies, and sow
fear in the hearts of French traitors and sons
of apostates.” A few months later, the GSPC
adopted the moniker “al Qaeda in the Islamic
Maghreb” (AQIM). A minor-league guerrilla
operation had rebranded itself as a franchise
of the biggest name in Islamist terrorism.

AQIM is not alone in going from a local to a
global focus. The popular image of al Qaeda is
of an organization that draws its membership

from disillusioned Muslims who, infuriated by
U.S. support for Israel or intervention in the
Muslim world — and beguiled by the idea of a
universal caliphate — go off to join the fight.
But in fact, much of al Qaedaʼs growth in the
last decade has been the kind of expansion
that any American businessman would reco-
gnize: Theyʼve systematically tried to absorb
regional jihadist start-ups, both venerable and
newly created, and convince them that their
struggle is a component of al Qaedaʼs swee-
ping international agenda — and vice versa.
Zawahiri himself was once head of one such
organization, Egyptian Islamic Jihad (EIJ),
which he led from an exclusive focus on top-
pling the Egyptian regime to an embrace of al
Qaedaʼs anti-American and pan-Islamic
agenda. Al Qaeda branches have since pop-

ped up in Iraq and the Arabian Peninsula, and
the organization is making inroads with groups
in Pakistan, Somalia, and elsewhere.

Consider last yearʼs Christmas Day bom-
bing plot, in which a Nigerian recruit to the
Yemen-based al Qaeda in the Arabian Penin-
sula (AQAP) almost blew up a passenger air-
plane landing in Detroit. Yemen has long
hosted al Qaeda-linked jihadists, but for most
of the last decade they focused on local and
regional targets. In 2009, however, jihadists in
Yemen and Saudi Arabia announced a mer-
ger under the AQAP banner and took on a
more global focus: one that included the De-
troit plot and this Octoberʼs plan to blow up
two cargo planes as they neared U.S. cities.

The attacks emerging from Yemen have
led some U.S. officials to believe al Qaedaʼs
affiliates are more dangerous than the orga-
nizationʼs core, isolated as it is in the Pakistani

hinterlands. Making sense of this net-
work is key to understanding the th-
reat of terrorism today — and how
best to respond to it.

How Do I Sign Up?
Formally joining al Qaeda is a com-

plex process and one that can take
years. It is often difficult to tell when a
true shift has occurred, in part beca-
use al Qaeda does not demand sole
allegiance; it supports local struggles
even as it pursues its own war against
the United States and its allies. So

group members can be half-pregnant: both
part of al Qaedaʼs ranks and loyal fighters in
their local organization. Zawahiri, for instance,
had been part of al Qaeda since its founding
in 1988, but for almost a decade he saw EIJ,
not al Qaeda, as his primary charge. It took
10 years for Zawahiri to fully sign on to
Osama bin Ladenʼs “International Islamic
Front for Jihad on the Jews and Crusaders,”
and three more years for his group to fully in-
tegrate with al Qaeda. For Algeriaʼs GSPC,
the process took at least four years, and the
integration is still incomplete.

During this prolonged courtship, groups
often straddle their old and new identities,
trying to keep up the fight against the local re-
gime while also attacking more global targets.
Often this is a time of infighting, with key lea-
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ders pulling the group in different directions.
Some seek to stay the course and continue to
fight the local regime, while others are attrac-
ted by what al Qaeda has to offer. Somaliaʼs
al-Shabab, for instance, appears to be in such
a phase today. Some parts of the organization
cooperate with al Qaeda, with foreign jihadists
playing leading roles in tactics and operations.
But others within the movement — probably
the majority, in fact — oppose the foreignersʼ
control, with some even publicly condemning
terrorism and even working with international
humanitarian relief efforts. Al-Shabab could
become “al Qaeda of the Horn of Africa,” but
this is not yet a done deal. And if it happens,
it could split the group.

After a merger happens, command rela-
tionships between the affiliate and al Qaedaʼs
central leadership vary. When al Qaeda of the
Arabian Peninsula began attacks on Saudi
Arabia in 2003, they were done at the direc-
tion of al Qaedaʼs central leadership, which
was eager to strike at the kingdom. But gro-
ups like AQIM retain a high degree of inde-
pendence, working with al Qaedaʼs core more
as partners than as proxies. Many AQIM at-
tacks still target the Algerian regime, particu-
larly its security forces — an aim more in
keeping with the groupʼs past priorities than al
Qaedaʼs.

But even these somewhat independent
partners change both their targets and meth-
ods as they move closer to joining al Qaeda.
On the road to becoming AQIM, for instance,
the GSPC expanded its primary focus to in-
clude France as well as the Algerian regime.
When it took on the al Qaeda label, the group
struck U.N. and Israeli targets and went after
Algeriaʼs energy infrastructure, none of which
were a priority in the past. Suicide bombings,
hitherto one of the few horrors the GSPC did
not inflict, grew more frequent, along with
Iraqi-style car bombs. In Pakistan, where al
Qaedaʼs influence has spread since 9/11,
there were two suicide attacks in 2002; by
2009, there were almost 60.

The Rewards of Association
For al Qaedaʼs leaders, the appeal of ga-

thering affiliates is manifold. New franchises
are both confirmation of the wisdom of their
mission — to throw out the Westerners and

establish a true Islamic government through-
out the Muslim world — and a means of ex-
tending its influence. Al Qaeda seeks not only
to change the Islamic world, but also to shift
the orientation of jihad from the local to the
global. Historically, most jihadi resistance mo-
vements have focused on their own territory.
Even Zawahiri, during his EIJ days, once
wrote that “the road to Jerusalem goes thro-
ugh Cairo” — meaning that destroying Israel,
ostensibly the ultimate sacred cause for jiha-
dists, must wait until there is an Islamic go-
vernment at home. If jihadists did have a
foreign focus, it was usually on throwing out
foreign troops: for example, fighting the Rus-
sians in Afghanistan and, later, Chechnya. But
bin Laden has successfully convinced groups
that striking the United States and its allies is
more important to this victory than fighting
more proximate enemies.

Affiliates offer al Qaeda many practical re-
wards: hundreds or even thousands of figh-
ters, donors, smuggling networks, and
sympathetic preachers who offer religious le-
gitimacy. Before the creation of al Qaeda in
Iraq (AQI) in 2004, bin Laden and his coterie
seemed irrelevant to the struggle against the
United States there; it was Abu-Musab al-Zar-
qawi and his supporters in the Monotheism
and Jihad Group who garnered recruits,
money, and publicity. Al Qaeda affiliates also
offer access to immigrant and diaspora com-
munities — a group like Somaliaʼs al-Shabab,
with its connections to the Somali-American
population, would be a prize asset. (Mohamed
Osman Mohamud, the alleged Portland, Ore.
bomb plotter arrested in November, doesnʼt
appear to have any connection to al-Shabab,
but demonstrates the potential that such
groups see in immigrant communities.)

What do al Qaeda franchises get out of the
deal? Most concretely, money — either directly
from al Qaeda or from elsewhere in its network.
After all, jihad isnʼt cheap. Buying explosives,
paying salaries, providing stipends for the fami-
lies of imprisoned fighters, arranging travel, and
handing out bribes to local governments — it all
adds up. (In 1999, EIJ was so broke that Za-
wahiri blasted a cell member for buying a new
fax machine without authorization when the or-
ganizationʼs staff was on half salary.) Al Qaeda
also has web and media specialists who pro-
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duce recruitment and fundraising videos, recrui-
ters who try to identify potential new members at
mosques and other locations, trainers who teach
how to use small arms and make improvised ex-
plosive devices, and other experts in its global
Rolodex, all available to help a new local fran-
chise. For example, Saleh Ali Nabhan, an expe-
rienced al Qaeda commander linked to several
attacks in Africa, reportedly trained al-Shabab
members in Somalia.

An al Qaeda label is also a potential re-
cruiting boon — it may help a group attract
new members who hate the West and the
United States but were not motivated by the
groupʼs past, more local, rhetoric. Less tangi-
bly, the al Qaeda brand also can give credibi-
lity to groups struggling at home. Groups like
al-Shabab often have an inchoate ideology; al
Qaeda offers them a coherent — and, to a
certain audience, appealing — alternative.

A Risky Play
But the post-merger relationship is not all

IEDs and roses. Gaining affiliates may raise al
Qaedaʼs profile and extend its reach, but it also
poses risks for the groupʼs core. The biggest is
the lack of control. Maintaining effective com-
mand from remote parts of Pakistan was al-
ways difficult; the U.S. drone campaign has
made it even harder. Nowhere was this more
apparent than in Iraq. As early as 2005, al
Qaeda core leaders tried to push Iraqi fighters
waging guerrilla war under the banner of al
Qaeda in Iraq not to slaughter Shiite Muslims,
and especially not Sunni civilians, but to no
avail. As the bloodshed rose, al Qaeda funders
and supporters pointed their fingers not only at
AQI leaders, but also at al Qaedaʼs core. This
left the top al Qaeda officials in a bind: Should
they denounce their most popular affiliate for
its excesses, or risk being tarred with its blo-
ody brush? In 2008, years after the merger, Za-
wahiri was still defending the al Qaeda cause
against accusations of brutality and excess.
Sayyid Imam al-Sharif (known better as Dr.
Fadl), a one-time key EIJ ideologue who has
since turned against al Qaeda, excoriated the
group this year for the “unprecedented atroci-
ties committed … against the Iraqi people.”

But joining up with al Qaeda is even more
risky for the affiliates. By taking on new ene-
mies at al Qaedaʼs behest, a group gets —

well, new enemies. When AQIM declared its
intention to take jihad beyond Algeria, the Mo-
roccan government — long hostile to Algiers
— became much more willing to cooperate
with its neighbor, and French counterterrorism
support for states in the region also picked up.
The United States, of course, is the biggest
new enemy. Even short of drone strikes, Wa-
shington can offer its allies intelligence, finan-
cial support, paramilitary capabilities, and
other vital forms of assistance, creating new
headaches for groups that have plenty of
them already.

When groups embrace al Qaedaʼs “far
enemy” logic, they are also embracing strate-
gic absurdity. Terrorist groups that succeed
politically, like Hezbollah and Hamas, are
firmly anchored in local realities and politics,
and their success comes in part because their
ambitions are limited. Not so with al Qaeda.
Al Qaeda may preach that the regimes in Ri-
yadh, Cairo, and Algiers are held in place by
U.S. troops and influence, but the reality is
that these governments have their own ruth-
less security services and means of buying off
rivals that help them ensure their grip on
power even if Washington abandons them.

Because of these risks, the decision to join
al Qaeda often angers more sensible group
members who retain local ambitions. One of
Zawahiriʼs EIJ compatriots declared the
merger a “great illusion,” and in 2001 another
member criticized joining bin Laden as a
“dead end,” fuming, “Enough pouring musk on
barren land!” The dissenting comrade had it
right: EIJʼs cause is dead in Egypt today, and
the decision to go global was the nail in the
coffin.

Itʼs not surprising, then, that not everyone
in the jihadi camp signs up with al Qaeda.
Samir Saleh Abdullah al-Suwailem, a Saudi
fighter known as Khattab and for many years
the most prominent Arab commander in
Chechnya, shared many of al Qaedaʼs goals
but rejected a formal relationship. At the time,
he believed that he was close to defeating the
Russians in Chechnya, and that taking on the
United States or other new foes would be a
distraction. Prominent groups in Egypt, Pale-
stine, and elsewhere also have refused to en-
tertain closer ties to al Qaeda, or have even
rejected the organization publicly.
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Handle with Care
All this suggests that for all the danger al

Qaedaʼs growing network of affiliates poses to
the West, it also offers opportunities for coun-
terterrorism. Atrocities committed by one branch
of al Qaeda can be used to discredit the core,
as has happened with AQI. Ties to foreigners
can alienate many insurgents, who are often
motivated more by nationalism than religion. For
example, AQI suffered when it declared its in-
tention to make Iraq an Islamic state: Many of its
potential Sunni supporters there came to see
AQI as more of a threat to their independence
than the United States. Even Somalis — who
would seem immune to atrocity and bloodletting
after years of conflict — were outraged by the
spate of suicide bombings in recent years, bla-
ming foreigners for it and thus undermining al-
Shababʼs legitimacy in the country.

Nor are all jihadi groups necessarily as
professional as bin Ladenʼs inner circle. The
al Qaeda core represents an unusual set of
leaders and operatives: Most are highly skil-
led, dedicated, well-trained, and meticulous
about operational security. Affiliate members,
however, are frequently less careful — their
organizations often were born amid civil wars,
and accordingly have focused more on main-
taining a continued insurgency rather than fo-
cusing on pulling off a limited number of
high-profile terrorist attacks. Years of fighting
in the mountains of Algeria or the wastes of
Yemen are not good preparation for infiltrating
and attacking targets in the West.

Thatʼs the good news. The bad news is
that counterterrorism success against locally
focused groups can have unforeseen pitfalls.
The United States should, of course, want its
allies in the Muslim world to triumph over ji-
hadists; even governments like Algeriaʼs,
which are hardly close friends, deserve sup-
port. But, as was the case for EIJ and GSPC,
local failure may prompt some group mem-
bers to go global, increasing the risk of anti-
U.S. terrorism. Counterterrorism is not zero
sum, but it would be naive and dangerous to
assume that crushing local opponents wonʼt
encourage some cells to split off and join al
Qaeda.

The most vexing dilemma for U.S. coun-
terterrorism policy, however, concerns groups
that may be moving toward al Qaeda but have

not yet made the leap. Many al Qaeda affilia-
tes always hated the United States and its al-
lies, but their focus was local for many years.
Because the groups had some ties to al
Qaeda, George W. Bushʼs and Barack Oba-
maʼs administrations began to target them
and encourage others to do so. As a result,
the groups became more anti-American, cre-
ating a vicious circle. 

Consider Ethiopiaʼs U.S.-supported 2006 in-
vasion of Somalia, which intended to remove
Islamists from power, and in the process splin-
tered them into smaller groups. Al-Shabab
emerged from one of the more radical frag-
ments and has since become far more power-
ful. Angered by U.S. involvement in the
invasion and the targeting of al Qaeda-linked
individuals in Somalia, the group has become
far more anti-American than its Islamist prede-
cessor ever was. In short, U.S. administrations
are often damned either way. Ignoring the
group allows potential threats to grow worse
and risks an attack from out of the blue. But ta-
king them on may mean driving some deeper
into al Qaedaʼs fold — and making the terrorist
threat all the more dangerous.

There is no one-size-fits-all strategy. U.S.
intelligence and other counterterrorism assets
should continue to focus on the core of al
Qaeda, which — both alone and in combina-
tion with affiliates — remains highly dange-
rous. For some affiliates — AQAP, for
instance — the United States should rely first
and foremost on local allies. In other cases,
simply cultivating better relations with states
at risk — such as Algeria, Mali, Mauritania,
and others threatened by AQIM — is the wi-
sest strategy. In Somalia, the best that can be
hoped for may be simply containing the pro-
blem. In all these cases, however, the United
States should strive to separate the locals
from the al Qaeda core. The organizationʼs
merger strategy is a double-edged sword: Al
Qaeda has gained from its acquisitions, but it
can also be hurt by them.

Daniel Byman is a professor in the Security Stud-
ies Program at Georgetown University and a sen-
ior fellow at the Saban Center at the Brookings
Institution. His forthcoming book is A High Price:
The Triumphs and Failures of Israeli Counterter-
rorism.
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The number of dams designated high risk
under Georgiaʼs Safe Dams Act could more
than double in two counties in the state, but a
backlog in state enforcement because of
budget cuts could drag the reclassification
process out years longer than scheduled. The
number of dams designated high risk under
Georgiaʼs Safe Dams Act could more than

double in Richmond and Columbia counties,
but a backlog in state enforcement because
of budget cuts could drag the reclassification
process out years longer than scheduled. The
1978 law, enacted after a dam failure in Toc-
coa killed thirty-nine people, requires state of-
ficials to inspect annually all Category I
high-risk dams where loss of life could occur
in the event of a failure; and to re-inspect
lesser “Category II” dams at least every five
years in case new development warrants re-
designation to Category I. The Augusta
Chronicle reports that currently, there are six
high-risk dams in Augusta and three in Co-
lumbia County, but at least thirteen additional
Category II dams have been identified for re-
classification studies, said Tom Woosley, the
manager of the Georgia Environmental Pro-
tection Divisionʼs Safe Dams Program. Those
thirteen dams are among about 520
statewide, and the list continues to grow. “The
list is backlogged,” he said. “We can knock out
maybe 30 to 40 a year, but in recent years we
were adding more dams than we could

get studied.” The Safe Dams Program once
had twelve employees but has shrunk to
eight, making it difficult to reinspect all Cate-
gory II dams every five years.

One of the Category I dams identified
decades ago is at Woodbridge subdivision in
Evans (photo), where  homeowners are under
a state mandate requiring improvements that

could cost up to $250,000. The 33-
acre lake, built in 1973, was modified
after the Safe Dams Act was adopted.
“There was a lot of work done to bring
it up to the standards back then, but
those standards changed over time,
and now we are being forced to bring
it up to newer standards,” said Joe
Wheeler, the vice president of the
Woodbridge homeowners association,
which has spent $30,000 on engi-
neering work and is awaiting state ap-
proval for construction plans. Although
a Category I designation is labeled
high risk, it does not mean a dam is

poorly built or improperly maintained, he said.
Rather, it means the structure is held to stan-

dards designed to prevent the dam from get-
ting into a condition where it could fail.
“Theyʼve never come out and said our dam is
in danger of breaching or anything like that,”
he said. “But all the things they are requiring
are safeguards against that.” Although own-
ers of Category I dams are working to comply
with state rules and finance needed improve-

Thirteen Georgia dams could be reclassified as high risk
Source: http://homelandsecuritynewswire.com/thirteen-georgia-dams-could-be-reclassified-
high-risk
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ments, the delay in re-evaluating other dams
could help their owners escape such scrutiny
for years, Wheeler said. “Weʼre being held to

overly onerous requirements, while others go
by without even falling into their area of re-
sponsibility.”

The newspaper notes that one of the Cate-
gory II dams awaiting reclassification studies
is on a much larger lake just three miles away,
at Windmill Plantation subdivision. The damʼs
Category II status, which exempts it from
stricter rules, was adopted years ago, before
development crept into the then-vacant land

just across William Few Parkway from the base
of the earthen structure. Today, several homes
are in that zone — in addition to the Greenbrier

preschool and day care
center, which — accord-
ing to its Web site —
opened in late 2005 and
tends to about 200 chil-
dren. Woosley would not
identify all 13 local dams
awaiting possible reclas-
sification but acknowl-
edged Windmill as one
of them because of the
development in its
downstream path. “That
one is a Category II at
least for today,” he said.
“People are building
things all the time, so itʼs
very common to find
new hazards below an

older dam.” Although state officials are back-
logged on inspections, local authorities also
keep watch over dams and flood-prone areas,
said Pam Tucker, Columbia Countyʼs emer-
gency operations director.

“With all the state budget cuts, theyʼre ha-
ving a harder time than they used to have,
and theyʼve always been understaffed,” she
said. “The program doesnʼt really get the at-
tention it should.”

Media Attention to Terrorist Attacks: Causes and Conse-
quences
Source: Institute for Homeland Security Solutions – Dec 2010

Political movements that engage in terrorism
typically have too few material resources—
personnel, funds, or territory under their con-
trol—to achieve their goals through legitimate
political action or large-scale organized vio-
lence (Fromkin, 1975). Terrorist attacks are
part of an indirect strategy for achieving their
political objectives by influencing an audience
(Crenshaw, 1981). These terrorist groups dif-
fer in the audiences that they seek to in-
fluence and in the messages they seek to
communicate to their chosen audiences
(Kydd & Walter, 2006). Some use terrorism

to convince opponents to concede to their de-
mands. Other terrorist groups seek to pro-
voke authorities into engaging in
indiscriminate repression, which will under-
mine support for the government and justify
the use of terrorist violence. Some use vio-
lence to demonstrate to current and potential
supporters a capacity to deliver powerful
blows against their opponents. Media atten-
tion is an important vehicle by which terrorists
communicate with their audiences, and thus
a central goal of many terrorist groups is to
influence the scale and tone of media atten-
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tion to their attacks (Hoffman, 2006; Jenkins,
1975; Nacos, 2002). 

However, terrorist attacks vary widely in
the amount of media attention they receive.
Most terrorist attacks receive no attention
from major media outlets. Others, such as
those in New York and Washington, DC, in
2001, London in 2005, and Mumbai in 2008,
received heavy coverage (Kern, Just, & Nor-
ris, 2003, p. 40). This research brief summa-
rizes the current understanding of factors
influencing the decisions of media outlets to
devote attention to terrorist attack and di-
scusses how such coverage influences po-
tential sympathizers and supporters. 

Understanding media attention to terrorism
can inform homeland security policy in at least
four ways.

First, the fact that most terrorist attacks re-
ceive no or little media attention suggests that
terrorist groups vary substantially in their abil-
ity to design attacks to garner media attention.
It is not easy for terrorists to manipulate the
media coverage they receive. Knowledge of
why some terrorist attacks succeed and oth-
ers fail to attract media attention could provide
important insights into the political goals,
media savvy, and organizational capacity of
the perpetrators. 

Second, a better understanding of the mo-
tivations of and constraints facing media out-
lets could inform the design of media relations
and public diplomacy strategies of agencies
responsible for counterterrorism. As discus-
sed in greater detail below, some argue that
media outlets have incentives to provide
overly extensive coverage of terrorist attacks.
This coverage can provide terrorists with a ve-
hicle for conveying their political messages to
mass audiences, and it can also distract from
public understanding of the difficulty of pre-
venting terrorist attacks and the steps that the
authorities take to achieve this objective. Re-
search in this area has begun to explore, in a
systematic manner, the conditions under
which the media are more or less likely to de-
vote considerable coverage to terrorist attacks

rather than other topics or other aspects of co-
unterterrorism. 

Third, the structure and competitiveness
of the news industry appear to influence
media attention to terrorism. As the media en-
vironment becomes more decentralized and
competitive, news outlets may try to maintain
market share by devoting more attention to
terrorist attacks that employ novel tactics or
that are particularly violent. Such a develop-
ment could pose new challenges for the
media relations of homeland security agen-
cies by giving the public a distorted picture of
the threat from terrorism and reducing the abi-
lity of the authorities to explain their policies

and to put the problem of terrorism in an ap-
propriate context. 

Fourth, existing research is beginning to
explore how the tone with which the media
covers terrorism influences the attitudes and
behaviors of mass publics, including voters,
as well as potential sympathizers with terror-
ist movements. There is considerable evi-
dence that coverage of terrorism increases
fear and anxiety and that these emotional ch-
anges influence the preference of some mem-
bers of the public for counterterrorism policies
that rely on force. This may make it more dif-
ficult for authorities to respond to terrorist at-
tacks with other types of policies, even if these
policies might produce superior results. It is
sometimes claimed that terrorists are effective
in manipulating media coverage to convey
their message to a mass audience and to gain
sympathizers and supporters (e.g., Hoffman,
2006). However, systematic research in this
area is in its infancy, making it difficult to draw
definitive conclusions about how terroristsʼ
narratives influence their level of public sup-
port. 

There are notable limitations in existing re-
search on media attention to terrorism. Most
studies have focused on elite Western media
outlets. Much less is known about the atten-
tion to terrorism from more popular media
outlets, which have very large audiences.
Also, little is known about how terrorism is co-
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vered by the press in non-Western countries.
Such countries experience a considerable
amount of terrorism, and some are of parti-
cular concern to U.S. foreign policy. Many
plausible explanations of media attention
have not yet been systematically explored.
There is a particular need to better under-
stand how media attention influences the at-

titudes and behaviors of individuals, other ter-
rorist groups, and government authorities. At
the same time, technological developments
such as easy access to media outlets thro-
ugh the Internet and advanced tools for so-
phisticated automated analysis of media
content promise to open up new areas for in-
vestigation in the future.

IATA unveils plan for airport security tunnels
Source: http://homelandsecuritynewswire.com/iata-unveils-plan-airport-security-tunnels

The International Air Transport Association
unveiled a plan to replace lengthy and some-
times intrusive passenger security checks at
airports with a new system aimed at finding
«bad people, not bad objects»; under the pro-
ject, an early version of which could be in
place within 2-3 years if governments coope-
rate, travelers would be directed down one of
three security tunnels depending on profiles

based on biometric data and flight booking
data; the IATA plan would eliminate the need
for nearly all intrusive screening as well as ro-
utine scanning and searches of carry-on lug-

gage; IATA says the system would not be
based on racial or ethnic profiling

The airline industry body IATA unveiled a
plan on Tuesday to replace lengthy and
sometimes intrusive passenger security
checks at airports with a new system aimed
at finding “bad people, not bad objects.”

Under the project, an early version of
which could be in place within 2-3 years if go-

vernments cooperate, travelers would be di-
rected down one of three security tunnels
depending on profiles based on biometric
data and flight booking data. “The current sy-

A solution for intrusive searches // Source: silent-gardens.com
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stem of putting everyone through the same
procedure — taking off shoes, pulling out la-
ptops — is an incredible mess. It is causing
longer and longer delays,” said IATA director-
general Giovanni Bisignani. “With todayʼs ter-
ror threats, we need to be able to find bad
people, not bad objects. We can only do that
by assessing passengers for risk with appro-
priate security checks to follow,” he told jour-
nalists at the bodyʼs Geneva headquarters. Air
Transport World reports that Bisignani was
speaking at a media briefing held every year
by IATA, the 230-member International Air
Transport Association, at which he announced
the industry would return to profit this year and
next at higher levels than expected. Airport
security has mushroomed since the 9/11 at-
tacks on U.S. targets by al Qaeda militants
using hijacked passenger planes and subse-
quent attempts by suicide bombers to deto-
nate inflight explosives, including a failed
attempt by a Nigerian man on a U.S.-bound
plane last Christmas Day. Anger at stepped-
up airport security procedures — including
full-body scanners and “pat-down” manual
body searches, widespread in the United
States — has spilt over recently with traveler
revolts against the systems. The procedures
have also caused diplomatic incidents, as
when the Indian ambassador in Washington
was subjected earlier this month to an airport
pat-down in Mississippi and her govern-
ment complained. The IATA plan — which
Bisignani said had been in the works for some

time before the U.S. passenger revolts —
would eliminate the need for nearly all such
screening as well as routine scanning and
searches of carry-on luggage. After checking
in heavy bags and passing passport controls,
travelers would identify themselves at secu-
rity with a fingerprint, biometric passport or
mobile phone boarding pass, and be checked
electronically against their stored profile. They
would then be automatically assigned to one
of the tunnels — one for registered “known
travelers” where checks would be light, one
where checks would be at “normal security”
level, and the third an “enhanced
security” lane. In the first two tunnels, most
passengers would walk with hand luggage
past sophisticated electronic detector devices
and into the departure lounge if nothing un-
usual is registered. Bisignani said the profile
would be based on details travelers provide
when buying their ticket, including whether
they had paid by cash or credit card, and
would be checked by national security or in-
telligence services. IATA global security di-
rector Ken Dunlap said, however, that the
system would not be based on racial or ethnic
profiling. “We are completely opposed to
checking people by the color of their skin or
by their nationality,” he added. Dunlap said
IATA was discussing the plan with govern-
ments, which would have to finance it. If an in-
termediate version were in place by 2014 in
key airports, a full one could be working wi-
thin seven to ten years.

Underground security tech to revolutionize border security
Source: http://homelandsecuritynewswire.com/underground-security-tech-revolutionize-bor-
der-security

The University of Arizona College of Engi-
neering is testing an invisible border monitor-
ing system that could revolutionize the way
the U.S. conducts homeland security; the bor-
der-monitoring system, known as Helios, con-
sists of laser pulses transmitted through

fiber-optic cables
buried in the ground
that respond to
movements on the
surface above; a de-
tector at one or both

ends of the cable analyzes these responses;
Helios is sensitive enough to detect a dog and
can discriminate between people, horses, and
trucks.

A unique underground surveillance system
tested by University of Arizona researchers
could be used to watch the entire U.S.-Mexico
border continuously. The border-monitoring
system, known as Helios, consists of laser
pulses transmitted through fiber-optic cables
buried in the ground that respond to move-
ments on the surface above. A detector at one
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or both ends of the cable analyzes these re-
sponses. Helios is sensitive enough to detect
a dog and can discriminate between people,
horses, and trucks. The system can be set to
avoid being triggered by small animals and
can also tell if people are running or walking,
or digging, and in which direction. Zonge, a
geophysical engineering company based in
Tucson, Arizona, recently installed a Helios
test system in the desert near Tucson. The
University of Arizonaʼs Lowell Institute for Min-
eral Resources is leading the project to eval-
uate Helios as a tool for border surveillance,
assisted by the UA National Center for Border
Security and Immigration. This is not new
technology. Such systems are known as
smart sensors and are already used to moni-
tor large engineering works such as dams,
pipelines, bridges and highways for cracks or
seismic damage and other unseen strain
forces at work deep within structures. The He-
lios system consists of fiber-optic cables,
lasers and detectors and is more accurately
described as a “distributed acoustic sensor.” It
relies on the physics phenomenon of “optical
backscattering” for its operation and is made
by the British company Fotech Solutions. “Itʼs
all a matter of scale,” said Scott Urquhart,
Zonge president and senior geophysicist, talk-
ing about the shift from detecting seismic
events to measuring tiny subsurface vibra-
tions caused by desert wildlife, both two-
and four-legged. “When very small vibrations
hit the fiber-optic cables, the cables are
slightly distorted,” Urquhart said. “This distor-
tion creates a unique signature change in the
laser pulses, which can be detected by the
Helios unit.” Urquhart said the Zonge team
buried several types of cable at the desert test
location. “Each had different properties in
terms of flexibility or type of shielding,” he
said. “The advantage of a Kevlar cable, of
course, versus a steel cable, is that the Kevlar
cable cannot be found with a metal detector.”
Nor does digging up the cable and cutting it
clean through stop the system working, pro-
vided a Helios unit is connected to both ends
of the cable, Urquhart said. “We can detect
people digging up the cable, and even if th-
eycut it the signal doesnʼt stop flowing from
the cut back to the Helios unit,” he said. The
resolution of the cable can be set to one-

meter inter-
vals, which
means that
the  location
of a cut
cable, or people, or vehicles, can be pin-
pointed instantly to within one meter along a
section of cable up to fifty kilometers long.
Moe Momayez, associate professor of mining
and geological engineering at the UA Lowell
Institute for Mineral Resources, is co-author
of a report detailing the recent Helios tests.
“We can install cables up to 50 kilometers in
length with only one Helios detector,” he said.
“Because the 50-nanosecond laser pulses
travel at the speed of light, we can detect any
event virtually instantaneously and deploy the
appropriate resources to that location.” These
50-kilometer cable lengths, each with a Helios
detector, can be strung together indefinitely to
cover vast distances. For example, the border
between the United States and Mexico is
1,969 miles, or 3,169 kilometers. Although the
extreme topography of some border areas
would make cable deployment difficult, divid-
ing the border length into 50-kilometer seg-
ments equates to approximately sixty-four
cable sections and detector units. It is envis-
aged that Helios might be integrated into a
larger system that includes mobile surveil-
lance vehicles, such as those currently used
by border patrol agents. For this and many
other reasons it is too soon to name the cost
of monitoring the U.S.-Mexico border, but all
on the project agree it would be significantly
lower than the ineffective barriers deployed to
date, such as steel fences, disconnected grids
of sensors, or hi-tech virtual fences. Mo-
mayezʼs report co-author is Kevin Moffitt, a re-
search scientist at the UA National Center for
Border Security and Immigration. They con-
clude in the report that “with sufficient training,
an observer could reasonably differentiate be-
tween events triggered by a group of people,
cattle, horses, digging tunnels, cars or even
ʻstealthyʼ border crossers.” Fotech is already
working on automating Helios operation.
Once a database of signals has been built up
over an extended period of time, advanced
pattern-recognition software could be em-
ployed to automatically identify events detec-
ted by the Helios system. The system would
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generate an alert if the software determined
that a border crosser was being detected.
Zonge and Fotech have signed a two-year
agreement to develop a border security appli-
cation. The next step, according to the report,
is a limited deployment along a stretch of bor-
der with a known high volume of border-cros-
sing traffic. Zonge is seeking funding for this
extended field trial, results from which would
most likely be released at the discretion of the
funding agency. Zonge is considering working
with a technical partner that could provide
large-scale analysis and storage of the vol-

umes of data that the test system will gather.
Representatives from a major defense con-
tractor were present at the tests, as was an
observer from the office of Rep. Gabrielle Gif-
fords. Because Helios can detect if people are
digging in or moving through underground
tunnels, the system has great potential for
perimeter security — prisons, for example –
and mine safety. If such a system were instal-
led in a network of mine shafts and tunnels, a
trapped miner could just tap on the rock wall
and the system could pinpoint his location to
within a couple of feet.

Organized Crime vs. Terrorism
Source: http://www.stratfor.com/theme/video_dispatch

Analyst Reva Bhalla uses the Mexican drug
cartel war to examine the differences between
an organized criminal group and a terrorist or-
ganization. Mexican lawmakers recently
passed legislation defining punishment for
acts of terrorism. The most interesting aspect
of this law is what was encompassed in that
definition of terrorism, which could apply to
cartel-related activities. This could be an
emerging tactic by the Mexican government
to politically characterize cartel-related activi-
ties as terrorism and use that as a way to un-
dermine popular support for organized
criminal activity in Mexico. There are some
very clear distinctions between organized
crime and terrorism. Organized criminal gro-
ups can engage in terrorist tactics. Terrorist
groups can engage in organized criminal ac-
tivity. These two sub state actors have very
different aims, and these aims can place very
different constraints on each. 

An organized crime group cannot exist with-
out an extensive peripheral network. In that pe-
ripheral network that will involve the bankers,
politicians and police; basically the portals into
the illicit world that protects the core of the or-
ganized crime group, which revolves around
business activity. In this case being drug traffic-
king that the Mexican cartels are engaged in.
With such a network territorial possessions
come into play, and again, popular support is
needed. That doesnʼt necessarily mean popu-
lation condones the violence committed by the
cartels but it does mean that the cartels can ef-

fectively intimidate the population to tolerate ac-
tivity and allow business to go up on as usual. 

By contrast a terrorist group does not need
to rely on as extensive network. By definition
terrorism is primarily driven by political aims.
The financial aspect of their activities is a
means to an end, so this place is very diffe-
rent constraints on the terrorist group and al-
lows the terrorist group to engage in much
bolder, riskier and violent acts then an orga-
nized crime group would. Whatʼs important
about a terrorist act is that itʼs used to draw
attention to their political objectives. Essen-
tially terrorism is theater. 

An interesting dynamic that we havenʼt
seen quite play out yet in Mexico is when an
organized crime group starts to adopt terrorist
tactics. We have seen examples of where
some cartels have engaged in beheadings
and IED usage but not to a degree yet where
thereʼs been a big public backlash. In fact, in
Mexico weʼve seen the population and major
business groups come out against the go-
vernment calling on the government to stop
the offensive against the cartels and to allow
business to go on as usual. 

We have seen international examples of
where this line has been crossed. For exam-
ple, in 1992 the Sicilian Mafia La Cosa Nostra
crossed a big line when they launched a mas-
sive car bombing against an important official.
That unleashed a huge wave of public bac-
klash. We also saw this in Colombia with
Pablo Escobar and the huge IED campaign
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that swept across Colombia and that even-
tually turned people against the cartel domi-
nance and resulted in intelligence sharing that
led to the downfall of some of those key car-
tels. What we may be seeing here is a more
subtle tactic by the Mexican government to
deal with the cartels. 

Despite the very important distinctions bet-
ween organized crime groups and terrorist

groups, the branding of an organized crime
group like the Mexican cartels as terrorists
could be a way to undermine the public tole-
rance for a lot of their activity in the country.
Again, we have not seen this line crossed in
Mexico and I donʼt think weʼre quite there yet
but it will be interesting to see how the Mexi-
can government attempts to re-brand the car-
tel war.

Two Faces of High-Seas Crime
Source: http://www.usni.org/magazines/proceedings/2010-07/two-faces-high-seas-crime

Maritime piracy and maritime terrorism must be
tackled with a unified effort. Piracy off Somalia
and the Horn of Africa is again the focus of at-
tention due to a steep increase in the frequency
of attacks that ave grown more violent and ag-
gressive. These attacks have shifted to the high
seas, even beyond the established naval patrol
corridor in the Gulf of Aden. In 2009, piracy in
this region has gone up by 126 percent.1 This
increase has occurred despite a host of meas-
ures, including the passage of four resolutions
by the United Nations in 2008, the deployment
of multinational naval forces by more than a
dozen countries, improvements in reporting sys-
tems of merchantmen, and establishing of a
safety corridor for transit of merchant ships. And
in a trouble spot such as Somalia, where terror-
ism and piracy flourish concomitantly, the sym-
biosis between the two is cause for concern.
The world today faces a dual threat of global ter-
rorism and maritime piracy, and yet, surprisin-
gly, these are still being dealt with as separate
and distinct problems. A 9/11-style attack at sea
cannot be ruled out if terrorism and piracy are
not addressed together in this region. Piracy not
only poses a threat to global commerce and
human safety at sea, but also encourages the
use of sea routes for the spread of terrorism. Be-
cause piracy can be used as a complementary
form of terrorism, the international community
needs to attack both issues in a unified effort at
their roots in Somalia and extend the global war
on terrorism to this region.

Piracy, Terrorism: Same Coin, Different
Sides? 

Terrorism at sea needs to be accepted and
addressed as a problem intertwined with

piracy. Contrary to the belief that pirates op-
erate with the sole objective of financial gain,
many of todayʼs pirates, like terrorists, have
an ideological mindset and a broad political
agenda. Meanwhile, many terrorist organiza-
tions have sought to develop maritime capa-
bilities so they can exploit the sea to further
spread terrorism. Terrorist groups known to
operate at sea using piratesʼ techniques are:
• the Liberation Tigers of Tamil Eelam-Sri

Lankan separatists also known as the
Tamil Tigers

• the Palestine Liberation Organization
• the Free Aceh movement-Sumatran se-

paratists
• the Moro Islamic Liberation Front, Moro

Liberation Front-related Filipino militant
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Islamic groups
• Jemaah Islamiyah-Southeast Asian mili-

tant Islamic group
• al Qaeda
• Hezbollah.

Similarities exist between piracy and terro-
rism, namely their methods of deployment
and targeting, with both groups threatening
life and economic activities at sea or in ports.
According to Stephanie Hanson, who writes
on African issues for the Council on Foreign
Relations, there are two key areas in which pi-
racy and terrorism overlap. The first is legal,
wherein both groups, being non-state actors,
divorce themselves from their nation-states
and form extraterritorial enclaves. They con-
duct acts of homicide and destruction against
civilians for private ends. The second area of
overlap is financial, with pirates known to fund
Islamic terrorist organizations in Somalia and
Indonesia. Obviously, there are differences as
well. In their purest forms, piracy and terro-
rism have divergent motives and (because
their motives differ) each pursuit has a diffe-
rent attitude toward publicity. Piracy is mostly
undertaken for financial reasons, terrorism for
political or religious reasons; whereas pirates
prefer to avoid publicity and use violence as a
last resort, maritime terrorists typically aim for
maximum publicity and violence. But the
world they mutually inhabit fosters a blurring
of the lines. The sources of piracy and terro-
rism are getting more entangled. Especially
within Somalia, links exist between pirates
and terrorist groups; in addition to being a bu-
stling piratesʼ nest, Somalia is one of the three
main theaters for al Qaedaʼs mujahideen,
along with Iraq and Afghanistan, according to
al Qaeda leader Ayman al-Zawahiri.7 Mo-
dern-day pirate waters—the Gulf of Aden, the
Arabian Sea, the Indian Ocean, and the South
China Sea—have become lucrative realms for
exploitation by terrorist organizations as well.
Using pirate tactics, they seek to extend their
jihad to sea. Todayʼs pirates are trained fight-
ers, violent and aggressive, taking to the high
seas in mother ships and speedboats. Their
use of satellite phones, GPS, AK-47s, anti-
tank missiles, and rocket-propelled grenades
hints at shared training with terrorists. With
bank accounts frozen as part of the anti-ter-
ror crackdown, major terrorist groups are feel-

ing the financial crunch and learning to rely on
alternate funding sources: Theyʼre either en-
gaging in acts of piracy themselves or out-
sourcing hijacking jobs to pirates. In addition
to fund-raising, the roguesʼ alliance extends
to gun-running as well. The Somalian Islamist
insurgency group al Shabaab is now working
with pirates and local warlords to smuggle
arms and ammunition. In the face of massive
international efforts arrayed against them, pi-
rates and terrorists have joined hands.

With 80 percent of the worldʼs trade cargo
and 60 percent of the worldʼs oil and gas tra-
versing the oceanic highways, it is little won-
der that terrorists regard the sea as «the next
strategic step towards ruling the world . . . a
strategic point to expel the enemy from the
most important pillars of its battle.» Al Qaeda
has undergone maritime-terrorism training
with Sri Lankaʼs Tamil Tigers, and al Qaeda
strategist Al-Suri writes about carrying out at-
tacks in the Straits of Hormuz and at Bar el-
Mandeb by scuttling ships at choke points. In
addition, al Qaeda has been closely monitor-
ing the success of the Somali pirates and
showing appreciation of the piratesʼ achieve-
ments on al Qaeda Web sites.

Somali Terror Triangle
Somalia is the unfortunate center of a «ter-

ror triangle,» a three-part recipe consisting of
a failed state, piracy, and terrorism. As a failed
and ungoverned state since 1991, Somalia
poses a threat to international security with a
host of associated problems. Lawlessness in
Somalia has affected the entire region and
created problems such as arms flow and
other black markets, an environmental threat
with toxic waste dumping along the coastline,
illegal immigrants, illegal fishing, and, of co-
urse, piracy. Piracy off the Horn of Africa ac-
counts for 48 percent of the total number of
attacks reported in 2009. Somaliaʼs terrorist
element, meanwhile, includes such radical
movements as the Union of Islamic Courts, al
Ittihad al Islamiyya, and al Shabaab, which
share parallel jihadist ideologies, have links
with al Qaeda, and are known to provide as-
sistance to transnational Islamic terrorists.
Having lost reliable bases elsewhere due to
the global war on terror, al Qaeda has used
Somalia not only as a transit or entry port for



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 359

a safe haven, but also as a base from which
to spread terrorism. The implications for inter-
national security are serious, particularly in
the maritime context. Somalia offers an ideal
opportunity for al Qaeda and related terrorist
groups to pool resources with pirates. As
these existing links become stronger, al
Qaeda, using piratesʼ expertise and training,
could increasingly extend terrorism to the sea,
generate money, and strengthen into a pirate-
warlord confederacy. Somalia-based extre-
mists coordinating their schemes with
Somalia-based pirates pose the greatest ma-
ritime terror challenge in the near future.

An Emerging, Unified Definition
While the debate about the relative simila-

rities and differences between piracy and ter-
rorism is ongoing, a comprehensive definition
is needed for the areas in which they indeed
do overlap-in short, a definition of maritime
terrorism: Any act of piracy or terrorism un-
dertaken in territorial waters or high seas for
personal, financial or political motive against
military or civilian targets by non-state actors.
It also includes acts of piracy conducted with
the motive of passing the monetary benefits
to support terrorist organizations. Operating
within a maritime-terrorism context would im-
prove both counter-terrorism and counter-
piracy actions by preventing any breach of
sovereignty, ensuring concerted efforts, and
providing more clear-cut legal parameters.
The implications of resolving maritime terror-
ism and piracy off the coast of Somalia and
throughout the world involves a multi-direc-
tional approach that begins with addressing
the problems on land. Such an approach en-
tails monitoring and surveillance of Somalia
as part of the global war on terrorism, with
emphasis on beaches, ports, and cross-bor-
der smuggling points. It may even require
landing an international-coalition military force
ashore in those regions that foster piracy. Pa-
rallel initiatives already being undertaken by

international naval forces need to continue
along with these land efforts to eradicate pi-
racy. The aim must be to ensure that the
piracy-terrorism link is not strengthened, and
that it does not become a platform for terror-
ists in the immediate future. Post-9/11, the in-
ternational community has been faced with
many new challenges, prominent among
them being failed states, terrorism, and piracy.
Though the efforts are on to curb these pro-
blems, they have not been synchronized. It
should be understood that piracy and terro-
rism are no longer two different problems and
need to be addressed together by accepting
this merger and legally defining it as maritime
terrorism. So far, despite increased efforts, the
international community has not been suc-
cessful in controlling or eradicating either me-
nace. Left unchecked, pirates and terrorists
increasingly will pool their resources and ter-
ror groups will hire local pirates for financial
gain and to buttress their jihadʼs maritime el-
ement. Whatever the motivation for this
merger-ideology, poverty, criminality, or all of
the above-the nexus of piracy and terrorism
will be dangerous for both the world economy
and security. When addressing the alarming
rise in piracy off Somalia, we must not over-
look the emerging alliance between piracy
and terrorism. To win the battles against pi-
racy and terrorism, they need to be perceived
as one battle; they need to be resolved with a
unified effort, extending the global war on ter-
rorism to include a war on maritime terrorism,
with Somalia as its focal point, to prevent ano-
ther 9/11-this time at sea.

Lieutenant Commander Chaturvedi recently grad-
uated from the Marine Corps Universityʼs Expedi-
tionary Warfare School in Quantico, Virginia. A
surface warfare officer specializing in missiles and
gunnery, he has held various gunnery-officer posts
on Indian Navy guided-missile destroyers and mis-
sile corvettes, and has commanded a torpedo-fi-
ring and recovery vessel.
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The Pew Forum on Religion and Public Life
estimates that there are 2,869,000 Muslims
in Britain, an increase of 74 per cent on its
previous figure of 1,647,000, which was
based on the 2001 census. No demographic
statistics are reliable in an era of open bor-
ders, but such an expansion is unprece-
dented. The figure of 2.87 million was
first published by Pew in a little-noticed press
release last September, announcing a report
on Muslim Networks and Movements in
Western Europe. The Pew Centre, based in
Washington DC, is one of the most respec-
ted demographic research bodies in the

world; its methodology is scrupulous and its
approach non-partisan. The new total for Bri-
tish Muslims means that, so far as this coun-
try as concerned, Pewʼs major 2009 report
Mapping the Global Muslim Population is al-
ready spectacularly out of date. Hereʼs a map
showing the updated distribution of the Mus-
lim population in Europe:

The material about global Islam in the 2010
report is fascinating, but itʼs the revision of Bri-
tish figures that took me by surprise. Why was
it not more widely reported in the autumn?
And what are the implications for society? For
an analysis that puts the statistics in context,

let me recommend this article
from the British Religion In Num-
bers website, which makes the
point that the 2001 figure was
probably an underestimate.

Pewʼs UK figure for 2010 is
2,869,000, which is equivalent to
4.6% of the population. In ab-
solute terms, the UK has the third
largest Muslim community on the
continent, after Germany
(4,119,000) and France
(3,574,000). In percentage
terms, the UK is in ninth position,
after Belgium (6.0%), France,
Austria and Switzerland (5.7%),
The Netherlands (5.5%), Ger-
many (5.0%), Sweden (4.9%)
and Greece (4.7%). UK Muslims
account for 16.8% of all Muslims
in Western Europe. There have
been other indications of a dra-
matic increase in the numbers of
British Muslims: the UK Labour
Force Survey recorded a rise
from 1,870,000 in 2004 to
2,422,000 in 2008. So Pewʼs fin-
dings arenʼt unsupported by in-
dependent data. Common sense

The Muslim population has grown from 1.65 million to 2.87
million since 2001
What does this mean for liberal Britain? 
Source:http://blogs.telegraph.co.uk/news/damianthompson/100069830/the-muslim-popula-
tion-has-grown-from-1-65-million-to-2-87-million-since-2001-say-researchers-what-does-this-
mean-for-liberal-britain/
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suggests explanations for the increase: a high
Muslim birth rate and large-scale immigration.
But Iʼm not sure that common sense tells us
what this demographic earthquake means in
practice for British public life.

Setting aside for the moment the topics of
Muslim ghettos and jihadist Islam, letʼs ask
another question. How will the rapid growth of
a conservative religion affect British social at-
titudes towards womenʼs rights, marriage, di-
vorce, homosexuality and abortion? Liberal

commentators are busy making fools of th-
emselves in the Guardian and on Twitter ac-
cusing the mild-mannered Coalition of
behaving like Nazis for trimming state spen-
ding. But I suspect that nothing politicians do
will, in chattering terminology, “set back” so-
cial attitudes as drastically as the
growth among young people of a faith that,
even in its moderate incarnations, is resolu-
tely non-liberal on many moral issues. What
do you think?

Terrorism and the Maritime Transportation System 
Anthony M. Davis
Source:http://www.homelandsecuritygroup.info/index.php?option=com_content&view=sec-
tion&layout=blog&id=7&Itemid=15

Each day there seems to be new reports of
piracy near the coast of Somalia. The pirates
have learned over time that a hostile takeover
of an unwitting crew and cargo is big business.
With each successful attack, they get their
prize – ransom. In the past, smaller cargo and
fishing vessels transiting isolated shipping
lanes along the coast were easy targets by pi-
rates concealed by a variety of unprotected in-
lets. Criminal organizations behind piracy
attacks continued filling their coffers with ran-
som payments. As commercial shippers sou-
ght safer passage, they began transiting further
from the dangerous waters known for attacks.
The pirates looking for their prey now began
traveling further out to sea for the hunt. By
doing so, they found bigger, more lucrative
vessels…and unprotected targets of opportu-
nity. The International Maritime Bureau reports
a, “dramatic increase in attacks of piracy for the
first nine months of 2008.” The heightened
number of piracy incidents is attributed to in-
stability in the region, particularly the hazar-
dous waters of the Gulf of Aden and the East
coast of Somalia. The region faces continual
political disorder with no indicator that anyone
in power will challenge organized crime groups
attacking vessels in the region. Incidents of pi-
racy off the coast of Somalia are directly pro-
portional to the political environment.

Some History
During the summer of 2006, the Union of Is-

lamic Courts (UIC) came to power in Somalia.

Immediately afterward, the UIC announced
they would punish those engaged in piracy ac-
cording to Sharia law. For a time the incidents
ceased, until pirates struck the United Arab
Emirates cargo ship, MV Veesham I. A small
boat with six pirates boarded and took control
of the cargo ship shortly after leaving port. Ini-
tially the pirates demanded a $1 million ran-
som; negotiations lowered the amount to
$150,000. The UIC in response, set to sea in
small boats, recaptured the vessel and rescued
the crew after a gun battle with the pirates.

The UIC withstood the challenge to their
authority. Unfortunately, the success was
short-lived. One month later, Ethiopian forces
entered Somalia gaining political control of the
country. They pushed the UIC out of power.
With the UIC gone, the organized gangs of pi-
rates no longer feared governmental retribu-
tion for their offshore attacks. Offshore piracy
assaults continued again.

Rules of Engagement
Recently, I was asked a variety of que-

stions related to the “Rules of Engagement”
for the protection of cargo vessels transiting
piracy-prone areas. Discussions with a variety
of law enforcement and security professionals
indicated they had the same questions. Given
that, hereʼs an attempt to clarify the options
available for commercial shippers transiting
the area. The answers below apply to U.S.
mariners sailing under a Merchant Marinersʼ
Document (MMD) or USCG License.
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Question: It seems that pirates have no
difficulty these days jumping onto a cargo
ship; can the crew shoot back at them? 

Generally, thatʼs a bad idea. If the crew
were to engage in an at-sea firefight, the pi-
rate is more agile and difficult to hit. If a crew
starts shooting, it is likely the pirates will make
a choice: leave or shoot back.

As I describe in my book, “Terrorism and the
Maritime Transportation System” the weapon
of choice for pirates are AK-47 assault rifles and
Rocket-Propelled Grenades (RPG). If attacked
by an RPG, the ship becomes vulnerable to fire
and no sailor wants to face such a calamity at
sea. If a ship burns, thereʼs nowhere to go.
When combating a fire, the ship must stop oth-
erwise the prevailing wind caused by forward
motion of the vessel feeds the fire, making mat-
ters worse. The Captain generally has two ch-
oices: risk catastrophic damage to the vessel,
risk crew safety and stop, or, protect the ship
and stop. A minimal crew with no security pro-
tection stands little chance of successfully figh-
ting a fire and out maneuvering a smaller, faster
boat armed with weapons. The ship will always
stop and the pirates know that.

Question: Is the crew allowed to carry
firearms in a cargo ship?

Title 46 of United States Code applies to
U.S. Merchant Mariners. There is no provi-
sion within the code allowing crew to carry fi-
rearms. In fact, mariners are subject to
standing regulations defined by the Master
of the vessel. Typically, prohibitions include
drugs, alcohol and weapons being brought
aboard the vessel. Violations can result in
punitive measures, including a charge of mi-
sconduct resulting in suspension or revoca-
tion of their license or document as noted in
46 U.S. Code § 7703, “Bases for suspension
or revocation. “ Additionally, the regulation
pertaining to Personnel Action against
mariners is included in 46 Code of Federal
Regulations 5.27:

“Misconduct is human behavior which
violates some formal, duly established
rule. Such rules are found in, among
other places, statutes, regulations, the
common law, the general maritime law,
a shipʼs regulation or order, or shipping
articles and similar sources. It is an act

which is forbidden or a failure to do that
which is required.”
Thatʼs the long answer. The short answer

is: No.

Question: I understand that if the pirate
attack happens within territorial waters, the
ship captain cannot take matters on his own
hands but depends on the navy of the co-
untry guarding that coast. Is this correct?

One of the reasons that piracy is so ram-
pant near the coast of Somalia, Nigeria and
the Gulf of Aden is that there are few security
resources available to protect a vessel. The
International Maritime Organization (IMO)
established a Maritime Security Patrol Area
with the intent of discouraging attacks against
vessels transiting the area. There are few re-
sources available with a large body of water.
I remember many U.S. Coast Guard patrols
when we were searching for survivors from a
marine casualty, drug smugglers or migrant
traffickers. There were times when we knew
of a last location or intelligence may have pro-
vided an intended track line for smugglers.
Many times, we were successful; other times
not. A body of water seems very large when
searching for a small boat.

In August of this year, the USS Peleliu re-
ceived a distress from the Singaporean cargo
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ship, Gem of Kilakarai. The naval ship was
outfitted with a contingent of U.S. Marine he-
licopters from the 15th Marine Expeditionary
Unit. The Marines launched two aircraft and
chased the pirates away. While the Navy and
Marine Corps did an excellent job, itʼs impor-
tant to note that the piracy attempt was only
10-miles from the ship. The favorable results
came from quick notification and the close lo-
cation. Another issue deals with territorial wa-
ters. The U.S. or other allied vessels will not
engage unless fired upon, or given specific
permission to conduct law enforcement mis-
sions within their waters. Just as the U.S re-
spects our own territorial boundaries, we must
respect those of other nations. For those inci-
dents occurring within territorial waters, there
are many times no resources to help.

Question: What are the rules of en-
gagement for private cargo ships?

Given that the crews of cargo ships are
exempt from carrying weapons according to
U.S. law, the remaining options are to use
non-lethal force or hire private security. Crews
can use a variety of sonic guns, water can-
nons, etc. These have some value but still, the
pirates can often out maneuver a larger ves-
sel and attempt to climb aboard in a place ou-
tside the range/bearing of the gun. Personally,
I would consider coating a portion of the
decks where a pirate would likely climb abo-
ard with a thick, biodegradable coating of lard.
Once someone slips and falls in that mess,

they can be an easy target to take them down.
The other option of course is to hire private
security protection. Remembering the points I
made earlier about RPGʼs and fire at sea, pri-
vate security professionals must consider
specific tactical options. When pirates attack,
it impacts the global economy. Ships are de-
tained or stolen, crews are injured and some-
times killed and cargoes are lost. With each
incident, maritime shipping firms are faced
with cargo losses and the payout of high ran-
soms. Sometimes attacks are not reported at-
tempting to prevent maritime insurers from
raising already expensive premiums. In the
end, confidence of safe global shipping is in
jeopardy. Pirates making millions each year
continue to buy weapons and new communi-
cations technologies to build upon their or-
ganized crime network. As these networks
grow, their logistical and internal intelligence
capability increases. Over time, there are
more loyal to the network than those seeking
to prevent attacks. The same methodology
continues much like organized drug and alien
smuggling operations have for years. Terrorist
organizations operate the same way. Accor-
ding to a Washington DC-based think tank,
they say there is no link between piracy and
terrorism. I disagree; but thatʼs ok. We need to
look at each problem from every direction and
sometimes collaboratively seek viable
options. Piracy is seriously impacting the
global economy in a negative way. Perhaps
the rules of engagement should be revisited.

Jihad Joe: Americans Who Go to War in the Name of Islam 
J. M. Berger (Author) 

They are Americans, and they are mu-
jahideen. Hundreds of men from every imagi-
nable background have walked away from the
traditional American dream to volunteer for
battle in the name of Islam. Some have taken
part in foreign wars that aligned with U.S. in-
terests while others have carried out violence
against Western interests abroad, fought
against the U.S. military, and even plotted ter-
rorist attacks on American soil. This story
plays out over decades and continents: from
the Americans who took part in the siege of
Mecca in 1979 through conflicts in Lebanon,

Afghanistan, and Bosnia, and continuing
today in Afghanistan and Somalia.

Investigative journalist J. M. Berger profi-
les numerous fighters, including some who
joined al Qaeda and others who chose a dif-
ferent path. In these pages he portrays,
among others, Abdullah Rashid, who fought
the Soviets in Afghanistan; Mohammed Loay
Bayazid, who was present at the founding of
al Qaeda; Ismail Royer, who fought in Bosnia
and Kashmir, then returned to run training
camps in the United States; Adam Gadahn, a
California Jew who is now al Qaedaʼs chief
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spokesman; and Anwar Awlaki, the Yemeni-
American imam with links to 9/11 who is now
considered one of the biggest threats to Ame-
ricaʼs security. 

J. M. Berger is an investigative journalist working
on television documentaries about al Qaeda and
the global foreign fighter (mujahideen) phenome-
non. Berger recently completed work on a docu-
mentary about Americaʼs role in the Bosnian civil
war, which premiered on European television in
2010. His previous work includes the 2006 Natio-
nal Geographic documentary Triple Cross, about
an American al Qaeda operative who infiltrated the
Army and FBI. He runs the investigative journalism
website Intelwire.com from his office in the greater
Boston area. 

Since the 9/11 attacks, 90 people were ar-
rested in the United States on terrorism
charges for plots or attacks against the United
States; a new study of the group finds that 44
percent had prior criminal records; 61 percent
of the terrorism defendants attended some
college, including three who earned doctoral
degrees; 64 percent of those college-edu-
cated terrorism suspects were engineering
majors

Almost half of those arrested for plotting or
carrying out attacks against the United States
had prior criminal records, mostly for small-
time offenses, a study by New York state in-
vestigators found. Such interactions with local

law enforcement re-
presented possible
opportunities to “de-
tect and deter an at-
tack,” the study said.

The Wall Street
Journal reviewed a
draft of the study by
officials at the New
York State Intelli-
gence Center titled

“The Vigilance Project: An Analysis of 32 Ter-
rorism Cases Against the Homeland.” Using
twenty-five variables, such as place of birth,
age, religion, and affiliations, the report at-
tempted to identify “trends in basic pedigree
information” of ninety people arrested in con-
nection with the thirty-two cases, which all
took place after the attacks of 9/11. One of the
variables looked at by officials at the center,
which is run by the New York State Police and
brings together federal, other state, and local
agencies to analyze and share information
about terrorism, was the terror suspectsʼ crim-
inal backgrounds. Center officials obtained
the criminal histories of 77 of the 90 people
arrested on terrorism charges for plots or at-
tacks against the United States after 9/11.
Thirty-four of those suspects, or 44 percent,
had prior criminal records, according to the re-
port. A third of the charges were for posses-
sion or sale of drugs. All but one of those
cases involved marijuana, according to the re-
port. The next leading charge was for assault
and battery, followed by weapons possession,
the report said. “Assuming that criminal his-
tory information about these individuals is

Homegrown terrorists share characteristics, backgrounds
Source: http://homelandsecuritynewswire.com/homegrown-terrorists-share-characteristics-
backgrounds

Abdulmutallab - under-
wear bomber, mechanical
engineer // Source: mir-
ror.co.uk
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placed in appropriate law enforcement data-
bases, each instance of contact with local law
enforcement officers represents a possible
opportunity for them to detect and deter an at-
tack,” the report said. “It can also provide an
opportunity to identify associates and links to
foreign entities through subsequent investi-
gation. As such, law enforcement can play a
critical role in the counter-terrorism arena
while performing routine duties.”

The Wall Street Journal reports that the
cases analyzed by the New York state officials
began with the so-called shoe bomber,
Richard Reid, who tried to set off explosives
hidden in his boot during a Paris to Miami
flight in December 2001. The most recent of
the terrorism cases was the Times Square car
bombing attempted by Faisal Shahzad in
May. Thirteen of the cases were plots against
targets in New York or New Jersey. The pedi-
gree information provided a general descrip-
tion of the terrorists arrested in the thirty-two
cases; young men, mostly educated, and
mostly U.S. citizens. Eighty-two percent were
between the ages of 18 and 33, suggesting
“that younger persons are less established,
more impressionable, and therefore more
susceptible to radicalization,” according to
the report. The report said 61 percent of the
terrorism defendants attended some college,
including three who earned doctoral degrees.
The report states that 64 percent of those col-

lege-educated terrorism suspects were engi-
neering majors. Fifty of the 88 suspects in the
study whose citizenship could be identified
were born in the U.S., the report said. Eleven
of those were born in New York and eight
in California. Also, 11 of the 32 cases hap-
pened during the past two years. In those
cases, 17 of the 19 defendants were in this
country legally. “Based on that information,”
the report said, “it is likely that the ʻhome-
grownʼ threat will remain a considerable chal-
lenge to our law enforcement partners in
the future.” Thomas Fresenius, the state po-
lice lieutenant colonel who heads the New
York State Intelligence Center, declined to dis-
cuss the specifics of the report with the Wall
Street Journal because he said it is “law en-
forcement sensitive.” He said, though, that the
intent of the project was to try to pull together
all the available information on terrorism at-
tacks on the United States and create a “living
document” — one that is updated with all new
case information. The information is intended
to provide law-enforcement officers with some
personal and tactical characteristics of typical
terrorism suspects to keep them engaged in
the fight against terrorism. Fresenius said the
study shows that for officers from the largest
to the smallest police agency, “there are op-
portunities at all times to possibly come
across and encounter the movements and be-
havior of these people.”

Al Qaeda aiming at soft targets in U.S.
Source: http://homelandsecuritynewswire.com/al-qaeda-aiming-soft-targets-us

DHS has ramped up its efforts to protect soft
targets in the United States from terrorist at-
tack this year; the department has issued bul-
letins to state and local law enforcement
warning of the possibility terrorists could tar-
get religious gatherings, sports matches, and
parades; the al Qaeda affiliate in Yemen puts
out an online magazine in English that enco-
urages U.S. residents to plan attacks. Sugge-
stions include driving a truck into a crowded
place or shooting into a restaurant

The U.S. Department of Homeland Secu-
rity ramped up its efforts to protect soft targets
from terrorist attack this year, intelligence an-
alysts said. During the holidays, the effort has

included more visible security at places like
train stations, the Los Angeles Times reports.

DC Metro station at rush hour // Source: thedc-
traveler.com
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Just before Christmas, riders on the Wash-
ington Metro were subjected to
random checks. UPI reports that the depart-
ment has issued bulletins to state and local
law enforcement warning of the possibility ter-
rorists could target religious gatherings, sports
matches, and parades. Rick Nelson of the
Center for Strategic and International Studies
suggested al Qaeda affiliates are trying “to ex-
pand their repertoire” because their leader-

ship in Pakistan is under pressure. As a re-
sult, he said, they are turning to attacks that
are easy to carry out even if they are less dra-
matic than the destruction of the World Trade
Center or the London Transport bombings.
The al Qaeda affiliate in Yemen puts out an
online magazine in English that encourages
U.S. residents to plan attacks. Suggestions in-
clude driving a truck into a crowded place or
shooting into a restaurant.

As we approach the tenth anniversary of the
9/11 attacks next September, the United
States, its Western allies, and nearly all states
in the Islamic world are facing a weakened ji-
hadi enemy, but one still capable of inflicting,
or threatening to inflict, spectacular acts of ter-
rorist violence. The recent attempts to send
package bombs on cargo planes is only the
latest in a series of plots suggesting that al-
though al Qaeda and its cohorts have suffered
a number of setbacks, the group and its affili-
ates and associates continue to pose a seri-
ous challenge to the security of the United
States and its allies. Self-Inflicted Wounds:
Debates and Divisions within al Qaeda and its
Periphery examines the internal, or endoge-
nous, reasons that have hastened the decline
of the jihadi movement. In doing so, it ex-
poses the jihadi movement, with al Qaeda at
its helm, as one that lacks coherence and
unity, despite its claims to the contrary. The
report divides the jihadisʼ endogenous prob-
lems into two categories: internal divisions
plaguing al Qaeda and the jihadi movement
proper; and fault lines dividing the jihadi
movement from other Muslim and Islamist ac-
tors. The internal jihadi divisions examined in
this report include tactical disagreements over
takfir (excommunication of Muslims) and the
killing of Muslims; Strategic disagreements
over whether the jihadi struggle should focus
on the near enemy (i.e., nominally Muslim
regimes) or the far enemy (the United States

and its Western allies); friction between jihadi
pragmatists and jihadi doctrinarians; rifts be-
tween al Qaeda Central and local affiliates; as
well as the sometimes tense relations be-
tween Arab and non�]Arab members of the ji-
hadi movement. The competition between the
jihadis and their Muslim counterparts scruti-
nizes the jihadisʼ relationship with the Muslim
Brotherhood, Hamas, and the Shiʼa commu-
nity. Three main counterintuitive findings can
be gleaned from the discussion. First, while
the net impact of divisions within and around

Self-inflicted wounds: Debates and division within al Qaeda
and its periphery
Edited by Assaf Moghadam and Brian Fishman
Harmony Project – Combating Terrorism Center at West Point
Source: www.ctc.usma.edu
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the jihadis on their movement is negative, the
jihadi movement is resilient to some of these
divisions due to its unique structure and situ-
ational context. Even worse, and contrary to
the received wisdom, intra-jihadi rifts and fault
lines between jihadis and other Islamic actors
may even enhance some of the jihadi move-
ment�fs resilient traits. Second, we find that
although the jihadi movementsʼ competition
with its non-jihadi Islamic counterparts is
mostly harmful to al Qaeda, such competition
bestows certain advantages on the group. On
the one hand, al Qaeda cannot possibly com-
pete with groups such as the Muslim Brother-
hood, Hamas, or Hizballah, who have far
deeper social bases and provide social serv-
ices to their constituents. At the same time, al
Qaedaʼs status as a recalcitrant underdog af-
fords it a higher degree of credibility among
more extremist members of the umma. A third
broad finding is that jihadi divisions matter in
different ways. Quarrels over tactics and strat-
egy tend to be more damaging to jihadis than
dissent over goals and views of the enemy.
Disagreements over tactics.and especially on-
going protests at al Qaedaʼs killing of Mus-
lims.have greater potential to shove al Qaeda
further toward the margins of the Islamic com-
munity than to split jihadi organizations. On-
going leadership debates over strategic
questions, on the other hand, can pose direct

threats to the group itself, but do not neces-
sarily marginalize al Qaeda further from the
mainstream. In practical terms, certain tactics
tend to be more controversial for jihadis than
lack of consensus on broader questions as
goals and objectives because tactical adap-
tations have direct practical consequences
visible on the ground. The report highlights a
number of additional findings. First, it argues
that the jihadi movement can be usefully di-
vided into three categories – global, classical,
and hybrid – with important implications for
counterterrorism policy. Counter-radicalization
and deradicalization techniques that might be
effective with global jihadis, for example, may
not be as effective with classical or hybrid ji-
hadis. Second, the practice of takfir and at-
tacks on Muslims are the jihadisʼ most
consequential weakness and should be ac-
tively exploited. And third, the jihadi commu-
nity is increasingly divided about its
leadership, especially as a younger genera-
tion of virtually-connected fighters usurps tra-
ditional sources of strategic and ideological
authority. In the final section of the report, the
editors conclude with a number of recom-
mendations for policymakers. They are de-
signed to advance our thinking on how jihadi
and Islamist fault lines can be exploited in a
way that does not exacerbate the problem of
jihadi violence.

Kosovo «Freedom Fighters» Financed by Organised Crime
By Michel Chossudovsky
Source: www.globalresearch.ca/index.php?context=va&aid=22619

Authorʼs note: This article was published almost 12 years ago, at the height of the NATO
bombings of Yugoslavia.

Heralded by the global media as a humani-
tarian peace-keeping mission, NATOʼs ruth-
less bombing of Belgrade and Pristina goes
far beyond the breach of international law.
While Slobodan Milosevic is demonised, por-
trayed as a remorseless dictator, the Kosovo
Liberation Army (KLA) is upheld as a self-re-

specting nationalist movement struggling for
the rights of ethnic Albanians. The truth of the
matter is that the KLA is sustained by organ-
ised crime with the tacit approval of the United
States and its allies.

Following a pattern set during the War in
Bosnia, public opinion has been carefully mis-
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led. The multibillion dollar Balkans narcotics
trade has played a crucial role in «financing
the conflict» in Kosovo in accordance with
Western economic, strategic and military ob-
jectives. Amply documented by European po-
lice files, acknowledged by numerous studies,
the links of the Kosovo Liberation Army (KLA)
to criminal syndicates in Albania, Turkey and
the European Union have been known to
Western governments and intelligence agen-
cies since the mid-1990s.

« ... The financing of the Kosovo guerrilla
war poses critical questions and it sorely tests
claims of an «ethical» foreign policy. Should
the West back a guerrilla army that appears
to partly financed by organised crime.»[1]

While KLA leaders were shaking hands
with US Secretary of State Madeleine Albright
at Rambouillet, Europol (the European Police
Organization based in The Hague) was
«preparing a report for European interior and
justice ministers on a connection between the
KLA and Albanian drug gangs.»[2] In the
meantime, the rebel army has been skilfully
heralded by the global media (in the months
preceding the NATO bombings) as broadly
representative of the interests of ethnic Alba-
nians in Kosovo.

With KLA leader Hashim Thaci (a 29 year
«freedom fighter») appointed as chief nego-
tiator at Rambouillet, the KLA has become the
de facto helmsman of the peace process on
behalf of the ethnic Albanian majority and this
despite its links to the drug trade. The West
was relying on its KLA puppets to rubber-
stamp an agreement which would have trans-
formed Kosovo into an occupied territory
under Western Administration.

Ironically Robert Gelbard, Americaʼs spe-
cial envoy to Bosnia, had described the KLA
last year as «terrorists». Christopher Hill,
Americaʼs chief negotiator and architect of the
Rambouillet agreement, «has also been a
strong critic of the KLA for its alleged dealings
in drugs.»[3] Moreover, barely a few two
months before Rambouillet, the US State De-
partment had acknowledged (based on re-
ports from the US Observer Mission) the role
of the KLA in terrorising and uprooting ethnic
Albanians:

« ... the KLA harass or kidnap anyone who
comes to the police, ... KLA representatives

had threatened to kill villagers and burn their
homes if they did not join the KLA [a process
which has continued since the NATO bomb-
ings]... [T]he KLA harassment has reached
such intensity that residents of six villages in
the Stimlje region are «ready to flee.»[4]

While backing a «freedom movement»
with links to the drug trade, the West seems
also intent in bypassing the civilian Kosovo
Democratic League and its leader Ibrahim Ru-
gova who has called for an end to the bomb-
ings and expressed his desire to negotiate a
peaceful settlement with the Yugoslav author-
ities.[5] It is worth recalling that a few days be-
fore his March 31 Press Conference, Rugova
had been reported by the KLA (alongside
three other leaders including Fehmi Agani) to
have been killed by the Serbs.

Covert financing of «freedom fighters»
Remember Oliver North and the Contras?

The pattern in Kosovo is similar to other CIA
covert operations in Central America, Haiti
and Afghanistan where «freedom fighters»
were financed through the laundering of drug
money. Since the onslaught of the Cold War,
Western intelligence agencies have devel-
oped a complex relationship to the illegal nar-
cotics trade. In case after case, drug money
laundered in the international banking system
has financed covert operations.

According to author Alfred McCoy, the pat-
tern of covert financing was established in the
Indochina war. In the 1960s, the Meo army in
Laos was funded by the narcotics trade as
part of Washingtonʼs military strategy against
the combined forces of the neutralist govern-
ment of Prince Souvanna Phouma and the
Pathet Lao.[6]

The pattern of drug politics set in Indochina
has since been replicated in Central America
and the Caribbean. «The rising curve of co-
caine imports to the US», wrote journalist
John Dinges «followed almost exactly the flow
of US arms and military advisers to Central
America».[7]

The military in Guatemala and Haiti, to
which the CIA provided covert support, were
known to be involved in the trade of narcotics
into Southern Florida. And as revealed in the
Iran-Contra and Bank of Commerce and
Credit International (BCCI) scandals, there
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was strong evidence that covert operations
were funded through the laundering of drug
money. «Dirty money» recycled through the
banking system—often through an anony-
mous shell company— became «covert
money,» used to finance various rebel groups
and guerrilla movements including the
Nicaraguan Contras and the Afghan Muja-
hadeen. According to a 1991 Time magazine
report:

«Because the US wanted to supply the
mujehadeen rebels in Afghanistan with stinger
missiles and other military hardware it needed
the full cooperation of Pakistan. By the mid-
1980s, the CIA operation in Islamabad was
one of the largest US intelligence stations in
the World. ̒ If BCCI is such an embarrassment
to the US that forthright investigations are not
being pursued it has a lot to do with the blind
eye the US turned to the heroin trafficking in
Pakistanʼ, said a US intelligence officer.[8]

America and Germany join hands
Since the early 1990s, Bonn and Wash-

ington have joined hands in establishing their
respective spheres of influence in the
Balkans. Their intelligence agencies have
also collaborated. According to intelligence
analyst John Whitley, covert support to the
Kosovo rebel army was established as a joint
endeavour between the CIA and Germanyʼs
Bundes Nachrichten Dienst (BND) (which pre-
viously played a key role in installing a right-
wing nationalist government under Franjo
Tudjman in Croatia).[9] The task to create and
finance the KLA was initially given to Ger-
many: «They used German uniforms, East
German weapons and were financed, in part,
with drug money».[10] According to Whitley,
the CIA was subsequently instrumental in
training and equipping the KLA in Albania.[11]

The covert activities of Germanyʼs BND
were consistent with Bonnʼs intent to expand
its «Lebensraum» into the Balkans. Prior to
the onset of the civil war in Bosnia, Germany
and its Foreign Minister Hans Dietrich Gen-
scher had actively supported secession; it had
«forced the pace of international diplomacy»
and pressured its Western allies to recognize
Slovenia and Croatia. According to the
Geopolitical Drug Watch, both Germany and
the US favoured (although not officially) the

formation of a «Greater Albania« encom-
passing Albania, Kosovo and parts of Mace-
donia.[12] According to Sean Gervasi,
Germany was seeking a free hand among its
allies «to pursue economic dominance in the
whole of Mitteleuropa.»[13]

Islamic fundamentalism in support of the
KLA

Bonn and Washingtonʼs «hidden agenda»
consisted in triggering nationalist liberation
movements in Bosnia and Kosovo with the ul-
timate purpose of destabilising Yugoslavia.
The latter objective was also carried out «by
turning a blind eye» to the influx of mercenar-
ies and financial support from Islamic funda-
mentalist organisations.[14]

Mercenaries financed by Saudi Arabia and
Kuwait had been fighting in Bosnia.[15] And
the Bosnian pattern was replicated in Kosovo:
Mujahadeen mercenaries from various Is-
lamic countries are reported to be fighting
alongside the KLA in Kosovo. German, Turk-
ish and Afghan instructors were reported to be
training the KLA in guerrilla and diversion tac-
tics.[16]

According to a Deutsche Press-Agentur re-
port, financial support from Islamic countries
to the KLA had been channelled through the
former Albanian chief of the National Informa-
tion Service (NIS), Bashkim Gazidede.[17]
«Gazidede, reportedly a devout Moslem who
fled Albania in March of last year [1997], is
presently [1998] being investigated for his
contacts with Islamic terrorist organiza-
tions.»[18]

The supply route for arming KLA «freedom
fighters» are the rugged mountainous borders
of Albania with Kosovo and Macedonia. Alba-
nia is also a key point of transit of the Balkans
drug route which supplies Western Europe
with grade four heroin. Seventy-five percent
of the heroin entering Western Europe is from
Turkey. And a large part of drug shipments
originating in Turkey transits through the
Balkans. According to the US Drug Enforce-
ment Administration (DEA), «it is estimated
that 4-6 metric tons of heroin leave each
month from Turkey having [through the
Balkans] as destination Western Europe.»[19]
A recent intelligence report by Germanyʼs
Federal Criminal Agency suggests that: «Eth-
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nic Albanians are now the most prominent
group in the distribution of heroin in Western
consumer countries.»[20]

The laundering of dirty money
In order to thrive, the criminal syndicates

involved in the Balkans narcotics trade need
friends in high places. Smuggling rings with
alleged links to the Turkish State are said to
control the trafficking of heroin through the
Balkans «cooperating closely with other
groups with which they have political or reli-
gious ties» including criminal groups in Al-
banian and Kosovo.[21] In this new global
financial environment, powerful undercover
political lobbies connected to organized crime
cultivate links to prominent political figures
and officials of the military and intelligence es-
tablishment.

The narcotics trade nonetheless uses re-
spectable banks to launder large amounts of
dirty money. While comfortably removed from
the smuggling operations per se, powerful
banking interests in Turkey but mainly those in
financial centres in Western Europe discretely
collect fat commissions in a multibillion dollar
money laundering operation. These interests
have high stakes in ensuring a safe passage
of drug shipments into Western European
markets.

The Albanian connection
Arms smuggling from Albania into Kosovo

and Macedonia started at the beginning of
1992, when the Democratic Party came to
power, headed by President Sali Berisha. An
expansive underground economy and cross
border trade had unfolded. A triangular trade
in oil, arms and narcotics had developed
largely as a result of the embargo imposed by
the international community on Serbia and
Montenegro and the blockade enforced by
Greece against Macedonia.

Industry and agriculture in Kosovo were
spearheaded into bankruptcy following the
IMFʼs lethal «economic medicine» imposed
on Belgrade in 1990. The embargo was im-
posed on Yugoslavia. Ethnic Albanians and
Serbs were driven into abysmal poverty. Eco-
nomic collapse created an environment which
fostered the progress of illicit trade. In
Kosovo, the rate of unemployment increased

to a staggering 70 percent (according to
Western sources).

Poverty and economic collapse served to
exacerbate simmering ethnic tensions. Thou-
sands of unemployed youths «barely out of
their teens» from an impoverished population,
were drafted into the ranks of the KLA ...[22]

In neighbouring Albania, the free market
reforms adopted since 1992 had created con-
ditions which favoured the criminalisation of
state institutions. Drug money was also laun-
dered in the Albanian pyramids (ponzi
schemes) which mushroomed during the gov-
ernment of former President Sali Berisha
(1992-1997).[23] These shady investment
funds were an integral part of the economic
reforms inflicted by Western creditors on Al-
bania.

Drug barons in Kosovo, Albania and Mace-
donia (with links to the Italian Mafia) had be-
come the new economic elites, often
associated with Western business interests.
In turn the financial proceeds of the trade in
drugs and arms were recycled towards other
illicit activities (and vice versa) including a vast
prostitution racket between Albania and Italy.
Albanian criminal groups operating in Milan,
«have become so powerful running prostitu-
tion rackets that they have even taken over
the Calabrians in strength and influence.»[24]

The application of «strong economic med-
icine» under the guidance of the Washington
based Bretton Woods institutions had con-
tributed to wrecking Albaniaʼs banking system
and precipitating the collapse of the Albanian
economy. The resulting chaos enabled Amer-
ican and European transnationals to carefully
position themselves. Several Western oil
companies including Occidental, Shell and
British Petroleum had their eyes riveted on Al-
baniaʼs abundant and unexplored oil-deposits.
Western investors were also gawking Alba-
niaʼs extensive reserves of chrome, copper,
gold, nickel and platinum.... The Adenauer
Foundation had been lobbying in the back-
ground on behalf of German mining inter-
ests.[25]

Berishaʼs Minister of Defence Safet Zoulali
(alleged to have been involved in the illegal oil
and narcotics trade) was the architect of the
agreement with Germanyʼs Preussag (hand-
ing over control over Albaniaʼs chrome mines)
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against the competing bid of the US led con-
sortium of Macalloy Inc. in association with
Rio Tinto Zimbabwe (RTZ).[26]

Large amounts of narco-dollars had also
been recycled into the privatisation pro-
grammes leading to the acquisition of state
assets by the mafias. In Albania, the privati-
sation programme had led virtually overnight
to the development of a property owning class
firmly committed to the «free market». In
Northern Albania, this class was associated
with the Guegue «families» linked to the Dem-
ocratic Party.

Controlled by the Democratic Party under
the presidency of Sali Berisha (1992-97), Al-
baniaʼs largest financial «pyramid» VEFA
Holdings had been set up by the Guegue
«families» of Northern Albania with the sup-
port of Western banking interests. VEFA was
under investigation in Italy in 1997 for its ties
to the Mafia which allegedly used VEFA to
launder large amounts of dirty money.[27]

According to one press report (based on
intelligence sources), senior members of the
Albanian government during the presidency
of Sali Berisha including cabinet members
and members of the secret police SHIK were
alleged to be involved in drugs trafficking and
illegal arms trading into Kosovo:

(...) The allegations are very serious.
Drugs, arms, contraband cigarettes all are be-
lieved to have been handled by a company
run openly by Albaniaʼs ruling Democratic
Party, Shqiponja (...). In the course of 1996
Defence Minister, Safet Zhulali [was alleged]
to had used his office to facilitate the transport
of arms, oil and contraband cigarettes. (...)
Drugs barons from Kosovo (...) operate in Al-
bania with impunity, and much of the trans-
portation of heroin and other drugs across
Albania, from Macedonia and Greece en
route to Italy, is believed to be organised by
Shik, the state security police (...). Intelligence
agents are convinced the chain of command
in the rackets goes all the way to the top and
have had no hesitation in naming ministers in
their reports.[28]

The trade in narcotics and weapons was
allowed to prosper despite the presence since
1993 of a large contingent of American troops
at the Albanian-Macedonian border with a
mandate to enforce the embargo. The West

had turned a blind eye. The revenues from oil
and narcotics were used to finance the pur-
chase of arms (often in terms of direct barter):
«Deliveries of oil to Macedonia (skirting the
Greek embargo [in 1993-4] can be used to
cover heroin, as do deliveries of kalachnikov
rifles to Albanian ʻbrothersʼ in Kosovo».[29]

The Northern tribal clans or «fares» had
also developed links with Italyʼs crime syndi-
cates.[30] In turn, the latter played a key role
in smuggling arms across the Adriatic into the
Albanian ports of Dures and Valona. At the
outset in 1992, the weapons channelled into
Kosovo were largely small arms including
Kalashnikov AK-47 rifles, RPK and PPK ma-
chine-guns, 12.7 calibre heavy machine-
guns, etc.

The proceeds of the narcotics trade has
enabled the KLA to rapidly develop a force of
some 30,000 men. More recently, the KLA
has acquired more sophisticated weaponry in-
cluding anti-aircraft and anti-armor rockets.
According to Belgrade, some of the funds
have come directly from the CIA «funnelled
through a so-called ʻGovernment of Kosovoʼ
based in Geneva, Switzerland. Its Washing-
ton office employs the public-relations firm of
Ruder Finn—notorious for its slanders of the
Belgrade government».[31]

The KLA has also acquired electronic sur-
veillance equipment which enables it to re-
ceive NATO satellite information concerning
the movement of the Yugoslav Army. The KLA
training camp in Albania is said to «concen-
trate on heavy weapons training—rocket pro-
pelled grenades, medium caliber cannons,
tanks and transporter use, as well as on com-
munications, and command and control». (Ac-
cording to Yugoslav government sources).[32]

These extensive deliveries of weapons to
the Kosovo rebel army were consistent with
Western geopolitical objectives. Not surpris-
ingly, there has been a «deafening silence» of
the international media regarding the Kosovo
arms-drugs trade. In the words of a 1994 Re-
port of the Geopolitical Drug Watch: «the traf-
ficking [of drugs and arms] is basically being
judged on its geostrategic implications (...) In
Kosovo, drugs and weapons trafficking is fu-
elling geopolitical hopes and fears»...[33]

The fate of Kosovo had already been care-
fully laid out prior to the signing of the 1995
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Dayton agreement. NATO had entered an un-
wholesome «marriage of convenience» with
the mafia. «Freedom fighters» were put in
place, the narcotics trade enabled Washing-
ton and Bonn to «finance the Kosovo conflict»
with the ultimate objective of destabilising the
Belgrade government and fully recolonising
the Balkans. The destruction of an entire
country is the outcome. Western governments
which participated in the NATO operation bear
a heavy burden of responsibility in the deaths
of civilians, the impoverishment of both the
ethnic Albanian and Serbian populations and
the plight of those who were brutally uprooted
from towns and villages in Kosovo as a result
of the bombings.
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A year ago, on Christmas Day, a young Niger-
ian named Umar Farouk Abdulmutallab al-
legedly tried to blow up a passenger jet in
midair as it was landing in Detroit, using a
bomb hidden in his pants. As he fumbled with
the detonator, other passengers realized so-
mething was amiss and wrestled him to a halt.

In the 12 months since, the U.S. government
has fixed the most obvious problems the «un-
derwear bomber» exposed. The State Depar-
tment says it now checks routinely to see
whether potential terrorists have U.S. visas.
The Department of Homeland Security says it
can now block suspects from boarding U.S.-
bound planes more reliably. The National Co-
unterterrorism Center, which was supposed to
«connect the dots» of intelligence from vari-
ous sources, says it has improved its ability to
search government databases for information
on potential threats.

And, of course, airline passengers are now
subjected to full-body scans — or, if they ch-
oose, to old-fashioned pat-downs.

But some of the most vexing problems
have not been fixed. At the National Counter-
terrorism Center, for example, thereʼs still no
single database that automatically merges in-
formation from the entire spectrum. Officials
say the information systems of the CIA and
FBI are still mostly incompatible, both techni-
cally (different computer languages) and le-
gally (different rules on how information can
be shared). As a result, analysts still sit in front
of multiple computer screens, run their sear-
ches in different systems and, in effect, con-
nect dots by hand.

Meanwhile, terrorists are still out there, still
trying to find a gap in all those defenses.
When a shoe bomb didnʼt work, they tried li-
quid explosives. When those were detected,
they tried the underpants bomb. When air tra-
vel became difficult, they encouraged a dis-
gruntled Pakistani American to load a station
wagon with explosives and drive to Times
Square. When passenger scrutiny increased,

they shifted to sending packages. And when
large-scale attacks became impractical, plans
for small-scale attacks began to crop up.

One of these days, one of these plots is going
to succeed. Itʼs not unpatriotic or defeatist to
say that; itʼs realistic.

And thatʼs why one of the most intriguing
concepts in counterterrorism today is called
«resilience» — preparing for terrorist attacks
and minimizing their impact when they hap-
pen.

Terrorists aim to damage their opponents
partly by provoking reactions bigger than the
original attack. Osama bin Laden spent less
than half a million dollars on the Sept. 11,
2001, attacks in New York and Washington,
but he caused billions in damage by prom-
pting a shutdown of financial markets, air tra-
vel and other chunks of the U.S. economy —
not to mention the war in Afghanistan and the
other counterterrorist campaigns that ensued.

But if a society is prepared for terrorist at-
tacks, makes sure its citizens know how to
react when they happen, and protects its tran-
sportation, communications and utilities net-
works from being paralyzed by local
disruptions, the impact of terrorism is redu-
ced. Itʼs still a problem, but itʼs no longer an
existential threat.

«As a practical matter we should be far
better prepared for these events and make
them far less disastrous,» says Stephen E.
Flynn, a former Coast Guard counterterrorism
expert who now runs a think tank called the
Center for National Policy.

We canʼt control everything, Flynn notes,
but «we are in control of how we react.»

The federal government has spent a lot of
time and money working on ways to protect
infrastructure. And it has encouraged local go-
vernments to improve their emergency plan-
ning.

But there hasnʼt been much focus on pu-
blic education since the days when Tom
Ridge, the first secretary of Homeland Secu-

Surviving terrorism
Source:http://www.latimes.com/news/opinion/commentary/la-oe-mcmanus-terrorism-
20101226,0,29986 59.column
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rity, encouraged people to seal rooms with
duct tape as protection against chemical we-
apons.

The Federal Emergency Management
Agency has a website called Ready.gov that
explains what to do in case of various emer-
gencies, agencyʼs publicity budget is small; it
relies mostly on donated advertising time to
get the word out. Homeland Security sponso-
red National Preparedness Month in Septem-
ber, but Iʼll bet most of us didnʼt notice.

Hereʼs an example of how public education
can work:

In case of most terrorist bombs, experts
say, the best thing to do is to seek shelter in-
side a building — whether the bomb is con-
ventional, chemical, radiological or (in the
least likely scenario) nuclear. If the bomb is in-
side your building, get out; but if itʼs somewh-
ere else, take shelter.

The greatest danger from most of those
bombs may be from secondary explosions,
airborne contaminants or radiation. Jumping
into your car to flee merely exposes you to
more risks, and when thousands of people try
to evacuate, they choke the roads, cause traf-
fic accidents and impede emergency respon-
ders.

But not everybody knows that. A 2007 sur-
vey found that in the event of a «dirty bomb,»
a conventional explosion that spreads radi-
oactive material, 65% of people said their first
impulse would be to flee. Flynn talked last
year with New York City firefighters and said
some of them didnt know whether they should
tell people to evacuate or seek shelter in the
event of an explosion. («The policy of the de-
partment is clear, and thatʼs shelter in place,»
responded Joseph W. Pfeifer, New Yorkʼs as-
sistant fire chief for counterterrorism. «Weʼve
trained everyone on that.... The real challenge
is educating the public.»)

«Nobody ever told the emergency respon-
ders what to do,» he said.

In the case of a nuclear explosion, a study
by Stanford professor Lawrence Wein esti-
mated that a small nuclear device in Wash-
ington, D.C., could kill 120,000 people if most
people sought shelter in buildings — but
180,000 if most people tried to evacuate.

Brooke Buddemeier of Lawrence Liver-
more recently estimated that an explosion in
Los Angeles could cause 285,000 deaths or
injuries from fallout among people a mile or
more away from the blast if they took no sh-
elter, but only a small fraction of that number
if they found shelter in brick or concrete buil-
dings. Even a wood-frame house would pro-
vide some protection.

Flynn offers three ideas for reducing dea-
ths and injuries in an attack: First, make sure
everyone knows that if a bomb goes off, the
first thing to do is seek shelter — preferably
underground. Next, teach airline passengers
to recognize bombs and detonators, so the
next Umar Farouk Abdulmutallab doesnʼt
have a better chance of success. And third,
develop national standards for emergency
planning that communities would have to
meet — or see their insurance rates go up.

The Obama administration, to its credit, has
focused on resilience as a major goal of its ho-
meland security policy. And some officials have
been blunt in warning that an attack is likely to
succeed some day. «We must be honest with
ourselves,» Obamaʼs top advisor on terrorism,
John O. Brennan, said this year.

Still, in practice, the administration hasnʼt
talked about much about preparedness. «Th-
ereʼs a concern about sounding as if youʼre no
longer focused on preventing attacks from
happening,» one official acknowledged.

But Californians know what to do in an ear-
thquake. Kansans know what to do in a tor-
nado. Floridians know what to do in a
hurricane.

Everybody ought to know what to do in the
event of an attack — of any kind.

Weʼre tougher than we look. We can take it.
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The challenge of border security—a central
element of homeland security—is among the
most ancient concerns of humanity. Through-
out recorded history, human beings have
sought to regulate access to the territories
under their authority, controlling (or prevent-
ing) movement across a demarcated bound-
ary. In Do Good Fences Make Good
Neighbors? Brent Sterling explores historical
lessons regarding the use of strategic defen-
ses for this purpose. He examines case stu-
dies of instances in which a
nation, facing a menu of pro-
spective choices for securing a
frontier, chose to build a strate-
gic barrier. He then examines
the subsequent implementa-
tion of this decision and its im-
pact. The subjects of Sterlingʼs
six case studies range widely
over time and space: the Long
Walls of ancient Athens,
Hadrianʼs Wall in Britain, the
Ming Dynastyʼs Great Wall of
China, Louis XIVʼs defensive
lines in northeastern France,
the pre–World War II Maginot
Line, and the Israelisʼ Bar-Lev
line along the Suez Canal. The
author recognizes from the outset that these
six cases involved very distinct structures, in-
cluding both continuous barriers and discrete,
mutually supporting fortifications. He also
notes that they were built in response to di-
verse, situationally specific threats. While
Sterling demonstrates similarities among the
case studies, he does not attempt to force
them.

Sterling explicitly resists answering what
he considers to be an overly simplistic ques-
tion: whether particular strategic defenses
worked. Each barrier described gave its buil-
ders a greater ability to resist incursions, th-

ough none was inviolable (nor should we ex-
pect it to have been). Even intermittent barri-
ers, or those that covered only part of a
frontier, aided considerably in defense; the
oft-derided Maginot Line forced the Germans
to bypass it via the challenging terrain of the
Ardennes forest. However, most of these bar-
riers also had more complex, indirect conse-
quences for security. In each case, the
existence of barriers contributed to compla-
cency on the part of those who had built them,

fostering underinvestment in
personnel and maintenance
(subtly degrading the barriersʼ
effectiveness over time), while
reducing emphasis on the mo-
bile defenses that were inten-
ded to complement the
barriers. It also diminished the
defendersʼ interest in addres-
sing the tensions that had led
to the barriersʼ construction. Ci-
tizens or allies who lived
beyond the barriers were
usually piqued by a sense of
abandonment, which had poli-
tical consequences (particu-
larly in democracies) and led to
diplomatic isolation. Moreover,

when barriers were tested by an adversary
and found to be wanting, the psychological
and political consequences for the builders
were often severe. One of the bookʼs striking
findings is that in nearly every case, the
builders misjudged their adversariesʼ reac-
tions to the barrier. Adversaries often viewed
the construction of a strategic barrier as an act
of aggression, enabling the builder to aggran-
dize itself with a diminished fear of retribution.
In instances where adversaries had economic
or traditional ties that spanned the boundary,
they were particularly aggrieved by the bar-
rierʼs symbolic permanence. Having been cor-

Do Good Fences Make Good Neighbours?
What History Teaches Us About Strategic Barriers and International Security
By Brent L. Sterling
Washington, DC: Georgetown University Press, 2009
Reviewed by Scott Savitz, senior analyst, HOMELAND SECURITY STUDIES AND ANALY-
SIS INSTITUTE
Source: http://www.homelandsecurity.org/journal/Default.aspx?t=348



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 378

doned off but still retaining the initiative, these
adversaries sought to bypass or otherwise de-
feat the barriers, sometimes successfully. As
Sterling points out, the success of barriers de-
pends on the numerical strength, courage,
and incorruptibility of those who guard them.
Sterlingʼs analysis is consistently thorough
and thought provoking. He devotes ample
time to each case study, providing a balanced
review of the political, economic, diplomatic,
military, cultural, and other factors that in-
fluenced the decision to build strategic defen-
ses. There is considerable discussion of
statesʼ decisions on where to locate these

barriers, as well as the extent to which states
subsequently invested in ensuring adequate
maintenance and personnel. The political ef-
fects of barriers on both the builders and their
adversaries are neatly captured, as are the
barriersʼ performance when challenged and
subsequent reactions. This book is written for
a general audience, though individuals pur-

suing further research will find sources in its
ample endnotes. The text is also peppered
with apposite, insightful quotes by authors
ranging from Plato to Edward Luttwak. In his
introduction and conclusion, Sterling explicitly
connects the results of his findings to the de-
bates about U.S. and Israeli efforts to secure
borders using a combination of barriers, per-
sonnel, and detection technologies. While it
may be argued that the barriers described in
the case studies were not aimed at countering
threats like those facing the United States and
Israel today (notably terrorism, smuggling,
and illegal migration), several of the barriers
were aimed at preventing small-scale incur-
sions in which adversaries sought to inflict
harm, acquire goods, or reside on the other
side for some time. Sterling also briefly sug-
gests that his analysis could be applied to
missile and air defense, but the qualitative dif-
ferences between barrier defenses and inter-
ceptor weapons would seem to preclude its
straightforward application. However, this
analysis might apply to numerous other con-
flicts in which insurgents freely cross interna-
tional frontiers and in which barriers to impede
movement could conceivably play a role. Ster-
ling wisely refrains from making explicit policy
recommendations for U.S., Israeli, or other
nationsʼ border defense. However, his work
provides considerable food for thought as po-
licymakers attempt to grapple anew with the
ancient challenge of border security

Jihad and Terrorism
Author: Anita Rai
Source: http://www.anitarai.com/jihad-and-terrorism.htm

Anita Raiʼs 6th book, JIHAD AND TERROR-
ISM is soon coming out. As with every of her
other book, this one too stands out in a sea of
run of the mill publications on the same sub-
jects. Rai says: “The spirit  of Islam is promo-
tion of peace, love and enlightenment and

justice for all. Jus-
tice is the guiding
force of Islam. And
its very spirit re-
quires Islam to de-
fend the oppressed
and establish the

rule of justice in order to facilitate the superior
functioning of the law of God for the optimum
welfare of His creatures, basically and spiritu-
ally – this calls for Jihad, which means striv-
ing hard and honest, in the Way of God.
Jihad, as preached and practiced by Muham-
mad, the Messenger of Peace (pbuh) is not
necessarily same and similar to its under-
standing by the Muslims and the non-Muslims
down the centuries. Hence, the history of
Jihad – its phases, periods, politics and ploys
– is very complex, which is not easy to grasp
if one does not have the sophistication and
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depth of knowledge of the very complex and
turbulent history of Islam. The why - when -
how of jihad transgressing into terrorism is
essential because almost always it is men-
tioned in the same breath as terrorism and
even described as an equivalent. JIHAD AND
TERRORISM is about portraying the Essen-
tial Jihad – illustrated by the Custodians of
Islam (p b u them) and the Holy Book – which
is averse to terrorism and wages a constant
War on terror. So, although we find the his-

tory of jihad and the history of terrorism
entangled, jihad and terrorism stand for dis-
tinctly separate and profoundly different val-
ues.”
Anita Rai was born in 1975 in a metropolis of India.
Although she now resides in UK, she is still very
attached to her roots, culture, aesthetics, and lit-
erature. She has done her BA from India, with Ho-
nours in English Literature and Language. After
coming to the UK, Anita has done her MBA with
specialisation in Marketing.

Napolitano says Israeli-style security is not suitable for
U.S.
Source: http://homelandsecuritynewswire.com/napolitano-says-israeli-style-security-not-sui-
table-us

DHS secretary Janet Napolitano is in Israel on
a visit; during her private briefing with Israeli
officials at Ben-Gurion Airport, they discussed
cargo screening and how to stop non-metallic
explosives, such as those used in the recent
plots, from getting onto a plane; Napolitano
was also briefed on other airport security
measures used in Israel; Napolitano said, how-
ever, that what is effective in Israel, a nation of
7.3 million, would not necessarily work for 310
million Americans; Ben-Gurion is Israelʼs only
major international airport; the United States
has 450 such facilities; about eleven million
people pass through Israeli airports each year,
while seventy times that many passengers go
through American airports each year. DHS
secretary Janet Napolitano on Tuesday re-
buffed suggestions that U.S. airports should
adopt the practices of airports in Israel, calling
the Israeli air travel system “a very differ-
ent model.” “We share a common goal, which
is to protect the people of our countries from
terror or other attacks,” Napolitano told Fox
News ahead of a tour of security facilities at Tel
Avivʼs Ben-Gurion International Airport. “But
there are many differences in the United States
system versus Israel. Part of that is driven by
sheer size.” Fox News reports that critics of
U.S. security methods, particularly full body
scans and the so-called “invasive pat down”
used by the Transportation Security Adminis-
tration (TSA), have called for American airports
to adopt Israeli-style security measures, which

rely heavily on behavioral profiling of travelers.
Napolitano said, however, that what is effec-
tive in Israel, a nation of 7.3 million, would not
necessarily work for 310 million Americans.
Ben-Gurion is Israelʼs only major international
airport. The United States, however, has 450
such facilities. Plus, about eleven million peo-
ple pass through Israeli airports each year,
while seventy times that many passengers go
through American airports each year. “So
thereʼs a very big difference in terms of size
and scale,” said Napolitano, who granted Fox
News exclusive access to join her on a week-
long, security-focused trip to Europe and the
Middle East. Early Tuesday, the head of secu-
rity at Ben-Gurion gave Napolitano a tour of his
airportʼs system and a “comprehensive brief-
ing” on Israeli airport security that “covered the
spectrum from intelligence to the perimeter se-
curity of the airport to checkpoint screening
and everything in between,” according to a
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Homeland Security official. Ben-Gurion has
formidable security measures apparent even
to an outsider. Snipers stand watch from a
glass-encased booth suspended above the
airportʼs main entrance, visible from a trav-
elerʼs first steps into the airport. In the run-up to
the Thanksgiving holiday, the Transportation
Security Administration began to come under
fire for its enhanced security measures at. In
the midst of the firestorm, Representative John
Mica (R-Florida), and others called for TSA to
adopt Israelʼs style of screening. Napolitano
and TSA chief John Pistole have said repeat-
edly that the new procedures at U.S. airports
are so far the best way to keep ahead of the
“evolving threat.” A department statement is-
sued late Tuesday noted that the TSA uses a
“layered security approach,” including the de-
ployment of behavior detection officers, air
marshals and explosives detection
canine teams. Overseas terrorists have repe-
atedly targeted U.S.-bound flights. On Chri-
stmas Day 2009, Umar Abdulmutallab of
Nigeria tried to detonate his explosives-laden
underwear over Detroit. In October, two pac-

kages containing explosives were sent from
Yemen to the United States, but they were in-
tercepted overseas after Saudi intelligence of-
ficials shared information about the plot. Both
attempts have been tied to Yemen-based al
Qaeda in the Arabian Peninsula. “We know
that thereʼve been terrorist attacks that have
emanated from this area of the world for
years,” Napolitano said, speaking of the
Mideast and Persian Gulf regions. So, she
said, her discussions with Israeli officials would
focus on “what partnerships we have, what in-
formation weʼre sharing, what kind of best
practices we can share in terms of protecting
security and safety.” During Napolitanoʼs pri-
vate briefing with Israeli officials at Ben-Gurion,
they discussed cargo screening and how to
stop non-metallic explosives, such as those
used in the recent plots, from getting onto a
plane, a Homeland Security official said. De-
spite repeated attempts to speak with an Is-
raeli official about using their security model in
the United States, the Israeli government de-
clined to talk with Fox News, citing an aversion
to discussing their security measures publicly.

How the Israelis do airport security
Source: http://www.cnn.com/2010/OPINION/01/11/yeffet.air.security.israel/

EDITOR’S NOTE: Being recently in Israel I had the chance to participate in an “inside
security tour” at Ben Gurion International Airport and watch a security exercise
where unmanned patrol vehicles were deployed (see Winter 2010 issue). Although
it is true that “numbers” and “quantities” are dif-
ferent between these two countries and having
travelled through almost all major international
airports worldwide, I will totally disagree with Mrs
Napolitano. The Israeli airport security system
should be the “model” for airports around the
world. An attack against an airport should take
place in the area before check-in not in the wait-
ing lounges, not in the airfield or the inner infra-
structure facilities. Although such a change might
cost al lot of money it should be seriously considered for all new airports. For ex-
ample it could be done at new Terminal 5 at Heathrow Airport in London.

In the wake of the failed Christmas Day
bombing of Northwest Flight 253, authorities
are ramping up air passenger screening, par-
ticularly for those flying from 14 nations that
the U.S. describes as «state sponsors of ter-
rorism or other countries of interest.» Hun-

dreds more full body scanning machines are
on order for U.S. airports. But some airline
security experts say the real answer to
greater security is to follow the approach
used by Israelʼs airline, El Al. Isaac Yeffet,
the former head of security for El Al and now
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an aviation security consultant in New York,
said El Al has prevented terrorism in the air
by making sure every passenger is inter-
viewed by a well-trained agent before check-
in. «Stop relying only on technology,» Yeffet
told CNN. «Technology can help the quali-
fied, well-trained human being but cannot re-
place him.»

Yeffet spoke to CNN:

CNN: What do you think weʼve learned about
airport security from the failed bombing in De-
troit?
Isaac Yeffet: We learned one thing. We do
not have a good security system to be able to
prevent tragedies in this country. After Locker-
bie, everyone thought,
now weʼve learned the
lesson of how to be
proactive instead of
being reactive. Unfor-
tunately, September 11
came and we know the
result. Thousands of
people lost their lives.
Security totally failed,
not at one airport, at
three different airports
around the country. In
2002, we had Richard
Reid, the shoe
bomber. This man gave the security people all
the suspicious signs that any passenger could
show. The man got a British passport in Bel-
gium, not in England. Number Two: he flew to
Paris, he bought a one-way ticket from Paris
to Florida. He paid cash. He came to the air-
port with no luggage. What else do I need to
know that this passenger is suspicious? What
did we learn from this? Just to tell the pas-
senger from now on, you take off your shoes
when you come to the airport? This I call a

patch on top of a patch. Now we face the story
with [Umar Farouk] AbdulMutallab. We had all
the information that we could dream the se-
curity people could get. He was on the list of
people connected to al Qaeda. I donʼt need
more to understand that when he comes, I am
not looking for more evidence. He is suspi-
cious; I have to take care of him. His father
called the U.S. Embassy a month before he
took the flight and told the U.S. Embassy that
his son had called and said this was the last
time you were going to hear from me. And the
father warned the U.S. Embassy that his son
was going to do something bad, watch him.
What happened to this information? The guy
bought a ticket and paid $3,000 cash. ... No
one knew the information that we had about
him, no one could interview him and to ask
him why is he flying to America.

CNN: What needs to be done to improve the
system?
Yeffet: Itʼs mandatory that every passenger
— I donʼt care his religion or whatever he is
— every passenger has to be interviewed by
security people who are qualified and well-

trained, and are being
tested all year long. I
trained my guys and
educated them, that
every flight, for them, is
the first flight. That
every passenger is the
first passenger. The
fact that you had [safe
flights] yesterday and
last month means noth-
ing. We are looking for
the one who is coming
to blow up our aircraft.
If you do not look at

each passenger, something is wrong with
your system. Every passenger has to be in-
terviewed by security people who are quali-
fied and well-trained.

CNN: What is El Alʼs approach to airline se-
curity? How does it differ from whatʼs being
done in this country?
Yeffett: We must look at the qualifications of
the candidate for security jobs. He must be ed-
ucated. He must speak two languages. He

STORY HIGHLIGHTS
- U.S. authorities have stepped up airport

screening after failed Christmas Day at-
tack

- Consultant Isaac Yeffet says Israel
safeguards planes by interviewing all
passengers

- He says well-trained agents can detect
attackers and prevent incidents

- Yeffet: Security people need to be con-
stantly tested — and fired if they fail
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must be trained for a long time, in classrooms.
He must receive on-the-job training with a su-
pervisor for weeks to make sure that the guy
understands how to approach a passenger,
how to convince him to cooperate with him, be-
cause the passenger is taking the flight and we
are on the ground. The passengers have to un-
derstand that the security is doing it for their
benefit. We are constantly in touch with the Is-
raeli intelligence to find out if there are any sus-
picious passengers among hundreds of
passengers coming to take the flight — by get-
ting the list of passengers for each flight and
comparing it with the suspicious list that we
have. If one of the passengers is on the list,
then we are waiting for him, he will not surprise
us. During the year, we did thousands of tests
of our security guys around the world. It cost
money, but once you save lives, itʼs worth all
the money that the government gave us to have
the right security system. I used to send a male
or female that we trusted. We used to give them
tickets and send them to an airport to take a
flight to Tel Aviv. We concealed whatever we
could in their luggage. Everything was fake, and
we wanted to find out if the security people
would stop this passenger or not. If there was
any failure, the security people immediately
were fired, and we called in all the security peo-
ple to tell people why they failed, what hap-
pened step by step. I wanted everyone to learn
from any failure. And if they were very suc-
cessful, I wanted everyone to know why.

CNN: Letʼs say all the airlines instituted the
system that youʼre talking about. So letʼs say
I go to an airport for a flight to London. What
should happen?
Yeffet: When you come to the check-in, nor-
mally you wait on line. While you wait on line,
I want you to be with your luggage. You have
to meet with me, the security guy. We tell you
who we are. We ask for your passport, we ask
for your ticket. We check your passport. We
want to find which countries you visited. We
start to ask questions, and based on your an-
swers and the way you behave, we come to a
conclusion about whether you are bona fide
or not. Thatʼs what should happen.

CNN: Every passenger should be inter-
viewed, on all flights?
Yeffet: Yes, 100 percent... I want to interview
you. It wonʼt take too long if youʼre bona fide.
We never had a delay. Number two, I have
heard so many times El Al is a small airline.
We in America are big air carriers. Number
one, we have over 400 airports around the
country, why hasnʼt anyone from this govern-
ment asked himself, letʼs take one airport out
of 400 airports and try to implement El Alʼs
system because their system proved theyʼre
the best of the best. For the last 40 years, El
Al did not have a single tragedy. And they
came to attack us and to blow up our aircraft,
but we knew how to stop them on the ground.
So letʼs try to implement the system at one air-
port in the country and then come to a con-
clusion...

CNN: What do you think of using full body
scanners?
Yeffet: I am against it, this is once again patch
on top of patch. Look what happened, Richard
Reid, the shoebomber, hid the explosives in
his shoes. The result — all of us have to take
off our shoes when we come to the airport.
The Nigerian guy hid his explosives in his un-
derwear. The result — everyone now will be
seen naked. Is this the security system that
we want? We have millions of Muslims in this
country. I am not Muslim, but I am very famil-
iar with the tradition, I respect the tradition.
Women who walk on the street cover their
body from head to toe. Can you imagine the
reaction of the husband? Excuse me, wait on
the side, we want to see your wifeʼs body
naked?... This is not an answer. I appreciate
what the president said, but we need to see
the results on the ground at the airports. ... I
strongly recommend that TSA call experts ...
and not let them leave before they come to
conclusions about what must be done at each
airport to make sure that we are really pro-ac-
tive. Let us be alert, let us work together, and
show no mercy for any failure, no mercy. If we
do this system, believe me we will show the
world that we are the best proactive security
system and the terrorists will understand that
itʼs not worth it to come to attack us.
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CNN: Would it be more expensive to provide
the kind of security system you recommend?
Yeffet: For sure El Al spends more money on
security than the American air carriers. But the

passengers are willing to pay for it if we can
prove to them that they are secure when they
come to take a flight. 

Airport screening: The new—and you
Source: http://www.washingtonpost.com/wp-srv/special/nation/future-airport-security/

Companies around the world are pouring research money and brainpower into making the slog
through airport security into more of a stroll. Ideally, these innovations improve safety and con-
venience. But some technologies would require passengers to reveal more personal informa-
tion than U.S. travelers are used to providing.

LIQUID ANALYZER
What it does
A scanner checks bottles without opening them, determining, for example, whether that pale liq-
uid is a bomb ingredient or ginger ale.

IRIS RECOGNITION
What it does
As a passenger walks past, a device scans the colored portion of the eye to confirm his or her
identity.
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ʻBOMB SNIFFERʼ
What it does
This device detects traces of explosives like a bomb-sniffing dog would, only faster. It works in
one second while the passenger is moving.

NOT-SO-NAKED PICTURES
What it does
Full-body scanners display a generic image with any suspicious areas highlighted.
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FINGERPRINT READER
What it does
This high-tech version eliminates the ink and paper and matches prints to a database or to a
biometric ID card in less than a second.

SHOE SCANNER
What it does
The ideal scanner lets passengers keep their shoes
on while it detects explosive traces and knives (with-
out flagging metal shoe parts).
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BEHAVIORAL ASSESSMENT
What it does
Obscure code words or images linked to terrorist groups are projected around the airport
while hidden sensors and cameras see who reacts.

BIOMETRIC ID CARD
What it does
Passengersʼ ID cards contain fingerprints, iris scans, passport info, photos and other per-
sonal data—perhaps even a voice sample.

SOURCES: Cascade Technologies, Human Recognition Systems, Smiths Detection, L-3 Com-
munications, Rapiscan, Morpho Detection, TSA, Times of India, Globes Online, The Econo-
mist.

Escalator to replace fireman ladder
Source1: http://homelandsecuritynewswire.com/escalator-replace-fireman-ladder
Source2: http://www.popsci.com/technology/article/2010-12/invention-month-easy-way

Since the 1880s, firefighters have been climb-
ing ladders to rescue victims trapped by fire
inside burning building; a new hydraulic lad-
der would carry firefighters — the way a con-
veyer belt does — as high as 113 feet at twice
the speed of a climbing man; fire victims
would be loaded into bags attached to the lad-

der; it now take up to fifteen minutes, and
sometimes several men, to carry one victim
down a ladder from ten stories; the new lad-
der will allow one firefighter to carry two vic-
tims at half the time. Orville Douglas Denison
spent much of his youth sketching out futuris-
tic aircraft, but in retirement he has turned



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 387

pragmatic. His “aerial fire truck,” a cross be-
tween a conveyer belt and a ladder, could
help firefighters quickly shuttle victims out of
burning buildings. Popular Science reports
that Denison began studying fire-rescue tech-
nology after watching TV coverage of the
World Trade Center evacuations on 9/11.
Eventually he turned his focus to the ladders
often used for smaller buildings. Firemen

began deploying telescoping ladders in the
1880s, and they have not changed signifi-
cantly since. “Itʼs ridiculous to climb up, put
someone on your shoulders, and climb
down,” Denison says. There had to be a faster
way, he thought. So he designed a moving
ladder that could be retrofitted to trucks to re-
duce a firefighterʼs climbing time by more than
half. In a rescue, firemen could extend Deni-
sonʼs hydraulic ladder to windows as high as
113 feet — but rather than clamber up the lad-
der, the firefighter would hop on, and the
rungs would roll up at 200 feet per minute —
more than twice the average climbing speed

of a firefighter weighed down by 130 pounds
of gear. The firefighter would ride to a window,
load unconscious victims into a rescue bag,
hook the bag to the ladder, and shift it into re-
verse to bring the person to safety. Denison
says it can now take up to fifteen minutes, and
sometimes several men, to carry one victim
down a ladder from ten stories. He estimates
that his ladder could lower four people to the
ground in less than four minutes. Several fire-
fighting experts praise Denisonʼs innovative
approach, while also nitpicking the design,
suggesting that simpler is better for rescue
technology. Denison, who has interest from
some manufacturers, welcomes the critiques
— he is intent on making his ladder a reality.

“To me,” he says, “this is an obvious neces-
sity and a solution to an age-old problem.” As
Denisonʼs new hydraulic ladder extends, it
draws additional rungs from inside the base
unit. The rungs are on rollers that slide on
tracks to feed the ladder. Each roller moves
independently and is attached to a spring-
loaded cable that keeps the line taut as the
rungs run up and down the ladder at 200 feet
per minute.

HHS Announces Resources for Hospital Preparedness
Exercises 
Source:http://www.hstoday.us/industry-news/general/single-article/hhs-announces-resources-
for-hospital-preparedness-exercises/63d35215bee9fbbb469ac626c69bc5cd.html

The Department of Health and Human Serv-
icesʼ (HHS) Agency for Healthcare Research
and Quality (AHRQ) has released the Hospital
Preparedness Exercises Atlas of Resources
and Tools planner to give hospital emergency
planners a structured compendium of available

resources and tools that can help them plan
for, design and develop, conduct, evaluate and
improve hospital preparedness exercises.
AHRQ is the lead federal agency charged with
supporting research designed to improve the
quality of health care, reduce its cost, address
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patient safety and medical errors, and broaden
access to essential services. AHRQ sponsors
and conducts research that provides evidence-
based information on health care outcomes;
quality; and cost, use, and access. The infor-
mation helps health care decisionmakers - pa-
tients and clinicians, health system leaders and
policymakers - make more informed decisions
and improve the quality of health care services.
Prepared for AHRQ and the Assistant Secre-
tary for Preparedness and Response by New
York-based Weill Cornell Medical College,
HHS said “these resources and tools can be
used throughout the exercise cycle to help hos-
pital preparedness planners meet federal fund-
ing requirements and accreditation standards,
as well as strengthen an organizationʼs pre-
paredness systems. The Atlas “describes
nearly 200 resources and tools that are avail-
able to help exercise coordinators meet federal
funding requirements and accreditation stan-
dards throughout the exercise cycle. Each
entry provides descriptive and citation infor-
mation for the resource or tool,” HHS said. Ac-
companying the Atlas is the Hospital
Preparedness Exercises Guidebook, which
complements the Atlas serving as a reference
for planning, conducting, and evaluating exer-
cises and for how to comply with accreditation
standards and federal guidelines, and the Hos-
pital Preparedness Exercises Pocket Guide,
which serves as a quick reference summariz-
ing the Guidebook. According to HHS, the Hos-
pital Preparedness Exercises Atlas of
Resources and Tools “is to be used in con-
junction with the Hospital Preparedness Exer-
cises Guidebook that “takes the user through
the process of exercise planning, design and

development, conduct, evaluation
and improvement planning, along
with requirements and standards
(e.g., for federal funding and/or ac-
creditation).” “Atlas users may wish to
browse either the Table or the In-
dexes first, then refer to the detailed
description of the resources or tools
of interest in the Listings to learn
more,” HHS said, noting that “each
section contains detailed instructions
for use.” The Hospital Preparedness
Exercises Atlas of Resources and

Tools was developed with the assistance of
students from Weill Cornell Medical College
who “worked in three- or four-person teams,
with each team member scoring, labeling and
writing descriptions of a subset of assigned re-
sources and tools. These descriptions were re-
viewed and edited by other team members,
with consensus on the final scorings within
each group; disagreements were adjudicated
by the project director,” the Atlas stated. The
Guidebook addresses preparedness exercise-
related requirements for federal funding and
hospital accreditation and “is intended for use
in planning, conducting and evaluating such
exercises, with the goal of improving hospital
emergency preparedness programs. It also
can serve as a resource for senior leadership
to help increase institutional commitment to
provide the necessary resources for succes-
sful preparedness exercises.” The Guidebook
provides cross-references to resources and
tools that may be useful in these activities;
“however, it should not be used as a sole ref-
erence for preparedness exercises,” HHS em-
phasized, adding that “the focus of the
guidebook is hospital preparedness exercises,
an important component of a hospital emer-
gency preparedness program. The contents
reflect exercise guidance for US hospitals as
of 2009.” The Guidebook addresses the needs
of a range of hospitals, including acute care
and critical access hospitals, as well as those
that are accredited, and those that are not. The
Pocket Guide “is designed to provide hospital
evacuation decision teams with organized and
systematic guidance on how to consider the
many factors that bear on the decision to order
an evacuation, and assist decision teams in

Hospital Preparedness Pocket Guide 
http://www.ahrq.gov/prep/hosppcktgd/hosppcktgd.pdf

Hospital Preparedness Exercises
Guidebook
http://www.ahrq.gov/prep/hospexguide/hos-
pexguide.pdf

Hospital Preparedness Exercises 
Atlas of Resources and Tools
http://www.ahrq.gov/prep/hospatlas/hospatlas.pdf
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identifying some of the special situations, often
overlooked, that may exist in their facility or ge-
ographic area that could affect the decision to
evacuation,” HHS said. HHS explained that “a
hospital preparedness exercise is a means for
a hospital to test and evaluate its capabilities
of preventing, preparing for, protecting from, re-

sponding to and/or recovering from an event
that puts a significant strain on a hospitalʼs pa-
tient care or operating systems. Exercises are
a component of a hospitalʼs emergency mana-
gement program, which also may include
emergency operations plans and an incident
command system.”

Pirates winning war off Somali coast
Source: http://homelandsecuritynewswire.com/pirates-winning-war-somali-coast?page=0,1

The hugely expensive effort against the So-
mali pirates — a fleet of 40 warships from 30
countries is patrolling the waters near Soma-
lia — has failed to slow down the rate of
piracy; Somali attacks had soared dramati-
cally in the past three years — from 40 attacks
in 2007 to a reported 218 attacks last
year; the Somali buccaneers are roaming
over a much bigger territory and causing
greater damage; the average ransom
payment to the Somalis has doubled to
$5 million; they are holding their hostages
for up to 120 days — twice as long as in
the past; they even used a hijacked
freighter to attack a naval warship that
was escorting supplies for African peace-
keepers; the increasingly brazen pirates
are currently holding 26 vessels and 609
hostages off the coast of Somalia; there
is growing evidence that Somaliaʼs Islamic
militants, including the feared al-Shabab rad-
ical group, are beginning to use piracy to raise
money for their relentless rebellion against
Somaliaʼs government. It has been another lu-
crative week for the barefoot buccaneers of
Somalia. First they collected a $5.5-million
ransom payment for a German-owned chemi-
cal tanker. Then, a day later, they hijacked an-
other European cargo vessel, adding its eight
crew members to their growing hoard
of hostages. This latest haul of ocean booty
is fresh evidence that the worldʼs navies are
facing failure in their massive campaign to de-
feat the Somali pirates. Despite years of ef-
forts by the naval forces of Canada and
dozens of other countries, the pirates are
more dangerous than ever. The Globe and
Mail reports that a growing number of secu-
rity experts are concluding that the naval cam-
paign just is not working. At last count, the

increasingly brazen pirates were holding 26
vessels and 609 hostages off the coast of So-
malia, according to a European Union anti-
piracy force. The hugely expensive effort
against the pirates, including six naval ships
from Canada alone in the past few years, has

failed to slow down the rate of piracy. The
number of hijackings by Somali pirates has
steadily increased in recent years, with the
Somalis accounting for 35 of the worldʼs 39
ships hijacked in the first nine months of
this year. Moreover, the Somali buccaneers
are roaming over a much bigger territory and
causing greater damage. The average ran-
som payment to the Somalis has doubled to
$5 million. They are holding their hostages for
up to 120 days — twice as long as in the past.
They even used a hijacked freighter to attack
a naval warship that was escorting supplies
for African peacekeepers. In an effort to crush
the pirates, a fleet of 40 warships from 30
countries is patrolling the waters near Soma-
lia. The anti-piracy flotilla is “the largest naval
armada the world has seen in recent times,”
says Deborah Akoth Osiro, a researcher at
the Nairobi office of the Institute for Secu-
rity Studies. “Yet, rather than contain the prob-
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lem, the warships have driven Somali pirates
further into the Indian Ocean,” she said in the
latest issue of the instituteʼs journal. “There
have been numerous attempts to combat
piracy off the coast of Somalia, yet it is esca-
lating.” Osiro estimates that there are 1,000
to 1,500 Somali pirates operating in the seas
today, roaming as far as 2,000 kilometers
from their base in Somalia. They have
launched attacks as far south as the Mozam-
bican channel, as far north as the Red Sea,
and as far east as the Maldives and the south-
ern coast of India. “This is a vast area, and the
navies cannot realistically cover it,” Captain
Pottengal Mukundan, director of the Interna-
tional Maritime Bureau, said in a recent report.
The bureau is urging vessels to stay at least
600 nautical miles away from Somaliaʼs
coastline — although even that distance might
be insufficient to protect themselves. A senior
United Nations official, Lynn Pascoe, de-
scribed the piracy situation as “appalling.” In a
report last month, he warned that the Somali
piracy crisis is “outpacing” the international ef-
forts to solve it. A study by the U.S. govern-
ment in September found that Somali attacks
had soared dramatically in the past three
years — from 40 attacks in 2007 to a reported
218 attacks last year. The number of hostages
seized by the pirates rose fivefold in the same
period, reaching 867 hostages last year, and
the total amount of ransoms increased from
$3 million in 2007 to about $74 million
last year. There are “not enough naval ves-
sels among all of the combined navies in the
world” to patrol the entire area of operations
of the Somali pirates, the study concluded.
The Globe and Mail notes that the pirates are
often surprisingly low-tech. They bump
across the waves in small skiffs, clambering
barefoot as they scale the walls of ships, and
their weapons are often so old that they are
rusty. They are increasingly violent and ruth-
less, however, not hesitating to fire their au-
tomatic weapons and rocket-propelled
grenades. They also have successfully
dodged the anti-piracy fleet, putting their
speedboats onto larger “mother ships” — or
hijacked vessels — so that they can travel far
away from the naval armada before launch-
ing their attacks. The pirates are supported

by shadowy financiers who are rarely caught.
There is growing evidence that Somaliaʼs Is-
lamic militants, including the feared al-
Shabab radical group, are beginning to use
piracy to raise money for their relentless re-
bellion against Somaliaʼs government. Ship
owners are responding with a dizzying array
of defensive tactics: sonic beams; laser point-
ers; water cannons; rolls of razor wire; barred
windows; lubricant foam to make stairways
dangerous; teams of guards with sniper rifles,
and “safe rooms” with reinforced steel walls
to protect the crew if the pirates climb aboard.
But none of this is working, and desperate
governments are looking at new options.
They have searched for countries willing to
put the pirates on trial and imprison them, but
almost every country in Africa (and in the
West) is unwilling. Kenya has conducted
most of the piracy trials, but it complains of
being the “dumping ground” for arrested pi-
rates. The Kenyan government is threatening
to halt the trials unless it gets more money for
its overloaded legal system. Nobody knows
what to do with the pirates. Hundreds of them
are simply disarmed and released after they
are captured. Shipping companies continue
to pay ransoms, even to suspected terrorists,
because they know that a refusal to pay ran-
soms could damage their commercial inter-
ests. In desperation, many governments and
ship owners are turning to mercenaries and
private security armies. London-based insu-
rance and shipping companies, for example,
are planning to support a private navy of
twenty armed patrol boats, with mercenaries
on board. But the legal status of these mer-
cenaries is unclear, and their existence could
lead to controversial actions such as gun-run-
ning and executions at sea. In South Africa
this month, police arrested four people who
were allegedly smuggling weapons for an
anti-piracy force in Somalia. “A return to pri-
vateering indicates that the Somali bucca-
neers have overwhelmed the naval armada,”
Osiro says. “The common thread of these
anti-piracy responses is that they follow the
path of least resistance. They seem to have
been chosen to provide cosmetic solutions
and circumnavigate the only obvious resolu-
tion: stabilizing Somalia.”
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A Tel Aviv University clinical psychologist exam-
ines how various Islamic beliefs and practices im-
pact the psychological well-being of its
adherents; among American Muslims, he is at-
tempting scientifically to quantify how the after-
effects of the 9/11 attacks — after-effects which
included many stressors, such as increasing
number of security checks, harassment, and ver-
bal abuse — have affected mental well-being
and what therapeutic role Islam plays, hoping to
identify a clinical path for recovery; it is the first
study of its kind and has findings applicable to
other religions. Albert Einstein once said that sci-
ence without religion is lame, and religion without
science is blind. Now a Tel Aviv University re-
searcher is one of the first to explore the link be-
tween these two realms in the Muslim world.
Clinical psychologist Dr. Hisham Abu-Raiya of Tel
Aviv Universityʼs Bob Shapell School of Social
Work is investigating how various Islamic beliefs
and practices impact the psychological well-
being of its adherents. Among American Mus-
lims, he is attempting scientifically to quantify how
the after-effects of the 9/11 attacks have affected
mental well-being and what therapeutic role
Islam plays, hoping to identify a clinical path for
recovery. It is the first study of its kind and has
findings applicable to other religions, the re-
searcher says. Since 9/11, U.S. Muslims have
faced an increasing number of security checks,
harassment, and verbal abuse. Via an online
questionnaire, Dr. Abu-Raiya surveyed 138 Ame-
rican Muslims, asking how they coped with these
new stressors. His findings were reported in Psy-
chology of Religion and Spirituality in October.

The God response
During his post-doctoral studies at New York

University, Abu-Raiya had witnessed firsthand
how 9/11 impacted the Muslim community. For
this study, he investigated the high volume of ne-
gative events experienced by American Muslim
participants. The large majority reported experi-
encing at least one stressful interpersonal event
after the 9/11 attacks, including anti-Muslim in-
sults, special security checks in airports, and ver-

bal harassment. The Muslims who created sup-
port groups or became more active at their local
mosques, where they found strength in commu-
nal support. Theirs were considered positive re-
sponses and included a sense that they were
experiencing “a test from God.” Participants in
general reportedly increased religious practices
such as prayer, fasting, mosque attendance, and
Quran reading following the 9/11 attack. Those
who described feeling isolated from others and
their community were more likely to report fee-
lings of anger and depression. They were more
likely to doubt God or their faith, and to express
the possibility that God was punishing them.

A tool to assess Islam
To interpret the questionnaire responses,

Abu-Raiya used a tool he developed during his
Ph.D. studies at Ohioʼs Bowling Green State
University, the Psychological Measure of Isla-
mic Religiousness (PMIR) — a scientifically-
based, multi-dimensional tool for studying the
psychological aspects of Islam. This assess-
ment is similar to, yet different from, measures
that quantify faith among other religious groups.
“Religion can offer an immense amount of sup-
port to the individual and community,” says Abu-
Raiya. “My findings can help clinicians identify
the kind of behavior that leads to positive re-
sponses — and how to help patients better
reach their goal of healing.” Religion can be
used explicitly in the clinical setting as an im-
portant coping tool for life stressors, he adds,
noting that the story of Job from the Quran —
the same story that appears in the Old Testa-
ment — was particularly useful in guiding one
patient through a long-term depression. Be-
cause all religions share universal values, Abu-
Raiyaʼs study of Islam on the emotional
well-being of patients in a clinical setting can
certainly be applied to other religions, including
Judaism and Christianity. He notes that his re-
search can also be used to increase awareness
of the profound and traumatic impacts of the
9/11 attacks on Muslims living in the
United States.

Clinical psychology on how American Muslims cope with
9/11 aftermath
Source:http://homelandsecuritynewswire.com/clinical-psychology-how-american-muslims-
cope-911-aftermath
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Setting the Agenda for an Evidence-based Olympics
RAND Europe Publications
Source:
http://www.rand.org/content/dam/rand/pubs/technical_reports/2007/RAND_TR516.pdf

To prepare for the London 2012 Olympic
Games, it will be vital to ensure that the plan-
ning, delivery and legacy of the Games are
fully accountable and based on
the soundest evidence base avail-
able. The evidence base for spe-
cific policies can be built on two
main foundations. Firstly, on the
available evidence from previous
mega-events; and secondly, thro-
ugh new primary research that
places the challenges faced by
the Olympics in the London con-
text. In this report we present a
meta-analysis of Olympic Games
and mega-event policy issues
based on a literature review of
previous evaluations and analy-
ses, to identify key issues that should be ad-
dressed in order to contribute to London
2012ʼs aspiration as the most successful
modern Games. We highlight two policy areas
(transport and infrastructure, and security) in

which specific research tools can be used to
facilitate evidence-based policy making. In
order to understand the evidence base requi-

red for transport and infrastruc-
ture, we have investigated the
sorts of issues that can be ad-
dressed and provided a selection
of potential studies that would
provide high quality primary evi-
dence for policy making for the
Games. These studies make use
of a number of modelling techni-
ques in use at RAND Europe. Se-
curity is a particularly big concern
for the modern Olympics. Thro-
ugh investigating previous thre-
ats, we can identify the likely
threat types to London 2012. By

understanding the interaction of hostile intent;
operational capability; and potential influen-
ces on security, we can start to identify the se-
curity capabilities required to address different
threats to security during London 2012.
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Bristol, UK: BAE Systems has successfully
demonstrated a prototype device that will
serve as an effective non-lethal deterrent
against pirate attacks on commercial vessels
such as oil tankers and container ships.
Piracy worldwide is on the rise according to
reports from the ICCʼs International Maritime
Bureau (IMB), with 430 attacks worldwide re-

ported last year, up from 406 in 2009. As pi-
rates increase their range of operations and
their capabilities, commercial shipping agents
are increasingly looking for ways of prevent-
ing attacks whilst avoiding armed guards on
their ships. In order to help combat the grow-
ing piracy threat BAE Systems conducted a
study of pirateʼs behaviour and a company-
wide capability survey. This led to the devel-
opment of the concept of using a non-lethal
laser, which would leave only temporary ef-
fects, to distract and deter potential attackers
from a distance. Leveraging the capability of
its Optics and Laser Technology Department
within its Advanced Technology Centre, BAE
Systemʼs researchers conducted a number of
experiments to assess the feasibility of laser

distraction as a non-lethal weapon. The re-
search team has now successfully demon-
strated a suitable laser at the Pershore Trials
Range in Worcester over a variety of dis-
tances in a variety of conditions. The laser
beam is capable of providing a visual warning
to pirates at distances greater than 2km, and
of disorientating attackers sufficiently at lesser
distances so that weapons cannot be targeted
effectively. At all times the power levels of the
laser remain eye safe. Roy Evans, BAE Sys-
tems capability technology lead for laser pho-
tonic systems, said: “The effect is similar to
when a fighter pilot attacks from the direction
of the sun. The glare from the laser is intense
enough to make it impossible to aim weapons
like AK47s or RPGs, but doesnʼt have a per-
manent effect.” The laser was trialled during
night and day in varying weather conditions at
the Worcester facility. Cameras were placed
at the target location to demonstrate the level
of beam intensity and divergence produced by
the test runs. Beam oscillation techniques
were also demonstrated. The researchers
have developed a bespoke Neodymium Yt-
trium Aluminium Garnet (Nd:YAG) laser which
is an effective deterrent at relatively low power
levels. By utilising targeting systems and
changing beam patterns, the distraction effect
can be made more pronounced and be used
against multiple targets. Evans continued:
“We successfully showed that the laser works
not just during the night, but also in full day-
light. But, there are many more requirements
to meet before placing a non-lethal laser
weapon on commercial ships.» When fitted
on commercial ships the laser distraction sys-
tem could utilise its own targeting capability or

BAE Systems Develops Non-Lethal Laser to Defend
Against Pirate Attacks on Commercial Shipping
Source:
http://www.baesystems.com/Newsroom/NewsReleases/autoGen_111010105948.html
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integrate with existing ship radar and sensor
systems to control the direction and power of
the beam. It could therefore work semi-au-
tonomously and would also include security
features to ensure it could not be used by pi-
rates if they boarded the ship. Bryan Hore,
BAE Systems business development man-
ager and the lead for the anti-piracy pro-
gramme, said: “Laser distraction is part of a

wider programme of anti-piracy technologies
being developed by BAE Systems, including
radar systems, which utilises expertise and
knowledge from the military domain. The aim
of the laser distraction project is now to deve-
lop a non-lethal deterrent to pirates, which has
no lasting effects, which can work in a mari-
time environment, be operated by the crew at
no risk, and be cost effective.”

Piracy in the Horn of Africa: 2008-2010
Source:http://www.icc-ccs.org/index.php?option=com_fabrik&view=visualization&controller=visua-
lization.google map &Itemid=219

This map shows all the piracy and armed robbery incidents reported to the IMB Piracy Re-
porting Centre during 2010. If exact coordinates are not provided, estimated positions are
shown based on information provided. Zoom-in and click on the pointers to view more infor-
mation of an individual attack. Pointers may be superimposed on each other.

2010 (Observe the shift to the right towards India)
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2009

2008

EDITOR’S NOTE: Referencing Wikileaks some claimed (2010) that the strange physi-
cal phenomenon known as “Aden Vortex” is the main reason for the international
flotilla accumulated in the area. It might be interesting to look further deeper into this
information. There is” no smoke without fire”!
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“In my first article for Infologue I described
how the security planning for the 2012 Games
sat within the UKʼs Counter Terrorist Strategy,
CONTEST, and how industry was recognised
as an essential partner in that strategy. In my
second article I explained how implementa-
tion of CONTEST was being undertaken by
Government and encouraged in the private

sector, and also explained how this translated
into the Olympic arena.

“The International Olympic Committee
(IOC) in evaluating bids from potential host
countries look at many factors, of which safety
and security are of paramount importance.
They are not prepared to allow responsibility
for this element of the Games to lie solely with
the national organising committee for the
Games.  They demand that the state is the
guarantor of safety and security and in Lon-
donʼs case this was determined to be the
Home Secretary, on behalf of the Government.

“Safety & Security for the Games can nor-
mally be divided into 3 parts:
1. The build;
2. The Organising Committeeʼs responsibility

at venues;
3. The Stateʼs responsibility in the lead-up to

and during Games time.
“This has traditionally been further compli-

cated by organising the Olympic and Para-
lympic Games as entirely separate events.  It
is easy to view the Paralympic Games as a
side-show; a follow-up to the main event.  The
Paralympic Games is anything but this.
Whilst being approximately 40% of the size of
the Olympic Games, it is nonetheless second
only to the Olympic Games in size in the world
as a major event.  One of the winning factors
in our bid to host the Games was that, for the
first time, there would be one organising com-
mittee to cover both Games.  This has meant
that planning for both events is seamless and
more effective. It has also given the Para-
lympic Games a higher status in relation to
the Olympic Games.  With that increased sta-
tus comes a higher profile in terms of risk and
the planning to mitigate those risks.  The
Olympic Security Directorate (OSD)strategy
for the safety and security of the London
Games has recognised this in its Olympic&
Paralympic Safety & Security Strategic Risk
Assessment (OSSSRA) and the Olympic &
Paralympic Safety & Security Strategy
(OPSSS). In keeping with the Office for Se-
curity and Counter Terrorismʼs open and
transparent way of working with the country
through CONTEST, so has the OSD been
open and transparent by publishing sum-
maries of its OSSSRA and OPSSS.

“The Olympic Security Directorate in fash-
ioning its strategy has demonstrated its over-
all responsibility for safety and security at
Games time.  This is important in terms of its
effect and comparison with planning at previ-
ous Games. From an early stage the Olympic
Security Directorate has embraced all 3 parts
of Olympic Safety & Security – Build (Olympic
Delivery Authority), Venues (LOCOG) and

Countdown to the Olympics – Jan 2011
By David Evans
Source: http://www.infologue.com/featured/countdown-to-the-olympics-jan-2011-part-three/
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State (OSCT, MPS, ACPO and other agen-
cies). Auditing visits by the IOC have com-
mented favourably on how closely integrated
all these elements of planning are. Prior to the
OSD taking overall responsibility for planning
the MPS had already demonstrated their
renown professionalism bygetting underway
with planning immediately the Gameswere
awarded.

“The Olympic and Paralympic Safety and
Security Strategic Risk Assessment utilises
the same methodology as that used in the Na-
tional Risk Register and the scope of the OS-
SSRA is aligned to the OPSSS to ensure that:
- It assesses risks that may occur both dur-

ing the design and build stage and during
Games time, acknowledging that the em-
phasis will be on impacts on safety and se-
curity during the period of the Games
themselves;

- It assesses risks to all Games locations,
whether that be the sporting venues or the
physical or electronic infrastructure that
supports them;

- It assesses risks for the purposes of all five
objectives in the Strategy: Protect; Pre-
pare; Identify and Disrupt; Command, Con-
trol, Plan and Resource; and Engage, and

- It only assesses those risks that have a
safety and security element to them, not
those risks that solely have an impact on
the smooth running or continuity of the
Games themselves; and

- It does not replace existing contingency
and safety plans for Games venues or day
to day emergency service activity.

The OSSSRA considers threats from five dis-
tinct areas, namely:
- Terrorism;
- Serious and organised crime;
- Domestic extremism;
- Public disorder; and
- Natural events.
It breaks each of these down into:
- Terrorism 

- Attacks on crowded places – Games
venues and other organised events
e.g. Live Screens;

- Attacks on transport systems – e.g Un-
derground system; and

- Non-conventional attacks – this is at-
tack by non-conventional material:
chemical, biological, radiological and
nuclear (CBRN).

- Serious and Organised Crime 
- Crime – previous experience shows

that low-level crime falls at or in the
vicinity of Games venues and focus
needs to turn to high value assets and
athletes at the Olympic Park and
Olympic village;

- Organised crime – of particular interest
is the likelihood of fraud within the tick-
eting system;and

- Cyber attack – internet technology will
be fundamental to the administration of
the Games and attacks are likely
against the Olympic website, the elec-
tronic infrastructure of the Games and

sponsors, cyber enabled ticketing, and
attacks on IT, communication and
transport.

- Public disorder – the Games provide a
global stage on which protestors seek to
publicise diverse causes in lawful and un-
lawful ways and also provides an opportu-
nity for domestic extremists to seek to
disrupt preparation and delivery phases.

- Natural events 
- Severe weather; and
- Human diseases.

In addition to these threats the OSSSRA
considers the impact of risk, malicious and
non-malicious, on the Games critical infra-
structure.

“The OSSSRA then moves into a risk iden-
tification and mitigation process using exist-
ing but tailored processes in three phases:
- Phase 1 Identifying the risks: 

- Identification – utilising current intelli-
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gence assessments. A comprehensive
picture of the risks is built and each risk
exposed to expert opinion, from gov-
ernment and other agencies and a rea-
sonable ʻworst case scenarioʼ agreed
for subsequent scoring in the next
stages.

- Assessment – the agreed reasonable
worst case scenarios are assessed for
impact and likelihood by relevant ex-
perts. A number of assessment criteria
are used, dependent on the risk rang-
ing from scientific and statistical data
to assessment of capacity and vulner-
ability of the target.  Impact assess-
ments are also undertaken to assess
for each scenario, the likely number of
fatalities and casualties, damage to
property and assets, disruption to serv-
ices and financial loss. Risk to reputa-
tion is also considered.

- Comparison of the risks – once as-
sessed the risks are plotted onto a risk
matrix.  As all potential threats and
hazards are plotted against the same
criteria, it is possible to make a com-
parative assessment as to which pose
the greatest risk. Mapping the risks on
an ʻImpact/likelihoodʼ table allows for
an ʻat a glanceʼ comparison with other
risks and also enables a pre and post
mitigation comparison to be made.

The OSSSRA does not cover all possible
risks only those deemed significant enough
for inclusion, but all risks are reviewed on a
regular basis and their status assessed.
- Phase 2 Mitigating the risks

“Strategic Design Requirements (SDRs) –
these are high level statements of require-
ment needed to mitigate a particular risk. It
does this by either reducing the likelihood of it
occurring or reducing the impact should it
occur. SDRs are similar to Planning Assump-
tions made in the National Risk Register but
add prevention of a risk to preparing and deal-
ing with the consequences.  The OSD uses
SDRs to create commissions with partner
agencies such as the police or UKBA.  There
are currently 27 such projects under commis-
sion.  The principles of the OSSSRA and as-
sociated SDRs are being used by OSDʼs
partners and stakeholders in their support of
the security and safety strategy.
- Phase 3 Understanding residual risk 

- To ensure that commissions deliver
and when combined are proportionate
the OSD conducts a risk reduction as-
sessment (RRAt).This assessment is

designed to ensure that duplication of
effort and resource is avoided and that
any gaps are identified.

- Following the assessment the OSD is
then able to determine the residual risk
and this informs Ministers, senior offi-
cials and operational commanders so
that a decision can be made as to
whether or not the level of residual risk
is acceptable and if not what more
work is needed to be done on mitiga-
tion.

The OSSSRA process is managed by the
Design Authority Team (DAT) who sit within
the OSD and who work closely with the Civil
Contingencies Secretariat.  Many agencies
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and subject experts across Government are
involved in the input into the OSSSRA keep-
ing it current and having the ability to com-
ment on assessment and vulnerabilities.  It is
refreshed on a regular basis.

“I hope that this article on risk assessment
shows the depth and joined-up nature of the
work being undertaken by the OSD. I have
certainly found it to be impressive in its scale,
content and scope. This work will have, I

think, a profound impact on the future co-or-
dination of security plans and inevitably there
will be a beneficial impact on the private sec-
tor.  In my next article I will report on the
Safety and Security Strategy for the Games.”

Writing exclusively for Infologue.com, David
Evans, is the BSIAʼs Director responsible for the
Olympics.

Al-Qaidaʼs Quest for Weapons of Mass Destruction: The
history behind the hype
Author: Anne Stenersen (Saarbrücken: VDM Verlag, 2009) 

Shariah4Belgium celebrating Vlaams Belang politicianʼs
terminal illness 
Source:http://www.hbvl.be/nieuws/binnenland/aid1008150/allah-dwong-morel-tot-hoofddoek-
en-bestraft -haar-in-het-hellevuur.aspx

Ever since the late 1990s, it has been claimed that the
threat of chemical, biological, radiological and nuclear
(CBRN) terrorism from al-Qaida is real and growing. This
book explores al-Qaidaʼs interest in CBRN weapons, as re-
flected by statements and activities on various levels within
the network between 1996-2007. Drawing on the authorʼs
extensive collection of al-Qaida CBRN-manuals, online di-
scussions and ʻchatterʻ on CBRN/related themes, the au-
thor finds that a high level of amateurism has characterised
al/Qaidaʼs efforts in this field. The book is aimed at students,
scholars, and practitioners with an interest in the topics of
CBRN terrorism and militant Islamism, and is of particular
interest to professionals within the counter-terrorism com-
munity.

The radical Islamist
o r g a n i z a t i o n ,
Shariah4Belgium, is
celebrating the ter-
minal illness of for-
mer Vlaams-Belang
politician, Marie-
Rose Morel. Morel,
who is fighting can-
cer, is currently in
the terminal stage of

her disease, and is too weak to receive fur-
ther treatment. «Alhamdulillah, all praise to
Allah the Master of the World, who makes
Marie Rose Morel suffer to death and will
then, inshallah, punish her severely in Hellfire!
Allah the Almighty has, because of her cam-
paign against Islam and Muslims, forced her
to wear a headscarf [ed: she lost her hair due
to treatments], though sheʼs vehemently
aganist it!» Vlaams Belang senator, Jurgen
Ceder,wants to know when the Centre for
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Equal Opportunities and Op-
position to Racism will act
against this form of incite-
ment to hatred. He points out
that political difference can
be fought out in different way
in Belgium, but not by wish-
ing people to die. With such
statement «extreme Islam
once again shows its back-
wardness and fanaticism.»
Earlier former colleague Bart
Debie announced on his
Facebook to «put the cham-
pagne on ice», which cost
him his place in Vlaams Be-
lang.

The “war on terrorism” proves to be constantly
changing, and every emerging terrorist action
demands new techniques to counter it. Sui-

cide terrorism has received a great deal of at-
tention from scholars and analysts during the
past decade, although terrorism is nothing

Publications of George C. Marshall European Center for Se-
curity Studies
Source: http://www.marshallcenter.org/mcpublicweb/en/nav-pubs-per-concordiam.html

Suicide Terrorism 
Modern ʻmartyrsʼ or exploited prey at the altar of politics?
By Cmdr. Ioannis Chapsos Hellenic Navy
Source:http://www.marshallcenter.org/mcpublicweb/MCDocs/files/College/F_Publications/per
Concordium/perConcordiamV1N2English.pdf
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new per se. The dramatically increased fre-
quency and lethality of such incidents in the
post-9/11 era have led academics and practi-
tioners in a plethora of disciplines to try to
identify what motivates, sustains and spreads
terrorism.

What about “suicide terrorism?”
Numbers usually tell the truth, and the glo-

bal records are indicative:  Suicide bombings
represent a minority of the overall terrorist at-

tacks, but simultaneously cause the majority
of human casualties related to terrorism. Bet-
ween 2000 and 2004 (Atran 2006, 127) ne-
arly 7,000 people lost their lives in 472 suicide
attacks in 22 countries; even more were wo-
unded. These numbers become even more
impressive when taking into account that al-
most 85 percent of the incidents during the
past 25 years took place between 2004 and
2008 (Wright 2008), while attacks increased
to unprecedented numbers.1 The reduced
number of suicide attacks recorded globally in
2008 (469 attacks, compared with 608 in
2007) is mostly ascribed to a declining num-
ber of incidents in Iraq. On the other hand,

there has been a remarkable increase in the
number of countries where suicide attacks are
perpetrated2 (Merari et al. 2010a, 89). Addi-
tionally, in the period from 1981 to 2008, 3
only a few of the 2,937 suicide bombers aro-
und the globe acted individually and were not
sent by organized groups (Merari et al. 2010b,
103).  

Hoffman (2006, 132-133) and Speckhard
(2006, 3) stressed the tactical advantages
that make suicide bombing the preferred me-

thod of attack. The combination of high suc-
cess in urban areas, inexpensive preparation
and simple execution result in the creation of
the “smart human bomb.” The cost is $150
and a person willing to die to create the “poor
insurgentʼs F-16.” The brutal outcome incor-
porates agility and flexibility to maximize the
lethality of the detonation, resulting in an ex-
treme sense of horror and intimidation in the
targeted society. The perpetrator needs no
escape plan because his death is a precondi-
tion for the operationʼs success. This is a
guarantee that there is no chance the bomber
will be arrested and interrogated afterward. It
also prevents authorities from tracking bom-
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bers back to their hideouts. These traits lead
to the theory that suicide bombing could be
considered a military innovation (Horowitz
201, 39). Media coverage of the incident is a
“force multiplier” for the psychological impact
on the local society. The global attention
shows the strategic psychological impact of

the suicide bomb. How can we stop
these atrocious tactics when military
means are insufficient? How could we
deter or even dissuade those willing to
die as pious martyrs, given that the
global strategy against them appears
to be futile? The first step is to learn
about and understand these “human
bombs.”    

Religious or social motivation?
In detailed research from all the re-

corded suicide attacks worldwide bet-
ween 1985 and 2001, Pape (2003,
345) said suicide terrorism is “the th-
reat of punishment to coerce a target
government to change policy, espe-
cially to cause democratic states to wi-
thdraw forces from territory terrorists
view as their homeland.” He claims
that it stems from a broader strategy
aimed at political goals. Terrorism is
used as a tool in vulnerable and weak
democratic countries sustained by fo-
reign military occupation. Weak autho-
ritarian states are not usually targeted
because itʼs difficult to organize such
operations there. Recently, he expan-
ded on his thesis (Pape 2008, 275),
stating that suicide terrorism is usually
the outcome of a foreign democratic
powerʼs military occupation of a so-
ciety with different religious views.
When other means are not effective in
forcing this power to withdraw, suicide
terrorism is used. This terrorism is not
always motivated by religious extre-
mism but often by political objectives
such as self-determination, counterac-
tion to colonization, opposition to fo-
reign interference in internal issues
and exploitation of natural resources.
He clarifies that “occupation” is a broad
term, referring not only to the military
forcesʼ physical presence, but also to

the interaction in political terms and to finan-
cial and ideological cooperation between go-
vernments, such as the cooperation between
Saudi Arabia and the United States.  

Piven (2007/2008, 734) argues that suicide
terrorism “is considered a reasoned response
to political injustice and humiliation.” He reco-
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gnizes the role of religion not in initiating but in
amplifying the motivation caused by the fee-
ling of oppression. The combination of op-
pressive circumstances and indoctrination
makes demonization of the opponent easier.
This contributes to the construction of a foe
even if he doesnʼt already exist. In his “cos-
mic war” theory, 4 Juergensmeyer (2008, 421)
proposes that there are no innocent people,
only representatives of a collective enemy.
The primary enemy is the political or religious
entity that threatens the terrorist group and
the secondary enemy could be any individual
or entity supporting the primary. One must re-
member that radical Muslims donʼt see the
ongoing war as a global campaign against ter-
rorism, but as a war against Islam (Esposito
and Mogahed 2007, 29).

Hence, religion has a role to play by uniting Is-
lamic populations under the common sacred val-
ues and political demands to fight for, but itʼs not
the major incentive for suicide terrorism. Mus-
lims are “attached” to their moral and spiritual va-
lues (Esposito and Mogahed 2007, 37) rising
from their religion. They regard these values as
critical for their cultural and social survival and
progress. We have to bear in mind that Islam (Ali
and Post 2008, 626. Palazzi 2008, 52-58) strictly
forbids (haram) committing suicide. Islam be-
came a tool in the hands of radical Muslims, 5
who tried to transform it from a religion to a poli-
tical ideology. They misinterpreted terms such as
jihad and martyrdom, exploiting the piety and the
psychology of their co-religionists,6 recruiting
and inculcating them with the will to die to ach-
ieve political objectives.7 

According to the Quran, the defensive
jihad and even the qittal8 are terms irrelevant
to the ascribed translation. The real “istihad,”
which means martyrdom and self-sacrifice in
the name of Allah, is ideologically far from sui-
cide (Dunn 2010, 18). The word is even fur-
ther from the “holy war” that Osama bin Laden
waged against the foreign occupiers, since it
doesnʼt refer to taking other peopleʼs lives.
Hereof weʼll search even deeper for the fun-
damental traits of suicide terrorism.  

The social and behavioral factors
Iraq became a contemporary “case study”

of suicide terrorism because of the almost
daily suicide attacks.9 From the perspective

of jihadists this war is a broader, global re-
sistance against Western culture and democ-
racy. A potential victory is as vital for al-Qaida
as it is for the coalition forces and United
States. The same aspects prevail in the Pale-
stiniansʼ conflict with Israel. 

On both of these fronts, another social fac-
tor vital for suicide terrorism is indoctrination.
In Palestine, children learn from kindergarten
to accept shahids (martyrs) as heroes who
defy death (Ali and Post 2008, 639). The mar-
tyrs are honored to be chosen for such a mis-
sion and fight inequity by punishing their
enemies according to Godʼs will. Hence, they
are named “self-chosen martyrs,” perceived
as honored soldiers in a great war, offering
their lives for the sake of the community and
religion. Palestinian males grow up dreaming
of being the next potential chosen one for the
“honor of martyrdom” so their names will be
perpetually remembered with social approval.
When children are radically nurtured and
brainwashed against a hated adversary
(Piven 2007/2008, 740), and their psyche is
programmed through the everyday terror, re-
programming is infeasible.

The media and Internet are critical multi-
functional tools for suicide terrorism (Ali and
Post 2008, 630). The exploitation of videos
and various communication networks pro-
vides a perfect option for recruitment
(Townsend 2007, 44). It is also a very effective
tool for propaganda and interaction between
social groups or individuals with common be-
liefs. Technology offers local insurgents the
potential of manipulating a global audience
and building a network for close connection
between the country of origin and the country
where immigrants from the country of origin
live.

The Information Age is empowering terro-
rist groups seeking political legitimacy. The
groups are trying to convince the local and
global societies that they are fighters and in-
surgents, not terrorists.  They are fighting
against oppressive foreign occupation and
their cause is just. On terrorist Web pages, im-
migrants see pictures and videos of “martyrs”
dying for that cause and hear stories descri-
bing the pain, humiliation and catastrophe that
relatives suffer. These images and sounds tra-
vel around the world, awakening sympathy



wwwwww..ccbbrrnnee--tteerrrroorriissmm--nneewwsslleetttteerr..ccoomm

CBRNE-Terrorism NewsletterCBRNE-Terrorism Newsletter
Spring 2011Spring 2011 405

and support. Support abroad grows even if
the descendents of immigrants have never vi-
sited their homeland.

People are deeply influenced by the mar-
tyrdom of known or unknown people who
blow themselves up to protest the political and
unjust conditions in their country. This ampli-
fies the moral obligation among immigrants to
contribute to the struggle and aids recrui-
tment. The sentimental, societal and religious
attachment to the terrorist cause draws vo-
lunteers for self-sacrifice. The social structu-
res of the areas mostly affected by the
phenomenon of suicide terrorism are a deri-
vative of nomadic culture10 (Shay 2007, 177).

When their community is threatened, the fee-
ling of obligation to participate is generated so
as not to let down the rest of the tribe. This fo-
sters the “self-motivation” mechanism of fo-
reign fighters, who are determined to sacrifice
even before they approach terrorist networks
(Argo 2006, 3). This feeling stems mostly from
images on television and reading about tribal
members on the Internet or the news. 

Living under the conditions in Palestine
and Iraq, the inhabitants exhibit behavior
strongly determined by despair, victimization,
helplessness and lack of optimistic prospects

for amelioration (Ali and Post 2008, 640).
From these components, suicide bombing is a
desperate message to the global audience,
an awful reaction to the hopelessness of their
lives. But what is important is that their actions
intend to take the lives of others as well as
their own, a fact that distinguishes suicide
from murder (Townsend 2007, 41). 

Amid other behavioral factors, we canʼt dis-
regard the “mimetic desire” among peers to
express violence (Juergensmeyer 2008, 419).
Inside their organization, the would-be bom-
bers see each other as competitors, so mi-
mesis is more plausible as motivation than
aggression or religious symbols. 

From the standpoint of religious diversity
and cultural and regional factors, terrorism is
a reaction stemming from revenge and the
belief that this is a way to redeem lost honor
(Ali and Post 2008, 643/ Townsend 2007, 40).
Because a family member, a sibling or a close
friend has been killed or abused by opposing
forces, the would-be suicide bomber is stron-
gly inspired by vengeance.11 In other cases,
like when faith or social beliefs stigmatize
rape victims and prevent them from getting
married and having children, 12 ignominy is a
motive and the characteristic paradigm of pu-

Right: Pakistani police display suicide jackets seized
in
March 2010. Companies that provide bomb-making
materials can prevent attacks by informing the authori-
ties about unusual orders.

Left: Iraqi Sajida Mubarek Atrous al-
Rishawi shows off
an explosive belt as she confesses on
Jordanian state-run television to her
failed bid to set off the bomb inside
one of three Amman hotels targeted
by al-Qaida in 2005. The media can
be an effective tool in counterterro-
rism.
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rification through martyrdom. These kinds of
traumas, combined with a sense of injustice,
misery and humiliation, prompt aggressive re-
actions amplified through group psychology,
influence, amity and interaction (Piven
2007/2008, 739). This individual process, in-
teracting with group mentality and indoctrina-
tion, produces the suicide attacker (Townsend
2007, 43). Simultaneously, there exists a ch-
arismatic leader who exploits the despair and
manipulates the vulnerability of these people
to transform them into “human bombs.” Per-
ceiving suicide bombers as “brainwashed
pawns” or mentally disabled is a mistake.
Their own will to die is the primary precondi-
tion for the existence of the phenomenon.

Female suicide bombers
The increased participation of women in

suicide attacks canʼt be disregarded. The
number of incidents in Iraq rose from eight in
2007 (Ghosh 2008) to 29 by September 2008
(Peter 2008) and drew the attention of many
analysts. The deadliest attack in Iraq in 2010
occurred on February 12, when a woman sui-
cide bomber detonated herself south of Ba-
ghdad, killing more than 40 Shiite women and
children (Arraf 2010), all pilgrims. While other
kinds of attacks decreased in Iraq, suicide
bombings by women — harder to detect than
male bombers — rose dramatically in 2009.   

After more than 20 years of multiple female
suicide bomber waves, 13 terrorist groups
have leveraged the tactical advantages of
using women in terrorist attacks14 (Burton
and Stewart 2007). They hide the explosives
under the womenʼs idiomorphic clothing
(burqa or niqab), making the women appear
pregnant. There is a cultural resistance to se-
arching women, who are generally conside-
red nonviolent. Female suicide bombers can
move through security without arousing su-
spicion and bypass security checkpoints to
reach their target untraced. The final outcome
receives even greater media attention and co-
verage, since the perpetrator is a woman, and
this constitutes a force multiplier for the terro-
rist group. 

The motivation of the women is similar to
that of their male counterparts. Again, religion
isnʼt the principal motive (McGirk 2007), since
eternal life with 72 virgins in paradise canʼt be

an incentive. All the social and behavioral fac-
tors that motivate males are valid in the case
of “female smart bombs.” Women are more li-
kely to be seeking revenge for a personal loss
or trying to regain lost honor from being a rape
victim (Bloom 2007, 95). This was apparently
evident in the testimony of a woman named
Samira Jassim, whom Iraqi officials arrested
in 2010. In a videotaped confession, she told
interrogators she had recruited more than 28
women to blow themselves up. She was part
of a plot in which young women were raped
and persuaded to become suicide bombers
as their only escape from shame and to re-
claim their honor (Arraf 2010). 

Itʼs also notable that “converts” are consi-
dered to be among the most dangerous gro-
ups and the principal future resource pool for
terrorist entities. Thatʼs not only because they
own mostly European passports, making it
easier for them to travel around. The potential
need to prove that they are more pious than
their co-religionists born into the faith makes
them even more radical in belief and deed. 

Opportunities in responding to suicide ter-
rorism

We should focus on preventive measures
to reduce the factors that affect suicidal terro-
rism in Europe, perpetrated mostly by home-
grown Muslim extremists or converts (The
Economist 2008). Europe absorbs attacks
aimed at the West, although the United States
is seen as the primary target. That generates
an internal European counterterrorism effort,
seen mostly as a law enforcement assi-
gnment in homeland defense, to deal with the
“grass-root cells.” The potential formation of
special links between organized crime and
these cells is of even greater concern to Eu-
ropean police agencies. On the other hand,
the United Statesʼ counterterrorism effort is
mostly an external “war on terrorism” that it fi-
ghts using military means, something that
canʼt be done in Europe.

Another challenge is the cooperation of co-
unterterrorism agencies at the national and
multinational level. Intelligence and the free
flow of information are keys to success. Even
companies that provide materials for bomb
building could collaborate by informing the
proper agencies about clients ordering unu-
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sual quantities. We should operate in an in-
formation channel such as al-Qaidaʼs, where
a simple call across a global network triggers
a specific reaction. 

As Whitelaw (2008) reveals, the Comba-
ting Terrorism Center in the United States re-
cently released personnel records captured in
Iraq containing the biographical and personal
details of terrorist recruits. The records could
be very helpful for intelligence agencies aro-
und the globe and the paradigm of countering
suicide terrorism by prevention through intel-
ligence. In a similar way, we could also track
and disrupt the organizations that sponsor
and finance terrorism.

The community involvement perspective
offers a very interesting alternative (Gaylord
2008). Police officers who receive counterter-
rorism training could transfer their knowledge
to groups of citizens, involving them in an
early warning social system, a “Neighborhood
Watch Program.” On the one hand, itʼs im-
possible for law enforcement agencies to be
everywhere; on the other hand, itʼs very easy
for a resident to recognize something unusual
where they live or work.  

A similar initiative has been undertaken
with the foundation of the “Daughters of Iraq”
program, under the guidance of U.S. officials.
The aim is to train female police officers to se-
arch suspicious women at security check-
points. As OʼRourke (2008) said, the program
does not seem to be very successful since,
because of social restrictions, only 30 women
offered to participate. The point is the suicide
attackers target first the “occupation forces,”
not their countrymen. The fact that religious
entities have shifted their tactics to recruiting
women for suicide attacks suggests that th-
eyʼll also develop new techniques to bypass
security checkpoints.

Governmental cooperation should also be
extended to religions. The role of Islam in sui-
cide terrorism has already been analyzed.
The false image that the radical Muslims cre-
ated, concerning the oppression of their reli-
gion by Christians, and the clash between the
two, raised skepticism and mistrust between
Arab countries and the West. Antagonism bet-
ween Sunnis and Shiites has also created
another clash, an internal and bloody struggle
with a vast number of Muslim victims. 

The development of a cooperative pro-
gram to help the Muslim population of a co-
untry face the real dimension and destructive
results of suicide terrorism is critical to chan-
ging Muslim support. Religions have a new
role to play, this time an educational one. An
initiative by Uzbekistanʼs Tashkent Islamic
University is an excellent model (Palazzi
2008, 58). One of its objectives is to train mo-
derate religious scholars whose task will be to
defuse religious fundamentalism and promote
dialogue among all religions, including, of co-
urse, Muslims, Christians and Jews. This will
help emphasize Islamʼs moderate message
and build mutual trust and a common front in
condemning suicide terrorism.

The media and Internet are powerful instru-
ments and psychological weapons in the hands
of the terrorists, but they can also be effective in
counterterrorism. We could handle the media
reports on suicide attacks in two ways. First —
through required guidelines from experts — by
limiting the quantity of news dedicated to terro-
rist attacks. Second, by attempting to discredit
and de-romanticize their use of suicide tactics.
If we carefully monitor jihadist websites and in-
filtrate their Internet chat rooms, weʼll deny them
the ability to reconfigure, survive and function
as a global network. These actions could ch-
ange the way some youths think. They could
also change public opinion and recruitment, in
broader terms. There are many indications that
terrorist groups are facing difficulties in recrui-
tment. The fact that they are recruiting chil-
dren15 is not only a brutal shift in tactics —
using people who donʼt raise suspicion — but
itʼs also a sign that they are short of human re-
sources (Ghazi 2007).  

We have to focus on the psyche of would-
be bombers to send the message that there
is hope for a better solution and a peaceful
way to settle disputes instead of killing them-
selves along with dozens of innocent people.
We need to broadcast anti-suicide and anti-
terrorism messages, promoting all the rea-
sons that someone has to livefor not to die for.
We have to fight the radical indoctrination by
explaining the risks of terrorism and by pro-
ving that the “atrocious enemy” is human.
This demands a very thorough understanding
of the society to focus on, but also a well-pre-
pared and applied public diplomacy. The ob-
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jective isnʼt to undermine their sacred values,
but to convince them that the colonization era
is over and that Western cultureʼs vision isnʼt
to exploit their natural resources, or political
and religious oppression. The goal is to pro-
mote human rights and equality in economi-
cal, political, educational and social terms.

The fortification and use of advanced se-
curity measures to guard sensitive infrastruc-
ture isnʼt enough to prevent suicide terrorism.
NATO has to leverage “soft power” opera-
tions. Experts should study the plausible inte-
ractions between terrorism networks and
organized crime. Educational programs for
countering suicide terrorist ideologies should
be considered in countries where migrants
could be radicalized or influenced. These pro-
grams could extend into conflict zones thro-
ugh peacekeeping operations and
reconstruction teams. Simultaneously, the
West should minimize military action and
apply a political and psychological strategy to
thwart terrorist activities, adopting the “re-
sponsibility-to-protect” concept. 

The future
The military offensive Israel launched on

January 3, 2009, in Gaza has generated the
next wave of Palestinian recruits, 16 which will
bring into effect the “third intifada.” The revival
of once-dormant suicide attacks in Russia and
the Caucasus contradicts Vladimir Putinʼs of-
ficial declaration of the end of the Chechen
War in April 2009 (Lyall 2010, 2). The failed
suicide bombing attempt last December of a
Nigerian on a Northwest Airlines plane17 en
route to the United States fosters the perce-
ption of further evolution of suicide terrorism in
terrorist groupsʼ operational planning. 

Terrorist groups are not willing to disavow
such an acute, effective and cheap strategic
weapon. But they are searching for innovative
technology that will be less costly to mujahe-
deen and martyrs. 18 Bergman (2008) expects
a new insurgent strategy to emerge in two to
five years, planned by “a new breed of highly
educated al-Qaida terrorist.” Her words seem
to be accurate, since the Commission on the
Prevention of Weapons of Mass Destruction
Proliferation and Terrorism warned that a nu-
clear or biological attack is likely to occur in a
major city within the next five years. 19

Umar Hamza bin Laden, one of Osama bin
Ladenʼs sons, was assigned to recruit children
between the ages of 13 and 16 from West
Africa, 20 especially Mauritania. On Decem-
ber 3, 2009, a Somali suicide bomber from
Denmark killed more than 22 people, inclu-
ding four government ministers, at a gradua-
tion ceremony in Mogadishu. 21 In December
2009, five Americans (three of Pakistani, one
of Egyptian and one of Yemeni descent) were
arrested in Pakistan, suspected of links to ter-
rorist groups. 22 All this points to Africaʼs gro-
wing involvement in terrorism, but also to the
significant attrition of recruits. The recruitment
of foreign would-be bombers is critical. 

Alas, suicide terrorists might develop even
more brutal and atrocious tactics. Therefore,
the international community must remain
alert. In our versatile struggle against terro-
rism, we have to be ready and must realize
that we canʼt confront it solely through military
means. Maybe the aerial bombings of cities,
or dogmas such as “shock and awe,” are not
proper responses to the more (or even less)
violent terrorist tactics (Asad 2009, 20). We
have to understand our enemy and deter and
dissuade him from acting through radical vio-
lence. We have to exploit all means of soft
power to thwart all aspects of terrorism.    

Footnotes
1 Of the 2,622 martyrdom attacks that were

carried out around the world in the period
of 1981 through 2008, 2,218 attacks
(84.5%) took place in 2004-2008.

2 17 countries in the period of 1981-2000,
compared with 32 in the period of 2001-
2008

3 Detailed data and annual analysis could
be found in the reports of U.S. National
Counterterrorism Center.

4 The elements of sacrifice and martyrdom
are totally legitimate in the theory of the
“cosmic war,” where the sacrificial victim
represents the destruction endemic to
battle. He has to fulfill criteria such as pu-
rity and anomaly, not married and free
from family responsibilities, pious but not
members of the clergy. The theory also
includes the invention of an enemy if it
doesnʼt already exist. His demonization
makes the confrontation procedure easier
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and obvious, such as the conspiracy th-
eories blaming the Jews for manipulating
global politics and economy or the satani-
zation of the Catholics by the Irish prote-
stant leader the Rev. Ian Paisley.     

5 “Abdallah Azzam the Wahabi Islamist
whose most famous writing ʻIn Defense of
Muslim Landsʼ became the basis for the
defense of Afghanistan against the god-
less Soviet invasion, was Osama bin La-
denʼs mentor during his university years
and inspired him to recruit the so-called
Afghan Arabs…the event which played a
seminal role in producing bin Ladenʼs de-
structive charismatic leadership. Qutb,
Faraj and Azzam, all radical Sunni Mus-
lims, were important forbears of bin
Laden, Zawahiri and al-Qaida. At the
same time, radical Shia theologians were
sketching the basis for defensive jihad as
well. Notable was Ayatollah Sayyid Muh-
ammad Husayn Fadlallah, the spiritual
mentor of Hezbollah, whose ingenious
reinterpretation of the Quran provided the
basis for suicide in the service of jihad,
despite the prohibition against suicide,
which is quite explicit in the Quran, while
Muslim scholars have emphasized that
anyone who commits suicide in the name
of Islam is a kafir (=disbeliever).” (Ali and
Post2008)

6 “In order to counter the strict prohibition
against suicide, Fadlallah ingeniously
equated death as a suicide bomber with
soldiers entering the battle in which they
knew that they would die, arguing there
was no moral distinction and that the only
difference was the time of death. He used
this moral logic to justify suicide bom-
bings by Shiʼa forces as actions justified
by oppression and the military asymme-
tric nature of the war against Israel.” (Ali
and Post  2008)

7 A comprehensive study about recruitment
of “would be” suicide bombers, as well as
preparation and execution of attacks, is
provided in Merari et al (2010b) (see list
of references). 

8 Qittal is the Arab word for fighting. Accor-
ding to Ali and Post (2008) “both terms,
jihad and qittal, have significantly different
meanings and uses in the Quran. Qittal

involves killing and bloodshed and is only
one aspect of armed jihad”.

9 From March 2003 to February 2006, 443
suicide attacks occurred in Iraq (Ali and
Post 2008). Additionally, as of 2008,
“more than 920 suicide bombings in Iraq
and 260 in Afghanistan occurred after the
U.S. invasions in 2001 and 2003 accor-
dingly.” (Wright 2008)

10 Shay refers to the conflict of cultures,
stressing that the ʻnomadic cultureʼ pre-
vails not only in the indigenous population
of these states but also in the terrorist en-
tities such as al-Qaida, against the ʻstate-
oriented cultureʼ of the West.

11 This is a very frequent phenomenon
mainly represented by Palestinians and
the Chechen ʻBlack Widows.ʼ

12 The LTTE in Sri Lanka exploited that be-
lief of the Hindu faith and used a lot of
raped women as suicide bombers, who
were seeking for expiation in their social
and religious environment.

13 “The 1st wave occurred in Lebanon in the
mid-1980s. The 2nd began on May 21,
1991, when a female member of the Libe-
ration Tigers of Tamil Eelam assassinated
former Indian Prime Minister Rajiv Gan-
dhi after placing a garland around his
neck at a political rally. Since the Gandhi
assassination, the Tigers have used more
female suicide bombers than any other
militant group, reportedly deploying at
least 46 women on suicide missions
since 1991. From 1996 to 1999, the Kur-
distan Workersʼ Party, or PKK, carried out
a series of attacks against Turkish military
and police targets using female suicide
bombers. From 2000 to 2004, female Ch-
echen militants, often referred to as
“Black Widows,” were involved in several
suicide attacks against Russian military
targets in Chechnya, civilian targets in
Russia and an assassination attempt
against the Chechen president. Abu
Musab al-Zarqawiʼs al-Qaida in Iraq got
into the female suicide bomber business
in late 2005, and Iraq is currently where
female suicide operatives are used most
frequently.” (Burton and Stewart 2007).

14 “The ʻIslamic State of Iraqʼ — the al
Qaeda-led jihadist group alliance — an-
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nounced that it has formed a special all-
female suicide bomber brigade and made
an appeal for women to join it” (Burton
and Stewart 2007). “Another woman, cal-
ling herself ʻUm Osamaʼ, the alleged lea-
der of the women mujahedeen of al
Qaeda, was interviewed in 2003 and sta-
ted that their network claimed to have set
up squads of female suicide bombers –
purportedly including Afghans, Arabs, Ch-
echens and other nationalities- under or-
ders from bin Laden to attack the U.S.”
(Bloom 2007).

15 Researchers are reporting that al-Qaida
tries to recruit children from refugee
camps, many of whom have lost their fa-
milies; itʼs even looking for mentally disa-
bled kids, in order to raise them isolated
from the rest of the world, except their le-
ader, in order to use them as suicide
bombers. See also Stratfor Global Intelli-
gence. 2008.  Al Qaeda: Creative Recrui-
ting for Suicide Bombers,
http://www.stratfor.com/analysis?page=48
(accessed November 28, 2008).

16 Statement during a personal discussion
with an Israeli official in Macedonia, Gre-
ece, December 2009. 

17 BBC News. 2009. Nigerian accused of at-
tacking US passenger jet. BBC News
(December 26, 2009),
http://news.bbc.co.uk/2/hi/americas/8430
699.stm (accessed December 27, 2009).

18 In one of the most important forums of al-
Qaida, the website A17orya, intelligence
services intercepted suggestions for new
terrorist attack tactics, including the ex-
ploitation of technology, remote controls,
vehicles, robots, model airplanes loaded
with explosives, etc. The shortage of re-

cruits is obvious, since they also exami-
ned the potential use of dogs suicide
bombers, trained to recognize the US sol-
diersʼ uniforms (Bergman 2008).

19 See BBC News.2008. WMD strike ʻlikelyʼ
in five years. BBC News (December 4,
2008), http://news.bbc.co.uk/2/hi/ameri-
cas/7762318.stm (accessed December
30, 2008). 

See also CNN. 2008. Biological terror attack
likely by 2013, panel says. CNN (Decem-
ber 2, 2008),
http://edition.cnn.com/2008/US/12/02/ter-
ror.report/index.html (accessed Decem-
ber 24, 2008).

20 Stratfor Global Intelligence. 2008.  Al
Qaeda: Creative Recruiting for Suicide
Bombers, http://www.stratfor.com/analy-
sis?page=48 (accessed November 28,
2008).

21 See BBC News.2009. Somalia suicide
bomber ʻwas from Denmarkʼ. BBC News
(December 10, 2009),
http://news.bbc.co.uk/2/hi/africa/8406886.
stm (accessed December 11, 2009).

22 See BBC News.2009. FBI investigates
ʻUS arrestsʼ in Pakistan. BBC News (De-
cember 10, 2009),
http://news.bbc.co.uk/2/hi/south_asia/840
5107.stm (accessed December 11, 2009).

Ioannis Chapsos (Commander Hellenic Navy), In-
structor at the Hellenic Supreme Joint War College
(Security and Strategy Department). He is a George
Marshall European Center for Security Studies al-
lumnus Programe in Advanced Security Studies-
Germany).He holds an ΜΑ in ʻTerrorism, Interna-
tional Crime, Global Securityʼ from Coventry Uni-
versity (UK). He is a Phd Candidate in ʻGlobal
security and Mediaʼin Aristotle University of Thes-
saloniki- Journalism and Media department.
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Inspire Al-Qaeda in the Arabian Peninsula (AQAP) Maga-
zine
Source: http://publicintelligence.net/complete-inspire-al-qaeda-in-the-arabian-peninsula-
aqap-magazine/

No1 (Summer 2010) No2 (Fall 2010)

No 3 (Nov 2010) No 4 (Winter 2010) – latest issue
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Available to download in .pdf format:
Source: http://abcnews.go.com/Blotter/issue-
al-qaeda-inspire-magazine/story?id=12632256
By Matthew Cole

The latest edition of al Qaedaʼs English-lan-
guage web magazine offers readers a new
fatwa from American-born jihadi leader Anwar
al-Awlaki, instructions on how to destroy build-
ings using gas lines, and a primer on the AK-
47 rifle, in what is «Inspire»ʼs slickest
production to date. The fourth issue of «In-
spire» a publication of al Qaeda in the Arabian
Peninsula (AQAP), the terror organizationʼs
Yemeni branch, follows three previous instal-
ments in the past year that gave instructions
on the killing American civilians, and boasted
about the failed «printer bomb» cargo plane
plot that originated in Yemen. A young Ameri-
can citizen from North Carolina named Samir
Khan apparently began editing and publish-
ing the on-line magazine after relocating to
Yemen. In this edition, Yemeni-American rad-
ical cleric Awlaki issues a religious justification
for taking money and property from Ameri-
cans and citizens of other Western nations.

Awlaki is at the top of the U.S. governmentʼs
«kill list» because of his operational involve-
ment in AQAP. Awlakiʼs message appears in-
tended to assuage any concerns that
American and European jihadis might have
about resisting taxes and stealing from cor-
porations. «Some Muslims today might feel
uncomfortable consuming money that was
seized by force from the disbelievers and
would feel that income they receive as a
salary or from business is a better form of in-
come,» Awlaki writes. «That is not true. The
best and purest form of income is booty.»

Pirates Hijacked a Record Number of Ships and Crew Last
Year
Source: http://www.bloomberg.com/news/2011-01-18/pirates-hijacked-record-53-ships-in-
2010-mostly-off-somalia-imb-reports.html

Pirates hijacked a record number of ships and
crew in 2010, most of them off Somalia, the
International Maritime Bureau reported. A total
of 53 vessels were captured, with 1,181 crew
members taken hostage and
eight killed, the London-
based unit of the International
Chamber of Commerce said
in an e-mailed report. Thatʼs
up from 188 people seized in
2006, the IMB said. “These
figures for the number of
hostages and vessels taken
are the highest we have ever
seen,” Captain Pottengal Mukundan, director
of the IMBʼs Piracy Reporting Centre, which
has monitored piracy since 1991, said in the
report. “The continued increase in these num-
bers is alarming.” Ransoms paid to Somali pi-

rates averaged $5.4 million last year, com-
pared with $150,000 in 2005, according to
One Earth Future, a non-governmental or-
ganization based in Louisville, Colorado. A

total of $238 million was paid
out in 2010, the group said in
a report, estimating the an-
nual cost of piracy at $7 billion
to $12 billion. That includes
ransoms, insurance premi-
ums, re-routing ships, secu-
rity equipment and naval
forces. Somali pirates still
held 28 ships and 638

hostages as of Dec. 31, the IMB said. Pirate
attacks also took place in Nigeria and
Bangladesh and Indonesia reported its high-
est level of attacks on ships since 2007, the
IMB said. 
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A book celebrating suicide bombers has been
found in the Arizona desert just north of the
U.S.- Mexican border; last year DHS had in
custody thousands of detainees from
Afghanistan, Egypt, Iraq, Iran, Pakistan,
Saudi Arabia, and Yemen; U.S. Border Patrol

statistics indicate that there were 108,025
OTMs — or illegal immigrants other than Mex-
icans — detained in 2006, compared to
165,178 in 2005 and 44,614 in 2004. A book
celebrating suicide bombers has been found
in the Arizona desert just north of the U.S.-
Mexican border, authorities told Fox News.
The book, In Memory of Our Martyrs, was
spotted Tuesday by a U.S. Border Patrol
agent out of the Casa Grande substation who
was patrolling a route known for smuggling il-
legal immigrants and drugs. Published in Iran,
it consists of short biographies of Islamic sui-
cide bombers and other Islamic militants who
died carrying out attacks. According to internal
U.S. Customs and Border Protection docu-
ments, “The book also includes letters from
suicide attackers to their families, as well as
some of their last wills and testaments.” Each
biographical page contains “the terroristʼs
name, date of death, and how they died.”
Agents also say that the book appears to
have been exposed to weather in the desert
“for at least several days or weeks.” Authori-

ties told Fox News that there were no people
in the area at the time the book was found,
and no arrests have been made in connection
with it. “At this time, DHS does not have any
credible information on terrorist groups oper-
ating along the Southwest border,” a DHS of-

ficial said in a statement. “We
work closely with our partners in
the law enforcement and intelli-
gence communities and as a
matter of due diligence and law
enforcement best practice, report
anything found, no matter how
significant or insignificant it
may seem.” Fox News reports
that statements from U.S. offi-
cials, including FBI director
Robert Mueller, have raised seri-
ous concerns in recent years
over “OTMs” — or illegal immi-
grants other than Mexicans —
who have crossed the southwest

border at alarming rates. Mueller testified be-
fore the House Appropriations Committee in
March 2005 that “there are individuals from
countries with known al Qaeda connections
who are changing their Islamic surnames to
Hispanic-sounding names and obtaining false
Hispanic identities, learning to speak Spanish
and pretending to be Hispanic.” Just last year,
DHS had in custody thousands of detainees
from Afghanistan, Egypt, Iraq, Iran, Pakistan,
Saudi Arabia, and Yemen. U.S. Border Patrol
statistics indicate that there were 108,025
OTMs detained in 2006, compared to 165,178
in 2005 and 44,614 in 2004. Authorities would
not release a picture of the book to Fox News,
or reveal how long they believe it was lying in
the desert. Immigration officials have previ-
ously discovered items along the U.S.-Mexico
border from Middle Eastern origin, including
Iranian currency in Zapata, Texas, and a jac-
ket found in Jim Hogg County, Texas, that was
covered in patches including an Arabic mili-
tary badge that illustrates an airplane flying
into a tower.

Iranian suicide-bombing book found in Arizona desert
Source: http://homelandsecuritynewswire.com/iranian-suicide-bombing-book-found-arizona-
desert
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The reason behind this table is a personal question: “Why are ter-
rorists always a step ahead of all of us?” Current answers: “It will not
happen to us!”, “we have everything under control!” or “who do you
think you are?” And then it happens in Moscow or Glasgow or in other
places in the world… Why surprised then?

A quick airport security vulnerability check
Source: The Editor

Nedžad Balkan: The Face of Southeastern Europeʼs Newest
Radical Threat
Anes Alic 
Source: http://www.jamestown.org

1 CCTV surveillance – occasional security patrolling
2 With the exception of certain airports i.e. Ben Gurion International Airport
3 With the exception of certain airports i.e. Ben Gurion International Airport
4 With the exception of certain airports i.e. Terminal 5 Heathrow Airport – in general: availability of de-

tection equipment
5 Simple security cards – bar-coded to the best

A Vienna-born Serbian Muslim named
Nedžad Balkan (a.k.a. Ebu Muhammed) is
believed to have been behind the most recent
terror attack in the central Bosnian town of Bu-
gojno, and his connection to Bosnia and

Herzegovina signals the rise of a new and
avowedly violent sect of Wahhabis that has
regional intelligence agencies on alert.

Nedžad Balkan, born in Vienna, Austria, is
the son of Bosniaks from Serbiaʼs predomi-
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nately Muslim Sandžak region straddling the
border of the Republic of Montenegro. A for-
mer boxer and night club bouncer in his youn-
ger days, Balkan, now in his mid-30s, is the
leader of the Sahaba Mosque in Viennaʼs Se-
venth bezirk (district) and the alleged financier
of the Serbia-based Sandžak Wahhabis. 

Similar to many regional Wahhabi clerical
leaders, Balkan studied at the Islamic Univer-
sity in Medina, Saudi Arabia in the early
1990s. Reportedly disappointed with the in-
sufficiently Islamist politics of the Saudi re-
gime, Balkan departed before graduating.
Upon his return to the West, Balkan preached
at Viennaʼs al-Tawhid mosque, but left due to
a disagreement with another radical cleric and
purported leader of the Bosnian Wahhabis,
Muhamed Porča, [1] and other members of
the mosque. [2]

Importantly, intelligence sources believe
that Balkan is the leader of the Bosnian and
Serbian Takfiri followers. Takfiri ideology is
classified as a violent offshoot of the Salafi
movement, sanctioning acts of violence, par-
ticularly against fellow Muslims, as legitimate
methods of achieving religious or political
goals. Takfiris believe that one who delibera-
tely kills himself whilst attempting to kill his
enemies is a martyr and ascends directly to
heaven. The followers of Takfiri ideology be-
lieve in violence against everyone who is not
as devout a Muslim as they, and they refuse
to recognize the secular authority of the Bos-
nian legal system.

Unlike other radical Islamist groups in
Bosnia, most of them founded as the rem-
nants of various organizations operating dur-
ing the 1992-1995 Bosnian war and which
profess more of a “missionary” objective, the
members of the Takfiri ideology advocate vio-
lent clashes with peer competitors who pro-
fess differing objectives.

Aside from the recent terrorist attack on a
police station in the Bosnian city of Bugojno,
in which one police officer was killed and
which intelligence officials believe was orche-
strated by Balkan, the former boxer has a ra-
ther full police record. In 2005, Balkan was
placed under observation by the Austrian po-
lice for publicly condoning the July 7, 2005,
London bombings and for making extremist
statements to the Austrian press. 

In 2006, Balkan, along with six other
Wahhabis (three of them Austrian citizens),
was involved in the beating of Bosnian Serb
Mihajlo Kisic in the Bosnian city of Brcko. After
a short trial, the seven attackers were given
symbolic sentences and released on parole.
Some of them returned to Vienna. In 2007,
the Sahaba Mosque also came under scrutiny
during the terror investigation of Bosnian Mus-
lims who tried to attack the American Em-
bassy in Vienna in 2007. In 2008, the Sahaba
Mosque was placed under surveillance when
it became known that the suspected producer
of a video threatening violence against the Au-
strian Government frequented the prayer
room.

Balkan is also believed to be a religious au-
thority for several radical groups from Bosnia
and Serbia. Balkan leads the Vienna-based
Kelimetul Haqq organization of Bosnian and
Serbian Muslims, which belongs to the Al-Tak-
fir wʼal-Hijra movement (BH Dani [Sarajevo],
August 12, 2008).

The group, which has a “branch office” in
the Montenegrin half of the Sandžak region,
has been publishing sermons online advoca-
ting an aggressive posture. Kelimetul Haqq is
actively promoting the concept of armed jihad
and disseminating Islamist videos and diatri-
bes. [3] It has also become very vocal about
Bosnia and Herzegovina, decrying the Islamic
community there as comprised of people who
are not “true believers.”

On June 27, 2010, a terrorist set off a
bomb at the Bugojno police station, some 70
kilometers southwest of Sarajevo. One police
officer was killed in the attack and six others
were wounded (AFP, June 28, 2010). Five pe-
ople were indicted on terrorism charges in
connection with the attack. Today, prosecutors
are focusing more on the international aspect
of the case. Leads in the investigation show
that the attack may have been organized by
Balkan from abroad, as he is believed to be
leading a new generation of jihadists that may
be overstepping their local Wahhabi brethren
who have, so far, focused mostly on attem-
pting to interfere with the moderate Islamic
Community of Bosnia. 

One suspect in the June 2010 bombing,
Haris ʻOksʼ Causevic, from Bugojno, confes-
sed to having placed a bag with 15 kilograms
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of explosive material against the back wall of
the police station, setting it off and attempting
to flee before being seized by police. While at-
tempting to escape, he also threw a grenade
at police officers.

In the last few years, Causevic, a compu-
ter expert, had become more active in online
forums, using the nickname “Oks 315.” He is
believed to have sabotaged several “secular”
websites, including government ones (Start
magazine, December 28, 2010). 

Another suspect, Bosnian Naser Palisla-
movic, is believed to have organized the at-
tack on the Bosnian side. Investigators
believe that he hired Causevic, his brother-in-
law, to carry out the attack. Three others were
indicted for supplying the explosives. 

Bosnian police and intelligence officials
claim that both Palislamovic and Causevic re-
ceived instructions to bomb the Bugojno po-
lice station from Vienna, where the leader of
Bosnian and Serbian Takfiri followers resides.
In the ongoing investigation, police establi-
shed that Causevic and Palislamovic traveled
several times to Vienna during the past two
years and visited the mosque run by Balkan.

While the motive behind the June terrorist
attack was most likely revenge for the arrest
of the Rustempasic brothers and others cur-
rently being tried for terrorism and illegal traf-
ficking of weapons and military equipment
(Dnevni Avaz [Sarajevo], July 4, 2010), it re-
veals a dangerous new trend: the rise of a
new sect within the Balkan regionʼs Wahhabi
movement, which through its intolerant and
violent activism is threatening to further en-
danger the countryʼs security and also to pro-
voke incidents between Bosniaʼs moderate
Muslims and followers of an illiberal, Saudi-in-
spired Wahhabi ideology.

Currently, there are two ongoing terrorism
trials in Bosnia – both of them linked to Balkan
and his congregation. All the key defendants
– Causevic and Palislamovic, charged in the
Bugojno attack, and Rijad and Muhamed Ru-
stempasic, charged with illegal possession of
dangerous materials - were frequent visitors
to Balkanʼs mosque, while Muhamed Ru-
stempasic lived in Vienna. 

In October 2009, Bosnian border officers
arrested Muhamed Rustempasic on suspicion
of trafficking weapons from Austria and Ger-

many to radical groups in Bosnia. Shortly be-
fore that, his brother, Rijad Rustempasic, and
the three members of his group - Muhamed
Meco, Abdulah Handzic and Edis Velic - were
arrested and indicted for terrorism. All three
were members of the El-Mujahid unit, head-
quartered in central Bosnia, and following the
1992-1995 Bosnian war they are said to have
spent time in Jordan, Saudi Arabia and possi-
bly Chechnya.

A Jamestown source from the Bosnian pro-
secution said last year that investigators su-
spected that Muhamed Rustempasic supplied
his brother Rijad with most of the military
equipment confiscated in the Sarajevo and
Bugojno raids. Given the fact that Muhamed
is unemployed and lives in Vienna with his
wife and two children, the prosecution plans
to open an additional investigation in coordi-
nation with Austrian authorities, which should
lend more insight to the groupʼs financial si-
tuation as well as into Balkanʼs true capabili-
ties.    

The police have concluded that the group
was specifically planning to target the Sara-
jevo central cathedral and the Franciscan mo-
nastery in the central Bosnian city of Fojnica.
Aside from Catholic institutions, police also
have reason to believe that the group was
planning to sabotage electricity supply sta-
tions and launch attacks against European
Forces (EUFOR) in Bosnia.

It is clear that Bosnian security agencies
will face an uphill battle in preventing any fur-
ther attacks similar to Bugojno, despite the
fact that many of the countryʼs most radical
Muslim activists are under surveillance. The
Bugojno attack showed that the new genera-
tion of radicals is keen to make its presence
felt and has no qualms about violent attacks
on institutions they despise, including the
Bosnian state, the countryʼs traditionally mo-
derate Muslims and the Bosnian Islamic com-
munity, as well as all others who do not share
their religious views. The additional problem
for Bosnian security forces and its citizens is
that such attacks could happen anywhere and
would require only basic organization and mo-
dest resources. The bomb used for the police
station attack was made out of explosives col-
lected by Causevic and Rijad Rustempasic,
who visited former 1990s-era front lines loo-
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king for unexploded ordinance (Oslobodjenje
[Sarajevo], July 1, 2010).

Until recently, all attention had been on
Porča, considered the paramount Bosnian Is-
lamist. Porčaʼs activities, however, seem ra-
ther amateur in comparison to those of
Nedžad Balkan. Today, Balkan appears to
have sidelined Porča – a process that began
when he parted with the cleric in 2005. Today,
Nedžad Balkan is the new face of an openly
violent jihadi group that creates bad news for
his geographical namesake in southeastern
Europe.    

Notes:
1. For a biography of Bosnian Islamist Muh-

ammed Porča, see Anes Alic, “Muhammad
Porča: The Man Behind Bosniaʼs Wahhabi
Movement,” Militant Leadership Monitor,
July, 2010.

2. See Juan Carlos Antúnez, Wahhabism in
Bosnia-Herzegovina-Part One, Section 4,
Part B, Section II, Bosnia Report, Septem-
ber 16, 2008, Bosnian Institute

3. Ibid.

Anes Alic is the Executive Director of ISA Consult-
ing, www.isaintel.com

Canadian border poses bigger terror threat to U.S. than Me-
xico border: report
Source:http://www.nydailynews.com/news/national/2011/02/02/2011-02-02_canadian_bor-
der_poses_ bigger_terror_threat_to_us_than_mexico_border_report.html#ixzz1CtDLZ9DG

Worried about terrorists sneaking into the
United States? You might want to look north.
It turns out that even as Mexico grapples with
drug and gang violence, the U.S.-Canadian
border poses a bigger terror risk, according to

a new government report. Just 32 of the 4,000
miles - less than 1% - along the northern bor-
der have an «acceptable level» of security,
according to the Government Accountability
Office report, released Tuesday. Sen. Joe
Lieberman (I-CT) called the report «absolutely
alarming» during a news conference on Capi-
tol Hill. He fears the northern border provides
«easy passage into America by extremists,
terrorists and criminals whose purpose it to
harm the American people.» Sen. Susan
Collins (R-ME), who released the report
alongside Lieberman, said potential crossers
include illegal immigrants, criminals trafficking

humans and drugs, and, potentially, terrorists.
The report by the watchdog arm of Congress
said federal officials can only detect illegal
border crossings along 1,007 miles of the bor-
der, and blasted federal agencies for not co-
operating with each other. It also found that
illegal crossings by terrorists are more likely
to occur across the northern border than the
southern border. A spokesman for the De-
partment of Homeland Security said the
agency has taken steps to secure the north-
ern border, like deploying more border patrol
agents and adding better technology and in-
frastructure. He also said the department was
working to address the GAOʼs findings.
Collins called the report «shocking» and said

Homeland Security was distributing money to
the southern border «to the detriment» of the
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northern border. «It is very clear from this re-
port that the United States remains very vul-
nerable,» she said. Some members of the
Canadian Parliament shrugged off U.S. wor-
ries. Immigration Minister Jason Kenney told

The Canadian Press that his country has
worked hard to improve security along the
border and that added measures would sim-
ply hamper trade and travel between the two
countries.

Afghan Taliban issue guidelines for establishment of Is-
lamic Emirate
Source: http://www.jamestown.org

One of the major weaknesses of most militant
Islamist groups is their almost complete lack of
a political program or consideration of how an
Islamic State should be run beyond a general
commitment to Shariʼa and the creation of an
Islamic caliphate. Details as to how this
caliphate is to be ad-
ministered or who is to
be its leader are rarely
considered by mili-
tants. The last Caliph,
Abdul Mejid II, was de-
posed by Turkish sec-
ularist Mustafa Kemal
“Ataturk” in 1924. A no-
table exception to this
trend is Afghanistanʼs
Taliban movement,
which actually has ex-
perience running a
country, as it did in
Afghanistan from 1996
to 2001. The Afghan
model as pursued by
the Taliban is more re-
alistic in seeking an Emirate (a regional com-
mand) rather than a Caliphate (the latter
encompassing the entire Islamic world). 

Nevertheless, the Emirate is “based upon
the principles of the Islamic Caliphate… in di-
viding the country into provinces, appointing
pious and righteous governors, guiding work-
ers to piety and justice, encouraging the es-
tablishment of a religious and worldly policy,
tending to the needs of the people, instructing
them in matters of religion and encouraging
them to make the utmost effort in promoting
virtue and preventing vice.”

Discussion of the Talibanʼs administrative
plans for Afghanistan has been stirred by a

detailed outline of these plans in the move-
mentʼs Voice of Jihad website (January 27).
The outline, written by Ikram Miyundi, was
previously published in the movementʼs al-So-
mood Magazine (Issue 55, December 25,
2010). 

For guidance, the Islamic Emirate
must draw on the Koran, the Sunnah
(sayings and habits) of the Prophet
Muhammad, the Sunnah of the Khu-
lafa ur-Rashidun (The Caliphs of
Righteousness, i.e. the first four
caliphs after Muhammad), the say-
ings of the Companions (of the
Prophet), as well as various fatwas
(religious-based legal decisions) is-
sued by respected scholars of Islam.

Administratively, the Emirate di-
vides Afghanistan into 34 provinces,
which are in turn divided into direc-
torates and villages:
• The village is run by a leader ap-
pointed by the Emirate who is re-
sponsible for civilian and military
affairs. In this he is assisted by a

group of ten to 50 mujahideen.
• The directorate is administered by a gov-

ernor «of known piety» who is assisted by
a deputy familiar with the region. Under
them are committees dealing with dispute
resolution, education, development and
local military affairs.

• Provincial administration is handled by a
governor, «a man of religion and morality
who fears no one but Allah,» and a deputy.
The governor directs the provinceʼs mili-
tary, civilian, financial and legal affairs and
is responsible for the implementation of
Shariʼa laws and statutes. The governor is
appointed and dismissed by the Supreme
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Commander after consultation with the
High Shura Council.

Just below the High Shura Councils are the
“Main Committees,” which in effect replace
the existing ministries of the Afghan govern-
ment. These include: 
• The Military Committee – Overseeing the

mujahideen and replacing the Ministry of
Defense.

• Preaching and Guidance Committee –
Senior scholars issuing fatwas and advice
on matters of Islamic jurisprudence. 

• Culture and Information Committee – Re-
sponsible for broadcasting statements of
the Amir al-Muʼminin and other govern-
ment directors. This committee is also re-
sponsible for news dissemination and
refuting claims of enemies of the Emirate
on internet websites.

• Political Committee – Replaces the For-
eign Ministry. 

• Education Committee – Responsible for
spreading “Islamic and contemporary
learning.”

• Financial Committee – Responsible for all
financial affairs and resources.

• Committee for Prisoners and Orphans –
Works for the release of mujahideen pris-
oners and provides resources for the up-
bringing of their children and the children
of martyrs.

• Health Committee – Responsible for treat-

ing wounded and sick mujahideen. 
• Committee for Foreign Establishments –

This committee directs the operations of
foreign relief and aid agencies and makes
sure they do not do anything contrary to Is-
lamic theology and beliefs.
Directing the committees is the High Shura

Council, appointed by the Amir al-Muʼminin
and responsible for drafting laws and regula-
tions in accordance with Islamic principles.

At the peak of the administration is the
Amir al-Muʼminin (Commander of the Faith-
ful): “The leader is the axis around which mat-
ters pivot. He employs the community to
achieve his goals and directs people to good-
ness and happiness. He warns them against
evil and danger according to his lights.” The
Amir must be male, of sound mind and emo-
tion, and possess the qualities of knowledge,
vision, strength, courage and wisdom. He
must have excellent organizational skills as
well as other qualities mentioned in the exist-
ing books of fiqh (Islamic jurisprudence) and
ʻaqidah (Islamic theology). 

This title, first used by the second Caliph,
Umar ibn al-Khattab, has been used in vari-
ous capacities by both the Sunni and Shiite
communities. It became widely used by the
leaders of the Sahelian sultanates in Africa
(such as Darfur) and continues to be used by
the Sultan of Morocco. Mullah Omar has used
the title since founding the Taliban in 1994.

End of Color-Coded Threat Alert System Widely Welcomed
Source: http://www.globalsecuritynewswire.org/gsn/nw_20110128_8078.php

U.S. Homeland
Security Secre-
tary Janet
Napolitano yes-
terday formally
did away with
the agencyʼs
much maligned
c o l o r - c o d e d

threat advisory system to the approval of law-
makers and security experts.

«Because of the trust we have in Ameri-
cans to share in our collective security, today

I would like to announce the end of the old
system of color-coded alerts,» Napolitano said
in her first «State of Homeland Security» ad-
dress. «In their place, we will implement a new
system that is built on a clear and simple pre-
mise: when a threat develops that could im-
pact you, the public, we will tell you. We will
provide whatever information we can so you
know how to protect yourselves, your families,
and your communities.» The previous system,
which used five colors to convey threat levels,
was initiated shortly after the department was
stood up in 2002. It has been widely criticized
for being overly vague when a potential threat
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did arise. The threat color level has largely not
changed since 2006. The threat is set in the
middle at yellow, or elevated, although federal
officials put the level to the airline sector at or-
ange, meaning high. Yesterday marked the
beginning of a 90-day implementation period
to help state and local governments, law en-
force, airports, transport hubs and others
switch over to the
new system.
Under the new
two-tiered struc-
ture, Homeland
Security would co-
ordinate with other
federal entities to
issue formal, de-
tailed alerts re-
g a r d i n g
information about
a specific or credi-
ble terrorist threat,
according to
N a p o l i t a n o .
«These alerts will
include a clear
statement that an
ʻimminent threatʼ
or an ʻelevated
threatʼ is present,»
she said the event
sponsored by
George Washing-
ton Universityʼs
Homeland Security Policy Institute. In lan-
guage that mirrored the department press re-
lease on the decision, Napolitano said the
new alerts would also «provide a concise
summary of the potential threat, information
about actions being taken to ensure public
safety, and recommended steps that individu-
als and communities can take.» An alert could
be limited to a particular audience, such as
law enforcement, or a segment of the private
sector, such as shopping malls or hotels,
Napolitano told the audience. It also could be
issued more broadly to the general popula-
tion, distributed through a DHS statement, the
media or social networks, she added. The
alerts might urge certain responses to a situ-
ation or call on people to watch for particular
types of questionable behaviour, according to

Homeland Security. In addition, the alerts «will
have a specified end date. You can clap on
that one. Yeah, thatʼs all right,» Napolitano
joked to laughter and applause from the audi-
ence. News of the move was welcomed on
Capitol Hill. «The new system of homeland
security alerts will be more easily understood
and more helpful than the existing color-coded

system,» Senate Home-
land Security and Gov-
ernmental Affairs
Committee Chairman
Joseph Lieberman (I-
Conn.) said yesterday in
a statement to Global Se-
curity Newswire. «The
alerts may be sector spe-
cific or national, and will
contain guidance to help
the American people pro-
tect themselves against
the particular threat con-
tained in the alert.»
House Homeland Secu-
rity Committee Chairman
Peter King (R-N.Y.) is-
sued a statement on
Wednesday saying that
the proposed changes
«make sense.» Ranking
panel Democrat Bennie
Thompson (Miss.) also
praised the decision to
scrap the old system.

«The old color-coded system taught Ameri-
cans to be scared, not prepared,» he said in a
statement. Homeland security experts also
hailed the decision to do away with the rain-
bow approach. «The old system didnʼt really
help you in any way. It didnʼt tell people what
the threat was. Most importantly, it didnʼt tell
people what to do or what to be on the lookout
for,» said Rick Nelson, director of the Home-
land Security and Counterterrorism Program
at the Center for Strategic and International
Studies. «Simply saying thereʼs an elevated
level of terrorist threat is just useless informa-
tion,» he told GSN yesterday in a telephone
interview. Nelson cited the Americaʼs Missing:
Broadcast Emergency Response system,
commonly known as AMBER Alert, as an suc-
cessful program because it lets people know
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to look for an abducted child; provides infor-
mation, such as the model and color of a ve-
hicle; and gives them a phone number to call.
«If you can equip your general population with
useful information that they can use to protect
themselves, or use to help mitigate the threat,
then itʼs a force multiplier,» Nelson said. The
color-code system had «served its purpose»
and was useful in the early days of the Home-
land Security Department, according to former
DHS Assistant Secretary Randy Beardsworth,
a principal of Washington-based Catlayst
Partners. «When the department was first
stood up, there was no common language of
what preparations should be or what meas-
ures should be in place to mitigate risk,» said
Beardsworth, who also was a member of the
joint task force that examined replacing the
color-code system. «The system helped
agencies at the federal, state and local levels»
to prepare across the various threat levels. He
noted that over time the system became more
tailored to particular threats, including a 2004
warning to the New York and New Jersey fi-
nancial sectors. However, the system was not
particularly effective at informing the public of
what it was supposed to do regarding a threat,
Beardsworth told GSN this morning. The new
tiered scheme will be more nuanced than its
predecessor, so its success will rest on how
well Homeland Security and the federal gov-
ernment communicate with law enforcement
officials at the state and local levels, he pre-
dicted. The color-code system was a «clumsy

response» to the dilemma the Bush adminis-
tration faced in being the first White House to
address the countryʼs heightened homeland
security imperative following the September
11 attacks, according to Stephen Flynn, pres-
ident of the Center for National Policy. «The
only thing thatʼs kept it going is the politics of
retreat, the sense that somehow eliminating a
flawed system would indicate a lack of seri-
ousness about dealing with the threat itself,
instead of a frank acknowledgment that we
often do rash things in response to new crises
and they deserve to be re-examined when we
have the benefit of a calmer moment,» he said
yesterday. While the new DHS system is an
improvement, it does not engage the U.S.
public about what they must do to deal with
terrorist threats, according to Flynn. The new
alert program is «geared toward professional
protectors, the folks who have an explicit ob-
ligation to deal with safety or security,» he
said. «As weʼve seen time and again, most re-
cently with the incident in Tucson, Ariz., the
first responders are almost always by-
standers, the neighbours and the family,»
Flynn added, referring to the January 8 shoot-
ing of U.S. Representative Gabrielle Giffords
(D) and more than a dozen others. Still, Flynn
and the others doubt the color-coded ap-
proach would ever make a comeback. «I donʼt
think thereʼs anybody out there except for
maybe late-night talk show comics who will
miss the opportunity to play with the colors,»
he said.

Pirate attack prediction model developed
Source: http://homelandsecuritynewswire.com/pirate-attack-prediction-model-developed

A mathematician has developed a piracy pre-
diction model based on wind, waves, currents,
as well as on the ground intelligence that
could help predict the probability of a pirate
attack on a given day; the system would func-
tion like a tornado warning system using
weather data to project high risk areas on a
map; the map could be further refined by
adding in real time shipping traffic to indicate
which ships are most likely to be attacked;
piracy has grown worse in the last year, de-
spite stepped up naval patrols; 80 percent of
the worldʼs cargo still travels by sea. A math-
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ematician has developed a piracy prediction
model based on wind, waves, currents, as
well as on the ground intelligence that could
help predict the probability of a pirate attack
on a given day. James Hansen, an applied
mathematician with the U.S. Naval Research
Laboratory, believes that by compiling
weather data and an understanding of pirate
behavior he has developed a pirate warn-
ing system. According to Hansen, “Itʼs sort of
like tornado warnings.” Just as meteorologists
can fairly accurately predict the likelihood that
a tornado will appear or head in a certain di-
rection, Hansen believes his model could do
the same for pirate attacks. “These guys are
running around in tiny ships,” Hansen said,
which means that it is difficult for them to op-
erate in rough seas making good weather crit-
ical for their ability to sail. Hansenʼs model
would generate a map that shows the high-
est-risk areas and could be of further use by
adding up to the minute on shipping traffic to
identify likely targets for pirates. Gordan Van
Hook, senior director for innovation and con-

cept development for shipping giant Maersk
Line Limited, said that the high profile 2009 hi-
jacking of the cargo ship Maersk Alabama oc-
curred on a calm day in April. In response to
Hansenʼs model, he said, “If they would pub-
lish areas that are highly likely to have pirate
activity, that would be valuable.” The worldʼs
navies are struggling to protect ships sailing
through the Indian Ocean, especially in areas
around the Horn of Africa and the Straits
of Malacca. Securing these shipping lanes is
critical as 80 percent of the worldʼs cargo still
travels by sea, and a majority of ships must
pass through these areas. Pirate attacks have
increased, despite a fleet of forty warships
from thirty countries patrolling the waters
near Somalia. The Seattle Times reports that
last year there were nearly 450 attacks, with
53 ships captured and an economic cost of
$10 billion. In 2009 there were a total of 406
attacks by pirates. Hansen presented his find-
ings at the American Meteorological Society
meeting, which was held from 23 January to
27 January in Seattle.

Making 3-D face from 2D photo for security applications,
forensics
Source: http://www.sify.com/news/making-3-d-face-from-2d-photo-for-security-applications-
forensics-news-scitech-lbunaqdfdci.html

Scientists have found that it is possible to
construct a three-dimensional face from flat
2D images. The discovery could be used for
biometrics in security applications or in foren-
sic investigations. Biometrics is the technol-
ogy of performing personal identification or
authentication via an individualʼs physical at-
tributes. Xin Guan and Hanqi Zhuang of
Florida Atlantic University on Boca Raton ex-
plain how Biometrics is becoming an in-
creasingly viable solution for identity
management, information protection and
homeland security. They have developed a
computer algorithm that can analyze the
viewing angle and illumination of a face in an
image and generate a 3D view of the face
based on the results. A 3D image of a per-
sonʼs face might be used in biometrics along-

side or instead of fingerprint, iris, face, voice
and DNA, recognition techniques for so-
called identity management and in security,
coupled with smart cards and passwords
computer recognition of a real face based on
a 3D version of known personnel in a security
database could be used to reduce false iden-
tification. The same technique might also be
applied to analysis of security footage from
CCTV cameras in crime investigation or in
searching for missing persons. Ultimately, the
same technology might also be adapted by
the entertainment industry where 2D images
of famous people from the past might be ren-
dered in 3D and so allow a face to be ani-
mated. The study result has been published
in the International Journal of Biometrics this
month. (ANI).
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Viewing TV coverage of terrorist events
causes deterioration of psychological re-
sources, such as commitment and a sense of
success, and to feeling threatened, which in
turn can also lead to loss of resources and
other negative affects. This has been found in
a new study at the University of Haifa. «Mass
media plays a central role in reporting on ter-
rorism and political violence. The present
study shows that watching this type of cove-
rage on television has negative effects, even

for someone who was not at all involved in an
event being viewed,» said Prof. Moshe Zeid-
ner, who headed the study. 

The current research, which Prof. Zeidner
conducted with Prof. Hasida Ben-Zur and
Shlomit Reshef, set out to examine whether
exposure to television reportage of terror
events or political violence toward Israelis
could pose some form of «indirect threat» on
the viewer, even if he or she had no involve-
ment in the event, and whether such an indi-
rect threat might weaken the viewerʼs
psychological resources - much like a direct
threat would do. 78 students took part in the
study, representing the diverse cultural sec-

tors of Israeli society. Of these students, 39
watched video clips of terror attacks or politi-
cal attacks on Israelis, as broadcast in the
news over the past decade. The control group
watched same-length videos showing non-vi-
olent everyday events as they appeared in
the news. The results showed that the stu-
dents who had viewed terror events felt more
personally threatened and reported a signifi-
cantly lower level of psychological resources
(such as their sense of success, importance

and commitment) after
watching, compared to the
control group. The first
group also reported higher
levels of negative feelings
and mood. The re-
searchers noted that earlier
studies that examined first-
hand exposure to threats
showed that compromised
psychological resources
and heightened levels of
negative feelings can trig-
ger secondary trauma and
post-trauma symptoms.
This could also be the case
for individuals who feel
threatened from indirect ex-
posure to terrorism and po-
litical violence. An

interesting finding in the current study was a
difference between the responses of its Jew-
ish and Arab participants. The level of threat
that the Arabs felt after watching a violent clip
was significantly higher than for the Jewish
participants. «It is early yet to relate to the
long-term effects of viewing terror events in
the mass media, but the current study does
show that there are definite short-term effects.
In an age when many violent events around
the world are immediately broadcast in eve-
ryoneʼs living room and office, we ought to be
aware of the negative effects that this sort of
exposure could have,» the researchers
noted.

The Negative Effects Of Watching Terror Coverage On TV
Source: http://www.medicalnewstoday.com/articles/215072.php
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Avon Barrier Company has launched its latest
rising arm barrier – the EB1400CR Trojan
which is also the strongest barrier of its type it
has designed and manufactured to-date. The
barrier has been specifically developed to
meet threats posed by extreme Vehicle Borne
Improvised Explosive Device (VBIED) attack
and offers one of the highest levels of protec-
tion available anywhere in the world, states

Avon Barrier Company. The new Trojan bar-
rier recently passed comprehensive inde-
pendent physical testing by the Transport
Research Laboratory (TRL) in compliance with
PAS 68*, one of the highest criteria – resisting
a 7500KG truck travelling at 80kph (50MPH).
The barrier can withstand direct impact forces
of 1852KJ and its design combines the very
highest levels of protection, with ease and
speed of installation, thanks to its shallow-
mount requirements.  It is suitable for sites
where central roadway foundations may not
be possible or practical. Commenting on the
new EB1400CR Trojan, Paul Jeffrey, Manag-
ing Director of Avon Barrier Company, said;
“As hostile terrorist attacks become potentially

more extreme we have designed and pro-
duced one of the worldʼs strongest rising-arm
barriers to provide the ultimate in protection.
This will ensure that sites are not only protec-
ted now, but in the future against rising threat
levels.  The EB1400CR Trojan barrier offers
the convenience of a rising-arm type barrier,
with additional levels of protection, thanks to
its unique design and construction.” The bar-
rier is available in a range of widths and can be
configured to interface with almost all types of
control equipment, remaining fully operational
even under power failure conditions.  With its
robust design and heavy gauge construction,
the Trojan also provides a very strong visual
deterrent to mitigate against hostile attack.
Avon Barrier Company Ltd. (www.avon-bar-
rier.co.uk ) design, manufacture and install a
range of specialist crash-tested high-end phy-
sical security protection including crash-tested
barriers, road-blockers, gates and bollards.
The company operates internationally and has
its headquarters in the United Kingdom.

The Strong Arm of High-Security 
Source: http://www.1stsecuritynews.com/security/strong-arm-highsecurity/#more-429 

New Approach to cop better with Homeland Security issues
Arab and Muslim Terror – A Double Edged Sword to Their Native Lands
Source: http://www.securityacademy.com/

Throughout History we have learned how great
an effect extremist activity can have, even
though most of those extremists are only a
small part of their communities, these “noisy”
activists, some who were very militant and
powerful had in their actions caused, from very
early on, a negative attitude and resistance

against themselves within their own communi-
ties. Their movements have since gained mo-
mentum and dominance through the use of
intimidation and terror, first in their local areas
and then spilling out into the global arena.

This kind of process of expansion through
terror and intimidation had a great impact on
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the 20th century as seen in examples such as
the rise of the Nazi party in Germany. They
began as a very small but militant and “noisy”
group that eventually led the silent majority to
disaster whose terrible effects were felt for
many years after. All this because of the in-
ability to silence this violent minority even
though they dictated a violent and frightening
regime of internal violence and intimidation
which caused suffering and despair to large
parts of the German nation long before Hitlerʼs
violent means were brought to the rest of Eu-
rope.

Other similar examples continued and still
continue to spring up all over the globe, where
a violent minority takes control of its people or
state and steers it and other groups into a
cycle of religious wars, ideological struggles,
wars and genocides. Violence in recent years
and the threat of a nuclear Iran has only high-
lighted these dangers and the need for a
proper understanding of this problem.

Violent terrorist attacks against countries,
peoples, organisations and individuals did not
just begin in the heyday of terror around
Arafatʼs Fatah movement dominating the PLO
in the mid 1960ʼs but shortly thereafter did see
the advent of gaining recognition and legiti-
macy from most Muslim and Arab states as
well as many of the non-aligned states largely
because PLO violence was not directed
against them and was therefore ʻnot their
problemʼ.

Thus in the 1970ʼs the Arab and Muslim
leaders did not expect that their support for
such terrorist movements would bring upon
themselves suffering, violence and many ca-
sualties.

In recent years everyone can see the fa-
miliar cycle becoming apparent where a small
extremist minority, which is militant, powerful.
It has been granted legitimacy by various
Muslim and Arab leaders and even some
Western countries who have not understood
that this is a double edged sword that will at
some point or another hurt its wielder. 

Today Millions of righteous and life-loving
Muslims and Arabs  have had forced upon
them the “halo and image” which the small, vi-
olent minority sought to achieve through car-
rying out acts of terror and intimidation in the
name of Islam or their Nation and in doing so

polarised the entire world by religious and eth-
nic divide between “light” and darkness” 

Sadly for the world population and for Arab
states, Muslim and non-Muslim, in particular
there is today no radical or cutting separation
among those within the Islamic world who
have used and continue to use terror against
Jews and Christians who are in my view, a
smaller problem compared to the attacks and
killing sprees they have brought against other
sects within their own nations in the name of
their religious or ideological struggle. 

Even at a short glance it is apparent that
the number of casualties within  the internal
clashes of the Arab and Muslim world inflicted
by these terrorist elements is higher than the
casualties caused by their attacks on their
perceived non-Arab and non-Muslim enemies
in the name of Jihad and other such causes.  

Intimidation and Terrorism used against
the Arab and Muslim nations by these small,
violent, fanatic minorities is becoming a tool
for gaining strength and influence both finan-
cially and organisationally, as well as to di-
minish the influence of the moderate yet
tragically silent majority. 

Insight
Throughout the Muslim and Arab world,

many leaders and businessmen are living
under the shadow of fear and terror. Now they
are recognizing that the extortion and violence
which emanates from those terrorist groups
that they had allowed them to build the basis
for attacking Israel and the West, Christians
and Infidels is also turning against themselves
and their own people, very fast.

It is not a secret that a large amount of
Multinationals Close Protection operatives
from various countries are employed to both
sectors Governmental & Civilian, permanently
in provision of Protection services to
Arab/Muslim VIPs and their families.

It is known that there are also misunder-
standings and sometimes, even conflicts be-
tween these VIPs and their protectors that
occur, mainly, because of the lack of familiar-
ization with the culture, manners or mentality
from both sides.

Recently we all realize how the Afghan
President Hamid Karzai struggles against the
western security companies that have pro-
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tected him and his Government during the
very dangerous last few years of the
Afghanistan chaos and his reaction came as
a result of the lack of familiarization with the
culture, manners or mentality of the local pop-
ulation.

ISA – Group contribution 
We at ISA - International Security Acad-

emy - ISRAEL have decided to open and
share our knowledge, gained by Israelis and

by our many associates
overseas, from security
and protection profes-
sionals from all over the
world, Arabs, Muslims
and Westerners.

The major aim of this
New-born innovative is

to integrate these Protection professionals
laying aside all possible barriers, such as re-
ligion, political conflicts, deferent concepts,
methods, tactics etc in order to reduce and
mitigate together the violent crime & Terror-
ism worldwide.

Since July 2011, ISA
- Group will start a new
innovative project:

Integration by training
together

Israeli protection In-
structors of ISA – IS-
RAEL in conjunction with a Multinational team
of Protection & Counter Terrorism Instructors
trained and certified by ISA- ISRAEL will im-
part their exceptional expertise, proven con-
cepts and methods for the goal of qualification
and preparation of Close Protection Opera-
tives Arab/Muslim & Western operatives ac-
tive in the Protection of Arab/Muslim VIPs
worldwide.

This will be a joint training program for
Protection operatives from a variety of coun-
tries organized by IPT (Integrated Protection
Teams Network) and operated by ISA – Group
in Germany, Switzerland, UK, USA and South
Africa.

Russiaʼs counter terrorism woes
Source: http://homelandsecuritynewswire.com/russias-counter-terrorism-woes

A recent editorial in the Washington Post il-
lustrates Russiaʼs difficulties in successfully
deterring terrorist attacks; the Post blasts
Russian leaders citing corruption as a signifi-

cant reason for their inability to successfully
develop counter-terrorism policing abilities, in-

telligence agencies, and to secure public
areas; the editorial also blames Putinʼs hard
line stance on the northern Caucasus region
as fuelling extremist movements; in 2010 ter-

rorist attacks in the Caucasus dou-
bled; as a stark warning, the Post
reminds readers that the 2014 Win-
ter Olympic Games is scheduled to
be held on the border of the Cau-
cuses.

A recent editorial in the Washing-
ton Post illustrates Russiaʼs difficul-
ties in successfully deterring
terrorist attacks. The identification of
last weekʼs suicide bomber as a
twenty year old man from the north-
ern Caucasus highlights the volatile
situation in the predominately Mus-
lim republics of Chechnya, In-
gushetia, and Dagestan. These

areas have increasingly turned to extremism
in their quest for more autonomy from Moscow

The 2009 Nevsky Express train attack // Source: abc.net.au
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and have often resorted to violent acts of ter-
rorism. In December of 2009, Chechen rebels
bombed crowded passenger trains in
Moscow, derailing one and killing twenty-six
people and injuring eighty-seven in
the process. Other attacks include the
deadly2004 Beslan school hostage crisis in
which armed militants occupied a school and
took more than 1,100 people hostage for
three days. Russian security forces stormed
the building setting off a frenzied gun battle in
which tanks, rockets, and other heavy
weapons were used. In the end, at least 334
hostages were killed, among them 186 chil-
dren. Official Russian reports indicate that ter-
rorist attacks in the Caucasus doubled
in 2010. The editorial blames Prime Minister
Putinʼs authoritarian regime for perpetuating
this volatile political situation that often results
in fatal attacks. The Washington Post writes,
“Mr. Putinʼs autocratic form of rule and imperi-
alist policy toward non-Russian nations has
made it impossible for him to resolve — or
even seriously address - the underlying prob-
lem that fuels most of the attacks.” It goes on
to say, “Russiaʼs brutal response, including Mr.
Putinʼs scorched-earth campaign in Chech-
nya, fueled the rise of Muslim extremist groups
that have been growing steadily stronger de-

spite non-stop counterterrorism operations.”
The editorial also blames rampant corruption
in Russia for their inability to successfully form
counter terrorist police forces, intelligence net-
works, and secure major public areas. Putin
has continued to solidify his power turning
Russia into a “domestic police state,” yet
Moscow has suffered eight major attacks in-
cluding the destruction of two airplanes. The
Post alleges that political leaders in Russia are
unwilling to shift the focus of the federal secret
police and other security services “which are
more skilled at protection rackets and the per-
secution of political dissidents than in detect-
ing terrorist plots.” As evidence, the Post cites
the fact that in the aftermath of the most re-
cent bombing, President Dmitry Medvedev
blamed private security forces, “rather than
federal officials responsible for counterterror-
ism.” The editorial ends with the stark re-
minder that Russia is set to host the 2014
Winter Olympics in Sochi, on the edge of
the Caucasus. “The International Olympic
Committeeʼs unwise decision to accept Rus-
siaʼs bid means that athletes and governments
around the world have to depend on the Putin-
Medvedev regime to prevent terrorist disrup-
tion of the Games. Mondayʼs attack was a
reminder of how risky a bet that is.”

Air Force to deploy supercomputer aboard a superblimp
Source: http://homelandsecuritynewswire.com/air-force-deploy-supercomputer-aboard-su-
perblimp
The U.S. Air Force is developing a
massive blimp to gather and process
all intelligence feeds from
Afghanistan; the air ship will be longer
than a football field and seven times
the size of the Goodyear Blimp and
will be able to stay afloat for nearly a
week at nearly four miles up; the key
feature of the ship will be its sophisti-
cated supercomputer which can
process 300 terabytes of data an
hour; this computer will help limit data
overload as surveillance sensors be-
come increasingly complex; it cur-
rently takes fourteen analysts to
monitor a single feed from a predator
and the next generation drones will have ninety-six cameras; the blimpʼs first test flight is sched-
uled for 15 October.

Superblimpʼs super data handling capability
Source: techalps.com
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As police departments in the United States
continue to float the idea of using blimps as
surveillance vehicles, the Air Force is pressing
ahead with its plan to launch a massive blimp
that would function as a centralized intelli-
gence command center in Afghanistan. The
air ship, seven times the size of the Goodyear
Blimp, would fly at 20,000 feet and collect
data from the various unmanned surveillance
drones patrolling the skies. The supercom-
puter housed aboard the blimp will sift the var-
ious data streams and automatically direct
sensors to collect critical information. The Air
Force already monitors all the video and audio
streams from surveillance drones, but the
time it takes to personnel to determine which
bits of information are critical have sometimes
allowed the enemy to escape. The super-
computer is designed to cut down on this lag
time and feed coordinated information to
troops on the ground in less than fifteen sec-
onds. Lt. Gen. David Deptula, the recent head
of the Air Forceʼs intelligence operations be-
lieves the project “could change the nature of
overhead surveillance.” He says, “Thereʼs
huge potential there.” The next generation of
surveillance equipment, Gorgon Stare and
wide-area airborne surveillance systems
(WAAS), use hives of a dozen cameras to film
areas within a 2.5 mile radius. With as many
as ninety-six cameras, these drones can
cause massive data overloads for both
human operators and digital networks. It cur-
rently requires nineteen analysts to watch a
single feed from a Predator drone. With the
next generation surveillance equipment, a sin-
gle drone would generate 274 terabytes of
data every hour from its ninety-six cameras.
Gen. James Cartwright, vice chairman of the
Joint Chiefs of Staff, said that he would need
2,000 analysts to process the information col-
lected by a single drone using WAAS sensors.
To prevent this information overload from
overwhelming intelligence analysts, the Air
Force is designing the supercomputer to be
housed aboard the Blue Devil. The computer

will have the equivalent of 2,000 single-core
servers and process up to 300 terabytes an
hour. Instead of sending all of this processed
information to troops, like with todayʼs sen-
sors, the Blue Devilʼs processors will calculate
the data and filter it into an easily searchable
format. Troops on the ground will then be able
to search the shipʼs computer for relevant in-
formation. Lt. Gen. Deptula explains that this
process will reduce bandwidth consumption.
“People ask: ʻWith all these sensors, howʼre
you gonna transmit all that data down to the
ground?ʼ Well, we donʼt necessarily need to
send it all down,” said Deptula.“ A potential so-
lution is to process part of the data on-board,
and only send what is of interest. That re-
duces the bandwidth requirements.” The am-
bitious project dubbed “Blue Devil” will cost
$211 million and is currently in its second
phase of development. According to Wired
Magazineʼs Danger Room, a source close to
the project says the Blue Devil will be “one of
the largest airships produced since World
War II.”

“Itʼs freakishly large,” the source adds.
When completed, the airship will be longer
than a football field at 350 feet and seven
times the size of the Goodyear Blimp at 1.4
million cubic feet. The blimpʼs unprecedented
size will help it carry enough fuel and helium
to stay afloat for as long as a week at nearly
four miles up. Most blimps fly at 3,000 feet
or less. The U.S. Army is also at work on a
competing airship project, the Long En-
durance Multi-Intelligence Vehicle, that could
stay afloat for nearly three weeks thanks to a
sophisticated hybrid hull. The Air Force is fo-
cusing its efforts on designing a complex set
of onboard sensors and a supercomputer,
rather than concentrating on hull design. In
addition to the supercomputer, the airship will
carry on-board listening devices, a WAAS
system, day and night cameras, and commu-
nications relays and receivers for ground sen-
sors. The Blue Devilʼs first test flight is
scheduled for 15 October.
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A new study says the online
social network Facebook
and the video-sharing Web
service YouTube are just
some of Internet services

being used effectively for the recruitment and
training of Islamic terrorists, the National

Journal reports. Such sites allow terror
groups including al-Qaida to recruit under
radar and around the world by reaching po-
tential new members in their homes, says the
Pentagon-funded paper by the Center for
Strategic and International Studies. Through
social media, Web video, e-mail and other
content and communications applications,
terrorist leaders also can train and instruct
new recruits without having to physically
transport them to hidden base camps, the
study says. According to CSIS, the growing
reach of the Internet since 9/11 has allowed
al-Qaida, even in a weakened state, to dis-
seminate its ideas to an ever-larger audience:
“Despite extensive counterterrorism success
against the group responsible for 9/11, the al-
Qaida ʻbrandʼ now resonates with an in-
creasingly diverse (though still narrow)
cross-section of Muslims around the world,”
the study says.

Dark Side of Social Network: al-Qaida Recruiting
Source:http://www.newsmax.com/Newsfront/alQaida-radicalIslamists-recruitment-Face-
book/2011/02/ 09/id/385499

Only 32 miles of U.S. Canada border secure
Source: http://homelandsecuritynewswire.com/only-32-miles-us-canada-border-secure

Abdelmalek Droukdel, head of Al-Qaida in the Is-
lamic Maghreb (AQIM) is pictured on the U.S.
monitoring group SITE Intelligence, on November
19, 2010 in Paris.

A GAO report found that only thirty-two miles
along the nearly 4,000 mile border had «an
acceptable level of security»; the report also
found that the northern border posed a
greater terrorist threat due to its size and lim-
ited law enforcement coverage that could
allow terrorists to enter undetected; the U.S.
Canada border stretches nearly 4,000 miles
and is difficult to patrol due to its varied ter-
rain; the report was released days before
President Obama and Canadian prime minis-
ter Stephen Harper signed an agreement to
expand cooperation along the border and ex-
pedite the flow of goods; in 2010 DHS spent
nearly $3 billion to secure the northern border,
making roughly 6,000 arrests and interdicting
approximately 40,000 pounds of illegal drugs.
With so much attention on the U.S.-Mexico
border, the U.S. government has overlooked
its northern border leaving it largely un-

guarded. A recent investigation by the Gov-
ernment Accountability Office (GAO) found
that only thirty-two miles along the nearly
4,000 mile border had “an acceptable level
of security.” Senator Joe Lieberman (I – Con-
necticut), the chairman of the Senate Home-
land Security and Governmental Affairs
Committee, said “These findings should
sound a loud alarm to the Department of
Homeland Security, the Canadian govern-
ment, and our committee.” The report found
that while the southern border is more sus-
ceptible to drug trafficking and illegal immi-
gration, the northern border poses a greater
terrorist threat. Due to its sheer size and limi-
ted law enforcement coverage, terrorists have
more entry points and can more easily avoid
detection. This has also made the Canadian
border attractive to drug traffickers, currency
smugglers, and illegal immigrants. The U.S.
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Canada border is difficult to patrol as a result
of its diverse terrain and sheer size. Stretch-
ing from Washington to Maine, the border in-
cludes dense forests, vast open plains, and
large remote sections that are far from inhab-
ited areas. The report found that U.S Customs
and Border Protection (CBP), the agency
tasked with preventing the illegal entry of
goods and people, lacked “the ability to detect
illegal activity across most of the northern bor-
der” and did not possess “situational aware-
ness.” DHS works with local, state, tribal, and
federal agencies to secure the border. GAO
reported, however, that that, “long-standing
coordination challenges between CBPʼs Of-
fice of Border Patrol and ICE, ICE and DEA,
and Border Patrol and Forest Service that
may impede achieving border security goals.”
GAO recommends that DHS take the lead on
interagency coordination and clarify mission
goals, establish forums between various
agencies, and reduce duplicate tasks. In re-
sponse to the report, DHS spokesman Matt
Chandler said, the department has “made crit-
ical security improvements along the northern
border, deploying additional Border Patrol
agents, technology and infrastructure” and is

in the midst of establishing a “northern border
strategy” to address concerns. Last year DHS
spent nearly $3 billion to secure the northern
border, making roughly 6,000 arrests and in-
terdicting approximately 40,000 pounds of il-
legal drugs. The GAO report was released
days before President Obama and Canadian
Prime Minister Stephen Harper signed an
agreement to expand trade and security along
the border. In the wake of 9/11, the United
States imposed stricter measures along its
bordersto prevent terrorists or weapons from
entering. To streamline the process and ex-
pedite the flow of goods and people, the two
leaders announced the creation of the United
States-Canada Regulatory Cooperation
Council (RCC). In a joint statement, they an-
nounced, “we intend to pursue a perimeter
approach to security, working together within,
at, and away from the borders of our two
countries to enhance our security and accel-
erate the legitimate flow of people, goods, and
services between our two countries.” Every
day roughly 300,000 people cross the border,
while each minute nearly $1 million in goods
and services travel between the two coun-
tries.

Shooting Up Counterinsurgency and the War on Drugs 
By Vanda Felbab-Brown, PhD
Brookings Institution Press 2009 c. 273pp. 
Source: http://www.brookings.edu/press/Books/2009/shootingup.aspx

Most policymakers see counterinsurgency
and counternarcotics policy as
two sides of the same coin. Stop
the flow of drug money, the logic
goes, and the insurgency will
wither away. But the conven-
tional wisdom is dangerously
wrongheaded, as Vanda Felbab-
Brown argues in Shooting Up.
Counternarcotics campaigns,
particularly those focused on
eradication, typically fail to ban-
krupt belligerent groups that rely
on the drug trade for financing.
Worse, they actually strengthen
insurgents by increasing their le-
gitimacy and popular support.
Felbab-Brown, a leading expert on drug inter-

diction efforts and counterinsurgency, draws
on interviews and fieldwork in
some of the worldʼs most danger-
ous regions to explain how bel-
ligerent groups have become
involved in drug trafficking and re-
lated activities, including kidnap-
ping, extortion, and smuggling.
Shooting Up shows vividly how
powerful guerrilla and terrorist or-
ganizations—including Peruʼs Sh-
ining Path, the FARC and the
paramilitaries in Colombia, and
the Taliban in Afghanistan—have
learned to exploit illicit markets. In
addition, the author explores the

interaction between insurgent groups and il-
licit economies in frequently overlooked set-
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tings, such as Northern Ire-
land, Turkey, and Burma.
While aggressive efforts to
suppress the drug trade
typically backfire, Shooting
Up shows that a laissez-
faire policy toward illicit crop
cultivation can reduce sup-
port for the belligerents and,
critically, increase coopera-
tion with government intelli-
gence gathering. When
combined with interdiction
targeted at major traffickers,
this strategy gives policy-
makers a better chance of
winning both the war
against the insurgents and
the war on drugs.

Extremist groups active inside UK universities
Towards London 2011
Source: http://www.guardian.co.uk/uk/2005/sep/16/politics.students
From a 2005 article in The Guardian (UK)

Anthony Glees, the director of Brunel Univer-
sityʼs centre for intelligence and security stud-
ies, lists more than 30 institutions - including
some of the most high-profile universities in
the country - where «extremist and/or terror
groups» have been detected. The study
states that the Islamist groups Hizb ut-Tahrir
and al-Muhajiroun, which are subject to a
«no-platform policy» by the National Union of
Students, are active on many campuses and

often operate under different names. The re-
port catalogues the activities of far-right or-
ganisations and animal rights extremists.
Among the universities named are Cam-
bridge, where the BNP were detected; Ox-
ford, where the report said animal rights
extremists had been active; and the London
School of Economics and Manchester Uni-
versity, which both had active Islamist ex-
tremist groups.
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British universities where extremist or ter-
ror groups have been detected:
Birmingham (Islamist); Brunel (BNP, Islamist);
Cambridge (BNP); City (Islamist); Coventry
(Islamist); Cranford Community College (Isla-
mist); Derby (Islamist); Dundee (Islamist); Du-
rham (Islamist); Greenwich (BNP); Imperial
College (Islamist); Kingston (Islamist); Leeds
(BNP, Islamist); Leicester (Islamist); LSE (Is-

lamist); Luton (Islamist); Manchester (BNP, Is-
lamist); Manchester Metropolitan (BNP); Ne-
wcastle (Islamist); Nottingham (Islamist);
Oxford (Animal rights extremists); Reading
(Islamist); Salford (BNP); South Bank (Isla-
mist); SOAS (Islamist); Sussex (BNP); Sun-
derland (BNP, Islamist); Swansea (Islamist);
Wolverhampton (Islamist); York (BNP).

The following correction was printed in the Guardianʼs Corrections and clarifications
column, Saturday September 24 2005:

Cranford Community College, which was listed in the article below as a university campus,
is in fact a secondary school for 11- to 18-year-olds. There were, nevertheless, reported
links to an Islamist organisation, as indicated in the list.

Selected Literature on Terrorism and Organized Crime
Source:http://www.terrorismanalysts.com/pt/index.php?option=com_rokzine&view=article&id
=148&Itemid=54

Monographs, Edited Volumes, Non-conven-
tional Literature and Prime Articles published
since 2001, selected by Eric Price (Profes-
sional Information Specialist, Editorial Assis-
tant TRI)

NB: some of the items listed below are click-
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Public Health Emergency Medical Countermeasures Enterprise Stakeholders Workshop
(January 10-12; Washington, DC) The workshop will cover the Health and Human Services
Secretaryʼs Medical Countermeasure Review and Recommendations, the National Health Se-
curity Strategy and Biennial Implementation Plan, medical countermeasures as a foundation of
national health security, pre-event positioning of medical countermeasures, and medical coun-
termeasure development. View event website

(January 12-13; Bangkok, Thailand) In its inaugural year, this
conference will address interoperability in both risk manage-
ment and crisis management. Drawing on regional and inter-
national expertise, delegates can expect to project lessons
learned and real scenarios onto their own current and future
projects and plans. Emergency Management Asia will also

focus on the development phase of disaster management to implement best practice planning
and policy execution. This event is supported by the International Emergency Management So-
ciety, which will initiate a chapter in the Association of Southeast Asian Nations. View event
website

State Border Coordination Workshop (January 24-25; Gettysburg, PA) This workshop pre-
sented by the All Hazards Consortium aims to update the Regional Catastrophic Planning Grant
Program, determine the next steps in other initiatives, and look to a long-term coordinated plan
covering transportation, interoperability and situational awareness, mass care, credentialing,
and resource management for North Carolina, Virginia, Maryland, West Virginia, Pennsylvania,
Delaware, New Jersey, New York, and Washington, DC. View event website

(January 24-26; Vienna, VA) The showcase and conference
will focus on the acquisition priorities and gaps in communica-
tion plans with easily understandable terminology and meth-
ods; proper maintenance and training of emergency services,
including mass human resources such as community emer-
gency response teams; developing and exercising emergency
population warning methods combined with emergency shelters and evacuation plans; and
stockpiling, inventorying, and maintaining disaster supplies and equipment. View event web-
site

(January 26-29; Milwaukee) The conference presents
classes on firefighting and rescue operations, the latest
information for emergency service providers of all types,
and a 90,000-square-foot exhibit hall. View event web-
site

New Upcoming Events
Conferences, Workshops and Important events around the
globe

http://www.wisconsinems.com/conf.htm
http://www.wisconsinems.com/conf.htm
http://www.DisasterManagementShowcase.com
http://www.DisasterManagementShowcase.com
http://www.ahcusa.org/stateborderworkshop.htm
http://www.emergencymanagementasia.com
http://www.emergencymanagementasia.com
https://www.medicalcountermeasures.gov/BARDA/PHEMCE/workshop/2010/workshop.aspx
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(February 12-13; Monroeville, PA) One of the nationʼs
largest and best-attended trade shows for firefighters,
paramedics, emergency medical technicians, and other
emergency services personnel brings together over
100 companies to showcase thousands of products
and services. View event website

(February 14-16; Vienna, VA) This forum will discuss pre-
paredness, incident management, threat reduction, advanced
technologies, interoperability, and medical countermeasures
to prevent, detect, protect against, and respond to chemical, biological, radiological, nuclear,
and high-yield explosives attack. View event website

AFCEA Homeland Security Conference (February 22-24; Washington, DC) The theme of
this Armed Forces Communications & Electronics Association conference is “Working Together
Today for a More Secure Tomorrow.” It will cover identity management and interagency collab-
oration, Homeland Security Department and state and local secure information sharing, border
security, person-centric screening, situational awareness, training and education, and privacy
vs. security. Roundtables will feature chief information officers, procurement executives, and ex-
ecutives from the Federal Emergency Management Agency, the National Weather Service, and
the National Communications System. View event website

(March 1-5; Baltimore) Emergency Medical Services Today offers clinical
topics, presented by leaders in the field; hundreds of the newest products
and technologies in the exhibit hall; and networking events to connect thou-
sands of emergency medical services professionals. View event website

Campus Fire Safety and Risk Management Professional Development Conference &
Expo (March 7-8; Columbus, OH) This annual conference provides educational workshops on
campus fire safety, security, and risk management. It will include a Campus Fire Department
Symposium specifically for campus fire departments and fire departments that respond on cam-
pus and rely on students as part of their emergency response staffing. View event website

(March 15-17; Singapore) The conference seeks to discuss the challenges that governments
and homeland security professionals face in their fight against terrorism and to offer possible

technological solutions to counter the lurking threats. Highly
qualified and established experts in the homeland security
industry will be assembled to present a well-balanced pro-
gram covering geopolitical and technological topics. View
event website

(February 22-23; Wellington, New Zealand) This conference provides an early opportunity to
hear from those who played crucial roles in responding to the September Canterbury earth-
quake and to learn from those who have expertise and experience
in disaster risk management in a wider sense. It is an opportunity
to learn, to check assumptions against the realities of an emer-
gency, and to contribute to further enhance capability and capac-
ity to cope with a major emergency. View event website

http://www.conferenz.co.nz/conferences/10th-annual-integrated-emergency-management-conference?ref=cf
http://www.globalsecasia.com/
http://www.globalsecasia.com/
http://www.campusfiresafety.com/conference/
http://www.emstoday.com/en/home/?campaignid=61594943&iusercampaignid=64386314
http://www.afcea.org/events/homeland/11/home.asp
http://cbrnevent.com/Event.aspx?id=408522
http://kellysimontradeshows.com/monroeville/geninfo.html
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Bridging the Gaps: Public Health and Radiation Emergency Preparedness
(March 21-24; Atlanta) The Radiation Studies Branch at the Centers for Disease
Control and Prevention is sponsoring this conference on public health prepared-
ness for radiation emergencies and the need for mass-casualty education and
emergency response planning resources. View event website

(March 29-30; London) This conference on resilience to chemical, biological, radiological, or nu-
clear attack promises a panel of senior experts, first responders, and military personnel. It will
address key developments in response and recovery; provide a forum for sharing experiences,
best practices, and ideas; and focus on training and interoperability during the build-up to the
2012 Olympics. View event website

Government Security Expo and Conference (March 29-31; Wash-
ington, DC) This conference offers training and skills to meet the chal-
lenges facing safety, security, and law enforcement professionals.
Experts will discuss solutions to pressing issues in physical and cybersecurity, critical infra-
structure protection, advanced persistent threats, attacks and emergencies, and law enforce-
ment. View event website

The main theme of the International Disaster and Emergency Resilience
conference, hosted by the University of Florence, Centre for Civil Protec-
tion and Risk Studies, will be “The Impact of Climate Change,” with par-
ticular focus on community resilience and integrated disaster
management. It will include case studies, community resilience, integrated

emergency response, vital resources in disaster response, and medical aspects of disasters.
View event website

International Conference on Intelligence and Security Informatics (July 10-12; Beijing)
This conference of the Institute of Electrical and Electronics Engineers will focus on information
sharing and data/text mining, infrastructure protection and emergency responses, terrorism in-
formatics, and enterprise risk management and information systems security. The deadline for
submitting papers is March 1. View call for papers

Second International Workshop on Intelligent Technologies for Counter Terrorism and
Security (July 20-24; Kochi, Kerala, India ) In conjunction with the International Conference on
Advances in Computing and Communications, this workshop will bring together academics and
security and counterterrorism practitioners and developers to present the latest intelligent tech-
nologies to combat terrorism and to protect critical infrastructures, people, and society and pro-
vide a venue to present early work in applying various intelligent technologies. The deadline for
submitting papers is March 1. View call for papers

European Intelligence & Security Informatics Conference (Septem-
ber 12-14; Athens, Greece) This conference will gather people from pre-
viously disparate communities—researchers in information technologies,
computer science, public policy, bioinformatics, medical informatics, and
social and behavior studies as well as local, state, and federal law en-
forcement and intelligence experts, along with information technology in-

http://www.acc-rajagiri.org/cotes.html
http://www.ieeeisi.org/call_for_papers.html
http://www.iderweb.org/
http://www.govsecinfo.com/Events/GovSec-2011/Home.aspx
http://www.iqpc.com/Event.aspx?id=278886
http://www.iqpc.com/Event.aspx?id=278886
http://www.cdcradiationconference.com/
http://www.cdcradiationconference.com/
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dustry consultants and practitioners—to support counterterrorism and homeland security mis-
sions of anticipation, interdiction, prevention, preparedness, and response to terrorist acts. The
deadline for submitting papers is April 11. View call for papers

International Defense and Homeland Security Simulation Workshop
(September 28-30; Rome) This workshop will focus on the advances and
potential of using modeling and simulation in defense and homeland secu-
rity applications. It will bring experts together to present and discuss all type
of innovation: new concepts, methods, techniques, and tools. The submis-

sion deadline is April 15. View call for papers

Sponsored by:
ARINC, Cassidian Systems, CAE Aviation, Foster & Freeman, L-3 WESCAM, Regula Baltija,
Senstar Corporation, Southwest Microwave

SMi ̒ s 4th annual Border Security conference, is Europeʼs leading event dedicated to bring-
ing together industry experts to examine the latest challenges facing the international border
management community.

Held in partnership with Borderpol, the World Border Organisation, this must attend event
will present an exceptional line-up of key speak ers, special addresses from Borderpol and an
outstanding programme covering themes including border crime, interoperability and biomet-
rics – this is an event not to be missed!

“An opportunity for vendors to showcase safety and se-
curity solutions for pre-game crowd surge issues to
Sports Industry management/ security personnel, as
well as a chance for security and stadium operators to
explain operational/ technological needs for gate crowd-
ing issues at sports venues for today and tomorrow.”

http://www.ncs4.com/conference/

http://www.ncs4.com/conference/
http://www.smi-online.co.uk/2011border-security26.asp
http://www.msc-les.org/conf/dhss2011/
http://dbw.christangrant.com/post/1730242851/european-intelligence-security-informatics-conference
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http://www.wcdem2011.org/

WADEM is an academic, international, humanitarian association dedicated to the improvement
of prehospital and emergency health care, public health, and disaster health and prepared-
ness.  It is a non-operational, non-governmental organization with a primary focus on educa-
tion and research.  Its members are multidisciplinary and span the globe, representing 55
countries.  WADEM publishes a widely read, peer-reviewed medical journal, Prehospital and
Disaster Medicine, which is currently in its 25th volume.
NOTE: There will be a CBRN section too!

International Congress Secretariat:
International Conference Services Ltd.
2101 - 1177 West Hastings St.,
Vancouver, BC Canada V6E 2K3
Phone: +1 (604) 681 2153
Fax: +1 (604) 681 1049

Preliminary program
http://www.wadem.org/documents/17th_wcdem_preliminary_prog.pdf

The food and agricultural sectors of all nations
are vulnerable to terrorism incidents or threats.
With worldwide cooperation, collaboration, and
information-sharing among representatives
from governments, the private sector, and ac-
ademia, the potential for agroterrorism can be
reduced. 
The main mission of the International Sympo-
sium on Agroterrorism (ISA) is to protect the
food supply worldwide while illustrating the im-
portance of a coordinated effort. 

http://www.fbi-isa.org/

More than 1,000 individuals from 21 different countries have attended past ISAs, participating
in break-out educational sessions and case studies, hearing world-renowned experts discuss
agroterrorism, and interacting with each other. Attendance is expected to be even greater in
2011. An exhibit hall will provide ISA sponsors and exhibitors an opportunity to showcase rele-
vant products and services. Coming together under one roof is the first step toward working to-
gether to solve the problem.

http://www.fbi-isa.org/
http://www.wadem.org/documents/17th_wcdem_preliminary_prog.pdf
http://www.wcdem2011.org/
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Goals of the Symposium
- Prevent acts of Agroterrorism through well-coordinated intelligence collection, analysis, and

dissemination processes.
- Develop technical and tactical response strategies to neutralize and eliminate a potential at-

tack.
- Provide an opportunity for education across a variety of disciplines regarding threats di-

rected at the worldʼs food supply.
- Provide an avenue to share ideas and information among attendees through meaningful di-

alogue and networking opportunities.

http://www.icbrnevents.com/

Turkey has always been the cross-roads of the world. Poised with one foot on the European
side of the Bosphorous while the other is in Asia, it has the second largest land army in Nato
and many security challenges. 
A secular government faces the threat from fundamentalists and from radical terrorists - with
state sponsors. Istanbul, while not the capitol, is at the heart of this challenge, the largest city
in Turkey, home to its major religious and cultural centres, yet at the same time it has the chal-
lenge of millions of Western tourists and waves of arrivals from the Turkish interior and beyond. 
The security challenges that Turkey faces are very similar to many other parts of the world and
Turkey has been steadily developing itʼs CBRN defence, to go along with its advanced Counter
IED capability. This is your chance to learn what Turkey and some of the best minds in CBRN
and Counter IED have been developing. Along with the Conference will be a pre-conference
workshop and we are hoping the final day will also have a dynamic demonstration.  

Need a professional speaker?
Source: http://www.speakersite.com

http://www.speakersite.com
http://www.icbrnevents.com/
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Hospital Management of Chemical, Biological, Radiological, Nuclear & Explosive Inci-
dents (January 31–February 4; Aberdeen, MD) This postgraduate course for emergency plan-
ners, hospital administrators, clinicians, and emergency responders, presented by the U.S.
Army Medical Research Institute of Chemical Defense, offers an overview of all chemical, bio-
logical, radiological, nuclear, and explosive fields, including the psychology of such events, as
well as principles of hospital emergency management, regulatory frameworks, equipment and
procedure demonstrations, and a multi-station practical exercise. View course website

Earthquakes: Mean Business (February 4; St. Louis) This free seminar at St. Louis Univer-
sity, offered by the regional geoscience, engineering, and emergency management commu-
nity, will showcase the issue of earthquake hazards and earthquake risk in the central United
States and how we can better prepare for it. View seminar website

Anhydrous Ammonia Awareness Training Tour (February 15–July 16; California, Arizona,
Iowa, and Nebraska) Transcaerʼs 2011 tour to provide emergency responder training on anhy-
drous ammonia and transport will offer more than 60 training days in four states. The complete
schedule is on the Transcaer website. View course website

Behind the Scenes Seminar of Israelʼs Counter-Terrorism and Security Operations (Feb-
ruary 19-26; Israel) The sessions and site visits provide a unique inside look at Israelʼs secu-
rity threats and mitigation methods, with emphasis on protecting critical infrastructure and key
national and local assets: airports, mass-transit hubs, government facilities, border crossings,
and shopping malls. The curriculum covers many Israeli agencies involved in counterterrorism,
threat identification and mitigation, emergency preparedness and response, and innovations in
security technology. Discussions will focus on the key concepts underlying the Israeli practices,
their application to the participantsʼ counterterrorism strategies, and challenges in adopting and
sustaining the concepts and practices in diverse environments. View seminar website

Field Management of Chemical and Biological Casualties (February 28–March 4, April 11-
15, June 6-10; Aberdeen, MD) This course, presented by the U.S. Army Medical Research In-
stitute of Chemical Defense, offers pre-hospital training for medics, early responders, Chemical
Corps, and health care personnel. It comprises three days of field training with lab time, pro-
cedure practice, and three field training exercises, plus classroom work and time using ad-
vanced simulators. View course website

C-TPAT Supply Chain Security Training Seminar (March 29-31; San Diego)
This Customs-Trade Partnership Against Terrorism is free, but only companies
certified or validated by the partnership may attend. View seminar website

Medical Management of Chemical and Biological Casualties (March 20-26, May 1-6; Ab-
erdeen, MD, and Fort Detrick, MD) This course, presented by the U.S. Army Medical Research
Institute of Chemical Defense, offers postgraduate training for definitive health care providers,
combining lab work in cholinergic crisis, patient diagnosis, treatment, and procedures; patient
triage and interview exercises; crisis management in a mega-code environment with robotic
manikins; a visit to a Biosafety Level 4 laboratory; and practical field training, performed in pro-
tective gear. View course website

https://ccc.apgea.army.mil/courses/in_house/MCBC.htm
http://cbp.gov/xp/cgov/trade/cargo_security/ctpat/registration_notice.xml
https://ccc.apgea.army.mil/courses/in_house/FCBC.htm
http://chameleonassociates.com/SeminarTour11/
http://www.transcaer.com/events.aspx
http://gatewayccc.us/Earthquakes%C2%A0 Mean Business%E2%80%9DSeminar.htm
https://ccc.apgea.army.mil/courses/In_house/cbrne.htm
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4th Conference on Global Preparedness and Resilience (March 16-17; Melbourne, FL) This
conference, organized by the Florida Tech Global Center for Preparedness and Resilience, will
focus on global resilient technologies and infrastructure. It has four interlinked themes pre-
sented over the two days of the conference: “Global Demand for Integrated Preparedness,”
“Resilient Technological Applications,” “Resilient Infrastructure Applications,” and “Resiliency
Forecasting–New Global Index.” View event website

Bridging the Gaps: Public Health and Radiation Emergency Preparedness
(March 21-24; Atlanta) The Radiation Studies Branch at the Centers for Disease Con-
trol and Prevention is sponsoring this conference on public health preparedness for
radiation emergencies and the need for mass-casualty education and emergency re-

sponse planning resources. View event website

(February 14-16; Vienna, VA) This forum will discuss pre-
paredness, incident management, threat reduction, advanced
technologies, interoperability, and medical countermeasures
to prevent, detect, protect against, and respond to chemical, biological, radiological, nuclear,
and high-yield explosives attack. View event website

European Intelligence & Security Informatics Conference (September 12-14; Athens,
Greece) This conference will gather people from previously disparate communities—re-
searchers in information technologies, computer science, public policy, bioinformatics, medical
informatics, and social and behavior studies as well as local, state, and federal law enforcement
and intelligence experts, along with information technology industry consultants and practi-
tioners—to support counterterrorism and homeland security missions of anticipation, interdic-
tion, prevention, preparedness, and response to terrorist acts. The deadline for submitting
papers is April 11. View call for papers

http://dbw.christangrant.com/post/1730242851/european-intelligence-security-informatics-conference
http://cbrnevent.com/Event.aspx?id=408522
http://www.cdcradiationconference.com/
http://411.fit.edu/cgp/
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The European Society for Emergency Medicine (EuSEM) is a non-profit making scientific or-
ganisation whose aim is to promote and foster the concept, philosophy and the art of Emer-
gency Medicine throughout Europe. The ultimate objective of the Society is to help and support
European nations to achieve the specialty of Emergency Medicine.
Born as a Society of individuals in 1994 from a multidisciplinary group of experts in Emergency
Medicine (the Club of Leuven), EuSEM changed its Statutes in 2005, so that the Society now
also represents national societies of Emergency Medicine as well as its members.
Call for papers: http://www.eusem.org/

CBRN Training Curriculum End-User Work-
shop (March 10; The Hague, Netherlands) At this
chemical, biological, radiological, and nuclear ad-
vanced training curriculum workshop, national and
international organizations will present training
programs and curricula. Attendees will develop an
inventory of end-user requirements. The project

aims to meet the demand for education, training, and exercising of first responders to potential
CBRN incidents in The Hague, eventually providing a European standard. View event website

CBMTS Industry VII - «World Congress on the CBRN Threat and Terrorism»
Hotel Croatia, Cavtat - Dubrovnik, Croatia ; 10 - 15 April 2011)

- Organizing Committee:   Security Magazine Zaštita (Protection) – TECTUS d.o.o. and DE-
FIMI d.o.o. R&D services in the field of protection and defense 

- Under the high patronage of the Government of the Republic of Croatia
- Pre-Congress Workshop: OPCW International Workshop (Hotel Croatia, Cavtat -

Dubrovnik, Croatia; 09 - 10 April 2011)
- Official language of CBMTS Industry VII is English without interpretation!

View event website

http://zastita.info/en/congress_cbmts/
http://ib-consultancy.eu/events/catch-cbrn-training-curriculum-end-user-workshop/
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2011 Post-nuclear Accident Seminar
Nuclear activities are undertaken in a fashion de-
signed to avoid accidents, and to limit their pos-
sible consequences. Conforming with the
principle of defence in depth, many mechanisms
and approaches are put in place to address radi-
ological accident situations, even those of low
probability. Historically, focus is aimed towards
the management of the accident situation itself,
however it now seems necessary to focus more
on the management of the post-accident phase
of an accident.
The CODIRPA programme was started in June
2005 by the ASN, and was charged with devel-
oping French policy for the management of the
post-accident phase of a nuclear or radiological
accident situation. An ambitious programme mo-
bilising more than 200 people was put in place,
including representatives of relevant national ad-
ministrations and their local representatives, util-
ity and industrial representatives, technical
service organisations, nuclear safety authorities
from bordering countries to France, NGOs and
local elected officials.
To compliment activities addressing policy at the
national level, several dialogue processes were
engaged with organisations and officials from
local governmental administrations, with relevant
services from the agricultural ministry, and with
civil society representatives in order to test ideas
and approaches against local realities. In this
context, the first operational CODIRPA product,
the guide for leaving the urgent phase, is cur-
rently being adapted for local application.

Registration: Participation is by invitation, and without fee
Registration Deadline: 14 January 2011
The number of invitees for this conference is limited, and as such we invite you to confirm you
participation as soon as possible at the following web-site: seminairepostaccident@asn.fr













RIEAS (www.rieas.gr) supports this very important CBRN conference
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16th to 17th May 2011, Marriott Istanbul, Istanbul, Turkey

Keeping cyber space secure is an increasingly complex challenge. We face threats not only to
ourselves as individuals; but to businesses, governments and national security. Cyber Defence
2011 will be held for the first time in Istanbul and will explore the explosive issue of cyber se-
curity the world over. Bringing together an extensive list of cyber security professionals from
across Europe, the US and Asia – Cyber Defence 2011 will deliver a packed 2 days of pre-
sentations, followed by a full day interactive workshop. This event offers you the chance to hear
from a diverse speaker faculty representing an array of military, civil and commercial organi-
sations – donʼt miss the opportunity to meet them and discuss the latest developments in Cyber
Defence. View event website

16th to 18th May 2011, Munich, Germany

The Bundeswehr Institute of Radiobiology affiliated to the Univer-
sity of Ulm will be holding the 19th Nuclear Medical Defence Con-
ference from Monday, 16th to Wednesday 18th of May 2011. For the
first time the conference will be presented in a new «Update» for-
mat. New research findings and insights in the fields of medical ra-
diation protection, radiobiology and radiation medicine will be the
key topics. Special attendance is attached to the fact that these as-

pects will be presented in a comprehensive form for a broader audience thus facilitating the idea
of continuous education.

Prof. Dr. Viktor Meineke, Colonel (MC)
Bundeswehr Institute of Radiobiology
affiliated to the University of Ulm

Neuherbergstrasse 11
D-80937 Muenchen
Germany
Tel: +49-(0)89-3168-2251
Fax:+49-(0)-89-3168-2255
Email: viktor.meineke@uni-ulm.de
Web : http://www.nmd-conference.org/

http://www.smi-online.co.uk/events/overview.asp?is=1&ref=3526





