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First Strike Final Hour Review ð Not The Best Strategy 
Source (video): http://wccftech.com/review/first-strike-final-hour/  

Scintillating discovery at Sandia Labs 
Source: http://www.homelandsecuritynewswire.com/dr20170630-scintillating-discovery-at-sandia-labs 
 
June 30 ï Taking inspiration from an unusual source, a Sandia National Laboratories team has 
dramatically improved the science of scintillators ð objects that detect nuclear threats. According to the 
team, using organic glass scintillators could soon make it even harder to smuggle nuclear materials 
through Americaôs ports and borders. 
The Sandia Labs team developed a scintillator made of an organic glass which is more effective than the 
best-known nuclear threat detection material while being much easier and cheaper to produce. Organic 
glass is a carbon-based material that can be melted and does not become cloudy or crystallize upon 
cooling. Successful results of the Defense Nuclear Nonproliferation project teamôs tests on organic glass 

scintillators are described in a paper 
published this week in The Journal of the 
American Chemical Society. 
 
Sandia National Laboratories researcher 

Patrick Feng, left, holds a trans-stilbene 

scintillator and Joey Carlson holds a 

scintillator made of organic glass. The trans-

stilbene is an order of magnitude more 

expensive and takes longer to produce. 

(Photo by Randy Wong) 

 
Sandia Labs material scientist and principal 
investigator Patrick Feng started developing 
alternative classes of organic scintillators in 
2010. Feng explained he and his team set 

out to ñstrengthen national security by improving the cost-to-performance ratio of radiation detectors at 
the front lines of all material moving into the country.ò To improve that ratio, the team needed to bridge 
the gap between the best, brightest, most sensitive scintillator material and the lower costs of less 
sensitive materials. 
 
Inspiration from light-emitting diodes lead to performance boost 
Sandia Lab says that the team designed, synthesized and assessed new scintillator molecules for this 
project with the goal of understanding the relationship between the molecular structures and the resulting 
radiation detection properties. They made progress finding scintillators able to indicate the 
difference between nuclear materials that could be potential threats and normal, non-threatening 

http://wccftech.com/review/first-strike-final-hour/
http://pubs.acs.org/doi/abs/10.1021/jacs.7b03989
http://pubs.acs.org/doi/abs/10.1021/jacs.7b03989
https://share-ng.sandia.gov/news/resources/news_releases/glass_scintillators/
https://share-ng.sandia.gov/news/resources/news_releases/2014_rd_awards/#.WMYGmGwzVPZ
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sources of radiation, like those used for medical treatments or the radiation naturally present in 
our atmosphere. 
The team first reported on the benefits of using organic glass as a scintillator material in June 2016. 
Organic chemist Joey Carlson said further breakthroughs really became possible when he realized 
scintillators behave a lot like light-emitting diodes. 
With LEDs, a known source and amount of electrical energy is applied to a device to produce a desired 
amount of light. In contrast, scintillators produce light in response to the presence of an unknown radiation 
source material. Depending on the amount of light produced and the speed with which the light appears, 
the source can be identified. 
Despite these differences in the ways that they operate, both LEDs and scintillators harness electrical 
energy to produce light. Fluorene is a light-emitting molecule used in some types of LEDs. The team 
found it was possible to achieve the most desirable qualities ð stability, transparency and brightness ð 
by incorporating fluorene into their scintillator compounds. 
 
Pushing past crystals and plastics 
The gold standard scintillator material for the past 40 years has been the crystalline form of a molecule 
called trans-stilbene, despite intense research to develop a replacement. Trans-stilbene is highly effective 
at differentiating between two types of radiation: gamma rays, which are ubiquitous in the environment, 
and neutrons, which emanate almost exclusively from controlled threat materials such as plutonium or 
uranium. Trans-stilbene is very sensitive to these materials, producing a bright light in response to their 
presence. But it takes a lot of energy and several months to produce a trans-stilbene crystal only a few 
inches long. The crystals are incredibly expensive, around $1,000 per cubic inch, and theyôre fragile, so 
they arenôt commonly used in the field. 
Instead, the most commonly used scintillators at borders and ports of entry are plastics. Theyôre 
comparatively inexpensive at less than a dollar per cubic inch, and they can be molded into very large 
shapes, which is essential for scintillator sensitivity. As Feng explained, ñThe bigger your detector, the 
more sensitive itôs going to be, because thereôs a higher chance that radiation will hit it.ò 
Despite these positives, plastics arenôt able to efficiently differentiate between types of radiation ð a 
separate helium tube is required for that. The type of helium used in these tubes is rare, non-renewable 
and significantly adds to the cost and complexity of a plastic scintillator system. And plastics arenôt 
particularly bright, at only two-thirds the intensity of trans-stilbene, which means they do not do well 
detecting weak sources of radiation. 
For these reasons, Sandia Labsô team began experimenting with organic glasses, which are able to 
discriminate between types of radiation. In fact, Fengôs team found the glass scintillators surpass even t 
he trans-stilbene in radiation detection tests  ð they are brighter and better at discriminating between 
types of radiation. 
Another challenge: The initial glass compounds the team made werenôt stable. If the glasses got too hot 
for too long, they would crystallize, which affected their performance. Fengôs team found that blending 
compounds containing fluorene to the organic glass molecules made them indefinitely stable. The stable 
glasses could then also be melted and cast into large blocks, which is an easier and less expensive 
process than making plastics or trans-stilbene. 
 
From the lab to the ports 
The work thus far shows indefinite stability in a laboratory, meaning the material does not degrade over 
time. Now, the next step toward commercialization is casting a very large prototype organic glass 
scintillator for field testing. Feng and his team want to show that organic glass scintillators can withstand 
the humidity and other environmental conditions found at ports. 
Sandia notes that the National Nuclear Security Administration has funded the project for an additional 
two years. This gives the team time to see if they can use organic glass scintillators to meet additional 
national security needs. 
Going forward, Feng and his team also plan to experiment with the organic glass until it can distinguish 
between sources of gamma rays that are non-threatening and those that can be used to make 
dirty bombs. 
 

https://doi.org/10.1016/j.nima.2016.06.116
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Russia offers expertise that will take Emirati nuclear engineers 

to top of their game 
Source: https://www.thenational.ae/uae/na28-nuclear-ld-az-1.1208 

3 November 2015 -- Abu Dhabi, UAE: Flag day at the Barakah plant. The Emirates Nuclear Energy 

Corporation (ENEC) today raised the UAE flag at Unit 1 of Barakah NPP. Courtesy ENEC  

 
July 01 ï Emirati nuclear engineering students 
could soon undergo training at Russian 

universities as part of a programme to help 
boost the UAEôs nuclear power sector. 

Training and education is important for countries 
looking to develop their own nuclear power, 
according to Valery Karezin, head of human 
resources at Rosatom, Russiaôs atomic energy 
body. 
ñTraining is key. If the country is a newcomer the 
most important challenge is the creation of its 
own programme for personnel training,ò said Mr 
Karezin. 
The UAE has collaborated with several 
countries to gain experience from their nuclear 
programmes. 
In October last year the Emirates Nuclear 
Energy Corporation and Korea Electric Power 
Corporation signed a joint venture agreement 
which Mohammed Al Hammadi, Enecôs chief 
executive, said would bring the countryôs 40 
years of experience to the UAE. 
A few months earlier Japanese professors were 
flown into the country to hold workshops for 
Emirati students and share lessons learnt from 
the Fukushima disaster in 2011. 
Speaking at the atomic energy forum AtomExpo 
in Moscow, Mr Karezin said there are plans for 
Russia to work with the UAE in nuclear 
education. 
ñUntil recently we did not have any close 
cooperation but there will be,ò he said. 
ñRussian and Emirati universities will work in the 
exchange of students. We are open for 

discussions and weôre waiting for a decision 
from our universities to start this.ò 
He said areas where staff need more training 
include nuclear infrastructure, operators, 
engineers, research and development staff who 
help support the project. 
At the Barakah power plant, Emirati trainees 
spend hundreds of hours during the two-year 
Energy Pioneers programme learning how to 
deal with potentially catastrophic scenarios in a 
simulator. 
A strong grasp of maths and physics means 
nuclear engineering students are not short of job 
opportunities. 
ñA recent study found that nuclear majors have 
the lowest unemployment rate. I was surprised 
as there are few ónuclear engineeringô jobs but 
those with nuclear backgrounds can go into 
many other sectors such as finance, 
management, environmental, medical and 
industrial research and applications,ò said Dr 
Anthony Hechanova, head of advanced energy 
engineering technology at Abu Dhabi 
Polytechnic. 
The programme he heads at Abu Dhabi 
Polytechnic is tailored to prepare young people 
to operate, maintain and manage a nuclear 
plant. 
ñThis is what we call career technical 
education,ò Dr Hechanova said. 



P a g e  | 6 

CBRNE -TERRORISM NEWSLETTER ð July 2017  

 

www.cbrne -terrorism -newsletter.com  

ñThe skills and expertise are very different than 
those of an engineer, who can design 
mechanical and electrical systems while the 
technical workforce has to operate and maintain 
these systems and keep them and the workforce 
safe. This requires a vastly different knowledge 
and skillset.ò 
Nuclear specialists are at the cutting edge of 
technologies, he said. 
ñIn the UAE, the advent of commercial nuclear 
power production is a game changer in this 
fossil fuel rich region,ò he said. 
ñThe importance of diversification will be felt 
every time the price of oil and gas fluctuates. 
Nuclear power will allow fossil resources to be 

preserved and the wealth of the nation and 
sustainability of the Earth to be extended and 
expanded.ò  
Lady Barbara Judge, former head of the UK 
Atomic Energy Agency, said countries would 
generally train their staff locally, although the 
UK, the  US and Russia, along with France, 
Japan have the most expertise. 
ñWith new nuclear countries like the UAE, they 
are training many at home as well as sending 
many abroadò she said. ñOnce the nuclear 
education programme is fully up and running, 
then theyôll train most at home. I am very 
impressed by the excellence of the education 
programme that the UAE has created.ò 

 

Retrospective Imaging and Characterization of Nuclear Material 
Health Physics. 113(2):91ï101, AUG 2017 

By Robert B. Hayes and Sergey Sholom  
Source: https://insights.ovid.com/crossref?an=00004032-201708000-00001 
 
Modern techniques for detection of covert nuclear material requires some combination of real time 
measurement and/or sampling of the material. More common is real time measurement of the ionizing 
emission caused by radioactive decay or through the materials measured in response to external 
interrogation radiation. One can expose the suspect material with various radiation types, including high 
energy photons such as x rays or with larger particles such as neutrons and muons, to obtain images or 
measure nuclear reactions induced in the material. Stand-off detection using imaging modalities similar 
to those in the medical field can be accomplished, or simple collimated detectors can be used to localize 
radioactive materials. In all such cases, the common feature is that some or all of the nuclear materials 
have to be present for the measurement, which makes sense; as one might ask, ñHow you can measure 
something that is not there?ò The current work and results show how to do exactly that: characterize 
nuclear materials after they have been removed from an area leaving no chemical trace. This new 
approach is demonstrated to be fully capable of providing both previous source spatial distribution and 
emission energy grouping. The technique uses magnetic resonance for organic insulators and/or 
luminescence techniques on ubiquitous refractory materials similar in theory to the way the nuclear 
industry carries out worker personnel dosimetry. Spatial information is obtained by acquiring gridded 
samples for dosimetric measurements, while energy information comes through dose depth profile results 
that are functions of the incident radiation energies. 
 

After nuclear midnight: The impact of a nuclear war on India and 

Pakistan 
By Karthika Sasikumar 
Bulletin of the Atomic Scientists. Volume 73, 2017 - Issue 4 

Source: http://www.tandfonline.com/doi/full/10.1080/00963402.2017.1338009 
 
During the past decade, computer models have predicted that the physical impacts of a nuclear exchange 
between India and Pakistan, or even a single strike on a large city, would be devastating. The social, 
economic, and political impacts ï although less well known ï would also be crippling and would 
reverberate throughout the world. Efforts to use ñArmageddon estimatesò to scare the people of India and 
Pakistan have thus far not significantly reduced the risk of nuclear weapons use in this turbulent region. 
However, the increasing penetration of television and social media may give members of the 
public a better grasp of the scale of potential devastation. Combined with educational efforts 
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targeted at media elites, increased public awareness of the consequences of a nuclear attack may help 
to reduce the pressure on political leaders to exercise the nuclear option. 
 

Indian nuclear forces, 2017 
By Hans M. Kristensen and Robert S. Norris 
Bulletin of the Atomic Scientists. Volume 73, 2017 - Issue 4  

Source: http://www.tandfonline.com/doi/full/10.1080/00963402.2017.1337998  
 
India continues to modernize its nuclear arsenal, with at least four new weapon systems now under 
development to complement or replace existing nuclear-capable aircraft, land-based delivery systems, 
and sea-based systems. India is estimated to have produced enough plutonium for 150ï200 nuclear 
warheads but has likely produced only 120ï130. Nonetheless, additional plutonium will be required to 
produce warheads for missiles now under development, and India is reportedly building two new 
plutonium production facilities. Indiaôs nuclear strategy, which has traditionally focused on Pakistan, now 
appears to place increased emphasis on China. 
 

Indian nuclear forces, 2017. 

Type NATO Number 
of 

Year Rangei Warhead Number of   

  designation launchers deployed (kilometers) x yield 
(kilotons) 

warheads   

Aircraft               

Vajra Mirage 
2000H 

~16 1985 1,850 1 Ĭ bomb ~16   

Shamsher Jaguar IS/IB ~32 1981 1,600 1 Ĭ bomb ~32   

Subtotal:   ~48       ~48   

Land-based ballistic 
missiles 

              

Prithvi-2 n.a. ~24 2003 350ii 1 Ĭ 12 ~24   

Agni-1 n.a. ~20 2007iii 700+ 1 Ĭ 40 ~20   

Agni-2 n.a. ~16 2011iv 2,000+ 1 Ĭ 40 ~16   

Agni-3 n.a. ~8 2014? 3,200+ 1 Ĭ 40 ~8   

Agni-4 n.a. n.a. (2018) 3,500+ 1 Ĭ 40 n.a.   

Agni-5 n.a. n.a. (2020) 5,200+ 1 Ĭ 40 n.a.   

Subtotal:   ~68       ~68v   

Sea-based ballistic 
missiles 

              

Dhanush n.a. 2 2013 400 1 Ĭ 12 2   

K-15 (Sagarika) (12) (2017) 700 1 Ĭ 12 (12)   

K-4 n.a. n.a. ? ~3,000 1 Ĭ ? n.a.   

Subtotal:   (14)       (14)   

Total           ~118 
(130)vi 

  

iRange listed is unrefueled combat range with drop tanks. 
iiUS NASIC has estimated the range as 250 kilometers (155 miles) but we assume the range has probably 
been increased to about 350 kilometers (217 miles) as stated by the Indian government. 
iiiAgni I first began induction with the 334th Missile Group in 2004 but did not become operational 
until 2007. 

http://www.tandfonline.com/doi/full/10.1080/00963402.2017.1337998
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ivAgni II first began induction with the 335th Missile Group in 2008 but did not become operational until 
2011. 
vThe missile and warhead inventory may be larger than the number of launchers, some of which can be 
reused to fire additional missiles. This table assumes an average of one warhead for each launcher. 
viThe number in parenthesis includes 12 warheads possibly produced for the first SSBN, but not yet 
operational, for a total stockpile of roughly 130 warheads. 
 

US cities are not medically prepared for a nuclear detonation 
By Jerome M. Hauer 
Bulletin of the Atomic Scientists. Volume 73, 2017 - Issue 4  

Source: http://www.tandfonline.com/doi/full/10.1080/00963402.2017.1338003 
 
Itôs been more than five decades since concern about a nuclear conflagration was as 
prominent a focus for world leaders as it is again now. In the aftermath of World 
War II, during the Cold War between Russia and the United States, the fear of 
nuclear attack was front and center in the minds of US citizens, impacting their 
daily lives. Fallout shelter signs on office buildings, weekly tests of air raid 
sirens, and drills by school children were stark reminders that the threat was 
real. Anxiety peaked during the 1962 Cuban missile crisis, when many 
Americans believed it was a question of when, not whether, a nuclear 
confrontation with Russia would occur. 
Less than three decades later, though, glasnost had begun and relations 
had thawed between the two archenemies. As this new reality set in, 
so did complacency about planning for the worst. Barrels 
of supplies stored in fallout shelters were allowed to rust, 
and their contents deteriorated to the point of 
uselessness. The ensuing period of cooperation 
between the superpowers, for all its benefits, also 
left us with a form of amnesia. The United States 
is now completely unprepared to manage the 
aftermath of a nuclear detonation. 
 
The case for preparedness 
Some would argue that the possibility of any 
type of nuclear attack is so low that expending 
energy to discuss the threats, much less plan for 
an attack, is a foolôs errand. It is true that the 
probability of a nuclear detonation on US soil is 
low; on the other hand, it could happen. We 
know that North Korea has constructed and 
tested nuclear devices, and that its leader, Kim 
Jong-un, has verbally threatened the United 
States and US allies. We know that Pakistanôs 
stockpiles of highly enriched uranium, or HEU ï 
the critical component needed to make an 
improvised nuclear device or nuclear bomb ï 
are not especially secure, and a change in 
regime could leave the material in the hands of 
leaders who support terrorism. We know we lack 
the ability to prevent HEU from being smuggled 
into the United States. We know that it is quite 
possible to obtain 55 kilograms of HEU, the 
amount required to build a 10-kilotons (kt) 
nuclear bomb, which is around the size of the 

ñLittle Boyò dropped on Hiroshima in 1945. As 
remote as the possibility may be, the use of a 
nuclear device in a major city would have long-
term catastrophic consequences. It would be 
irresponsible in every sense, knowing that a 
nuclear strike by a terrorist group or hostile 
nation is possible, not to plan for such an event. 
 
What weõre up against 
There are four types of potential nuclear 
incidents that require some level of preparation: 
an accident or attack at a nuclear power plant, a 
dirty bomb, terrorist use of an improvised 
nuclear device, and an attack using a nuclear 
weapon executed by a foreign nation. 
The first two types of events ï an incident at a 
nuclear power plant and a dirty bomb ï have 
received a greater level of planning attention 
than the others. An attack on a nuclear power 
plant or a catastrophic accident like the 
ones that occurred at Chernobyl in 
1986 and Fukushima in 2011 would 
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have devastating short- and long-term effects. 
With that in mind, the Federal Emergency 
Management Agency (FEMA) and Department 
of Energy require that states with nuclear power 
plants practice notification, response, and 
evacuation plans. Zones requiring specific 
actions have been designated depending on 
communitiesô proximity to nuclear power plants. 
Fortunately, the track record of the US nuclear 
power industry has been reassuring in terms of 
planning for accidents. 
The possibility of a dirty bomb attack has also 
received planning attention from US authorities, 
in part because it is seen as relatively likely on 
the spectrum of nuclear disasters. A dirty bomb 
is a rather simple device composed of a 
conventional explosive ï much like the one used 
to blow up Oklahoma Cityôs Alfred P. Murrah 
building in 1995 ï laced with radiological 
materials called isotopes. Gaining access to 
radioactive isotopes is not as challenging as one 
might expect. Medical facilities use various 
types for diagnostic testing, and several 
industries require them. Certain isotopes, while 
difficult to come by, have a long half-life, and if 
used in a dirty bomb would contaminate the 
blast area and that around it with residual 
radioactive material for months or years. This 
would create a ñhot zoneò too dangerous to 
enter for any type of firefighting, rescue, or 
reconstruction activity. Additionally, radioactive 
particles dispersed in the air can be carried 
downwind in a ñplumeò and deposited far from 
the explosion. Planning for the aftermath of a 
dirty bomb will vary from city to city. Most cities 
have some level of preparedness for managing 
a mass-casualty event, but the problem of 
radiation contamination adds complexity. The 
majority of contamination can be handled by 
removing clothing and washing victimsô skin. 
Once victims are removed from the area, the 
residual ground and building contamination is a 
less urgent problem, and decisions about 
clearing the area will likely be made by city 
authorities in conjunction with federal agencies. 
The most devastating kind of incident would 
involve a nuclear weapon: Terrorists could 
acquire or build and detonate an improvised 
nuclear device in a major city, or ï worse 
because the bomb would be bigger ï a foreign 
nation could launch a nuclear attack. 
In the first scenario, the device would likely be 
between 5 and 10 kt. A 10-kt bomb would 
release the same amount of energy as 10,000 
tons of TNT. The kind of improvised nuclear 

device we are most likely to see is a ñgunò type 
of bomb that would use an explosive to fire a 
mass of HEU through a tube at another mass of 
HEU, causing fission and the release of energy 
in an eruption of pressure, light, and heat. A 10-
kt improvised nuclear device would destroy or 
significantly damage everything within a half-
mile radius. 
An attack by a government with a long-standing 
nuclear weapons program could be orders of 
magnitude worse. The strength of the explosion 
could range from something around 10 kt ï the 
size of a nuclear bomb North Korea tested in 
2013 ï to measurements in the megatons, or 
hundreds of times greater. In a nuclear attack, 
the bomb will be dropped from an aircraft or 
delivered via missle. Unlike a bomb carried into 
a city on a truck, a bomb delivered by air can be 
detonated above a city rather than at ground 
level, causing a larger area of destruction and 
loss of life. 
In the discussion that follows, I make the 
assumption ï based on information from open-
source material ï that terrorists are unlikely to 
construct a device greater than 10 kt, and that a 
missile launched by North Korea would carry a 
warhead in the 10ï15 kt range. These scenarios 
are both more likely than a multimegaton 
nuclear warhead being launched at the United 
States. 
 
What to expect 
For those who must think about planning for the 
aftermath, one of the starkest facts about a 
nuclear bomb attack is that on top of killing 
people on a vast scale, it will thoroughly destroy 
the capacity to respond. 
When a nuclear bomb made with HEU 
detonates, it releases an enormous amount of 
energy of four different types. The blast releases 
50 percent of its energy in the form of a pressure 
wave so powerful that it levels buildings. There 
is little chance for human survival within a 
quarter mile, and as the wave travels farther out 
and weakens, it can shatter glass within half to 
three quarters of a mile. Thirty-five percent of 
energy from the blast creates the blinding flash, 
emitting heat that incinerates all but concrete 
buildings (and melting glass and burning the 
contents even in those). Fires will be so 
numerous and radiation levels so high that 
firefighting will be impossible. Initial (or ñpromptò) 
radiation accounts for 5 percent of the 
energy. The remaining 10 percent is 
released in long-term fallout or residual 
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radiation, which can, when carried by wind, 
travel over long distances. 
Should an improvised nuclear device detonate 
in New York Cityôs Times Square, the initial blast 
will kill between 75,000 and 100,000 people in 
seconds. They will be incinerated so thoroughly 
that their ashes will be indistinguishable from the 
ashes of the buildings around them. Others will 
be crushed by falling buildings, struck by flying 
debris, or thrown by the pressure wave against 
buildings, the ground, or each other. 
Another 100,000ï200,000 people will be 
injured, some with burns from the heat of the 
blast, others by objects hurtling through the air. 
Many will be exposed to various levels of 
radiation that will cause suffering or death over 
weeks and months. The loss of city government, 
fire and police departments, and other 
emergency responders, coupled with 
demolished hospitals and destroyed water, 
sewage, power, and gas lines, means that 
repairs will take months or years even outside 
the contaminated ñhot zoneò and be impossible 
within it. The city will become a ghost town. As 
a result of the plume carrying radioactive 
particles downwind, hundreds of square miles 
may be unusable and need decontaminaion. 
People will leave their homes in search of safe 
havens. With no radios to give them instructions, 
some will move into the path of the plume and 
be exposed to a higher dose of radiation than 
they would have received had they stayed 
home. Many of these evacuees will die from 
radiation exposure. 
Chaos will prevail as millions of people try to 
evacuate the city without aid of communications 
systems, which will have been destroyed. They 
wonôt know where to go or where to receive 
medical care. Following a hurricane, people can 
reach shelters, medical teams, and sources of 
food and water that were deployed in advance. 
Following a nuclear attack, none of these assets 
will have been prepositioned prior to the 
explosion. 
In the early 1980s, while living outside of 
Boston, I received a pamphlet in the mail 
instructing me to evacuate to a specific town 
should the worst happen. A reporter following 
this effort to prepare citizens traveled to several 
of the ñhostò towns to determine their readiness 
to receive all the evacuees. The reporter was 
startled to find townspeople who said the new 
arrivals wouldnôt be welcome. Where would city 
evacuees go if an attack occurred today? 
 

A massive medical challenge 
From 2009 to 2010, as part of research I was 
doing for the Defence Academy of the United 
Kingdom, I conducted an end-to-end 
assessment of the medical capabilities of 
several countries and cities to respond to 
terrorist use of an improvised nuclear device. (It 
was similar to one I completed while serving as 
director of the Mayorôs Office of Emergency 
Management in New York City, looking at the 
aftermath of biological and chemical attacks.) 
No city or country visited during this assessment 
was prepared to manage the aftermath of a 
nuclear detonation. Even taking into account 
just the medical needs of a large city following a 
nuclear attack, the results clearly showed that 
current planning efforts were not sufficient to 
manage the carnage. 
Using New York City as a model, itôs anticipated 
that several hundred thousand people will 
require some sort of medical evaluation or care. 
With the loss of hospitals and 35ï50 percent of 
first responders, and health care personnel 
unable or unwilling to go to work, surviving 
hospitals will need to use every inch of space to 
treat only the most critically injured. Makeshift 
treatment centers or casualty collection points 
near the blast will be required to triage the 
injured. Ethical and moral issues will arise as the 
overwhelmed staff, short on supplies, is forced 
to decide who should receive treatment and who 
should be moved to end-of-life care, receiving 
morphine to ease their pain. The profound 
psychological impact on these healthcare 
workers and first responders cannot be 
overstated. Their task is essential, though: The 
ability to make some order out of the chaotic 
wave of people with different levels of injuries, 
from those with various kinds of physical trauma 
to those with psychological trauma to the 
ñworried well,ò is a key to reducing morbidity and 
mortality. 
Certain characteristics of nuclear attacks make 
them especially hard to prepare for. A nuclear 
blast causes an electromagnetic pulse that 
knocks out communication systems, some 
irreversably. Without the ability to communicate, 
coordination among medical personnel and 
other first responders will become nearly 
impossible. Assuming medical staff can get to 
where they need to be, demand for them will be 
extraordinary, but managers will have to rotate 
them to prevent exhaustion and reduce 
the psychological impact. 
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There will be an overwhelming number of 
patients. After triage, some will have to be 
transported. Hospitals will have to not only care 
for the injured but also control security and 
coordinate the flow of information to victimsô 
families. Local, state, and federal governments 

will have to rapidly set up alternate-care facilities 
close to the ñhot zone.ò They will have to have 
plans for alternate standards of care, so that, for 
example, emergency medical technicians are 
allowed to perform tasks ordinarily reserved for 
paramedics or nurses, freeing paramedics and 
nurses to perform more advanced medical 
treatment than normally permitted. This last 
issue, the focus of numerous studies and 
reports, presents both legal and ethical 
challenges, many of which need to be resolved 
in state capitals, where the scope of practice for 
health care professionals is typically controlled. 
And planners should remember that just 
because an ethical issue is resolved in advance, 
doesnôt mean that the decision will be followed 
in practice in the aftermath of a disaster. 
Sending an adult to end-of-life care may pull on 
the heartstrings, but sending a child to the same 
fate could prove to be too difficult for many 
medical personnel. 
Beyond the difficult frontlines of triage, survivors 
of a nuclear explosion will have a variety of 
injuries, some well known to modern hospitals 
but others more difficult to diagnose and 

develop a plan for. Acute radiation syndrome, in 
particular, results from exposure to radiation and 
does not have to coincide with any other injury. 
It may be the only effect a survivor suffers, and 
it may not manifest soon after exposure. Acute 
radiation syndrome occurs when a significant 

portion of the body is exposed to a large dose of 
penetrating radiation in a short period of time. 
The nature of acute radiation syndrome 
depends on the dose. At lower doses, the only 
effect may be on the gastrointestinal system and 
bone marrow. At higher doses, bone marrow will 
stop producing infection-fighting white blood 
cells, platelets that assist in blood clotting, and 
red blood cells that carry oxygen. Larger doses 
also destroy the lining of the gastrointestinal 
system, causing diarrhea, vomiting, and an 
inability to swallow or digest food, requiring 
patients to receive nutrition and fluids 
intravenously. At the highest levels of exposure, 
the heart and nervous system are impacted and 
rapid progress toward death is certain. Some of 
the most difficult patients to manage are those 
with combined injuries ï say, a penetrating 
wound from a shard of glass, requiring rapid 
surgical intervention, and also acute radiation 
syndrome. 
Finally, a great moral and societal challenge will 
be managing the dead. Many victims 
will be in the ñhot zone,ò where 
responders canôt enter and radiation 
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levels may not be safe for years. Victimsô 
families, though, will demand recovery of loved 
ones. Even where identifiable remains exist, the 
number of dead will be so large that months may 
pass before a family receives them. At some 
point in recovering bodies, a decision may have 
to be made to bury victims in mass graves. The 
United States has excellent systems in place to 
manage mass fatality incidents ï but they have 
never been tested with several hundred 
thousand dead at one time. 
 
Where do we stand? 
These issues have not received enough 
attention from FEMA, the US government entity 
responsible for helping states plan for and 
respond to disasters. FEMA takes what 
emergency planners call an ñall hazardsò 
approach, meaning it addresses effects 
common to many different types of disasters. 
This lack of planning to deal specifically with a 
nuclear incident is a serious weakness. 
That makes it all the more important for states 
and cities to have their own plans in place for 
worst-case scenarios. Itôs far easier to scale 
back a response if resources are not needed 
than to need them but not have them. While 
serving as Commissioner of Homeland Security 
and Emergency Services for New York State, I 
asked each of the 57 counties to plan for what 
they thought to be a worst-case scenario. 
(Scenarios varied from county to county.) 
Where FEMA has lagged, the US Department of 
Health and Human Services has aggressively 
built up its capability to respond to a nuclear 
incident. It has medical response teams that are 
staffed and equipped to mobilize in response to 
an incident, support state and local 
governments, and, depending on what is 
needed where, either provide comprehensive 
health care infrastructure or augment existing 
hospitals and clinics. In the aftermath of 
Hurricane Sandy in 2012, these teams provided 
the only medical care available to some 
communities on Long Island, just east of New 
York City. They provided invaluable aid in 
evacuating Manhattan hospitals. 
The Department of Health and Human Services 
has also committed significant resources to 
acquiring medical treatments for the survivors of 
a nuclear detonation. The Strategic National 
Stockpile, composed of 12 separate units at 
classified locations around the country, is also 
under the departmentôs control, and capable of 
being dispatched to any city within 12 hours. In 

it are supplies to treat burn injuries, as well as 
cutting-edge therapeutics to aid in reversing the 
effects of radiation by stimulating bone marrow 
to produce platelets (which help stop bleeding) 
and white blood cells (which help prevent 
infection). Should respirators be needed, the 
Strategic National Stockpile can provide them, 
along with antibiotics, vaccines, and massive 
quantities of intravenous solutions. Many units 
from the stockpile will be needed to support a 
city in the aftermath of a nuclear detonation. 
Cities far from the nuclear blast are also a 
potential resource. The federal government is 
sure to ask for help from far afield as soon as 
demand for medical resources exceeds local 
supply in a given area. Governors and mayors 
may be reluctant to release personnel, though, 
either for political reasons or out of concern that 
their cities and states may be targeted next. I 
believe most elected officials will rise to the 
occasion, and dispatch as much help as they 
can spare. But no number of simulated incidents 
can predict how political dynamics will shift 
following the real thing. 
Over the course of the study I conducted in 2009 
and 2010, several government officials said they 
were unable to take steps forward because the 
elected officials they reported to were unwilling 
to discuss the issue. Privately, many politicians 
used to worry that if they discussed nuclear 
terrorism, they would likely be ridiculed for 
fearmongering. In the last seven years, that 
concern has changed dramatically at the 
national level, with President Obama and other 
world leaders convening to address nuclear 
proliferation and nuclear terrorism. Silence at 
the local level continues, though. Among city 
and state governments, the only ones that Iôm 
aware have some level of ongoing planning for 
nuclear disaster are New York (city and state), 
Washington state, Los Angeles, Boston, and 
Chicago. To a much lesser extent, several more 
cities are engaged as well. The state of Hawaii 
has asked the federal government for 
assistance in planning for a nuclear attack. 
 
A path forward 
In 1965, the folksinger Barry McGuire recorded 
the powerful lyrics ñWeôre on the eve of 
destructionò in the song ñEve of Destruction.ò 
Perhaps that one-time hit should be resurrected 
to remind US leaders that we are not prepared 
for nuclear disaster. To those who say 
that preparing for such an incident 
makes an enemy more likely to strike 
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sooner, I would argue otherwise. It is highly 
unlikely that preparedness would factor into any 
decision to detonate a device on American soil. 
Plus, a terrorist group would find it challenging 
to gauge the level of US preparedness. 
Realistically, no matter the level of 
preparedness, detonating a nuclear bomb in an 
American city would cause immediate and 
enormous loss of life, vast destruction, and 
trillions of dollars in damage. It would cripple the 

US economy and dramatically impact other 
nationsô financial stability, for years if not 
decades. That is why it is our responsibility to 
educate the public. The reinvigoration of US civil 
defense programs should not be a matter of 
debate or concern over political impact. It needs 
to be mandated at every level of government so 
that the United States is prepared for a nuclear 
Armageddon. 

 
Jerome M. Hauer has served in cabinet positions at the local and state level and was an acting 

assistant secretary for the Office of Public Health Emergency Preparedness at the US 

Department of Health and Human Services. Hauer is an associate editor of the Journal of 

Special Operations Medicine and president of the Homeland Security Section of the Health 

Physics Society. He earned his doctorate at Cranfield University, has a masterôs degree from 

the Johns Hopkins School of Public Health, and holds a bachelorôs degree from New York 

University. He is also an Adjunct Associate Professor at Georgetown University and Visiting 

Professor at the Cranfield University. 

 

Russian hackers likely behind cyberattacks on U.S. nuclear 

operators: Experts 
Source: http://www.homelandsecuritynewswire.com/dr20170707-russian-hackers-likely-behind-
cyberattacks-on-u-s-nuclear-operators-experts  
 
July 07 ï Attacks by hackers on Wolf Creek 
Nuclear Operating Corporation in 
Burlington, Kansas have had òabsolutely no 
operational impact,ó the companyõs 
spokesman said Thursday night, following a 

report about the attacks by the New York Times. 
A report issued by DHS and the FBI concluded 
that hackers have targeted the nuclear 
corporation and other nuclear power operators 
since May, the Times reported (also see this 
detailed Bloombergôs report). 
Wolf Creek communications director Jenny 
Hageman said the facilityôs operational 
computer systems are separate from the 
corporate network. 
ñThe safety and control systems for the nuclear 
reactor and other vital plant components are not 
connected to business networks or the internet,ò 

Hageman said. ñThe plant continues to 
operate safely.ò 

 The Times reported that the hackers sent 
emails with resumes which contained code 
allowing attackers access to senior employeesô 
credentials and other network machines. 
The source of the hacking is not clear, but 
Bloomberg reports that according to 
three people familiar with the 
continuing effort to eject the hackers 

https://www.nytimes.com/2017/07/06/technology/nuclear-plant-hack-report.html
https://www.bloomberg.com/news/articles/2017-07-07/russians-are-said-to-be-suspects-in-hacks-involving-nuclear-site
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from the computer networks, the chief suspect 
is Russia. 
The possibility of a Russia connection is 
particularly worrisome, former and current 
officials say, because Russian hackers have 
previously taken down parts of the electrical grid 
in Ukraine and appear to be testing increasingly 
advanced tools to disrupt power supplies. 
Had the plant been successfully hacked, the 
attack would have to be reported to the Nuclear 
Regulatory Commission (NRC) which would 
have to inform the public, said John Keeley with 
the Nuclear Energy Institute. 
CNet reports that DHS and the FBI said it was 
most concerned about the ñpersistenceò of the 
attacks on choke points of the U.S. power 
supply. The language used by the two agencies 
suggests that hackers are trying to establish 
backdoors on the plantsô systems for later use. 
Bloombergnotes that those backdoors can be 
used to insert software specifically designed to 
penetrate a facilityôs operational controls and 
disrupt critical systems. 
òWeõre moving to a point where a major 
attack like this is very, very possible,ó Galina 
Antova, co-founder of Claroty, a New York firm 
that specializes in securing industrial control 
systems Antova, told Bloomberg. ñOnce youôre 
into the control systems ð and you can get into 
the control systems by hacking into the plantôs 
regular computer network ð then the basic 
security mechanisms youôd expect are simply 
not there.ò 

Industry experts and U.S. officials take the 
attacks on U.S. nuclear operators seriously, 
partly as a aresut of recent Russian government 
hackersô attacks on Ukraineôs 
power infrastructure. 
Scott Aaronson, executive director for security 
and business continuity at the Edison Electric 
Institute, an industry trade group, told 
Bloomberg that utilities, grid operators and 
federal officials were already dissecting the 
attack on Ukraineôs electric sector to apply 
lessons in North America before the U.S. 
government issued the latest warning to ñenergy 
and critical manufacturing sectors.ò 
The Russian cyberattacks in Ukraine did not 
cause long-term damage, but with each 
escalation, the hackers may be gauging the 
worldôs willingness to push back. 
òIf you think about a typical war, some of the 
acts that have been taken against critical 
infrastructure in Ukraine and even in the 
U.S., those would be considered crossing 
red lines,ó Antova said. 
President Donald Trump signed an executive 
order on 11 May aiming to strengthening 
cybersecurity for federal and infrastructure 
networks, but critics say that funding cuts 
included in the administrationôs budget proposal 
leave the nationôs nuclear reactors exposed. A 
23 May news release issued by the Nuclear 
Energy Institute, said Trumpôs proposed budget 
does not sufficiently support the nationôs 
existing reactors. 

 

New technique detects radioactive material even after it is gone 
Source: http://www.homelandsecuritynewswire.com/dr20170707-new-technique-detects-radioactive-
material-even-after-it-is-gone 
 
July 07 ï A new technique allows researchers 
to characterize nuclear material that was in a 
location even after the nuclear material has 
been removed ï a finding that has significant 
implications for nuclear nonproliferation and 
security applications. 
ñBasically, we can see nuclear material that is 
no longer there,ò says Robert Hayes, lead 
author of paper describing the work and an 
associate professor of nuclear engineering at 
North Carolina State University. ñFor example, 
we could identify and characterize a dirty bomb 
based on samples taken from a room the bomb 
was in a year ago. 
ñThis is a valuable tool for emergency 
responders, nuclear nonproliferation authorities 

and forensics, because it allows us to get a 
rough snapshot of the size of a radiation 
source, where it was located, how 
radioactive it is, and what type of radioactive 
material it is,ó Hayes says. 
NCSU says that the technique takes advantage 
of the fact that radioactive material changes 
the arrangement of valence electrons ð or 
outer electrons ð in insulator materials, such 
as brick, porcelain, glass ð even hard candy. 
Basically, radiation displaces electrons at defect 
sites in the crystalline structure of 
these materials. 
By taking samples of multiple materials 
in a room, applying conventional 
radiation dosimetry techniques, and 

https://www.cnet.com/au/news/hackers-targeting-us-nuclear-power-plants-report-finds/
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evaluating how the electrons at those defect 
sites are organized, researchers can determine 
the presence and strength of any nuclear 
materials that were in that room. 
ñIf the samples were taken at regular intervals in 
a grid pattern, the relative radiation dose profile 
can be used to triangulate where in the room the 
source was located, in three dimensions,ò 
Hayes says. ñIt can also provide a very rough 
idea of the physical size of the source, but that 
depends on various factors, such as how close 
the source was to the materials being sampled.ò 
By taking a core sample of the insulating 
material, and measuring the radiation dose 
at various depths in the material, researches 
can also ascertain what type of radiation 
source was present. This is possible because 
different radioactive materials have 
characteristic distributions of gamma rays, X-
rays, etc., and each type of energy penetrates 
materials with different strength. 

ñThis is not extremely precise, but it does allow 
us to answer important questions. For example, 
distinguishing between different kinds of nuclear 
material such as naturally occurring, medical, 
industrial, and óspecialô nuclear materials ï the 
latter being used for nuclear weapons,ò 
Hayes says. 
ñThis is a proof of concept,ò Hayes says. ñWeôre 
now focused on exploring its detection 
limitations along with spatial and energy 
resolution, and how to make use of this 
approach moving forward. 
 
òBut this is a big deal for nuclear 
nonproliferation efforts, because it means 
you canõt handle nuclear material in secret 
anymore,ó Hayes adds. òIt means the world 
is now densely blanketed by low-resolution 
integrating gamma-ray spectrometers, so we 
can always go back and measure what was 
present. Thereõs no hiding.ó 

 
ð Read more in Robert B. Hayes and Sergey Sholom, ñRetrospective imaging and 

characterization of nuclear material,ò Health Physics113, no. 2 (August 2017): 91-101. 

 

Norway ôshamedõ over ônuclear nodõ 
Source: http://www.newsinenglish.no/2017/07/10/norway-shamed-by-nuclear-nod/ 
 
July 10 ï Opponents of nuclear weapons were claiming that Norway should be ashamed of itself, for once 
again failing last week to support a UN resolution to ban them. Another 123 countries had already agreed 
to negotiate a ñlegally binding instrument to forbid nuclear weapons.ò 

Foreign Minister Bßrge 

Brende (left) and Prime 

Minister Erna Solberg are 

usually active supporters 

of UN resolutions, but not 

one involving a potential 

ban on nuclear weapons. 

Anti-nuclear activists call 

that a ñshame for Norway.ò 

PHOTO: Statsministerens 

kontor 

 
Norway instead joined the 
US, Russia, Great Britain, 
France and 33 other 
countries in voting against 
the negotiations proposal 
last December. China, 
India, Pakistan, Japan and 

South Korea abstained. When the proposal to actually ban nuclear weapons came up for a vote late last 
week, Norway had no intention of supporting it. 
Norwegian officials have claimed that it couldnôt even participate in the negotiations for the 
measure that won support over the weekend, claiming it would violate its obligations as a member 
of the NATO defense alliance. 

https://insights.ovid.com/crossref?an=00004032-201708000-00001
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That argument is firmly rejected by anti-nuclear activists in Norway and abroad. ñItôs a shame that Norway 
is not part of this,ò declared Erling Borgen a filmmaker and journalist who is also on the board of Norwayôs 
anti-nuclear organization Nei to atomv¬pen. 
Borgen told newspaper Dagsavisen that several international anti-nuclear activists have condemned 
Norway for its ñhypocriticalò stand on the proposed ban. They include, according to Borgen, ñwell-known 
activistsò like Setsuko Thurlow, who survived the bombing of Hiroshima, and Abacca Anjain-Madison from 
the Marshall Islands, who was affected by nuclear testing in the Pacific. 
ñThey call the Norwegian position on this a shame, and believe that the country that doles out the Nobel 
Peace Prize must reverse it,ò Borgen said. 
Frode Ersfjord, who heads Nei to atomv¬pen, said the proposed UN ban on nuclear weapons is the 
product of 71 years of negotiations. ñThe nine countries with nuclear weapons have fought hard to avoid 
this, precisely because it will immediately have a strong political effect,ò Ersfjord told Dagsavisen. The 
measure will prohibit any use of nuclear weapons, or nuclear physical explosions, along with the threat of 
using them. 
The resolution will be open for signing from September 20, and Borgen claimed that then Norway must 
at least do so. ñNorway has to wake up on this,ò he said, adding that he hopes it will become an issue in 
the upcoming parliamentary election campaign. 
ñWeôre living in frightening times politically, when many countries threaten use of nuclear weapons,ò 
Borgen said. ñThe nuclear weapons powers have had the podium for 20 years, now weôre banking on a 
prohibition that in fact will stygmatize those who use nuclear weapons.ò He claims NATO is no hindrance 
to the UN measure, claiming thereôs no problem with being a member of NATO and opposing weapons 
of mass destruction. 
 

Lab mistakenly ships radioactive material aboard commercial 

plane 
Source: http://www.homelandsecuritynewswire.com/dr20170714-lab-mistakenly-ships-radioactive-
material-aboard-commercial-plane 
 
July 14 ï Employees at the Los Alamos National Laboratory have been fired and disciplinary action 
against other personnel was taken after small amounts of radioactive material were mistakenly 
shipped aboard a commercial cargo plane. 
Officials at the lab did not offer any details regarding disciplinary actions, except to say that those 
individuals involved in the mishap, including those in higher management, have been held to account. 
Las Cruces Sun-News reports that Los Alamos has transferred responsibility for the shipment of some 

nuclear materials to another division within the lab and has 
imposed additional controls for making shipping labels to 
prevent similar problems in the future. 
ñAlthough these shipments arrived safely at their destinations 
and no one was hurt, this mistake, taken together with other 
mistakes in recent years, is unacceptable and is in the 
process of being addressed promptly and thoroughly,ò the lab 
said in a statement. ñOur response to this incident is not 
business as usual.ò 

In June, National Nuclear Security Administration (NNSA) 
launched an investigation after the lab admitted that procedures 

for shipping small amounts of ñspecial nuclear materialò to facilities 
in California and South Carolina were not followed. 

The radioactive material had been packaged for ground transport, but by 
mistake was shipped via a commercial air cargo service. 
U.S. regulations prohibit the shipment of radioactive material by air. 
Nuclear experts say the mishap could have led to serious consequences. The rapid pressure changes 
during flights could have damaged the packaging, causing radiation to escape. 
When the shipment arrived at its destination, it was immediately tested, but no contamination or 
loss of radioactive material were detected. 

http://www.lcsun-news.com/story/news/local/new-mexico/2017/07/11/los-alamos-national-lab-makes-changes-wake-botched-nuclear-shipments/468923001/
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The Sun-News notes that the incident was the latest in a series of safety mishaps at Los Alamos ï which 
is especially worrisome, as the lab is set to ramp up production of a key plutonium component for the U.S. 
nuclear weapons arsenal. 
Federal regulators are in the process of reviewing the labôs recent safety record. 
Lab officials say that improvements have been made at the labôs plutonium facility ï the same facility 
where the atomic bomb was developed during the Second World War. 
The lab said that the personnel actions and the changes to the shipping procedure are only the first steps 
in a broad campaign to improve safety measures. 
Los Alamos National Security LLC manages the complex under a $2.2 billion contract which ends 
in 2018. Critics suggest putting the management contract up for bids would offer incentives to make even 
more changes at Los Alamos. 
 

Will Trump Stop the 10 Chinese Companies Supplying North 

Korea's Nuclear Program? 
Source: http://www.newsweek.com/2017/07/21/trump-stop-chinese-companies-supplying-north-koreas-
nuclear-weapons-635538.html 

July 13 ï The city of Dandong, in Chinaôs northeastern Liaoning province, appears to be an 
embarrassing relic of the countryôs economic past. Old, run-down state-owned factories sit on the outskirts 

of a town full of dreary office 
buildings. There is none of  the flash 
and glitz so prevalent in Chinaôs far 
more prosperous cities. 
But Dandong is nevertheless one of 
the most important cities in China, 
because it sits just across the border 
from North Korea and is 
Pyongyangôs economic lifeline. 
Nearly 85 percent of North Koreaôs 
global trade is with China, and much 
of that flows through Dandong. That 
includes the machinery, purchased 
in contravention of both U.S. and 
U.N. sanctions, needed to build 
nuclear weapons, as well as the 
missiles needed to deliver them. 
And, crucially, Dandong is 

also the source of the offshore financing from Chinese banks that Pyongyang needs to pay for 
its illicit weapons program. 
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That program took yet another step forward on 
July 4, Americaôs Independence Day, when 
Pyongyang successfully tested a missile 
capable of reaching Alaska. This latest in-your-
face provocation from North Korean leader Kim 
Jong Un came after President Donald Trump 
had signaled that his strategy for reining in the 
Northðrelying on China to use its clout with the 
Pyongyang regimeðhad failed. ñAt least we 
know China tried,ò Trump tweeted on June 20. 
But the U.S. and some of its allies in East Asia 
privately acknowledge that they donôt think 
Beijing tried hard enough. A recent White House 
policy review of U.S. strategy toward North 
Korea, completed late this spring, has 
emboldened those in the administration who 
believe Washington and its allies have the ability 
to increase the economic pressure on 
Pyongyangðbut only by going after the Chinese 
companies that funnel money and dual-use 
technology (equipment that can have an 
innocent purpose but which the North can also 
use in its weapons program) to Pyongyang. 
Doing so may be easier than most of the outside 
world understands ifðand only ifðWashington 
is willing to offend Beijing. While more than 
5,000 Chinese companies do business with 
North Korea each year, trade between the two 
countries is dominated by just a handful of large 
companies, several of which are based in 
Dandong. In late June, the U.S. asked Beijing to 
go after 10 companies and individuals who, 
Washington believes, play an outsize role in 
Chinaôs trade with North Koreaðincluding 
selling parts and machinery used in 
Pyongyangôs weapons program. 
Why wouldnôt Beijing do all it could to crack 
down on its own companies playing such a 
significant role in the North Korean economy? 
U.S. and allied intelligence analysts are divided 
on the answer. Some believe that the heads of 
the big conglomerates doing business with 
Pyongyangða long-standing Chinese allyðare 
politically connected in Beijing. With a once-
every-five-years Communist Party congress 
coming up in the fall, President Xi Jinping and 
his political allies donôt want to make more 
enemies of powerful businessmen, many of 
whom are already angry at Chinaôs anti-
corruption drive. Other analysts simply believe 
that a nuclear North means a permanently 
divided peninsula, rather than one under Seoulôs 
rule, and that Beijing will forever be happy with 
that arrangement because it wants no part of a 
united Korea allied with the U.S. on its border. 

The U.S. told Beijing that if China hadnôt made 
progress by the end of the summer in 
sanctioning the ñChi-NoKo 10,ò as one American 
official puts it, then the U.S. would do so 
unilaterally. And on June 30, the Trump 
administration signaled it was serious: It 
announced sanctions against the Bank of 
Dandong, accusing it of facilitating financing for 
the Northôs weapons program. On July 5, at the 
United Nations, Trumpôs ambassador, Nikki 
Haley, delivered a blunt message to Beijing: 
ñWe will look at any country that chooses to do 
business with this outlawed regime.ò That same 
day, the commander of U.S. forces in South 
Korea, General Vincent Brooks, said the U.S. 
and its ally were ready to go to war if necessary, 
to prevent nuclear proliferation in North Korea. 
ñSelf-restraint, which is a choice, is all that 
separates armistice and war,ò Brooks said. 
The change in the administrationôs policy toward 
the North is striking. In the wake of Trumpôs 
summit meeting with Xi at Mar-a-Lago in April, 
the administrationôs attitude toward China had 
seemed to become unexpectedly warm. During 
the campaign, Trump bashed China relentlessly 
as a trade predator and a bad actor militarily in 
the South China Sea. The U.S. seemed to be 
girding for a full-blown cold war with Beijing. 
That changed after Mar-a-Lago. Trump said 
after meeting Xi that he understood that there 
was a long, complicated history between the two 
countries. He seemed implicitly to accept 
Beijingôs premise that it was harder than the 
outside world believed to coerce Pyongyang to 
behave. And he deferred to Beijing to deal with 
its unruly ally. 
The irony is that behind the scenesðin work 
being done by both intelligence agencies and 
private firms digging into the Northôs trade with 
Beijingðanalysts were becoming convinced 
that Xi had played Trump, and that China, in 
fact, did have the means to curb Kim if it chose. 
Beijing has, over the years, portrayed the 
companies who do business with the North as 
rogue firms, small private traders who worked 
hard to stay in the shadows and thus were 
difficult to control. But a recent, detailed report 
by C4ADS, a research firm based in 
Washington, D.C., which often consults with the 
U.S. on security issues, buttresses those inside 
the administration pushing for a harder line with 
Beijing. It argues that Pyongyangôs financing 
and procurement system for its 
weapons of mass destruction program 
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is ñcentralized, limited and vulnerableðand thus 
ripe for disruption.ò 
Analysts in both the CIA and the U.S. Treasury 
Department have been arguing this for years. 
They note that sanctions in 2005 against a 
single Macau-based bankðBanco Delta Asiað
infuriated Pyongyang because BDA was a 
linchpin in the laundering of North Korean funds. 
It was also thought to house some of the money 
of senior government officials. More than $25 
million in funds were frozen, and every 
international bank that did business with BDA 
lost access to the U.S. financial system. The 
BDA sanctions were ñthe most effective targeted 
effort weôve had,ò says former Treasury official 
Stuart Levey. Two years later, Pyongyang 
demanded that the BDA sanctions be removed 
as the price of returning to the nuclear 
negotiating table in the so-called six party 
talksðalso involving China, Russia, Japan and 
South Korea. The Bush administration relented. 
The talks went nowhere. 
Fast-forward 10 years, and the North is now 
closer than ever to lobbing a nuke at the United 
States. Optimists say that date is at best three 
years away. Pessimists say 18 months. At that 
point, the U.S. and its allies will face a critical 
decision: to either treat Kim as a rational nuclear 
actor, who can be deterred through mutually 
assured destruction, or assume the oppositeð
that heôs ñunpredictableò a description widely 
used in the U.S. media, though not universally 
subscribed to by U.S. policymakers)ðand think 
about pre-emption and the disastrous war that 
could start. Given that, itôs no wonder Team 
Trump is now willing to risk Beijingôs ire and go 
hard after the Chinese companies that enable 
the North. Says a White House staffer involved 
in the North Korea deliberations, ñWhat other 
real choice do we have?ò 
 
The Nuclear Option 
The Trump administration has yet to publicly 
identify the 10 key companies it is now 
pressuring Beijing to deal with, aside from the 
recently sanctioned Bank of Dandong. Officials 
say, however, that there is a precedent for what 
they intend to do. Washington believes there are 
a handful of so-called gateway firms in China 
that facilitate trade and financing for North Korea 
abroad. Last fall, the U.S. Justice Department 
brought chargesðand the Treasury issued 
sanctionsðagainst one of those companies, the 
Dandong Hongxiang Industrial Development 
Co., and its subsidiary, the Liaoning Hongxiang 

Group. ñItôs important to understand,ò the recent 
report from C4ADS states, ñthe unique role the 
[two companies] played in the broader system of 
China-North Korea trade.ò According to 
documents released by the Department of 
Justice, DHID described itself as ñan enterprise 
that conducts Sino-North Korea import and 
export.ò The firm and its affiliated companies 
were able to satisfy procurement orders for 
North Korean government organizations and 
purchase hundreds of millions of dollars of North 
Korean commodities that it moved through 
domestic Chinese distribution channels. Those 
funds, the U.S. believes, were in turn used to 
finance the purchase of key dual-use 
components for Kimôs nuclear and missile 
program. 
In addition to being a large-scale trading firm on 
the border of North Korea, DHID also played a 
likely much more valuable role for North Korea: 
It served as a front for the sanctioned North 
Korean financial institution Korea Kwangson 
Banking Corp. to access the global financial 
system. Since 2009, KKBC has been barred 
from accessing the international financial 
system because of its alleged role in financing 
some of North Koreaôs most notorious weapons 
proliferators. KKBC is a key bank in North. If it 
doesnôt have access to the international 
financial system, Pyongyang canôt pay various 
foreign suppliers of parts, machinery and 
equipment for its weapons program. (Those 
suppliers want dollars, not North Korean won.) 
Once KKBC was cut off, DHID stepped in. The 
Justice Department states that ñDHID Entities 
served as financial intermediaries for U.S. dollar 
transactions between North Koreaïbased 
[companies], who were financed by KKBC and 
suppliers in other countries in order to evade the 
restrictions on U.S. dollar transactions.ò Over 
two separate time periods, the Justice 
Department alleges DHID did more than $11 
million worth of deals on KKBCôs behalf. 
In order to pull that off, DHID set up front 
companies and shells all over the world to try to 
cover its tracksðaltogether 43 companies in six 
countries on four continents. The Justice 
Department further states that DHID used at 
least 22 companies to move nearly $75 million 
through the U.S. financial system. As C4ADS 
writes, ñFar from being isolatedò (as the 
standard trope about North Korea has it), ñthe 
scope of the network allowed 
sanctioned North Korean entities to 
conduct financial transactions that 
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would appear to U.S. and European 
correspondent banks as coming from 
companies based in the British Virgin Islands, 
the Seychelles, England, Wales and Hong 
Kong.ò 
Trump administration officials believe that 
targeted international action against entities like 
DHID strike where the North Korean overseas 
financing system is most vulnerableðat key 
ñchokepointsò where licit and illicit activities 
converge. Their pressing question is: Why didnôt 
the Obama administration pursue other 
important Chinese facilitators beyond DHID? 
That question can probably be answered with 
another one: How willing wasðand isðthe U.S. 
to anger Beijing? 
A one-off case against a big Dandong-based 
holding company such as DHID is one thing. 
Beijing apparently didnôt protest too much when 
the Treasury issued its sanctions, apparently 
believing that it needs to show at least some 
willingness to pressure Pyongyang, even at the 
expense of one of Chinaôs own firms. But 
several Trump appointees in the national 
security community are increasingly scathing 
about the efforts of both the Obama 
administration and Beijing to hobble Kimôs 
nukes. ñAs the North continued to make 
progress [toward an intercontinental ballistic 
missile capable of delivering a nuke], the U.S. 
and the U.N. tightened sanctions, itôs true,ò says 
one Trump official. ñBut those were sanctions 
with a big caveat: They didnôt much apply to 
China, at least when China wanted to ignore 

them.ò Another Trump official says the Obama 
team was focused on climate change as the key 
issue in bilateral relations with Beijingðnot 
North Korea. ñAt no point was the sanctions 
regime against North Korea as effective as the 
sanctions were against Iran before they came to 
the [nuclear negotiating table],ò says one senior 
Trump official, ñand thatôs almost entirely 
because of China.ò 
Now, Trump is vowing that equation will change. 
His administration has assessed that if Beijing 
proves itself to be unserious by the end-of-
summer deadline Washington has set for action, 
the U.S. must go after the Northôs Chinese 
partners itself, cutting off their access to the U.S. 
financial system if need be. 
Beijing, obviously, wonôt be happy about this; 
just how unhappy it will be is the critical (and, for 
the moment, unknowable) question. An 
increasingly powerful China has many ways to 
hurt the U.S., including by punishing the 
American companies selling into the worldôs 
second largest economy, as well as by using 
economic pressure against the two key U.S. 
allies in the region, South Korea and Japan. But 
Washington has decided that pressuring 
Chinese companies is essentially the only 
option left, short of war on the Korean 
Peninsula. No one wants that, including Beijing. 
It ñtriedò once, Trump tweeted; now, heôs giving 
China one last shot. Tensions in East Asia are 
as high as theyôve been since the end of the 
Korean War. Prepare for them to get worse. 

 

Nuclear Plants ð Target for Hackers 
Source: http://i-hls.com/archives/77520 
 
July 13 ï Since May, hackers have been penetrating the computer networks of companies that operate 
nuclear power stations and other energy facilities, as well as manufacturing plants in the United States 
and other countries. Among the companies targeted was the Wolf Creek Nuclear Operating Corporation, 
which runs a nuclear power plant, according to security consultants and an urgent joint report issued by 
the Department of Homeland Security and the FBI recently. 
The report did not indicate whether the cyberattacks were an attempt at espionage, such as stealing 
industrial secrets, or part of a plan to cause destruction. There is no indication that hackers were able to 
jump from their victimsô computers into the control systems of the facilities, nor is it clear how many 
facilities were breached. Wolf Creek officials explained that while they could not comment on cyberattacks 
or security issues, no ñoperation systemsò had been affected and their corporate network and the internet 
were separate from the network that runs the plant. 
The hackers appeared determined to map out computer networks for future attacks, the report concluded. 
But investigators have not been able to analyze the malicious ñpayloadò of the hackersô code, which would 
offer more detail into what they were after. John Keeley, a spokesman for the Nuclear Energy 
Institute, which works with all 99 electric utilities that operate nuclear plants in the United States, 
said nuclear facilities are required to report cyberattacks that relate to their ñsafety, security and 



P a g e  | 21  

CBRNE -TERRORISM NEWSLETTER ð July 2017  

 

www.cbrne -terrorism -newsletter.com  

operations.ò None have reported that the security of their operations was affected by the latest attacks, 
Mr. Keeley said. 

According to the New York Times, in most cases, the attacks targeted people ð industrial control 
engineers who have direct access to systems that, if damaged, could lead to an explosion, fire or a spill 
of dangerous material. The origins of the hackers are not known, But the report indicated that an 
ñadvanced persistent threatò actor was responsible, which is the language security specialists often use 
to describe hackers backed by governments. 
Hackers wrote email messages containing fake r®sum®s for control engineering jobs and sent them to 
the senior industrial control engineers who maintain broad access to critical industrial control systems, 
the government report said. The fake r®sum®s were Microsoft Word documents that were laced with 
malicious code. Once the recipients clicked on those documents, attackers could steal their credentials 
and proceed to other machines on the network.  
Energy, nuclear and critical manufacturing organizations have frequently been targets for sophisticated 
cyberattacks. The Department of Homeland Security has called cyberattacks on critical infrastructure ñone 
of the most serious national security challenges we must confront.ò 
On May 11, during the attacks, President Trump signed an executive order to strengthen the cybersecurity 
defenses of federal networks and critical infrastructure. The order required government agencies to work 
with public companies to mitigate risks and help defend critical infrastructure organizations ñat greatest 
risk of attacks that could reasonably result in catastrophic regional or national effects on public health or 
safety, economic security, or national security.ò 
Jon Wellinghoff, the former chairman of the Federal Energy Regulatory Commission, said in a recent 
interview that while the security of United Statesô critical infrastructure systems had improved in recent 
years, they were still vulnerable to advanced hacking attacks, particularly those that use tools stolen from 
the National Security Agency. 
In 2008, an attack called Stuxnet that was designed by the United States and Israel to hit Iranôs main 
nuclear enrichment facility, demonstrated how computer attacks could disrupt and destroy physical 
infrastructure. The government hackers infiltrated the systems that controlled Iranôs nuclear centrifuges 
and spun them wildly out of control, or stopped them from spinning entirely, destroying a fifth of Iranôs 
centrifuges. 
In retrospect, Mr. Wellinghoff said that attack should have foreshadowed the threats the United States 
would face on its own infrastructure. Critical infrastructure is increasingly controlled by supervisory control 
and data acquisition systems. They are used by manufacturers, nuclear plant operators and pipeline 
operators to monitor variables like pressure and flow rates through pipelines. The software also allows 
operators to monitor and diagnose unexpected problems. 
But like any software, these systems are susceptible to hacking and computer viruses. And for 
years, security specialists have warned that hackers could use remote access to these systems 
to cause physical destruction. 
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There were dirty bomb ingredients in ISIS-controlled Mosul 
Source: http://www.homelandsecuritynewswire.com/dr20170724-there-were-dirty-bomb-ingredients-in-
isiscontrolled-mosul 
 
July 24 ï Two years ago, in the summer of 2015, the Washington, D.C.-based Institute for Science and 
International Security decided to investigate whether DAESH (Islamic State) controlled dangerous 
radioactive material in Iraq or Syria. The Institute says that the result of a few months of study by Sarah 
Burkhard, a young scientist, and other staff surprised the Instituteôs staff. Their investigations found 
that there were apparently two sources of radioactive cobalt in Mosul which posed a risk of being 
used in a radiological dispersal device. 
The Instituteôs researchers could not know whether DAESH was aware of these sources and their 
potential, or had already taken possession of them. The Institute produced a confidential research study 
which it used to alert the United States and other friendly governments of the situation as the Instituteôs 
researchers knew it. Most of these governments were also monitoring the situation. 
At the same time, the Institute decided not to publish any of our results. ñAs we learned more, we updated 
our study, which remains a confidential report due to its sensitivity,ò the researchers say. 
The Institute says that it is ñvery relievedò that these two, older albeit still dangerous, cobalt 60 sources 
were not found and used by DAEESH. They were recovered intact recently. The Institute notes that 
it is particularly grateful to Joby Warrick at the Washington Post, who the researchers had alerted early 
on for assistance in researching the fate of these sources. ñHe understood the importance of digging into 
this story while delaying its publication until the radioactive sources were in safe hands. He and his 
colleagues at theWashington Post recently added greatly to this important story,ò the Institute says. 
 
Background 
 DAESH rapidly seized control of the Iraqi city of Mosul in 2014 and inherited with it, unknowingly to the 
public, two cobalt 60 teletherapy machines 
carrying highly dangerous nuclear material. These 
machines were procured years ago, in the 1980s or 
even 1970s, for the treatment of cancer and 
conducting research. 
The Instituteôs researchers estimated, based on 
open source information, that the cobalt 60 had 
decayed considerably but still had a radioactive 
strength which would place it in the International 
Atomic Energy Agencyôs (IAEAôs) category 2 of 
radioactive sources, described as ñvery dangerous 
to the personò (IAEA, ñCategorization of Radioactive Sources,ò Vienna, 2005). In terms of dose strength, 
the sources could produce a fatal dose to an individual at a meter from the source within 2-4 hours. 
For individuals within 0.1 meter distance, it could occur within 2-3 minutes. 
In comparison, a widely publicly discussed radioactive iridium source that went missing in Iraq in late 
2015 was also category 2 (the source was later found and secured. See: ñExclusive: Radioactive material 
stolen in Iraq raises security concerns,ò Reuters, 17 February 2016). However, the researchers estimated 
that at least one of the cobalt-60 sources in Mosul had a dose rate roughly twenty times greater than the 
missing iridium. 
 
Lessons 
The Institute says that this case has several lessons for the future, and should serve as a reminder of the 
risks posed by radioactive sources, many of which are poorly protected or accounted for. 
It is not clear why DAESH did not use the cobalt 60 sources to make a radiological dispersal 
device. The researchersô speculations include that since the cobalt 60 comes in metal form and not 
as a powder, it would be more difficult to use the radioactive cobalt, involving steps that can be very 
dangerous for unprepared and inexperienced individuals. A more likely possibility is that DAESH 
did not know about the cobalt 60 sources. Did courageous hospital and university staff work 
successfully to keep the existence of the sources secret? 

http://isis-online.org/isis-reports/detail/cobalt-60-sources-in-mosul-recovery-and-lessons-for-the-future
https://www.washingtonpost.com/world/national-security/how-isis-nearly-stumbled-on-the-ingredients-for-a-dirty-bomb/2017/07/22/6a966746-6e31-11e7-b9e2-2056e768a7e5_story.html?hpid=hp_hp-top-table-main_dirtybomb-715pm%3Ahomepage%2Fstory&utm_term=.18f2284321c4

