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First Strike Final Hour ReviéWMot The Best Strategy

Source (videdtp://wccftech.com/revievsfiikefinathour/

)
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Scintillating discovery at Sandia Labs
Sourcehttp://www.homelandsecuritynewswire.com/dr2eimiERikdiscoveratsandidabs

June 30° Taking inspiration from an unusual source, a Samhh ddbratories team has
dramatically improved the science of scidiltdijersts that detect nuclear threats. According to the

team, using organic glass scintillators could soon make it even harder to smuggle nuclear materials
t hrough ®&Samnbordecsads por

The Sandia Labs team developed a scintillator made of an organic glass which is more effective than the
bestknown nuclear threat detection material while being much easier and cheaper to produce. Organic
glass is a carbbased materidlat can be melted and does not become cloudy or crystallize upon
cooling. Successful results of the Defense Nuc
scintillators are described in a paper

published this weekTime Journal of the

American Chemical Society

Sandia National Laboratories researcher
Patrick Feng, left, holds a trassilbene
scintillator and Joey Carlson holds a
scintillator made of organiglass. The trans
stilbene is an order of magnitude more
expensive and takes longer to produce.
(Photo by Randy Wong)

Sandia Labs material scientist and principal
investigator Patrick Feng started developing
alternative classes of organic scintillators in

2010. Feng explained he and his team set

out to fAistrengt hen n a4opesformance mteo ofuadiatiorydetéciors at mp r o v
the front I|lines of all materi al moving into th
the gap between the best, brightest, most sensitive scintillator material and the lower costs of less
sensitivenaterials.

Inspiration from ligkegmitting diodes lead to performance boost

Sandia Labkaysthat the team designed, synthesized and assessed new scintillator molecules for this
project with the goal of understanding the relationshifhbehetsxular structures and the resulting
radiation detection properties. They pragesdinding scintillators able to indiaate th

difference between nuclear materials that could be potential threats as#ldraatemihgion S .
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sources of radiation, like those used for medical treatments or the radiation naturally present in
ouratmosphere.

The team firggportean the benefits of using organic glass as a scintillator material in June 2016.
Organic chemist Joey Carlson said further breakthroughs really became possible when he realized
scintillators behave dilketlighemittingliodes.

With LEDs, a known source and amount of electrical energy is applied to a device to produce a desired
amount of light. In contrast, scintillators produce light in response to the presence of an unknown radiatior
source materilepending on the amount of light produced and the speed with which the light appears,
the source can identified.

Despite these differences in the ways that they operate, both LEDs and scintillators harness electrical
energy to produce light. Fluaseadightmitting molecule used in some types of LEDs. The team

found it was possible to achieve the most desirablé gualitidg, transparency and brigl&ness

by incorporating fluorene into their scicdiftgiorinds.

Pushing past crystalsd plastics

The gold standard scintillator material for the past 40 years has been the crystalline form of a molecule
called transtilbene, despite intense research to develop a replaceratibeieassighly effective

at differentiating betweentyyes of radiation: gamma rays, which are ubiquitous in the environment,

and neutrons, which emanate almost exclusively from controlled threat materials such as plutonium or
uranium. Trassilbene is very sensitive to these materials, producitighd torighgponse to their

presence. But it takes a lot of energy and several months to prestilberee tcaystal only a few

inches |l ong. The crystals are incredibly expen
t hey ar rdyruged in tieddmmo

Il nstead, t he most commonly wused scintillators
comparatively inexpensive at less than a dollar per cubic inch, and they can be molded into very large
shapes, which is essentiakcforat i | | at or sensitivity. As Feng e
more sensitive itds going to bei,t b@ecause there
Despite these positives, pl ast iscobradmtioiean 6t abl e

separate helium tube is required for that. The type of helium used in these tutsrseisabie, non

and significantly adds to the <cost and compl e
particularly bright, at awigthirds the intensity of tstiisene, which means they do not do well

detecting weak sourcasdiation.

For t hese reasons, Sandia Labs6 team began ex
discriminate between types of radiatioo.inf Fengdés team found the gl a
he transtilbene in radiation detection dedkey are brighter and better at discriminating between

types ofadiation.

Anot her chall enge: The i ni stabke.llfthgdlagsessgottoolp ound s
for too | ong, they would crystallize, which af
compounds containing fluorene to the organic glass molecules made them indefinitely stable. The stable
glasses coultien also be melted and cast into large blocks, which is an easier and less expensive
process than making plasticarwsstilbene.

From the lab to the ports
The work thus far shows indefinite stability in a laboratory, meaning the materadle@emnot deg

time. Now, the next step toward commercialization is casting a very large prototype organic glass
scintillator for field testing. Feng and his team want to show that organic glass scintillators can withstand
the humidity and other environmemd#ians foundpearts.

Sandia notes that the National Nuclear Security Administration has funded the project for an additional
two years. This gives the team time to see if they can use organic glass scintillators to meet additional
national securtgeds.

Going forward, Feng and his team also plan to experiment with the organic glass until it can distinguish
between sources of gamma rays that aheeatening and those that can be used to make
dirtypombs.
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Russia offers expertise that will take Eati nuclear engineers

to top of their game
Sourcehttps://www.thenational.ae/uaefn@istdaz1.1208

3 November 2015- Abu Dhabi, UAE: Flag day at the Barakah plant. The Emirates Nuclear Energy

Corporation (ENEC) today raised the UAE flag at Unit 1 of Barakah NPP. Courtesy ENEC

July 0X Emirati nuclear engineering students universities as part gfregramme to help

could soon undergo training at Russianb oost t he UAEG®6s nucl ear pc
Traimg and education is important for countriesd i scussi ons and weodre wai
looking to develop their own nuclear powerf r om our uni versities to s
according to Valery Karezin, head of humarHe said areas where staff mewd training
resources at Ros at o m,inclRle snsidlear6 mfrastructum,i operatore r g y
body. engineers, research and development staff who
AiTraining is key. | f helpsupporctheprojgcty i s a newcomer
most important chalkeig the creation of its At the Barakah power plant, Emirati trainees

own programme f or p e rspeachhuraideds tofrhaursnduringgtiyeawos ai d Mr
Karezin. Energy Pioneers programme learningp ho

The UAE has -collaborated with severaldeal with potentially catastrophic scenarios in a
countries to gain experience from their nucleasimulator.

programmes. A strong grasp of maths and physics means
In October last year the Emirates Nucleamuclear engineering students are not short of job
Energy Corporation and Koreai&lRotrer opportunities.

Corporation signed a joint venture agreemeni A r ecent study found t hat
whi ch Mohammed Al H a tmari@vest ynemploymenttrate. dundusee f
executi ve, sai d woul ds brhemmge taree cfoeunn tdrnyudcsl el
years of experience to the UAE. those with nuclear backgrounds can go into

A few months earlier Japanese professors wermany other sectors such as finance,

flown into the country to hold wosk$iop management, environmental, medical and

Emirati students and share lessons learntfromndust r i al research and a
the Fukushima disaster in 2011. Anthony Hechanova, head of at/anergy

Speaking at the atomic energy forum AtomExpengineering technology at Abu Dhabi

in Moscow, Mr Karezin said there are plans faPolytechnic.

Russia to work with the UAE in nuclearThe programme he heads at Abu Dhabi

education. Polytechnic is tailored to prepare young people
AuUnt il r ecenvelay close da aperate,onaintdnaand manage a nuclear
cooperatomut t here will bplant he sai d.

ARussian and Emiinthet i fuTnhiivseriss t wbat wiwlel cwadrlk car
exchange of students. We are open foreducati on,sadDr Hechaneva

g
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fiThe skills and expe rptesesver amdrtree weadthr of thd nation emde nt t
those of an engineer, who can design sustainability of the Earth to be extended and
mechanical and electrical systems while thee x panded. 0

technical workforce has to operate and maintaibady Barbara Judge, formed loéahe UK

these systems and keep them and the workforcaAtomic Energy Agency, caumtries would

safe. This requiresastly different knowledge generally train their staff locally, although the

and skillset. o UK, theUS and Russia, along with France,

Nuclear specialists are at the cutting edge ofapan have the most expertise.
technologies, he said. AWith new nuclear countr i
il n the UAE, t he adv are training macyainhomeesdsas sehdinmquc | ear
power production is a game changer in thiimany abroadod she said. i
fossil fuel rich r egieducatian proggamseais fally up and running,

iThe i mp wersifieation will ke ffelt dt hen t hey 61 | train most ;

every time the price of oil and gas fluctuatesimpressed by the excellence of the education
Nuclear power will allow fossil resourcestob@ r ogr amme t hat t he UAE has

Retrospective Imaging and Characterization of Nuclear Material
Health Physics. 113(2):9101, AUG 2017

By Robert B. Hayes and Sergey Sholom
Sourcehttps://insights.ovid.com/crossref?an=0e@0XHIER0600001

Modern techniques for detection of mosledr material requires some combination of real time
measurement and/or sampling of the material. More common is real time measurement of the ionizing
emission caused by radioactive decay or through the materials measured in response to external
interrgation radiation. One can expose the suspect material with various radiation types, including high
energy photons such as x rays or with larger particles such as neutrons and muons, to obtain images ot
measure nuclear reactions induced in the matefaf. d&tBection using imaging modalities similar

to those in the medical field can be accomplished, or simple collimated detectors can be used to localize
radioactive materials. In all such cases, the common feature is that some or all ofrtaks nuclear mate
have to be present for the measurement, whi ch
somet hing that is not there?d0 The current worl
nuclear materials after they have been remowwd dremleaving no chemical trace. This new

approach is demonstrated to be fully capable of providing both previous source spatial distribution and
emission energy grouping. The technique uses magnetic resonance for organic insulators and/or
luminescendechniques on ubiquitous refractory materials similar in theory to the way the nuclear
industry carries out worker personnel dosimetry. Spatial information is obtained by acquiring gridded
samples for dosimetric measurements, while energy informidiongtodwse depth profile results

that are functions of the incident radiation energies.

After nuclear midnight: The impact of a nuclear war on India and

Pakistan

By Karthika Sasikumar

Bulletin of the Atomic Scientistg¢olume 73, 2017 Issue 4
Sourcehttp://www.tandfonline.com/doi/full/10.1080/00963402.2017.1338009

During the past decade, computer models have predicted that the physical impacts of a nuclear exchange
between India and Pakistan, or even a single strike on a large city, wotihd) b&h#esastal,

economic, and political impgaetthough less well knawwould also be crippling and would
reverberate throughout the world. Efforts to u
Pakistan have thus far not signyficeshiced the risk of nuclear weapons use in this turbulent region.
However, the increasing penetration of television and social media may give members of the

public a better grasp of the scale of potential devastation. Combined with educational effort$
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targeted at media elites, increased public awareness of the consequences of a nuclear attack may help
to reduce the pressure on political leaders to exercise the nuclear option.

Indian nuclear forces, 2017

ByHans M. Kristensen and Robert S. Norris
Bulletin of the Atomic Scientistgolume 73, 2017 Issue 4

Sourcehttp://www.tandfonline.com/doi/full/10.1080/00963402.2017.1337998

India continues to modernize isanwrsenal, with at least four new weapon systems now under
development to complement or replace existingapatiEanircraft, ldvabed delivery systems,

and sedased systems. India is estimated to have produced enough plutd2enniorkt 50

warheads but has likely produced oinly3@.2Ronetheless, additional plutonium will be required to
produce warheads for missiles now under development, and India is reportedly building two new
plutonium product i on wiich bas traditomaky $ocused andPakestansnow u c | e
appears to place increased emphasis on China.

Indian nuclear forces, 2017.

Type NATO Number Year Range Warhead Number c
of
designatior launcher:deploye((kilometers  xyield  warhead:s
(kilotons)
Aircraft
Vajra Mirage ~16 1985 1,850 1 1 bao~16
2000H
Shamsher Jaguar IS/l ~32 1981 1,600 1 1 b c~32
Subtotal: ~48 ~48
Landbased ballisti
missiles
PrithwR n.a. ~24 2003 350 1 1 12-~24
Agnil n.a. ~20 2007 700+ 1 1T 40C~20
Agni2 n.a. ~16 201y 2000+ 1 1 40C-~16
Agni3 n.a. ~8 2014? 3,200+ 1 1 40-8
Agni4 n.a. n.a. (2018) 3,500+ 1 I 40Qna.
Agni5 n.a. n.a. (2020) 5200+ 1 I 40Qna.
Subtotal: ~68 ~68
Seabased ballistic
missiles
Dhanush n.a. 2 2013 400 1 1 122
K-15 (Sagarika) (12) (2017) 700 1 1 12312
K-4 n.a. n.a. ? ~3000 1 I ? na
Subtotal: (14) (14)

Total ~118
(130)

iRange listed is unrefueled coange with drop tanks.
iUS NASIC has estimated the range as 250 kilometers (155 miles) but we assume the range has probably
been increased to about 350 kilometers (217 miles) as stated by the Indian government.
iAgni | first began induction with th&1&3lle Group in 2004 but did not become operational
until 2007. B
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VAgni Il first began induction with th&3He Group in 2008 but did not become operational until

2011.

VThe missile and warhead inventory may be larger than the number sraiohdrich can be

reused to fire additional missiles. This table assumes an average of one warhead for each launcher.
VThe number in parenthesis includes 12 warheads possibly produced for the first SSBN, but not yet
operational, for a total stec&piloughly 130 warheads.

US cities are not medically prepared for a nuclear detonation
ByJerome M. Hauer

Bulletin of the Atomic Scientistgolume 73, 2017 Issue 4
Sourcehttp://www.tandfonline.com/doi/full/10.1080/00963402.2017.1338003

ltds been more than five decades since concer:r
prominent a focus for world leaders as it is again now. In the aftermath of \World
War Il, during the Cold War between Russia and the United States, t o
nuclear att& was front and center in the minds of US citizens, impact#
daily lives. Fallout shelter signs on office buildings, weekly tests ¢
sirens, and drills by school children were stark reminders that the fi
real. Anxiety peaked duthey 1962 Cuban missile crisis, when m¢
Americans believed it was a question of when, not whether, a
confrontation with Russia would occur.
Less than three decades later, though, glasnost had begun and rele*
had thawed between the tworswties. As this new reality set in,
so did complacency about planning for the worst.
of supplies stored in fallout shelters were allowed
and their contents deteriorated to the poin
uselessness. The ensuing period of cooper
betweethe superpowers, for all its benefits
left us with a form of amnesia. The United Y. *
is now completely unprepared to manage tife
aftermath of a nuclear detonation.

The case for preparedness iLittle Boyo dropped on H

Some would argue that the possibitityy remote as the possibility may be, theause of

type of nuclear attack is so low that expendinguclear device in a major city would have long

energy to discuss the threats, much less plan faerm catastrophic consequences. It would be

an attack, i s a f ool drespossible anrevkery sdnde, knosvingtthatiee t h a

probability of a nuclear detonation on US soil isuclear strike by a terrorist group or hostile

low; on the other hand, it could happen. Wenation is possible, not to plan for such an event.

knowthat North Korea has constructed and

tested nuclear devices, and that its leader, Kilvh at we dste up again

Jongun, has verbally threatened the United There are four types of potential nuclear

States and US al |l i es .incidégs thatmeguire sbrhedeivel oPpaelpdrasian:a n 6 s

stockpiles of highly enriched uranium, ior HEU an accident or attack at a nuclear power plant, a

the critical component needethake an dirty bomb, terrorist use of an improvised

improvised nuclear device or nucleari bomb nuclear device, and an attack using a nuclear

are not especially secure, and a change inveapon executed bgraifyn nation.

regime could leave the material in the hands ofhe first two types of eviemats incident at a

leaders who support terrorism. We know we ladkuclear power plant and a dirty bdrabe

the ability to prevent HEU from being smuggleteceived a greater level of planning attention

into the Unitedagts. We know that it is quite than the others. An attack on a nuclear power

possible to obtain 55 kilograms of HEU, theplant or a catastrophic accident like the

amount required to build &ildtns (kt) ones that osoed at Chernobyl in - - Vo

nuclear bomb, which is around the size of thd986 and Fukushima in 2011 wouildy," e %
¥
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have devastating shartd longerm effects. device we are most liketyédoe i s a Aguno
With that in mind, the Federal Emergencyof bomb that would use an explosive to fire a
Management Agency (FEMA) and Departmennass of HEU through a tube at another mass of
of Energy require that states with nuclear powdEU, causing fission and the release of energy
plants practice notifma response, and in an eruption of pressure, light, and heat. A 10
evacuation plans. Zones requiring specifickt improvised nuclear device would destroy or
actions have been designated depending orsignificantly damage everything within a half

communitiesd6 proxi mitmileradous. nucl ear power plants

Fortunately, the track record of the US nucleafn attack by a government with-stéomting

power industry has been reassuring in terms afuclear weapons program could be orders of
plannindpr accidents. magnitude worse. The strength of the explosion

The possibility of a dirty bomb attack has alseould range from something around th@ kt

received planning attention from US authoritiesize of a nuear bomb North Korea tested in

in part because it is seen as relatively likely 02013/ to measurements in the megatons, or

the spectrum of nuclear disasters. A dirty bomhundreds of times greater. In a nuclear attack,

is a rather simple device composed of athe bomb will be dropped from an aircraft or
conentional explosiveiuch like the one used  delivered via missle. Unlike a bomb carried into

to bl ow up Okl ahoma &dtytog dtsick, A boimb delivergfchpdeMu r r a h
building in 1996 laced with radiological detonated above a city rather than at ground
materials called isotopes. Gaining access tdevel, causing a larger area of destruction and
radioactive isotopes is not as challenging as oniess of life.

might expect. Medical fesilitise various In the discussion that follows, | make the
types for diagnostic testing, and severalassumptiohbased on information from-open
industries require them. Certain isotopes, whilsource materiathat terrorists are unlikely to

difficult to come by, have a lonlifdadind if canstruct a device greater than 10 kt, and that a
used in a dirty bomb would contaminate themissile launched by North Korea would carry a
blast area and that around it with residualwarhead in theil® kt range. These scenarios
radioactivenaterial for months or years. This are both more likely than a multimegaton
woul d create a fhot nooearevarhead beng lduacheg atrthe Wretedt o
enter for any type of firefighting, rescue, oiStates.

reconstruction activity. Additionally, radioactive

particles dispersed in the air can be carriedVhat to expect

downwi nd i n aedffa fromme &orlkosedvhodneasptbirk abiout planning for the

the explosion. Planning for the aftermath of aftermath, one of the starkest facts about a
dirty bomb will vary from city to city. Most citieauclear bomb attack is that on top of killing
have some level of preparedness for managingeople on a vast scale, it will thoroughly destroy

a masgasualty event, but the problem of the capacity to respond.

radiation contamination adds complexity. Th&/hen a nuclear bomb made with HEU
majority ofoatamination can be handled by detonatest releases an enormous amount of
removing cl ot hi ng an dnergyafsobrdiffegent typescThe blast @lease& i n .
Once victims are removed from the area, théO0 percent of its energy in the form of a pressure
residual ground and building contamination is wave so powerful that it levels buildings. There
less urgent problem, and decisions aboutis little chance for human survival within a
clearing the area will likely be made by cityquarter mile, and as theeweavels farther out
authorities in conjunction with federal agenciesand weakens, it can shatter glass within half to
The most devastating kind of incident wouldhree quarters of a mile. Hhigypercent of
involve a nuclear weapon: Terrorists couldenergy from the blast creates the blinding flash,
acquire or build and detonate an improvisec®mitting heat that incinerates all but concrete

nuclear device in a major city, \worse buildings (and melting glass anédpuhe

because the bomb would be biggtareign contents even in those). Fires will be so

nation could launch a nuclear attack. numerous and radiation levels so high that

In the first scenario, the device would likely bé i r ef i ghti ng will be | mpos

between 5 and 10 kt. Aktl@omb would radiation accounts for 5 percent of the
release the same amount of energy as 10,00@nergy. The remaining 10 percent.is: '
tons of TNT. The kind of improvised nucleareleased in lotgrm fallout orsidual

www.cbrne -terrorism -newsletter.com 2
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radiation, which can, when carried by windA massive medical challenge

travel over long distances. From 2009 to 2010, as part of research | was

Should an improvised nuclear device detonatdoing for the Defence Academy of the United

in New York Citybs TiHKmngdom,Sd uamdected tametedaddhi t i al bl
will kill between 75,000 and 100,000 people iassessment dahe medical capabilities of

seconds. They will be incee s thoroughly several countries and cities to respond to

that their ashes will be indistinguishable from thierrorist use of an improvised nuclear device. (It

ashes of the buildings around them. Others wilias similar to one | completed while serving as

be crushed by falling buildings, struck by flyindi r ect or of the Mayor s (
debris, or thrown by the pressure wave againd¥lanagement in New York City, lookieg at th
buildings, the ground, or each other. aftermath of biological and chemical attacks.)

Anoher 100,00Q200,000 people will be No city or country visited during this assessment
injured, some with burns from the heat of thevas prepared to manage the aftermath of a

blast, others by objects hurtling through the ainuclear detonation. Even taking into account

Many will be exposed to various levels ofjust the medical needs of a large city following a
radiation that will cause suffering or death ovemuclear attack, thesults clearly showed that

weeks and months. The losty gfoziernment, current planning efforts were not sufficient to

fire and police departments, and other manage the carnage.

emergency responders, coupled withUsi ng New York City as a n
demolished hospitals and destroyed waterthat several hundred thousand people will
sewage, power, and gas lines, means thatequire some sort of medical evaluation or care.
repairs will take months or years even outsid&Vith the loss ofdpitals and B50 percent of

t he cont ami nat eabsibfeh o tfirstzrespoaders, aandd heditke care npersonnel

within it. The city will become a ghost town. Asnable or unwilling to go to work, surviving

a result of the plume carrying radioactivehospitals will need to use every inch of space to
particles downwind, hundreds of square milesreat only the most critically injured. Makeshift

may be unusable and need decontaminaion. treatment centers or casualty ooll@cints

People will leave their homes in search of safaear the blast will be required to triage the

havens. With no radimgive them instructions, injured. Ethical and moral issues will arise as the

some will move into the path of the plume andverwhelmed staff, short on supplies, is forced

be exposed to a higher dose of radiation thamo decide who should receive treatment and who

they would have received had they stayedshould be moved to-efife care, receiving

home. Many of these evacuees will die froomorphie to ease their pain. The profound

radiation exposure. psychological impact on these healthcare

Chaos will prevail as millidngeople try to workers and first responders cannot be
evacuate the city without aid of communicationsverstated. Their task is essential, though: The
systems, which will have been destroyed. Thegbility to make some order out of the chaotic
wonot know wher e t o waee ofpeoplawtitle different lavelsiefgnue i v e
medical care. Following a hurricane, people cafiom those with various kinds of physical trauma

reach shelters, medical teams, and sources db those with psychological trauma to the

food andvater that were deployed in advance.iwor ri ed well , 0 is a key t
Following a nuclear attack, none of these assetsiortality.

will have been prepositioned prior to theCertain characteristics of nuclear attacks make
explosion. them especially hard to prepare for. A nuclear

In the early 1980s, while living outside ofblast causes an electromagnetic pulse that

Boston, | received a pamphlet in the mailknocks out communication systems, some
instructing me to evacuata $pecific town irreversably. Without the ability to communicate,

should the worst happen. A reporter followingoordination among medical personnel and

this effort to prepare citizens traveled to severather first responders will become nearly

of the fAihosto towns tingposdildet Assumingneedidaltstaff can getea adi n e
to receive all the evacuees. The reporter wasvhere they need to be, demand for them will be
startled to find townspeople who said the nevextraordinary, but managers will have to rotate
arivals wouldnoét be merﬂt@pmemtexha/umlenraadreumell d, Ei ty
evacuees go if an attack occurred today? the psychological impact. : W
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There will be an overwhelming number ofdevelop a plan for. Acute radiation syndrome, in
patients. After triage, some will have to beparticular, results from exposure to radiation and
transported. Hospitals will have to not only cardoes not have to coincide with any other injury.
for the injured but also control security andt may be the only effect a survivor suffers, and
coordinate the f | ow ibniay ronmahifest Soan afteroerposur® Acute ¢ t i msS
families. Local, state, and federal governmentsadiation syndrome occurs when a significant

Office/Large Apartment Building

Higher numbers
indicate more
protection

| o<
B 514

1549

50-99

will have to rapidly set up altezasgdacilities portion of the body is exposed to a large dose of
closetoth fhot zone. 0 Th epgnetmating radiatioa m a shortoperiocaof teme.

plans for alternate standards of care, so that, fdthe nature of acute radiation syndrome

example, emergency medical technicians arelepends on the dose. At lower,dbsesnly

allowed to perform tasks ordinarily reserved faeffect may be on the gastrointestinal system and
paramedics or nurses, freeing paramedics anBone marrow. At higher doses, bone marrow will

nurses to perform more addamuedical stop producing infecfighting white blood

treatment than normally permitted. This lastells, platelets that assist in blood clotting, and

issue, the focus of numerous studies andred blood cells that carry oxygen. Larger doses

reports, presents both legal and ethicalal® destroy the lining of the gastrointestinal
challenges, many of which need to be resolvedystem, causing diarrhea, vomiting, and an

in state capitals, where the scope of practice fanability to swallow or digest food, requiring

health care professilsris typically controlled. patients to receive nutrition and fluids

And planners should remember that justintravenously. At the highest levels of exposure,

because an ethical issue is resolved in advancehe heart and nervous systermgacted and

doesnd6t mean that t h eapidpogress ioward death is tertam.eSonfiemfl | o we
in practice in the aftermath of a disaster.the most difficult patients to manage are those

Sending an adult to-eflife care may pull o with combined injuriesay, a penetrating

the heartstrings, but sending a child to the sam@ound from a shard of glass, requiring rapid

fate could prove to be too difficult for manysurgical intervention, and also acute radiation

medical personnel. syndrom.

Beyond the difficult frontlines of triage, survivorSinally, a great moral and societal challenge will

of a nuclear explosion will have a variety obe managing the dead. Many victims
injuries, some well known to modeitalsosp wi | | be i n (ORI NE . p 1.z o'n
but others more difficult to diagnose andr esponder s canot =T X
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l evel s ma y not be s & éaresuppliesrto trgacbarn mjurieeNessc t i ms 6
families, though, will demand recovery of loveduttingedge therapeutics to aid in reversing the
onesEven where identifiable remains exist, theeffects of radiation by stimulating bone marrow
number of dead will be so large that months mayp produce platelets (which help stop bleeding)

pass before a family receives them. At somend white blood cells (which help prevent

point in recovering bodies, a decision may haviafection). Should respirators be needed, the

to be made to bury victims in mass graves. Th&trategic Nahal Stockpile can provide them,

United States has exceBgatems in place to  along with antibiotics, vaccines, and massive
manage mass fatality incidelois they have gquantities of intravenous solutions. Many units
never been tested with several hundredfrom the stockpile will be needed to support a

thousand dead at one time. city in the aftermath of a nuclear detonation.
Cities far from the nuclear blestalso a
Where do we stand? potential resource. The federal government is

These issues have not received enoughsure to ask for help from far afield as soon as
attention from FEMA, the US government entitfemand for medical resources exceeds local
responsible forelping states plan for and supply in a given area. Governors and mayors
respond to disasters. FEMA takes whatmay be reluctant to release personnel, though,
emergency pl anner s cedthkerlfor pdiath reasore brlout ofcanzeanithdts o
approach, meaning it addresses effectstheir cities and states may be targeted next. |
common to many different types of disastersbelieve most elected officials will rise to the
This lack of planning to deal specifically with accasion, and dispatch as much help as they
nuclear incideata serious weakness. can spare. But no number of simulated incidents
That makes it all the more important for statesan predict how political dysamill shift

and cities to have their own plans in place fofollowing the real thing.

worsc ase scenari os. | t @vsrthd caurse oéthestudy rconducted in 20@91 e
back a response if resources are not needednd 2010, several government officials said they
than to need them but not have them. Whilevere unable to take steps forward because the
saving as Commissioner of Homeland Securitglected officials they reported to were unwilling
and Emergency Services for New York State,tb discuss the isseivately, many politicians
asked each of the 57 counties to plan for whatsed to worry that if they discussed nuclear
they thought to be a woase scenario. terrorism, they would likely be ridiculed for
(Scenarios varied from county to county.) fearmongering. In the last seven years, that
Where FEMA has lagged, the US Dapartm concern has changed dramatically at the
Health and Human Services has aggressivelyational level, with President Obama and other
built up its capability to respond to a nucleaworldleaders convening to address nuclear
incident. It has medical response teams that arproliferation and nuclear terrorism. Silence at
staffed and equipped to mobilize in response tthe local level continues, though. Among city
an incident, support state and localand state government s, t h
governments, and, dependon what is aware have some level of ongoing planning for
needed where, either provide comprehensivauclear disaster are New Yitykafud state),
health care infrastructure or augment existingVashington state, Los Angeles, Boston, and
hospitals and clinics. In the aftermath ofChicago. To a much lesser extent, several more
Hurricane Sandy in 2012, these teams providedities are engaged as well. The state of Hawaii
the only medical care available to somehas asked the federal government for
communities on Lorignd, just east of New  assistance in planning for a nuclear attack.
York City. They provided invaluable aid in

evacuating Manhattan hospitals. A path forward

The Department of Health and Human Servicek B65, the folksinger Barry McGuire recorded

has also committed significant resources td h e power f ul l yrics i We 6
acquiring medical treatments for the survivorsafe st ructi ondo in the song

a nuclear detonatiorhe Strategic National Perhaps that otime hit should be resurrected

Stockpile, composed of 12 separate units ato remind US leaders that we are not prepared
classified locations around the country, is alséor nuclear disaster. To thdse say :
under the depart ment &t peepanirtgrfar Isuch zannlrui:ldemap
being dispatched to any city withul® In makes an enemy more likely to strik AR
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sooner, | would argue otherwise. It is highi}JS economy and dramatically impact other

unlikely that preparedness would factorintoang at i ons 6 financi al stabi l
decision to detonate a device on American soitlecades. That is why it is our responsibility to

Plus, a terrorist group waudditfichallenging educate the public. The reinvigoration of US civil

to gauge the level of US preparedness. defense programs should not be a matter of
Realistically, no matter the Ilevel of debate or concern over political impact. It needs
preparedness, detonating a nuclear bomb in ato be mandated at every level of government so
American city would cause immediate andhat the United States is prepared for a nuclear
enormous loss of life, vast destruction, andArmageddon.

trillions of dollars in damblgeould cripple the

Jerome M. Hauerhas served in cabinet positions at the local and state lexkhas an acting

assistant secretary for the Office of Public Health Emergency Preparedness at the US
Department of Health and Human Services. Hauer is an associate editor &fuheal of

Special Operations Medicinend president of the Homeland Secufgction of the Health

Physics Society. He earned his doctorate at Cr
the Johns Hopkins School of Public Healt h, an
University. He is also an Adjunct Associate ProfesgdBeorgetown University and Visiting

Professor at the Cranfield University.

Russian hackers likely behind cyberattacks on U.S. nuclear

operators: Experts
Source: http://www.homelandsecuritynewswire.com/dr20%3@aadackerdikelybehind
cyberattaclau-s-nucleabperatorexperts

July 07 Attacks by hackers on Wolf Creek Ha g e ma n sai d. iThe pl ant
Nuclear  Operating  Corporation in operats af el y. 0
Burl ington, Ksohutslpam he ' TN
operational i mpact ,
spokesman said Thursday nigbtlowing a

A report issued bydSand thé-Blconcluded
that hackers have targeted the nuclearl
corporation and other nucleagrpoyerators
since May, thEmesreportedalso see this
detailedloombefpeport The Timesreported that the hackers sent

Wolf Creek communications director Jennyemails with resumes which contained code
Hageman sai d t he f allowinigit tt ya@& Kk e rosp earcactei sosn atlo s e
computer systems are separate from thecredentials and other netmadhines.

corporataetwork. The source of the hacking is not clear, but

fThe safety athdnudeamn t rBndmbergepotisetmas acéomling to . | . "
reactor and other vital plant components are ndhree  people familiar with the; g
connected to busi ne s scomireihgwelfart koseject the habkers
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from the computer netwdhieschief suspect Industry experts ahldS. officiés take the

isRussia. attacks orJ.S. nuclear operators seriously,
The possibility of a Russia connection ispartly as a aresut of recent Russian government
particularly worrisome, former and currenh ac ker s 6 attacks on

officials say, because Russian hackers haveoweinfrastructure.

previously taken down parts of the electrical grificott Aaronson, executive director for security

in Ukraine and appear to be testing intyeasingand business continuity at the Edison Electric
advanced tools to disrupt pewpglies. Insitute, an industry trade group, told

Had the plant been successfully hacked, théBloomberghat utilities, grid operators and

attack would have to be reported to the Nucledederal officials were already dissecting the
Regulatory CommissidbiR@ which would attack on Ukrai neds el ect
have to inform the public, said John Keeley witlessons in North America beforeUie

the Nuclear Enelgsgtitute. government i ssuamagyt he | at e
CNetreportghatDHSand thd-Blsaid it was and critical manufactusirgc t or s . 0

most concerned about ThehRessidnpgberatackstire Wkaieedodidandét t h e
attacks on choke points of UH& power cause longerm damage, but with each

supply. The language used by the two agenciesscalation, the hackers may be gauging the

suggests that hackers are trying to establistwor | d6s wi batki ngness t o pus
backdoors on t hesepl anotlsfé ysoyus ttemsn kf oarb oluat ear t y pi
Bloombermtes that those backdoors can be acts tlat have been taken against critical

used to insert software specifically designed tmfrastructure in Ukraine and even in the

penetrate a fact y 6s oper at i o 0.8 thoseomouldrbe kosisidexeu drossing

disrupt criticgystems. r ed I|Antovaafd., 0
OWedre moving to a pPeesident DowadideTrump s@nedrem jexecutive
attack | i ke t hi 6alnas voederyon 1¢ eMayy ainping st stierigtbening

Antova, efounder of Claroty, a New York firm cybersecurity for federal amfdastructure
that specializes in securing industrial controhetworks, but critics say that funding cuts

systems Antoua)dBloomberg fiOnce yanwdrueded i n the administr e
into the control systémand youcangetinto | eave the nationds nucl eal
the control syst ems 23 Maly aswk ielpage issued by the Neclegr | a nt ¢
regular computer netwdrkhen the basic Energy Institute, said Tr
security mechanisms vyloes od s X e @tnt & ye ssuipnppol ryt
nott here. o existingeactors.

New technique detects radioactive material even after it is gone

Source: http://www.homelandsecuritynewswire.com/drZ@viecanniqudetectsadioactive
materiabvenraftertisgone

July OT A new technique allows researchers and forensics, because it allows us to get a
to characterize nuclear material that was in a roughsnapshot of the size of a radiation

location even after the e¢laar material has source, where it was located, h
been removed a finding that has significant radioactive it is, and what type of radioactive
implications for nuclear nonproliferation ancimat e r i Hayesdyd. i s, 6

securitgpplications. NCSUWsaysthat the technique takes advantage
AfBasically, we can s efahe fact theadioactive material changes
no |l onger t her e, 0 s cthe arrangement of valence electréors
author of paper describingwibk and an outer electron8in insulator materials, such
associate professor of nuclear engineering aas brick, porcelain, glasven hard candy

North Carolina St at e Basicallyyradiaton disglaces Bldataaiecte x a mp | e,

we could identify and characterize a dirty bombites in the crystalline structure of
based on samples taken from a room the bomthesematerials.

was in a yeago. By taking samples of multiple materials
AThi s i s a val uabl ein & ooonh, applying coevemalangemcyi-
responders, nuclear nonproliferation authoritiesadiation dosimetry techniques, andy; &
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evaluating how the electrons at those defech Thi s i s not extremely pr e
sites are organized, researchedetamine us to answer important questions. For example,

the presence and strength of any nucleardistinguishing between different kinds of nuclear
materials that were in ribain. material such as natyraccurring, medical,

Al f the sampl es wer e itnadkuesnt raitalr,e gaud dafthas me eir v lad
a grid pattern, the relative radiation dose profile at t e r bei ng used for n
can be used to triangulate where in the room theayesays.

source was locdte i n t hree @m™Tmmesn siionas,oroof of conceryg
Hayes says. Al t can @aowsfocused orv iexpleringa itsv detegtionr o u g h

idea of the physical size of the source, but thdimitations along with spatial and energy
depends on various factors, such as how closeesolution, and how to make use of this
the source was to the materialsso@imgpp | e d approach movifayward.

By taking a core sample of the insulating

material, and measuring the radiation dose [sEIR t his i s a
at various depths in the material, researches [glelglelfe]li{=Ie=tile]gMR=T1{e] ST o[=Tor= IO CT-IN | 3]
can also ascertain what type of radiation Yo NV handl e
source was preserthis is possible because MiHayes adds. olt means
different  radioactive materials have is now densely blanketég lowresolution

characteristic distributions of gammaXrays integrating gammay spectrometers, so we

rays, etc., and each type of energy penetratecan always go back and measure what was

materials with diffeigtrength. present . hiThiemg@.d& no

0 Read mor e i n Robert B . Hayes and Sergey S
characterization of nucleana t e rHeadth Bhysic¥13, no. 2 (August 2017): 9101.

Norway Oshamedd over Onuclear no
Sourcehttp://www.newsinenglish.no/2017/07/10éhamwegby-nucleanod/

July 10 Opponents of nuclear weapons were claiming that Norway should be ashamed of itself, for once
again failing last week to suppd¥t resolution to tia@m. Another 1@3untries had already agreed

tonegotiae fnl egal | binding instrument to forbid nt
= Foreign Mi nister B I?
Brende (leftiandPrime

Minister Erna Solbergre

usually active supporters

of UN resolutions, but not

one involving a potential

ban on nuclear weapons.

~ 1 Anti-nuclear activists call

that a Ashame for No
PHOTO: Statsministerens

kontor

Norway instead joined the
US, Russia, Great Britain,
France and 33 other
countries in voting against
the negotiations proposal
= last December. China,

‘ India, Pakistan, Japan and
South Korea abstalned When the proposal to actually ban nucleameegpions vote late last
week, Norway had no intention of supporting it.
Nor wegian officials have <cl| ai tadots fahd at it coul
measure that won support over the weekend, claiming it would violate its obllgatlons asa membér
of the NATO defense alliance. :
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That argument is firmly rejectedbywartil ear acti vi sts in Norway and
isne part of this, o0 declared Erling Borgen a fil
antinuclear organizatd® i t o .at omv -pen

Borgen told newspapagsavisaihat severaiternational anticlear activists have condemned
Norwayfort s fAihypocritical 6 stand on theknpwnoposed b

activistso |like Setsuko Thur!l ow, -MMddsonfamr vi ved
the Marshall Islands, who was affected by nuclearthestagific.

iThey call the Norwegian position on this a sh
Peace Prize must reverse it,o0o Borgen said.

Frode Ersfjord, who hedds i t o , aaddhe preppsechUN ban on nuclear weapons is th
product of 71 years of negotiations. #fAThe nine
this, precisely because it wil | Dagsamse@heat el y he
measure will prohibit any use of nuekgaans, or nuclear physical explosions, along with the threat of

using them.

The resolution will be open for signing from September 20, and Borgen claimed that then Norway must
at | east do so. ANor way has titowil beadmeanuspueion t hi s
the upcoming parliamentary election campaign.

iWebre |living in frightening times politicall:
Borgen said. AThe nucl ear weapordrmpowamKi magver
prohibition that in fact will stygmatize those
to the UN measur e, cl ai mi ng t heapmodingweamonspr obl en

of mass destruction.

Labmistakenly ships radioactive material aboard commercial

plane
Source: http://www.homelandsecuritynewswire.com/dr28k#03tbdkenighipsradioactive
materiahboare&commerciglane

July 14 Employees at the Los Alamos National Laboratory have been firediplazay action
against other personnel was taken after small amounts of radioactive material were mistakenly
shipped aboard a commercial cgoame.
Officials at the lab did not offer any details regarding disciplinary actions, except to say that those
individuals involved in the mishap, including those in higher management, haaeccbeet held to
Las Cruces SiNewsepor tshat Los Alamos has transferred responsibility for the shipment of some
g : nuclear materials to another division within the lab and has
imposed additional controls for making shipping labels to
prevent similaroblems in tifigture.
fAlthough these shipments arrived safely at their destinations
and no one was hurt, this mistake, taken together with other
mistakes in recent years, is unacceptable and is in the
process of being addthedabsed pr or
said in a statement. ioOur res |
businessassual . 0
In June, National Nuclear Security Adminidifd8an (
launched an investigation after the lab admitted that procedures
for shipping smal maamounats® 0D fisarg
in California and South Carolina wéskavatd.
The radioactive material had been packaged for ground transport, but by
mistake was shipped via a commercial air caEace.
U.Sregulations prohibit the shipment of reelivedtarial ayr.
Nuclear experts say the mishap could have led to serious consequences. The rapld pressure changes
during flights could have damaged the packaging, causingesthiaton to .
When the shipment arrived at its destination, it waslyrtestddh but no contamination o o
loss of radioactive material deteeted.
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TheSunNewsaotes that the incident was the latest in a series of safety mishaps atvdoislamos

is especially worrisome, as the lab is set to ramp up prodexcptutahiak component fdJ.the

nuclear weapoassenal.

Feder al regul ators are in trdcwmd. process of revie
Lab officials say that | mpr ovenidhetsamefacdty e been
where thatomic bomb was developed during the Secowthworld

The lab said that the personnel actions and the changes to the shipping procedure are only the first steps
in a broad campaign to improve safasyres.

Los Alamos National SecutityCmanages the complex under a $2.2 billion contract which ends

in 2018Critics suggest putting the management contract up for bids would offer incentives to make even
more changes at l&damos.

Will Trump Stop the 10 Chinese Companies Supplying North

Korea's Nuclear Program?

Source:http://www.newsweek.com/2017/07/2&topohimeseompaniesupplyingortikoreas
nucleaweapon$35538.html

O

July 13i Thecity of Dandong i n Chinaés northeastern Liaoni
embarrassingralid t he count ry édswnestatawned fadtocies pitarsthie outsittsd , r u r
of a town full of dreary office
buildings. There is none of the flash
and glitz so prevalen
more prosperous cities.
But Dandong is neverthelessfone o
the most important cities in China,
because it sits just across the border
from North Korea and is
Pyongyangds economi c
Nearly 85 percent of
global trade is with China, and much
of that flows through Dandong. That
includes the ntacery, purchased
De"‘““a;:ﬁ: in contravention of both U.S. and
U.N. sanctions, needed to build
nuclear weapons, as well as the
i Seoul missiles needed to deliver them.
And, crucially, Dandong is . e
also the source of the offshore financing from Chinese banks that Pyotmpaygaoree o
its illicit weapons program.

China {3

Tumen River

China

Yalu River
North Korea
Dandong

Donggang
Pyongyang
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That program took yet another step forward o he U. S. told Beijing that
July 4, Americaos | npdogrgse hyd ¢éhend eof tBea gummew e n
Pyongyang successfully tested a missiles anct i o ANiorKgo tlh0e oA Ghsi one Al
capable of reaching Alaska. This Igtest in official puts it, then the U.S. would do so

face provocationnfrdNorth Korean leader Kim unilaterally. And on June 30, the Trump

Jong Un came after President Donald Trummdministration signaled it was serious: It

had signaled that his strategy for reining in thannounced sanctions against the Bank of

Nortld relying on China to use its clout with theDandong, accusingfifacilitating financing for

Pyongyang regiead f ai |l ed. hAe MNeratsh o sweweapons progr e
know China tried, 0 TrUnmp etdweNatidoms, Jdme mdp® s é
Bu the U.S. and some of its allies in East AsicHaley, delivered a blunt message to Beijing:
privately acknowl edgé@Weda hwitl It Hheoyokdahd@any he emkn |
Beijing tried hard enough. Arecent White House usi ness with thime out | awe
policy review of U.S. strategy toward Northday, the commander of U.S. forces in South

Korea, completed late this spring, hasKorea, General Vincent Brooks, said the U.S.
emboldened those in the adntioistraho and its ally were ready to go to war if necessary,

believe Washington and its allies have the ability prevent nuclear proliferation in North Korea.

to increase the economic pressure onf S-eestrlint, which is a choice, is all that
Pyongyardgbut only by going after the Chinese separatesarmis# and war , 0 Br ooks
companies that funnel money andisdual The change in the administ
technology (equipment that can have ant he North is striking. | n
innocent purpose but which thib Bin also summit meeting with Xi ataMago in April,

use in its weapons program) to Pyongyang. t he admi ni strationds atti:
Doing so may be easier than most of the outsideeemed to become unexpectedly warm. Durin

world understandsahd onlydfWashington the campaign, Trump bashed China relentlessly

is willing to offend Beijing. While more tharas a trade predator and a bad actor militarily in

5,000 Chinese companies do business witlthe South China Sea. The U.S. seemed to be

North Korea each ydage between the two  girding for a folown cold war with Beijing.

countries is dominated by just a handful of larg€hat changed after {#tango. Trump said

companies, several of which are based inafter meeting Xi thatumglerstood that there

Dandong. In late June, the U.S. asked Beijing tovas a long, complicated history between the two

go after 10 companies and individuals whogcountries. He seemed implicitly to accept
Washington believes, play an outsize role iBei j i ngbés premise that it
Chiné s trade w D indiudingN o r dutside \Woadld beliaved to coerce Pyongyang to

seling parts and machinery used in behave. And he deferred to Beijing to deal with
Pyongyangds weapons ptsuarglyadym.

Why woul dnot Bei j i ng Thd oonyad that behind theos@émesdorkt o cr a c |
down on its own companies playing such aeing done by both intelligence agencies and
significant role in the North Korean economypr i vate firms digging int
U.S. and allied ingglhce analysts are divided Beijing analysts were becoming convinced

on the answer. Some believe that the heads dhat Xi had played Trump, and that China, in

the big conglomerates doing business withfact, did have theans to curb Kim if it chose.
Pyongyardga longstanding Chinese @kye Beijing has, over the years, portrayed the

politically connected in Beijing. With -a oncecompanies who do business with the North as
everyfiveyears Communist Party congress rogue firms, small private traders who worked

coming um the fall, President Xi Jinping and hard to stay in the shadows and thus were

his political al | i e s diffitult to@dntrolwButnatrecentodetaieal kepo mo r e
enemies of powerful businessmen, many oby C4ADS, a research firm based in

whom are already - an yvashingtantD.C.Cahichroféed consuldsrwithithe
corruption drive. Other analysts simply believé).S. on security issues, buttresses those inside

that a nuclear North means a permanentlythe administration pushing for a harder line with

dv ded peninsul a, r at hBeeri jtihnagn. ont amndere sS e dchualtd sk
rule, and that Beijing will forever be happy witand procurement systenr fts
that arrangement because it wants no part of aeapons of mass destruction progral
united Korea allied with the U.S. on its border. |
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i s Acentral i zedndthusi miGreodu pa.n di Ivtud sn eirnapbd ret ant t o

ripe for disruption.aoaeport from C4ADS states,

Analysts in both the CIA and the U.S. Treasurftwo companies] played in thddregstem of

Department have been arguing this for yearsChinaN o r t h Kor ea trade. 0 A

They note that sanctions in 2005 against adocuments released by the Department of

single caubased ba@kBanco Delta A8ia Justi ce, DHI D descri bed it

infuriated Pyongyang because BDA was ahat conducts SiNorth Korea import and

linchpin in the laundering of North Koreanfunde x port . 6 The firm and its

It was also thought to house some of the moneyere able to satisfy prement orders for

of senior government officials. More than $2®orth Korean government organizations and

million in funds were frozen, and everypurchase hundreds of millions of dollars of North

international bank that did business with BDACorean commodities that it moved through

lost access to the U.S. financial system. Thalomestic Chinese distribution channels. Those

BDA sanctions wer e 0tfinds, theolsS bebelek, avere in ture usedito g et e

effort webve had, 0 s dinasce ftrepunlease ofr leep sdusty of f i ci

Stuart Levey. Two years later, Pyongyangc o mponent s for Ki moés nuc

demanded that the BDA gargbe removed program.

as the price of returning to the nuclearIn addition to being a l&agde trading firm on

negotiating table in thecated six party the border of North Korea, DHID also played a

talk® also involving China, Russia, Japan andlikely much more valuable role for North Korea:

South Korea. The Bush administration relentedt served as a front for the saecti North

The talks went nowhere. Korean financial institution Korea Kwangson

Fastforward 10 years, and the Nenttow Banking Corp. to access the global financial

closer than ever to lobbing a nuke at the Unitedystem. Since 2009, KKBC has been barred

States. Optimists say that date is at best threérom accessing the international financial

years away. Pessimists say 18 months. At thatystem because of its alleged role in financing

point, the U.S. and its allies will face a criticad o me o f N ost notbrious wea@asé s mo

decision: to either treat Kim as a rational nuclegroliferators. KKBC is a key bank in North. If it

actor, who can be deterred through mutuallyd o e s n 6 t have access t o w

assured destruction, or assume the @pposite f i nanci al system, Pyongyal

t hat hebds Aunpr edi ct foteigne suppleers dfe gadsr machinery rmndwi d e |

used in the U.S. media, though not universallgquipment for its weapons program. (Those

subscribed to by U.S. policymakard)think suppliers wadbllars, not North Korean won.)

about premption and theadifous war that Once KKBC was cut off, DHID stepped in. The

could start. Given thasti dea 6Be phaor twremde rst ad &m

Trump is now will i ng sénedasfinankial iBtermepiariesgod $.S. dollae  a n d

hard after the Chinese companies that enabléransactions between North Kmased

the North. Says a White House staffer involveftompanies], who were financed by KKBC and

in the North Kor ea dsupplietsa otlaet countries in ordéridrewatlethe t h e r
1

reaAlboi ce do we have?0restrictions on U.S. do
two separate time periods, the Justice

The Nuclear Option Department alleges DHID did more than $11

The Trump administration has yet to publiclyni | | i on wort h of deal s on

identify the 10 key companies it is nowlIn order to pull that off, DHIDuefront

pressuring Beijing to deal with, aside from theompanies and shells all over the world to try to
recently sanctioned Bank of Dandong. Officialsover its tragksiltogether 43 companies in six

say, however, that there is a prededevhat countries on four continents. The Justice

they intend to do. Washington believes there arBepartment further states that DHID used at

a handful of salled gateway firms in China least 22 companies to move nearly $75 million

that facilitate trade and financing for North Koretiirough the U.fnancial system. As C4ADS

abroad. Last fall, the U.S. Justice Departmenvr i t e s , nFar from being
brought chargkand the Treasury issued st andard trope about Nort
sanctiorisagainst one of those companies, the scope of the network allowed o
Dandong Hongmang Industrlal DevelopmenSanctloned North Korean entltles to
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would appear to U.S. and Europeant hem. 06 Anot her Trump of fi
corespondent banks as coming from team was focused on climate change as the key
companies based in the British Virgin Islandsissue in bilateral relations with Beifihg

the Seychelles, England, Wales and HongNorthKor e a . n At no point wa .
Kong. o regime against North Korea as effective as the

Trump administration officials believe thatsanctions were against Iran before they came to

targeted international action against entitieslike he [ nucl ear negoti ating t
DHID strike where the North Kovesseas Tr ump of ficial, fnand t ha
financing system is most vulnéraibleey because of China. o
Achokepointso wher e Now,cTiumisvaavimgthat equdtionevill thanga.c t i v i
converge. Their pr es sHismgminiptratona has asaessedsthat iVBeiyng d i d n
the Obama administration pursue otherproves itself to be unserious by thefend

important Chinese facilitators beyond DHID3ummer deadline Washington has set for action,

That question can prdpdie answered with t he U. S. mu s t go after t
another one: How willinghvaasl i§ the U.S. partners itself, cutting offahe@ss to the U.S.

to anger Beijing? financial system if need be.

A oneoff case against a big Dantdasgd Beijing, obviousl vy, wonot
holding company such as DHID is one thingjust how unhappy it will be is the critical (and, for
Beijing apparent !l y diteenddmen, r tnknewalile) tqgoestiormuAnh wh e
the Treasury issued its sanctionsieafipa increasingly powerful China has many ways to
believing that it needs to show at least soméiwurt the U.S., includiby punishing the

willingness to pressure Pyongyang, evenatthA mer i can companies sellin

expense of one of C beacama largest ecenomy, fas welhas.by uBingt
several Trump appointees in the nationaleconomic pressure against the two key U.S.
security community are increasingly scathingllies in the region, South Korea and Japan. But

about the efforts of both tHBeama Washington has decided that pressuring

admi ni stration and BGhingse oogpanies dsséntallybthee onlyKi mao s
nukes. nAS t he No r t bptiorc tefty tshort uoé dvar bno the mkaodean

progress [toward an intercontinental ballistid®eninsula. No one wants that, including Beijing.

missile capable of delivering a nuke], the U.SL.'t Atri edd once, Trump t we
and the U. N. t i ght e n eGhinasoaenlasttshob fiessjonsiintEass Asia aret e , 0
one Tr unButthode were sarections s hi gh as theydve been s
with a big caveat: T Koeayp Wat. iPrépar@ for themuto detwargep | y  t o

China, at least when China wanted to ignore

Nuclear Plant® Target for Hackers
Sourcehttp:/thls.com/archives/77520

July 13 Since May, hackers have been penetrating the computer networks of companies that operate
nuclear powstations and other energy facilities, as well as manufacturing plants in the United States
and other countries. Among the companies targeted was the Wolf Creek Nuclear Operating Corporation
which runs a nuclear power plant, according to securiti @ntsaltaurgent joint report issued by

the Department of Homeland Security and the FBI recently.

The report did not indicate whether the cyberattacks were an attempt at espionage, such as stealing
industrial secrets, or part of a plan to cause destnectias no indication that hackers were able to

jump from their victims6é computers into the ¢
facilities were breached. Wolf Creek officials explained that while they could not cotacksnt on cyberat
or security issues, no fioperation systemso had

were separate from the network that runs the plant.
The hackers appeared determined to map out computer networks for future attaok$dieel report

But investigators have not been able to analyz
offer more detail into what they were after. John Keeley, a spokesman for the Nuclear Energy
Institute, which works with all 99 elditiés thitat operate nuclear plants in the United States LR
said nuclear facilities are required
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operations. 0 None have reported t haattackshe secur
Mr. Keeley said.

4 P "r'\
e
| Y o
According to the New York Times, in most cases, the attacks tar@etédlymstdaplecontrol
engineers who have direct access to systems that, if damaged, could lead to an explosion, fire or a spill
of dangerous materidle Drigins of the hackers are not known, But the report indicated that an
fadvanced persistent threato actor was respons
to describe hackers backed by governments.
Hackers wrote email messagedcontang f ake r ®s um®s for contr ol e
the senior industrial control engineers who maintain broad access to critical industrial control systems,
the government report said. The f ddcedd with®s u m®s
malicious code. Once the recipients clicked on those documents, attackers could steal their credentials
and proceed to other machines on the network.
Energy, nuclear and critical manufacturing organizations have frequently beenistacgssl for soph
cyberattacks. The Department of Homel and Secur
of the most serious national security challeng
On May 11, during the attacks, President Trump signed an execstieagitftkm the cybersecurity
defenses of federal networks and critical infrastructure. The order required government agencies to work
with public companies to mitigate risks and he
risk of adicks that could reasonably result in catastrophic regional or national effects on public health or
safety, economic security, or national securit
Jon Wellinghoff, the former chairman of the Federal Energy Regulatory Commission, said in a recent
interviw t hat while the security of United Statesbé
years, they were still vulnerable to advanced hacking attacks, particularly those that use tools stolen frorm
the National Security Agency.
In 2008, anattacka | | ed Stuxnet that was designed by t he
nuclear enrichment facility, demonstrated how computer attacks could disrupt and destroy physical
infrastructure. The government hackers infiltrated the systemd thaecdntr | r ands nucl eart
and spun them wildly out of control, or stoppe
centrifuges.
In retrospect, Mr. Wellinghoff said that attack should have foreshadowed the threats the United States
would face on its own infrastructure. Critical infrastructure is increasingly controlled by supervisory contro
and data acquisition systems. They are used by manufacturers, nuclear plant operators and pipeline
operators to monitor variables like pressdi@iarates through pipelines. The software also allows
operators to monitor and diagnose unexpected problems.
But like any software, these systems are susceptible to hacking and computer viruses. ,‘And fgr
years, security specialists have warned thigt taalkl use remote access to these systems, ;. ..,
to cause physical destruction. fx

D -
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There werelirty bombingredients in ISISontrolled Mosul
Source: http://www.homelandsecuritynewswire.com/dr2b&@ve4dirtybomkbngredientis-
isiscontrolledosul

July 24 Two years ago, in the summer of 2015, the Washin&sedDrStitute for Science and
International Security decided to investigate BAEBHE{Islamic State) controlled dangerous
radioactive material in Irag or Syria. The sagsthte the result of a few months of study by Sarah

Bur khar d, a young sci ent i sdffTheinimvestigations found st af f ¢
that there were apparently two sources of radioactive cobalt in Mosul which posed a risk of being

used in a radiological dispersavice.

The I nstituteds r es eDAESHMs avare ofdhede dousmb their k now wh
potential, or had already taken possession of them. The Institute produced a confidential research study
which it used to alert the United States and o
researchers knew it. Most of th@gernments were also monitorsiy#imn.

At the same ti me, the I nstitute decided not to
our study, which remains a confsaydenti al report
Thelet i t ut e says t ha ttwo,olderalbeit sfillangerousyrcebblic@sowecedsd t h at

were not found and used DAEESHThey were recovered intact recefithe Institute notes that

it is particularly grateful to Joby Warrickvaistiiegton Ppgtho the researchers had alerted early

on for assistance in researching the fate of t
this story while delaying its publication until the radioses/evere in safe hands. He and his
colleagues at iMashington Pastt c e nt | y added greatl yways.o t hi s i mj

Background

DAESHapidly seized control of the Iragi city of Mosul in 2014 and inherited with it,tbeknowingly to

ST wo_cobalt_60_teletherapy_mach

carrying highly dangerous nuclear material. These

machines were procured years ago, in the 1980s or

even 1970s, for the treatment of cancer and

conductingesearch.

The I nstitutedsbaseesnearchers esti mated,

open source information, that the cobalt 60 had

decayed considerably but still had a radioactive

strength which would place it in the International

At omi ¢ EnelABA catkgpy Raf y 6 s (

radi oactive sources, described as fivery danger
t o t helAB#e risCoantée g(or i zati on of Radioactive Sour ce
the sources coplebduce a fatal dose to an individual at a meter from the source-Witions2

For individuals within 0.1 meter distance, it could occur wRmmn2ited

In comparison, a widely publicly discussed radioactive iridium source that went missing in Iraq in late
2015 was also category 2 (the source was later found and sécttredcSeas s i ve: Radi oact
stolen in Iraq raises security concerns, 0 Reut
that at least one of the c@fadiburces in Mosul had a dose rate roughly twenty times greater than the
missingrdium.

Lessons

The Institute says that this case has several lessons for the future, and should serve as a reminder of the
risks posed by radioactive sources, many of which are poorly protectefbor accounted

It is not clear whiDAESHIid not use the dmlt 60 sources to make a radiological disy

T he researcher sé s ihecobalt 68 tomesnnanetal foenlandchet t h a't
as a powderit would be more difficult to use the radioactive cobalt, involving steps that can be very
dan@rous for unprepared and inexperienced individuals. A more likely poSgsikisiy is that

did not know about the cobalt 60 s@irtcesurageous hospital and university staff work Vo
successfully to keep the existence of the sosee®et? : ny,
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