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North Korea has secured 88 pounds of plutonium 
Source: http://www.upi.com/Top_News/World-News/2015/12/25/North-Korea-has-secured-88-pounds-
of-plutonium-Seoul-official-says/6001451022429/ 

 
Dec 25 ï South Korea's Defense Ministry said North Korea is capable of producing a nuclear 
weapon, using less than 13 pounds of plutonium. 
A government official in Seoul who spoke to South Korea press on the condition of anonymity said 
North Korea has secured 88 pounds of plutonium, and capable of producing one weapon of mass 

destruction, South Korean outlet 
Newsis reported Friday, local 
time. 
Yonhap reported a minimum of 
13 pounds of plutonium is 
required to manufacture a 
nuclear weapon, and North 
Korea can manufacture 6-7 
weapons. 
In August, North Korea reportedly 
restarted its Yongbyon Reactor 2 
to resume plutonium production, 
South Korea press reported. In 
early 2013, Pyongyang had 

already begun building light water reactors at Yongbyon. 
North Korea's nuclear arsenal continues to grow, even as the country has come under attack from the 
international community for its weapons program. The Institute for Science and International 
Security issued a report in October stating Pyongyang has enough nuclear material to build 22 
nuclear weapons, and more specifically, between 66 and 88 pounds of separated plutonium in 
late 2014. 
The report had stated activities captured in commercial satellite imagery at the Yongbyon nuclear site 
indicated spent fuel has been removed for chemical processing, and the fuel could have been used for 
nuclear tests. North Korea could produce weapons from plutonium or weapons-grade uranium, the 
report said, and could make a median of 22 nuclear weapons, but more information is needed on the 
size of North Korea's centrifuge program. 
 

Forensic seismology tested on 2006 munitions depot explosion 

in Baghdad 
Source: http://www.homelandsecuritynewswire.com/dr20151228-forensic-seismology-tested-on-2006-
munitions-depot-explosion-in-baghdad 
 

Dec 28 ï On 10 October 2006, a mortar 
round hit the ammunition supply depot at 
the U.S. Forward Operating Base Falcon 
south of Baghdad. The round started a 
smoldering fire punctuated by whizzing 
skyrockets, a rain of incandescent 
fragments, and massive explosions that 
bloomed into mushroom clouds. Soldiers 
who videotaped the ñcook-offò can be heard 
wondering what exactly was in the dump 
and how much longer the explosions 
would continue. 
But the soldiers were not the only 
ones recording the cook-off: a 
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seismometer just four miles away was also registering every boom and shock. The seismometer was 
one of ten installed in 2005 and 2006 in northern and northeastern Iraq to study the seismic properties 
of the Earthôs crust in that area so that it would be possible to quantify the yield of nearby earthquakes 
or nuclear tests. 
The principal investigator on the team that deployed the seismometers was Ghassan I. Aleqabi, a 
seismic deployment coordinator in the Department of Earth and Planetary Sciences in Arts & Sciences 
at Washington University in St. Louis. Iraqi in origin, Aleqabi had obtained his Ph.D. in seismology at 
Saint Louis University and settled in Saint Louis. 
WUSTL reports that installing and maintaining instruments in war-torn Iraq was sometimes a hair-raising 
business. Installation of the seismometer that recorded the cook-off had to be delayed until April 2006 
because it was dangerous even to enter the city. And, once deployed, the seismometers, which 
recorded 100 samples per second, filled their hard drives in a few months, so someone had to return to 
the sites to bring out the data. 
Then the ammunition dump went up. Aleqabi and his colleague Michael Wysession, professor of earth 
and planetary sciences in Arts & Sciences, were curious and decided to see if the seismometer had 
recorded the cook-off. ñSure enough, you could see a whole sequence of explosions,ò Wysession said. 
They report what they found online in the 22 December issue of the Bulletin of the Seismological 
Society of America. òIt was an accident that we got such a rich recording,ó Wysession said. òBut 
sometimes science works that way; you get lucky.ó 
 
Shock and awe 
Analyzing the record in various ways, they 
found that some types of weapons jumped right 
out at them. ñMortar fire has a very specific 
signature that is always the same,ò Wysession 
said. ñIf you make a spectrogram, which breaks 
out the signal into different frequencies, you 
see that the firing of the mortar produces one 
set of frequencies and the case splintering 
around the explosive produces another. When 
you see those signals you know thatôs a mortar 
firing. You can begin to pick out whatôs 
going on.ò 
Passing helicopters produced lovely swooping 
S-curves in the seismograms as they moved 
toward and away from the seismometer and 
their dominant frequency dropped (the same 
effect that makes the siren on an emergency 
vehicle drop in pitch). ñYou can look at how 
much the frequency drops and over what 
length of time and determine how far away the 
helicopter is, and how fast itôs going, which is 
really fascinating,ò Wysession said. 
But they also discovered some limitations. It 
was not possible to read every little rumble and 
report. The seismometer, for example, picked 
up two different car bombs, but their seismic 
records looked very different. By checking with 
counterterrorism intelligence sources, Aleqabi 
learned more about the bombs. One had 
detonated in a fairly open space at a university 
and the other had gone up at a checkpoint in a 
narrow street lined with tall buildings. The 
checkpoint explosion reverberated in the small 
spaces, creating a more complex sound 

pattern that made it harder to figure out the 
explosive type and yield. 
But looking at the seismic recording before and 
during the cook-off, the seismologists could 
reconstruct the sequence of events that led to 
the catastrophe. About 7:22 local time they 
could see the signatures of mortar fire in the 
record. At 7:31, a helicopter flew by. An 
explosion at 7:36 was the one that probably 
ignited the cook-off, but it was followed by a 
series of small explosions that gave the 
soldiers on the base time to take cover. Then, 
at 7:40, there was a huge explosion and all hell 
broke loose. 
 
Seismic sleuthing 
Seismometers were developed to record 
earthquakes, Wysession said, but then they 
turned out to be useful for monitoring nuclear 
tests, and now people are using them in all 
kinds of creative ways. ñWe can independently 
verify with seismometers the occurrence of 
global warming because we can track the 
decadal increase in the storm intensity 
globally,ò he said. 
Seismology is also used as a forensic tool, he 
said, to help investigative agencies and 
insurance companies piece together what 
happened during terrorist attacks or industrial 
accidents. One of the leaders in this field is 
Keith Koper, a Washington University alumnus 
who is now a professor of seismology at the 
University of Utah. 
Unfortunately, given recent terrorist 
attacks in Paris and elsewhere around 
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the world, this paper may be timelier than the 
authors ever expected it to be, Wysession said. 
ñA network of seismometers in an urban area 
could tell you a lot about a terror attack.ò A real 
time-array, he points out, might have prevented 
the ammo ñcook-off.ò Because the ñcook-offò 
was preceded by a volley of mortar fire ð and 

mortar firings have a unique seismic signature 
ð it might have been possible to pinpoint the 
source of the rounds before the round that 
destroyed the ammo depot was fired. 
ñI think weôll hear more about forensic 
seismology as time goes on,ò Wysession said. 

 
ð Read more in Ghassan I. Aleqabi et al., ñCharacterization of Seismic Sources from 

Military Operations on Urban Terrain (MOUT): Examples from Baghdad,ò Bulletin of the 

Seismological Society of America (forthcoming, December 2015). 

 

Pairing seismic data, radionuclide fluid-flow models to detect 

underground nuclear tests 
Source: http://www.homelandsecuritynewswire.com/dr20151228-pairing-seismic-data-radionuclide-
fluidflow-models-to-detect-underground-nuclear-tests 

 
Dec 28 ï Scientists at Los Alamos National Laboratory have developed a new, more thorough method 
for detecting underground nuclear explosions (UNEs) by coupling two fundamental elements ð seismic 
models with gas-flow models ð to create a more complete picture of how an explosionôs evidence 
(radionuclide gases) seep to the surface. Their findings appear in the journal Natureôs Scientific 
Reports. 
 ñThe research is novel because it represents an integrated science approach,ò said Dale Anderson, the 
project lead and co-author of the paper. ñOur field has never integrated seismology and the seismic 

processes that create fracture pathways with our 
nuclear-waste-remediation experts that know how 
radionuclides get through to the rock. You canôt do 
gas seepage unless you understand the pipes and 
the size of the pipes that go to the surface of the 
earth. The solution to the problem could not have 
been advanced without the significant integration 
of these two sciences.ò 
 
On September 19th 1957, the United States 
detonated a 1.7 kiloton nuclear weapon in 
an underground tunnel at the Nevada 
Test Site (NTS) 

http://www.seismosoc.org/publications/bssa/
http://www.seismosoc.org/publications/bssa/
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LANL notes that underground nuclear weapon 
testing produces radionuclide gases that may 
seep to the surface, which is affected by many 
factors. These include fractures in the rock 
caused by the explosionôs shock waves that 
create pathways for the gas to escape plus the 
effect of changes in atmospheric pressure that 
affect the gasesô movement. 
Atmospheric pumping of gas through 
explosion-fractured rock is investigated using a 
new, sequentially coupled hydrodynamic rock 
damage/gas transport model. Previous models 
used a simplified approach, modeling how the 
gas flows but not coupling that with the 
explosion rock fracture models through which 
the gases escape: the seismology and 
damage. There are major differences between 
predictions using a realistic fracture network 
and prior results that did not couple models. 
For example, simplified fracture models 
produced some predictive information about 
the gas movement, but they did not provide the 
directionally dependent information ð that is, 
whether the gas moved horizontally or upwards 
through the rock. Thus the new calculations 
are able to give a better idea of how much 
gas may be migrating horizontally away 
from the location of underground 
explosions using knowledge about 
atmospheric conditions (for example, the 
barometric pressure that creates a vacuum) 
and seasonal variabilities in 
different regions. 
This teamôs research investigated the effects of 
the fracture network on late-time seepage 

(weeks to months) of radionuclide gases that 
migrate through explosion-enhanced fracture 
networks. The simulations were created for one 
kiloton UNEs in granite and tuff at burial depths 
of 125, 250, and 390 meters. Rock damage 
was simulated in a two-dimensional 
axisymmetric model using the CASH (CAmpell-
SHashkov) hydrocode, a computer code for 
modeling shock propagation. Barometric data, 
of great importance to the accuracy of the 
models and simulations, were selected from 
the varied climates of Colorado, Alaska, and 
Hawaii across different seasons and modeled 
with FEHM (Finite Element Heat and Mass 
transfer code) developed at LANL. Rather than 
a generic mathematical model, this research 
included first-principle seismology, chemistry 
and experimental data to improve the 
ensemble model. 
Predicting the travel time, window of 
opportunity for detection, and concentration of 
radionuclide gases from UNEs is of 
considerable importance to 
explosion monitoring. 
In addition to nuclear explosion monitoring, 
this teamõs coupled model could be applied 
to other geophysical systems that produce 
fractures with subsequent flow, such as 
hydraulic fracturing for fossil fuels, 
wastewater injection, mine explosions and 
damaged rock zones around excavations. 
The gas transport results are relevant to other 
applications, such as radon and methane 
migration, soil vapor extraction for cleanup of 
contaminated sites and landfill gas migration. 

 
ð Read more in Amy B. Jordan et al., ñRadionuclide Gas Transport through Nuclear 

Explosion-Generated Fracture Networks,ò Scientific Reports 5, Article number: 18383 (17 

December 2015). 

 
 

Iran ships 25,000lb of low-enriched uranium to Russia as part 

of nuclear deal  
Source: http://www.theguardian.com/world/2015/dec/28/iran-ships-uranium-russia-nuclear-deal 
 
Dec 28 ï A ship carrying 25,000lb (11,000kg) 
of low-enriched uranium left Iran for Russia 
on Monday, marking one of the most vital 
steps yet in a high-stakes deal to deny Iran 
a nuclear weapon. 
ñI am pleased to report that we have seen 
important indications of significant progress 
towards Iran completing its key nuclear 

commitments under the deal,ò the US secretary 
of state, John Kerry, said. 
The July accord has been trumpeted as one of 
the banner foreign policy achievements of 
Barack Obamaôs presidency but proved 
divisive in Washington, with Republicans 
refusing to support it and several of the 
partyôs presidential candidates vowing 
to scrap it. 

http://www.nature.com/articles/srep18383
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Under the deal between Iran and the P5+1 
group of world powers, Tehran agreed to scale 
back its nuclear programme so that 
Washington and its allies were assured it would 
no longer be on the threshold of being able to 
produce an atomic weapon. In return, Tehran 
will have access to about $100bn of previously 
frozen assets and fully return to the oil market. 
Iran had until the end of 2015 to ship out all 
but 660lb (300kg) of the low-enriched 
uranium it has stockpiled. Low-enriched 
uranium is suited to power generation but can 
be further enriched to yield fissile material for 
nuclear warheads.  
Welcoming Mondayôs shipment, Kerry said that 
by divesting itself of this low-enriched material, 
Iran had already trebled the amount of time it 
would take to produce enough fuel for a bomb 
from two or three months up to nine. 
ñThe shipment included the removal of all of 
Iranôs nuclear material enriched to 20% that 
was not already in the form of fabricated fuel 
plates for the Tehran Research Reactor,ò he 
said. 
ñThis removal of all this enriched material out of 
Iran is a significant step toward Iran meeting its 
commitment to have no more than 300 
kilograms of low-enriched uranium by 
Implementation Day.ò 
Kerry praised Russia, ña country with 
significant experience in transporting and 
securing nuclear materialò, for taking the 
material out of Iran and providing natural 
uranium in exchange. 
The July agreement also commits Iran to 
sharply reduce the number of centrifuges, 
which are used to enrich uranium, as well 

as to re-engineer a reactor to cut its output 
of plutonium ð another pathway to nuclear 
weapons. 
The International Atomic Energy Agency, the 
UN nuclear watchdog, will decide when Tehran 
has complied with its obligations, after which 
the US, Russia, China, Britain, France and 
Germany will remove some economic 
sanctions that targeted the programme. 
Ben Cardin, the top Democrat on the Senate 
foreign relations committee, said recently that 
ñimplementation dayò could come earlier than 
expected, perhaps even next month, and not in 
the spring as initially expected. 
But the deal has suffered a potential threat in a 
different area. Earlier this month the US 
Congress passed a law restricting visa-free 
travel rights for people who have visited Iran or 
hold dual Iranian nationality. The measure, 
which affects citizens of the 38 mostly 
European countries that have visa waiver 
arrangements with the US, is framed as a 
counter-terrorism measure and also targets 
Iraq, Syria and Sudan. 
Asked about the US law on Monday, the 
Iranian foreign ministry spokesman, Hossein 
Jaberi Ansari, told a press conference: ñAny 
steps taken outside the agreement are 
unacceptable to Iran, and Iran will take its own 
steps in response where necessary.ò 
Tehran recently test-fired two ballistic 
missiles capable of carrying a nuclear 
warhead in breach of a UN Security Council 
resolution, in what some analysts say is 
part of a backlash aimed at showing a 
domestic audience that it has not caved in 
to the US. 

 

North Korea claims to have tested miniaturized hydrogen bomb  
Source: http://www.homelandsecuritynewswire.com/dr20160106-north-korea-claims-to-have-tested-
miniaturized-hydrogen-bomb 
 
Jan 06 ï North Korea has conducted its fourth nuclear test in ten years ð the previous tests took 
place in 2006, 2009 and 2013 ð indicating that the country is further along in developing nuclear 
warheads which could be miniaturized and placed on a missile capable of reaching the 
U.S. mainland. 
Pyongyang pubic media outlets have claimed that what was tested was hydrogen bomb, but some 
experts who talked with the Telegraph say initial evidence suggests the test involved a uranium or 
plutonium device which was not as powerful as a hydrogen bomb. 
North Korean television announced the country had successfully tested a ñminiaturized hydrogen bombò 
underground on Wednesday morning, describing it as an ñact of self-defenseò against the United States. 
North Koreôs claim about the type and size of device tested could not be verified independently. 



P a g e  | 7 

CBRNE -TERRORISM NEWSLETTER ð January 2016  

 

www.cbrne -terrorism -newsletter.com  

Analysts note, though, that if North Koreaôs claims are true, it would be the first time the North has 
successfully tested a hydrogen bomb and could also enable the isolated country to launch long-range 
nuclear missiles. 

ñIf itôs true, it means theyôve made 
something smaller scale, capable of 
being put onto a missile, said John 
Carlson, the former head of the 
Australian Safeguards and Non-
Proliferation Office. ñI think we can 
assume the previous tests theyôve 
carried out have been devices too large 
to fit onto a missile.ò 
South Koreaôs intelligence agency said 
the seismic wave the agencyôs sensors 
picked up was more likely caused by an 
atomic bomb, Lee Cheol Woo, a South 
Korean politician, told the Telegraph. 
Yang Uk, a senior research fellow at the 
Korea Defense and Security Forum, 
said: ñGiven the scale it is hard to 
believe this is a real hydrogen bomb. 
They could have tested some middle 
stage kind (of device) between an A-
bomb and H-bomb, but unless they 
come up with any clear evidence, it is 

difficult to trust their claim.ò 
North Koreaôs previous nuclear tests triggered condemnations and rounds of UN sanctions banning 
trade and financing activities which aid its weapons program. 
North Korea, believed to have between six and ten crude nuclear bombs in its arsenal, is now 
facing deepening isolation and more sanctions imposed by the UN Security Council. 
 

Canada: Nuclear transport accident 
Source: http://www.nuclearsafety.gc.ca/eng/acts-and-regulations/event-reports-for-major-nuclear-
facilities/index.cfm#sec8 
 
Date of event/disclosure: January 11, 2016 
Cameco notified the CNSC of a transport accident involving uranium yellowcake that took place on  
Highway 4 near Swift Current, SK. Cameco activated its approved Emergency Response Assistance 

Plan, as per procedures, and sent 
specialists onsite to assess the situation. 
CNSC inspectors were also dispatched 
to the accident site to oversee the 
licenseeôs response. 
The cleanup activities were completed 
on January 13, 2016, and the highway 
reopened. Camecoôs assessment 
revealed a minimal and contained spill of 
uranium yellowcake onsite. The spill was 
cleaned up, and a survey following the 
cleanup confirmed that there is no 

residual contamination. There was no impact to members of the public, the environment or first 
responders as a result of the spill. 
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The container that had suffered a breach was sealed and safely placed inside an overpack. It is now 
being transported to one of Camecoôs licensed facilities in Saskatchewan for repackaging before the 
shipment continues to Camecoôs Blind River Refinery in Ontario. A CNSC inspector oversaw all actions 
taken at the site, and the CNSC is satisfied that Camecoôs Emergency Response Assistance Plan was 
implemented properly and successfully. This accident will be discussed at the next Commission meeting 
to be held on January 28. 
 
 

Could North-Koreaõs Bomb Be a Super-EMP Weapon? 
Source: http://i-hls.com/2016/01/could-north-koreas-bomb-be-a-super-emp-weapon/ 
 
Jan 13 ï Although North Korea was rather 
braggingly telling the world that it had managed 
to explode a test hydrogen bomb, several 
nuclear exprts remain sceptic. 
The White House itself said that results from 
the explosion werenôt consistent with a 
hydrogen bomb which has the potential to be 
even more powerful than an atomic bomb. 
Among the expertsô downlplaying North 
Koreaôs boastful achievement, one specialist 
claims that results actually indicate that this 
explosions was òanother kind of H-Bombó 
and is in fact a neutron bomb or an 
enhanced radiation weapon such as a 
super-EMP (electromagnetic pulse) weapon. 
Peter Pry, an expert on EMP weapons, says 
that North Koreaôs claims align with the 
scenario of a device which produces enhanced 
amount of devastating gamma rays despite its 
low yield. 
Pry said the latest North Korean weapons test 
followed three others each in the range of 10 
kilotons or less, adding that Pyongyang has 
been conducting underground nuclear tests 

since February 2013, all of which have been of 
low-kiloton yield. 
Pry ï who is the executive director of the Task 
Force on National and Homeland Security, and 
served on the Congressional EMP 
Commission, the House Armed Services 
Committee, and the CIA ï as well as other 
EMP experts said North Korea has the 
capability to launch a satellite carrying a super-
EMP weapon into space that could be triggered 
to explode on command at a high altitude over 
a highly populated area in the United States. 
The neutron bomb is designed to generate 
enhanced gamma rays which in turn cause 
the super-EMP effect. An H-bomb of 
identical explosive yield of a fission, or 
atomic, bomb is a neutron bomb that will 
emit some 10 times the amount of neutron 
radiation. In an atomic device, the total 
radiation pulse energy composed of gamma 
rays and neutrons is only 5 percent of the 
entire energy released. In a neutron 
bomb, it is closer to 40 percent. In 
addition, the neutrons emitted by a 
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neutron bomb have a much higher average 
energy level than those released during a 
fission reaction. 
Pry had told WND that North Korea was 
working on such a device as early as last year. 
The US government, however, denied it had 

developed miniaturized nuclear warheads and 
missiles to deliver them. This denial, Pry said, 
came despite an assessment by both the 
Defense Intelligence Agency and the Central 
Intelligence Agency that such do indeed exist. 

 

Slowed Momentum on Nuclear Security 
Source: http://www.ntiindex.org/wp-content/uploads/2013/12/NTI_2016-Index_FINAL.pdf  
 
Six years ago, world leaders gathered for the first time to collectively address the growing threat of 
catastrophic nuclear terrorism. At that first Nuclear Security Summit in 2010, the leaders launched a 

major initiative to lock down the more than 2,000 metric tons of weapons-usable 
nuclear materials then spread across the globe and to reduce stocks of 
plutonium and highly enriched uranium, which are the key ingredients needed 
to build a nuclear weapon. 
Today, as leaders prepare to gather in Washington, D.C., for their fourth and 
final summit, they can cite progress on their pledge to protect vulnerable 
nuclear materials from theft by terrorists seeking weapons of mass 
destruction and to build a robust nuclear security system involving all 
states in the ongoing protection of dangerous nuclear materials. Since 
early 2010, a dozen countries have eliminated weapons-usable nuclear 
materials from their territories, dozens more have strengthened their 
nuclear security practices and policies, and a key international treaty is 
closer to entry into force. 
However, the global threat environment has worsened. At the same 

time, progress on goals set during the first three summits has slowed, 
according to the results of the 2016 NTI Nuclear Security Index (NTI Index). 

Itôs a troubling development at a time of escalating and evolving threats from 
sophisticated and well-financed terrorist organizations, from nuclear smugglers, and from hackers 

capable of launching devastating cyber attacks at nuclear facilities. 

In addition, the current global nuclear security system still has major gaps that prevent it from 
being truly comprehensive and effective. For instance, no common set of international 

http://www.ntiindex.org/wp-content/uploads/2013/12/NTI_2016-Index_FINAL.pdf
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standards and best practices exists, there is no mechanism for holding states with lax security 
accountable, and the legal foundation for securing materials is neither complete nor universally 
observed. 
Without a comprehensive and effective global system in place, statesô approaches to nuclear security 
continue to vary widely, thereby creating dangerous weak links that terrorists could exploit as they seek 
the easiest path to weapons-usable nuclear materials. 
 
u You can read the full report at sourceõs URL. 
 

Americaõs Nuclear Power Plants Vulnerabilities 
By David J. Stuckenberg and Hershel C. Campbell 
Source: http://acdemocracy.org/americas-nuclear-power-plants-vulnerabilities/ 
 
Jan 18 ï A year-long study found that the 
present legal and regulatory approach to 
EMP/Space weather threat to Americaôs 
nuclear power plants are inadequate and 
dangerous. This sorry state is anchored in the 
industry efforts to maintain safety regulations 
dating back to the 1980s, and a national 
security mentality relevant at the end of the 
Cold War. 
This has been successful, in part, due to a 
campaign to brand nuclear power as a clean, 
safe source of energy. To their credit, the NRC 
and industry have demonstrated a commitment 
to safety where design basis events are 
concerned. However, EMP and GMD are 
beyond design basis events. Once these occur, 
there are no guarantees and few strategies 
with which to cope.  
There has only been a handful of nuclear 
disasters in history, and only one in the U.S. ï 
TMI. It is, therefore, understandable from an 
economic standpoint that industry is resistant 
to change. However, this inertia has given rise 
to a complacent regulatory climate absent 
adaptive and progressive analysis. More than 
30 years have elapsed since this topic was last 
openly addressed. Unfortunately, the 
assumptions borne of the highly controversial 
1982 report continue to misinform decision 
makers even as recent as 2015. Despite these 
challenges and an NRC and industry 
galvanized to maintain the status quo, there 
are signs of progress. Some push for increased 
standards and regulations has occurred since 
Fukushima. 
However, these efforts have been met with a 
tepid response from the nuclear industry. To 
stave off costly infrastructure updates, the 
industry responded by holding out the FLEX, a 
plan that is both impractical and dangerous due 
to an over-reliance on a functioning national 

infrastructure. Congress recently found, ñThe 
current strategy for recovery leaves the United 
States ill-prepared to respond effectively to an 
EMP attack that would potentially result in 
damage to vast numbers of components nearly 
simultaneously over an unprecedented 
geographic scale.ò  
As a result, 31 (bi-partisan) members of the 
House sponsored the Secure High-voltage 
Infrastructure for Electricity from Lethal 
Damage Act (or the SHIELD Act), to create a 
mechanism to address the nationwide EMP 
risk. The Act sought to establish a mechanism 
whereby the President of the United States 
(POTUS) along with a specialized commission 
could designate certain areas and nodes 
critical to the U.S. infrastructure and security. 
The Act also provided the POTUS the authority 
to compel enterprises both public and private to 
protect key elements of the grid.  
Most importantly, the SHIELD Act would have 
conferred upon the U.S. Federal Energy 
Regulatory Commission legal authorities, which 
it currently lacks, to require the North American 
Electric Reliability Corporation and the electric 
power industry to protect EHV transformers, 
SCADAS, and other critical components of the 
bulk power system from natural and manmade 
EMP. Moreover, if SHIELD were enacted and 
implemented, by protecting the bulk power 
system, nuclear reactors would have been 
protected from the scenario of 
a protracted nationwide blackout. 
The Congressional EMP Commission 
estimated that the national electric grid could 
be protected from natural and manmade EMP 
for about $2 billion and that implementation, on 
a nonemergency basis, would require 3-5 
years. However, lobbying by the electric 
power industry kept SHIELD from 
coming to a vote before the House 
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Energy and Commerce Committee for years, 
until the bill died.  
In November 2015, the House passed by 
unanimous consent the Critical Infrastructure 
Protection Act (CIPAïHR 1037), which bill 
requires the Department of Homeland Security 
to establish a new National Planning Scenario 
focused on EMP. All federal, state, and local 
emergency planning, training, and resource 
allocation is based on the National Planning 
Scenariosðso CIPA will for the first time 
require emergency planners and first 
responders at all levels of government to be 
EMP educated and begin preparing to survive 
and recover the nation from an EMP 
catastrophe. CIPA further requires DHS to 
develop plans to protect the electric grid and 
other critical infrastructures from natural and 
manmade EMP, to evaluate existing 
technologies and help develop new 
technologies for EMP protection, and to launch 
pilot projects to encourage the protection of the 
electric grid and other critical infrastructures. 
CIPA currently awaits action by the Senate. 
 
Conclusion 
The U.S. must address 21st Century 
problems with 21st Century prevention-
based mitigation strategies that are part of 
a holistic and common sense approach. 
This study contends that although the threat to 
EMP/GMD and its likely impacts on nuclear 
power stations have been known for some 
time, both internal and external political 

pressures have ensured the regulatory and 
technological status quo for more than three 
decades.  
However, some steps could be implemented 
to significantly reduce our vulnerability to EMP 
and GMD including the addition of 
requirements to sustain stations, hardening, 
filters and development of better early warning 
and detection systems that would allow for grid 
isolation and shutdown before impact. 
However, hardening the nation against an EMP 
or major GMD event will require a total effort 
directed not only toward critical infrastructure 
and national resources, but also those that 
beckon to greater individual and community 
responsibility relating to issues of sustainment.  
With that in mind, we recommend a holistic 
approach that strengthens both our nuclear 
infrastructure and individual communities until 
a total solution is realized. In a world where 
Americaôs adversaries are increasingly 
innovating, developing, adapting, and 
accessing conventional and asymmetric 
weapons capabilities, our nation must make 
grid protection a top priority. However, the 
theoretical dichotomy between Americaôs grid 
and nuclear power stations and research 
reactors must be expunged. Our power grid is 
part of a total system ï a system that is 
required to ensure a safe and prosperous 
United States, and all of it must be 
safeguarded if we take our national security 
seriously 

 
David Stuckenberg is Chairman of the American Leadership & Policy Foundation and a 

USAF veteran pilot with experience in the intelligence and strategic arms control 

communities. 

Hershel Campbell is Ronald Reagan Research Fellow at the American Leadership & Policy 

Foundation and a USAF veteran where he served as an intelligence analyst. 

 

New X-ray method could detect nuclear materials 
Source: http://www.homelandsecuritynewswire.com/dr20160119-new-xray-method-could-detect-nuclear 
-materials 
 
Jan 19 ï Physicists at the Diocles Extreme 
Light Laboratory at the University of Nebraska-
Lincoln have demonstrated that their 
unconventional laser-based X-ray machine 
could provide a new defense against 
nuclear terrorism. 
In proof-of-principle experiments, the UNL 
scientists used the laser-driven X-ray source to 
produce an image of a uranium disk no bigger 

than a stack of three nickels and hidden 
between 3-inch steel panels. 
ñFor the first time, we have used our new X-ray 
source to detect a nuclear material inside a 
shielded container,ò said Donald Umstadter, 
director of the Diocles Laboratory and leader of 
the project. 
UNL notes that the Domestic Nuclear 
Detection Office of the Department of 
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Homeland Security funds the research, through 
a contract with the National Strategic Research 
Institute. The government is evaluating 
the technology. 
Inspectors need tools to help find nuclear 
materials hidden behind thick shielding or 
smuggled inside any of the 100 million-plus 
cargo containers shipped around the world 
each year. Uranium is perhaps the easiest 
nuclear material to obtain and hide, 
Umstadter said. 

Device detected the uranium disc in the steel 

container, as shown // Source: unl.edu 

 

The researchers demonstrated that laser-
produced X-rays can detect an even smaller 
amount of uranium than the minimum amount 
required by current inspection standards (one 
kilogram) and can penetrate much thicker steel 
than the walls of cargo containers. 
The laser X-ray source offers a number of 
advantages. Much like a laser pointer can be 
directed across a large auditorium, the 
technology can shoot a thin X-ray beam long 
distances, enabling inspection of cargo ships 
before they reach port. Yet it emits much lower 
levels of radiation than conventional X-rays, 
making it safer for use around workers 
and bystanders. 
Unlike previous sources of similar X-rays, 
which require stadium-sized facilities, this 
X-ray source is portable and could be 
moved in a semi-trailer truck, increasing its 

potential for use as a nuclear site 
inspection tool. 
Umstadter and his team announced in 2013 
they had developed the laser-driven X-ray 
source, called a laser-wakefield-accelerator-
driven inverse-Compton-scattering, or LWFA-
ICS, source. At the time, they said the new 
source not only would increase the availability 
of sophisticated forms of X-rays needed for 
physics research, but it could be used to detect 
hidden or smuggled nuclear materials. Since 

then, Umstadter and 
his team have set 
about proving that the 
X-ray machine would 
work for 
those purposes. 
ñItôs not unusual for 
scientists to go 
beyond basic 
research to develop 
new technologies, as 
we did with our 
device,ò he said. 
ñHowever, the great 
urgency and 

importance of detecting smuggled nuclear 
materials compelled us to go even further and 
be the first to apply the new technology.ò 
UNL holds a patent on the new detection 
method, Umstadter said. The University of 
Michiganôs Department of Nuclear Engineering 
and Radiological Sciences provided numerical 
simulation support as a subcontractor on 
the project. 
UNL says that the next step in this project for 
Umstadter and his team is to improve the 
performance of the X-ray device as well as the 
precision with which it can identify shielded 
nuclear materials. 
Umstadter and Shouyuan Chen, a UNL 
research assistant professor of physics and 
astronomy, presented their findings at the 
International Meeting on Laser-Driven 
Radiation Sources for Nuclear Applications at 
George Washington University in Washington, 
D.C., on 15 December. 

 
ð Read more in Shouyuan Chen et al., ñShielded radiography with a laser-driven MeV-

energy X-ray source,ò Nuclear Instruments and Methods in Physics Research, B: Beam 

Interactions with Materials and Atoms 366 (1 January 2016): 217-23. 

http://www.sciencedirect.com/science/article/pii/S0168583X15011258
http://www.sciencedirect.com/science/article/pii/S0168583X15011258
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A Map of Global Nuclear Weapons Brings 'WarGames' into the 

21st Century 
Source: http://www.citylab.com/design/2016/01/a-map-of-global-nuclear-weapons-brings-wargames-
into-the-21st-century/423828/ 
 
Jan 14 ï Shall we play a game? In the 1983 
geek-classic WarGames, a high-school hacker 

dials his way to the government supercomputer 
in charge of American nukes. When the talking 
machine suggests they play checkers, chess, 
and a little thermonuclear war, the teen thinks 
itôs mere fun. But World War Three may 
actually be imminent.  
In the finale, a missile-launch sequence flashes 
across massive Air Force computer maps, 
apparently signaling global apocalypse. 
Fortunately, it turns out to be just a gameðwith 
a strong anti-proliferation message. 
That scene just got a makeover in a new 
interactive from Mapbox. 
Mapmakers Anya A'Hearn and Allan Walker 
recreated the iconic WarGames world map in a 
fully 1980s digital aesthetic, populated with 
open-source data on the current whereabouts 
of the worldôs known nuclear weapons. 
Surprisingly, this information is relatively up-to-
date, and freely available, on the websites of 
the Bulletin of the Atomic Scientists, the 
Federation of American Scientists, and a 
smattering of rabbit hole-y sites that document 

things like global locations of surface-to-air 
missiles.  
Nuclear weapon-loaded aircraft carriers, air 
force bases, and international target ranges are 
mapped in terrifying detail across the U.S., 
Russia, China, Iran, India, Turkey, Israel, the 

UK, and a clutch of other European countries. 
Youôll find missile silos and parked ballistics on 
fields from North Dakota to just outside of 
Paris. The team also created a ñcommand 
terminalò and interactive dashboard that lets 
you ñtalkò to Joshua, the computer from the 
film.  
With North Korea inching towards a functional 
nuclear arsenal, the Obama administration 
modernizing its weapons stash, and the Iran 
nuclear deal playing out in unexpected ways, 
the moral of WarGames is as relevant as ever. 
Matthew Irwin, who helps head government 
and humanitarian work at Mapbox, says that 
the map takes abstract information that would 
otherwise be lost in a spreadsheet and makes 
it more palpable and real. 
ñIt means nothing to me to talk about the 
numeric blast radius of a weapon,ò he says. 
ñBut when you see a dot on a map the size of 
Detroit that represents it, thatôs really scary.ò 
The map can be an overwhelming 
experience, in its level of detail and subject 
matter. It works best in macro, as a 
reminder of the filmõs wise and witty 
message: A strange game, the 
computer says. The only winning 
move is not to play. 

https://api.mapbox.com/styles/v1/datablick/ciit2xo0t00gozwmaoafr30ak.html?title=true&access_token=pk.eyJ1IjoiZGF0YWJsaWNrIiwiYSI6IjM5anE0eTQifQ.XfwI7Wcu7EFKoKiTQldy5Q#1.9/54.3/-162.0
https://api.mapbox.com/styles/v1/datablick/ciit2xo0t00gozwmaoafr30ak.html?title=true&access_token=pk.eyJ1IjoiZGF0YWJsaWNrIiwiYSI6IjM5anE0eTQifQ.XfwI7Wcu7EFKoKiTQldy5Q#1.9/54.3/-162.0
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Missile ranges near cities in Eastern Europe. (Mapbox) 

Air force, submarine, and nuclear missile installations in China. (Mapbox) 
 

SNP bid to ban nuclear convoys through Lothians 
Source: http://www.edinburghnews.scotsman.com/news/politics/snp-bid-to-ban-nuclear-convoys-
through-lothians-1-4006172 
 
Jan 20 ï Midlothian MP Owen Thompson 
will today launch a Commons bid to ban 
convoys of nuclear weapons travelling 
through towns and cities. 
The move follows reports of at least two 
incidents when convoys were spotted near 

Penicuik, including one when the weapons 
were parked just yards from two schools. 
Mr Thompson said he had serious concerns 
about the safety of driving nuclear weapons on 
long journeys on public roads and in highly 
populated areas. 

https://api.mapbox.com/styles/v1/datablick/ciit2xo0t00gozwmaoafr30ak.html?title=true&access_token=pk.eyJ1IjoiZGF0YWJsaWNrIiwiYSI6IjM5anE0eTQifQ.XfwI7Wcu7EFKoKiTQldy5Q#4.08/53.945/38.299
https://api.mapbox.com/styles/v1/datablick/ciit2xo0t00gozwmaoafr30ak.html?title=true&access_token=pk.eyJ1IjoiZGF0YWJsaWNrIiwiYSI6IjM5anE0eTQifQ.XfwI7Wcu7EFKoKiTQldy5Q#6.54/37.905/-94.693
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He has tabled a motion at Westminster 
condemning the ñunacceptable risk to public 
safetyò and is to propose a Ten Minute Rule Bill 
this afternoon seeking to restrict the 
transportation of the weapons. 
He said: ñThe idea that weapons of mass 
destruction are being transported through the 
streets of Midlothian, and all across the UK is 
absolutely chilling. 
òOne weekday lunchtime last May, a convoy 
was parked at Glencorse barracks for a 
break. It was off the road, but the barracks 
are next door to Beeslack High School and 
across the road from Mauricewood Primary 
School. So you can imagine pupils playing 
in the school grounds and just over the 
fence are these weapons of mass 
destruction.ó 
The convoys ï tracked by campaign group 
Nukewatch ï travel between Berkshire, where 
the weapons are made and serviced, and 
Coulport in Argyll, where they are stored and 
loaded.  
Mr Thompson said they typically consisted of 
15 or 20 vehicles in total, including extra 
security, and they varied their route but he 
claimed the risk was still ñfar too highò. 
ñThe potential for an accident is huge,ò he 
said. ñThe Ministry of Defence says it has an 
unblemished safety record, but that does not 
take account of the many near misses. They 
have breakdowns, there are pictures of them 
having to change tyres at the roadside and the 
normal things that happen to vehicles. 
ñWhen you think of what they are carrying itôs 
unbelievable they are on the roads. 
ñIôm calling on MPs of all parties to join me in 
condemning the unacceptable risk to public 
safety. 
 ñThe impact of any safety breach simply does 
not bear thinking about. The Ministry of 
Defence must now detail exactly what safety 
precautions they take while these nuclear 

weapons travel through the UK ï and put an 
immediate stop to the convoys.ò 
Ten Minute Rule Bills offer MPs the chance to 
raise an issue of concern in the Commons 
chamber, but they often do not proceed much 
further. 
Mr Thompson has also lodged an Early Day 
Motion, condemning the risk to public safety, 
calling on the UK government to clarify what 
safety measures they have in place and urging 
a stop to the convoys. 
He said: ñIn Scotland, people have made clear 
our opposition to weapons of mass destruction 
being based on the Clyde ï and the transport 
of nuclear weapons from one end of the 
country to the other should not be based on an 
argument of convenience at the expense of 
safety.  
ñThe policy as it stands lacks transparency, is 
counterproductive against protecting us from 
terrorist attacks and shows a blatant disregard 
to the communities that they pass through. 
òOf course, the only way to fully guarantee 
public safety is to remove these immoral, 
strategically useless weapons once and for 
all.ó 

 

EDITORõS COMMENT: Everything for 10 sec of publicity? Next step will be the abolishment of 

Armed Forces at all! Too much peace is bad for citizensô health! On the other hand he could ask funds 
for creating a peripheral road surpassing his town minimizing the ñpotentialò of an accident or to be 
informed about safety rules implemented during these evil transportations.  
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Istanbul airport explosion kills cleaner  
Source: http://www.theguardian.com/world/2015/dec/23/istanbul-sabiha-gokcen-airport-explosion-kills-
cleaner 

Dec 23 ï An overnight explosion at an airport in Istanbul killed one person and damaged three 
planes hundreds of metres apart, Turkish media said, triggering a security alert as authorities sought 
to determine if a bomb was responsible.  
The blast at Sabiha Gokcen, the cityõs second airport and located on its Asian side, occurred 
shortly after 2am, local budget carrier Pegasus said, fatally wounding a cleaner on one of its 
planes.  

The airportôs owner, Malaysia Airports, referred to more than one explosion ñat the tarmac 
areaò, adding that normal flight operations had resumed by 4am.  
Police declined to comment, while the airport said investigations into the cause of the blast 
were ongoing.  
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Bomb attacks by Kurdish, leftist and Islamist militants are common in Turkey. A three-decades-old 
conflict between the state and the militant Kurdistan Workers Party has flared up in the countryôs mainly 
Kurdish south-east since the collapse of a ceasefire in July. 
No passengers were in the area at the time of the airport blast, which the Dogan news agency said 
caused damage to at least three planes as far as 300 metres from each other.  
A photo on Doganôs website showed a hole in one plane window. Video footage showed investigators 
taking photos of a terminal building wall, dozens of metres from the nearest planes.  
Police armed with rifles and protective vests imposed tight security at entrances to the airport, searching 
vehicles while a police helicopter circled overhead, the state-run Anadolu agency said.  
According to its website, Sabiha Gokcen served around 26 million passengers in the first 11 months of 
the year, less than half the number at the main Ataturk airport on the European side of the city. 
 

This Solution Could Protect Planes against Bombs 
Source: http://i-hls.com/2015/12/watch-this-solution-could-protect-planes-against-bombs/ 
 
Dec 30 ï The recent downing of Russian Metrojet plane in Egypt has once again brought to the forelight 
a major issue facing modern airliners: planes are fragile and incredibly easy to bring down. A simple, 
small bomb ï hidden inside a soft drink can in the case of Metrojet ï can destroy a whole plane, ending 
the lives of all passengers and crew.  

An international team of scientists has 
now made a significant headway into 
making flights far, far safer. They have 
figured out how to bombproof the 
luggage hold of a commercial plane, 
keeping it safe in the event of an 
explosion.  
 Fly-Bag, as their solution is called, is a 
flexible, bombproof material designed to 
line the inside of commercial airlinerôs 
luggage hold. Itôs constructed from 
multiple layers of high-
strength, heat-resistant 
materials. For example, 
Aramid, one of the 


