
CBRNE -Terrorism Newsletter                                                   FEBRUARY 2015 

 

www.cbrne -terrorism -newsletter.com  

1  

 

  



CBRNE -Terrorism Newsletter                                                   FEBRUARY 2015 

 

www.cbrne -terrorism -newsletter.com  

2  

 

Donõt turn Europe into a militarized surveillance state 
By Paul Hockenos 
Source: http://america.aljazeera.com/opinions/2015/1/after-paris-europes-long-view-on-antiterrorism.html 

 
Jan 24 ï Now that some of the shock of the 
Paris attacks has worn off, Europe has turned 
its attention to security. How could such a 
vicious terrorist act happen in the heart of 
the city in broad daylight? And how can 
violence perpetrated in the name of Islam 
by homegrown jihadists be prevented ñ in 
France, Germany 
and the rest of 
Europe? 
This is not the 

first time Europeans have addressed these 
questions. Shortly after 9/11 and again in the 
aftermath of the London and Madrid bombings 
in 2005 and 2006, new, tighter security 
measures were put in place across the 
continent. Now the European Union is 
scrambling to formulate a policy response to 
the threat posed by an estimated 2,500 
European jihadists fighting for the Islamic State 
in Iraq and the Levant (ISIL) and those who 
have returned from the front. 
It is imperative that European leaders keep a 
level head to avoid curbing civil liberties and 
exacerbating the complex and explosive 
dynamic at play. If fully enforced, existing anti-
terrorism laws are largely sufficient to address 
the threat. Moreover, it canôt be forgotten that 
security also means the safety of Europeôs 16 
million Muslims whose communities have 
already been targeted for the attacks in Paris. 
As the experience of the U.S. ñwar on 
terrorismò amply demonstrates, an emotional 
overreaction only plays into the strategies of 
jihadists and their sympathizers. The Paris 
attackers sought to throw a wrench into the 
gears of our democracies, inflame relations 
between Muslims and non-Muslims and 
attract future generations of radicals who 

would take their place in a clash between 
civilizations. Europeõs response to Paris 
must not abet them. 
 
EU-wide intel agency 
As Europeôs leaders are insisting, one point on 
the agenda is the review of their surveillance 

mechanisms, intelligence-gathering 
policies and the EUôs 

external border 
controls. A 

review of how theyôve been implemented and 
why they havenôt worked is obviously in order. 
But planning beyond the next attack also 
requires thinking broadly about security with a 
view toward domestic policies that pre-empt 
exclusion and radicalization, foster integration, 
create jobs and invigorate a dialogue among 
and within Europeôs religious communities. 
Some Northern European countries already 
have effective integration programs. For 
example, last year Denmark introduced a 
rehabilitation program that offers jobs and other 
accommodations to returning jihadist fighters 
who want to quit the movement. 
A Europe-wide intelligence service run by the 
EU would be a positive step. After all, Europeôs 
jihadists are transnational actors who operate 
across the EU and between Europe and the 
Middle East and northern Africa. EU nations 
already share some intelligence on conflicts 
and terrorist threats through IntCen, a branch 
of the EUôs foreign affairs office. But IntCen 
lacks authority. A real EU intelligence unit 
would pool independent national competencies 
under one regime that would 
enable EU states to gain a bigger 
picture, save money and 
institutionalize cooperation across 
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the union. Perhaps a Europe-wide intelligence 
agency could have picked up on Hayat 
Boumeddiene, the wife of one of the Paris 
gunmen, who fled after the attacks from Paris 
to Syria via Madrid and Turkey. 
But a European secret service is unlikely to 
materialize, as it would require changing the 
EU treaty. And realistically, the larger EU 
member states are unlikely to forfeit their 
national intelligence services willingly. 
Moreover, an ineffective foreign intelligence 
service would create a surplus level of 
bureaucracy that could even hinder efforts to 
monitor and halt jihadi traffic.   
Nevertheless, the Paris killings illustrate the 
importance of coordination and better 
information sharing among the national 
intelligence services in the EU at all times. This 
can happen bilaterally and within IntCen. 
Leaders such as German Chancellor Angela 
Merkel and Franceôs Franois Hollande, who 
have been advocating better coordination on 
fighting terrorism for years, should muster the 
will to finally make this happen. 
 
Security versus privacy 
European authorities are zeroing in on social 
media sites and platforms. In France and 
elsewhere, Internet providers are under 
increased pressure to help combat extremist 
propaganda and stop the spread of hatred and 
violence on the Web. One measure instituted in 
France after the Paris attacks authorize 
authorities to shut down without a court 
order Internet sites that preach jihad. EU 
nations must tread carefully between effective 
counterterrorism and the potential violation of 
privacy and restriction of free speech. The 
United Statesô anti-terrorism efforts offer an 
important lesson: These measures must be 
accompanied by rigorous judicial and 
parliamentary oversight. 
Europe is, for example, in the process of 
turning a United Nations resolution on the 
threat posed by terrorist acts into national law, 
which would make traveling to conflict zones to 
fight alongside extremists a criminal offense. In 
France now ñconsulting terrorist websites or 
receiving terrorist trainingò carries up to 10 
years of imprisonment and fines of up to 
150,000 euros.   
Data retention is another area where a difficult 
balance must be struck to avoid eroding liberty 
in the name of security. In April 2014 the EUôs 
highest court overturned the unionôs data 

retention law (adopted in the aftermath of the 
2006 Madrid attacks), which required telecom 
companies to keep data about their usersô 
traffic and location for up to two years. The 
European Court of Justice ruled that the law 
violated privacy. 
The ruling opens the door to challenges of 
national data-retention laws, for example in 
France, where such a law is on the books. In 
Germany and Austria the laws have already 
been struck down. Merkel though has 
underscored her support for a new EU law as 
soon as possible. While it will be narrower than 
the 2006 directive, critics say data retention on 
such a scale is inherently illegal and violates 
EU norms. 
And, of course, in France the data law did not 
stop this monthôs attacks, and itôs unlikely that 
new measures to monitor whole populations 
would be more effective. ñSome of the 
measures under consideration are so sweeping 
that they would allow the state to monitor the 
private communications of every citizen,ò Kevin 
OôSullivan, the editor of The Irish Times, wrote 
in an op-ed on Jan. 18. ñThey should instead 
focus on targeted surveillance of those whom 
they have reasonable grounds to suspect are 
planning to carry out attacks or encouraging 
others to do so.ò He noted that the intelligence 
failures that preceded the Paris shootings were 
less the result of inadequate surveillance than 
an outcome of a job poorly done by the law 
enforcement officials monitoring the known 
jihadists. 
 
Different questions 
Conventional anti-terrorism measures will 
address only the symptoms of Europeôs fraught 
relationship with its Muslim communities and 
Islam. It must also be asked why radical Islam 
exerts such a strong pull on socially excluded 
young Muslim men in Europeôs cities and how 
the cycle of exclusion, radicalization and 
violence can be broken. 
These are questions that politicians, scholars, 
religious leaders and civil society will have to 
figure out together. Part of the onus falls on 
Europeôs Muslim communities and their 
religious leaders who have been too slow in 
initiating a discourse in their flocks about 
radicalism, cultural values and 
tolerance. All of Europeôs 
democrats, including its Muslims, 
must underscore that the fault 
lines donôt run between Occident 
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and Orient or Christianity and Islam but rather 
between democrats and terrorists. 
In Germany the dialogue that began nearly a 
decade ago between the countryôs Muslim 
community and the government in the form of 
the German Islam Conference must be 
strengthened and intensified. The initiative laid 
stronger foundations for training the countryôs 
imams, promoting gender equality and helping 

nip radicalization in the bud. More work in this 
vein is required across Europe. 
Most European nations already have far-
reaching anti-terrorism laws and mechanisms. 
These need to be enforced and fully utilized. 
The Paris attacks show that we can never be 
completely safe from terrorism. Turning our 
societies into militarized, punitive surveillance 
states wonôt help. 

 
Paul Hockenos is a journalist living in Berlin. He has covered the transformations of the EU 

for over 25 years. 

 

EDITOR 'S COMMENT:  There is no doubt that questions addressed herein are very difficult to be 

answered conclusively.  Some observations though: Root s of terrorism are not mentioned in this 
analysis ï one cannot start from the tip of the iceberg without taking into account what is below sea 
level. This might answer the quote "we can never be completely safe from terrorism". Then a "European 
secret service is impossible to materialize since this would require changing the EU treaty" ï so what? 
Why can't we change that? Perhaps we can but we do not want toé Same for intel sharing: we can 
share intel but we choose not to. Why? And of course the "huge" issue of "privacy". Why cannot define 
privacy for the same reasons why cannot define terrorism. Perhaps if by law we focus on "security 
privacy" and protect "not legal affairs" people will feel better. But so far nobady have been accused 
caught with a third person while been married! Is this our main concern? Who knowsé? Also since 
when Internet equals with freedom of speech and expression. The later of course is about criticism of 
what is going wrong with the ruling system and daily problems not preaching violence or extremism. 
Finally militarization of cities is not something the military wants or desire. Almost all constitutions define 
exactly what the mission of the military is. Military involvement points out the inadequancy of police 
forces to handle complex urban operations and this equals lack of training, wrong weaponry and old 
fashion tactics against modern terrorists with superior weaponry and real combat experience. On top of 
all there is the visible class of civilizations that is most apparent in Europe. New rules o multiculturalism 
should be established and followed instead of liberal rehabilitation centers that soon will be also proved 
an expensive bad joke. If Europe wants to keep its peace then member states should re-define the 
words "European" and "Union". 

 
 

Blasphemy, jihad 

and victimhood 
By Owen Bennett-Jones (BBC News) 
Source: http://www.bbc.com/news/world-europe-
30905543 
 
The Charlie Hebdo murders marked a tipping 
point. 
By selecting a target that symbolised freedom 
of speech, the Kouachi brothers - who killed 12 
people in their 7 January attack on the satirical 
magazine in Paris - compelled many 
Europeans to take a stand.  
Media houses that had declined to publish 
images of the Prophet Muhammad have now 
done so. 
By exposing that much of the West's self-
censorship on issues such as blasphemy has 

been driven not 
only by reluctance to cause 
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offence but also by fear of physical attack, the 
brothers obliged editors and publishers to find 
their courage. 
And the massive French marches showed that 
millions - including many Muslims - wanted to 
express their support for Western values. 
But that can't hide the deepening divide in 
European societies - just listen to the number 
of times you now hear the words "we" and 
"they". 
While virtually all Muslims see violent Jihadism 
as a perversion of Islam, there is increasing 
tendency in the Western media to suggest that 
violence might be integral at least to a strand of 
Islamic thinking. 
Right-wing, media-monitoring blogs are 
celebrating the shift, praising any programmes 
and articles that hint that Islam is regressive. 
Of course, most people still accept that the vast 
majority of Muslims are just as horrified and 
upset by militant Islamist violence as anyone 
else. But Muslims are under increasing 
pressure. 
 
Extremist views  
For years, they have routinely been asked by 
journalists to condemn violence. Now 
questions are also being asked about 
mainstream Muslim opinion on doctrinal issues 
such as blasphemy. 
Many Muslims find now themselves described 
as extremists not because they support 
violence but because of their religious views.  
When a shopkeeper recently told a BBC radio 
programme that he loved the Prophet more 
than his children, many of his fellow 
countrymen found that difficult, if not 
impossible, to understand. 
The blasphemy issue highlights the depth of 
the divisions. And while blasphemy used to be 
conceived as an offence against God, today it's 
often seen as an offence against the feelings of 
religious people. 
Today in Pakistan, the country with the most 
blasphemy cases before its courts, the most 
commonly alleged blasphemous offence is 
damage to copies of the Koran.  
Those accused are sometimes hacked to death 
by enraged mobs. 
Because blasphemy is such an incendiary 
issue, it is sometimes used to settle scores.  
A disproportionate number of cases are 
brought against members of the Hindu, 
Christian and Ahmedi minorities. But many 
Sunni Muslims also get accused. 

One Karachi businessman found himself 
charged with blasphemy for putting the 
business card of an unsuccessful job applicant 
named Mohammed in the bin. 
When they were in power, the Afghan Taliban 
prohibited not only visual images of the 
Prophet but also foreign TV crews filming any 
living thing.  
The restriction they claimed was in line with 
Islamic teachings, although the Taliban hardly 
helped burnish their religious credentials by 
making exceptions for Taliban ministers who 
wanted to make important statements. 
 
Limiting free speech  
While Westerners tend to view such bans as 
obscurantist and ridiculous, it was only 30 
years ago that some local councils in the UK 
tried to ban cinemas showing Monty Python's 
religious satire Life of Brian. 
In Ireland, long dominated by the Catholic 
Church, remnants of such attitudes remain in 
the constitution, which bans "the publication or 
utterance of blasphemous, seditious, or 
indecent matter".  
In 2009 the Irish parliament passed legislation 
that spelt out the offence in more specific 
terms: "publishing or uttering matter that is 
grossly abusing or insulting in relation to 
matters held sacred by any religion thereby 
intentionally causing outrage among a 
substantial number of adherents of that 
religion". 
Supporters of the clause hoped that the 
inclusion of words such as "intentionally" and 
"substantial" would underpin freedom of 
speech by setting out possible grounds on 
which to mount defences of allegedly 
blasphemous acts.  
But to their dismay, Pakistan picked up the 
wording and proposed to the UN Human Rights 
Council that it be adopted internationally.  
The attempt failed and, fearful of becoming 
model of how to limit free speech, Ireland is 
due to hold a referendum that would remove 
the blasphemy article from the constitution with 
a view to replacing it with legislation on hate 
speech.  
The extent to which blasphemy and hate 
speech overlap is contested. Some argue that 
blasphemy should be stripped of 
its religious associations and that 
to insult anything held sacred by 
another is blasphemous. 
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Muslim sensitivities  
But this somewhat abstruse, semantic 
argument risks concealing the issues at stake - 
should religion be afforded special legislative or 
even constitutional protection?  
And how can religious extremists be stopped 
from reacting to offence with violence? 
Before the cartoonists were gunned down in 
Paris, the only Westerners fully engaged in 
these questions were hard-core freedom of 
speech advocates.  
Violent demonstrations in Afghanistan 
protesting against US soldiers desecrating 
Korans were relegated to down-bulletin stories 
that left many viewers baffled as to why 
everyone was getting so worked up. 
That has changed. Blasphemy is the lead story 
now with political chat show hosts asking: 
"What is it? How come people take the issue 
so seriously? 
And shouldn't secular West European countries 
worry about racist or misogynist speech as 
much as blasphemy?" 
Such discussions almost always develop into a 
row about power. Political Islamists and 
Western liberals often argue that Muslim 
sensitivities about public challenges to their 
faith and identity are informed by the fact that 
over time they have been colonised, invaded, 
tortured and falsely imprisoned by Westerners. 
The US and Israel, they argue, are the subject 
of so much invective and even violence 
because, for all their talk of human rights, they 
hypocritically use their own strength to oppress 
Muslims, whether in Iraq or Gaza. Furthermore, 
it is argued, Muslims are singled out for abuse. 
Thus, while the Charlie Hebdo management 
sacked a cartoonist for anti-Semitism, it did not 
hesitate to publish anti-Islamic cartoons.  
These arguments about the unequal 
distribution of power are bolstered by socio-

economic surveys within Western countries. 
Muslims are often at the bottom of rankings 
measuring people's health, employability and 
educational levels. 
Critics of political Islamism often respond to 
these arguments by saying - not very 
convincingly - that attempts to explain violent 
jihadism are akin to condoning it. 
But they also make more substantial claims - 
that while Islamists exaggerate and even 
wallow in their sense of victimisation, they don't 
get so angry about the persecution of and 
discrimination against minorities in Muslim-
majority countries. 
After all, Christians in the so-called Islamic 
State and Shias in Saudi Arabia are even more 
marginalised than Muslims in Europe.  
Islamism's opponents also ask whether the 
religion should be granted unique protections 
just because some of its adherents feel weak 
and vulnerable. Might affording Islam special 
protection from criticism and satire even be 
racist? 
After all it seems to be predicated on the view 
that the Muslim community is incapable of 
responding to criticism and satire with calm, 
rational debate. 
It all depends how you look at it. How, for 
example, do you interpret the fact that when 
the Kouachi brothers fled the Charlie Hebdo 
offices they yelled: "We have avenged the 
Prophet?" Some see that as a sign that Islam 
teaches not peace but violence. 
But others reckon the brothers were in fact 
using the blasphemy issue as a vehicle to 
express the frustration, anger and 
powerlessness that come with being the sons 
of Algerian migrants, alienated and unable to 
get a fair chance in the society they were born 
into. 

 

Bid to install 'gunfire detectors' in public buildings 
Source: http://www.telegraph.co.uk/news/uknews/terrorism-in-the-uk/11355650/Bid-to-install-gunfire-
detectors-in-public-buildings.html 
 
Train stations, shopping centres and hospitals could be fitted with new technology which 
identifies the sound of gunfire to speed up police response times in the event of a Paris-style 
attack.  
Politicians on the Greater London Authority are pressing for a £3 million pilot scheme which would see 
the gunshot detectors secretly installed in public buildings.  
They could also be introduced in museums or other crowded buildings which could be 
targeted by terrorists with automatic weapons.  
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The fire alarm-sized devices are already common in the United States, where schools have been 
installing the equipment in a bid to deter Columbine-style shooting sprees.  
Roger Evans, the Conservativeôs crime spokesman on the authority, said: ñOne of the major issues 

during a live shooting 
situation is the time is takes 
to call the police.  
 ñPeople first have to make 
life or death decisions to 
protect themselves, before 
being in a position to use 
their phone, delaying 
response times.  
ñAn alarm system detecting 
gunfire would automatically 
alert authorities to a live 
incident.  
ñIt would remove the need to 
make emergency calls in the 
first place, cutting response 
times by several minutes and 
saving lives in the process.ò  
He proposed installing the 

detectors in 50 buildings as part of an initial pilot, with the identities of the trial locations kept 
confidential.  
The equipment is estimated to cost between 
£13,000 and £65,000, depending on the building 
size and layout.  

It uses microphones and infra red 
cameras to detect a gun being fired, and 
then automatically alerts police.  
Andrew Boff, the Conservative leader on the 
authority, said:  ñThis technology could save 
a few vital seconds.ò  
Mr Evans last week wrote to the Boris Johnson, the Mayor of London; Sir Bernard Hogan-Howe, the 
Metropolitan Police Commissioner; and Theresa May, the Home Secretary, urging them to back the 
scheme.  
 

ADC: 'American Sniper' prompts threats to Arabs, Muslims  
Source: http://www.worldbulletin.net/world/153723/adc-american-sniper-prompts-threats-to-arabs-muslims 

 
Arab-American civil rights organization has 
asked "American Sniper" director Clint 
Eastwood and actor Bradley Cooper to 
denounce hateful language directed at U.S. 
Arabs and Muslims after the release of the 
Hollywood duo's film about a Navy 
marksman. 

The American-Arab Anti-Discrimination 
Committee (ADC) said in a letter to Eastwood 
and Cooper that its members had become 
targets of "violent threats" since 
early last week, days before 
"American Sniper" went into 
general release. 
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The civil rights organization notes that 
moviegoers taking to social media to express 
their desire to murder Arabs and Muslims after 
leaving the theater. 
The film is nominated 
for six Academy 
Awards, including best 
picture, and is a box 
office hit. 
The ADC said it was 
working with the 
Federal Bureau of 
Investigation and police 
to assess the threats. 
The letter said that 

Eastwood and Cooper, the film's producer and 
star, could add credibility to the ADC's 
message of tolerance. 
The film tells the story of Chris Kyle, a Navy 
SEAL who was a sniper in Iraq. Kyle had 160 
kills in Iraq, a count that is considered the 
highest in U.S. military history. Many believe 
that the film sanitizes the depiction of Kyle, who 
called Muslims "savages" in his memoir, and 
that the film glorifies war. 
ñSavage, despicable evil. Thatôs what we were 
fighting in Iraq,ò Kyle writes in his book. 
ñI only wish I had killed more,ò he writes, 
adding, ñI loved what I did é It was fun. I had 
the time of my life.ò 
Kyle goes on to confess, ñI donôt shoot people 
with Korans ï Iôd like to, but I donôt.ò 

In stark contrast, Hollywood sanitizes Kyle, 
humanizing him as a complex, likable and 
anguished hero. 
Under the threatening circumstances, the 

American-Arab Anti-Discrimination Committee 
is encouraging Arab, Muslim, South Asian and 
Sikh-American communities to be on alert and 
report any hate crimes to the authorities. More 
than 100 have been collected, all on social 
media. 
"Nice to see a movie where the Arabs are 
portrayed for who they really are - vermin scum 
intent on destroying us," said one Twitter post 
collected by the ADC. 
"It is our opinion that you could play a 
significant role in assisting us in alleviating the 
danger we are facing," the letter, dated Jan. 21, 
said. A copy was provided to Reuters on 
Saturday. 
Kyle was killed by a disgruntled U.S. veteran at 
a gun range near his Texas home in early 
2013. 
ADC President Samer Khalaf said on Saturday 
that it did not make sense to call for a boycott 
of the film because of its success at the box 
office. 
"People are going to see the movie. If we 
boycott it, it will only cause people to want to 
see it more," he said. 
Khalaf said public statements from Eastwood 
and Cooper, as well as calming tensions, 
would send a message that 
"Arabs are Americans and 
Muslims are Americans." 
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He said he has not received a response from 
Eastwood or Cooper. 

Spokesmen for Eastwood and Cooper had no 
immediate response to requests for comment. 

 

Add this to Greece's list of problems: It's an emerging hub for 

terrorists 
By Tim Lister and Ioannis Mantzikos 
Source: http://edition.cnn.com/2015/01/25/europe/greece-terrorism-hub/ 
 
Jan 26 ï The new Greek government has plenty of challenges ahead of it: A towering debt, chronic 
unemployment and relations with the rest of Europe. But it also has an urgent security problem. 
Greece has become an unwitting crossroads ï both for jihadists trying to reach Iraq and Syria from 
Europe, and for fighters returning home from the Middle East. 
Greece's long land and maritime boundaries, its proximity to Turkey, the explosion of illegal 
migration from Syria and the country's dire financial situation make it an inviting hub for jihadist 
groups, according to multiple counterterrorism sources. 
One source close to the Greek intelligence services told CNN there may be some 200 people in the 
country with links to jihadist groups such as the Islamic State in Iraq and Syria (ISIS) or the al Nusra 
Front ï the two groups that most Europeans join. 
Among recent cases with a Greek connection:  

¶ Belgian officials believe that Abdelhamid Abaaoud, a prominent Belgian jihadist within ISIS, may 
have traveled from Syria to Greece and then communicated by phone with the terrorist cell recently 
broken up by Belgian police.  

¶ Earlier this month, three young Belgians were arrested at Charleroi airport as they prepared to fly to 
Greece. The Belgian Prosecutor's Office says they have been charged with participation in a terror 
group. 

¶ On January 17, Greek police arrested a 33-year old Algerian man whose extradition was sought by 
Belgium in connection with last week's raids. The man, who has not been named, has protested his 
innocence. 

¶ Last year, two French jihadists were arrested after using Greek soil to return home. One was 
arrested after passing through Italy. One was Ibrahim Boudina, a 23-year-old French national born 
in Algiers. Greek border guards had found in his possession a USB stick with instructions for how to 
make homemade bombs. They did not detain him, but tipped off French investigators, who later 
found bomb-making equipment and devices in his apartment near Cannes. Boudina has denied 
terror charges and awaits trial.  

What's unknown is how many jihadists are traveling individually ð in either direction ð and how 
many are using support networks.  
 
'Not a target, just a gateway' 
"Greece is not a target, just a gateway into Europe and a stop on the fighters' return home," said 
the source close to Greek intelligence. 
"The large immigrant communities is Greece, and particularly in Athens, are in a position to 
provide jihadists and others associated with such groups with housing and generally help them 
remain anonymous," the source said. 
In 2011, Greek authorities detained nearly 50,000 illegal migrants from Afghanistan and Pakistan, 
according to police figures.  
One analyst who has studied jihadist travel patterns says there are indications that militants are setting 
up logistical, recruitment and financial cells in Greece, in part to facilitate the travel of a growing number 
of would-be fighters traveling from Kosovo and Albania. 
ISIS has produced several propaganda videos featuring Kosovars appealing to their countrymen to join 
them, and the Kosovo authorities believe some 200 individuals have left to wage jihad in 
Iraq and Syria.  
But it's not just the Balkans that's providing the travelers. 
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"We estimate that about 2,000 people have used Greece in the last two years or so, mainly arriving by 
boat from Italy, as a stop to an onward journey," the source close to the intelligence services told CNN. 
"Given the number of people who have left Europe for Syria and the Middle East we don't regard this 
number as very high. But there is a good chance that it is much greater than we know at this point," he 
added. 
 
Inflow to Greece soars with Syria's implosion 
Coming in the other direction, the number of migrants trying to reach Europe illegally has 
soared since Syria's implosion, especially by sea. Many head to Greece and Italy on rust-buckets 
that trawl the Turkish coast seeking out the desperate.  
John M. Nomikos, director of the Research Institute for European and American Studies in 
Athens, says many migrants have their documents taken by human traffickers and then seek 
political asylum when they get to Greece. Nomikos says a few of those who arrive in Greece 
subsequently marry Greek women and receive Greek ID cards or passports, allowing them to travel 
through much of the European Union. 
Figures from the European Union's border agency, Frontex, show that 270,000 people tried to enter 
Europe illegally in 2014 -- with huge increases in the numbers setting off across the central and eastern 
Mediterranean. Whether ISIS or other groups are already exploiting this influx to infiltrate members into 
Europe is one of the worrying unknowns to European officials.  
The Greek Interior Ministry acknowledges it has little idea of the number of people living illegally 
in Greece. Nomikos and others say the Greek authorities' ability to track asylum-seekers and would-be 
jihadists has been hard hit by six years of recession ï a time in which budgets have been cut and senior 
members of the intelligence communities have lost their jobs or retired early.  
Combined with political appointments in the security services, and a lack of terrorism 
specialists, Nomikos says this has led to a damaging "expertise deficit" at a time when threats 
are multiplying. 
It doesn't help that Greek police are preoccupied with the remnants of the far-left November 17 group 
that occasionally launches sabotage attacks and carries out assassinations.  
 
Help needed from its Western allies 
Nomikos also says there is inadequate coordination between the National Intelligence Service, the 
police and other agencies -- and that Greece badly needs help from the U.S. or European government 
to reform its security services.  
"The country urgently needs a Department of Homeland Security in order to coordinate the 
intelligence-sharing among the Greek intelligence service (NIS-EYP), anti-terrorism squad 
intelligence unit" as well as police, coastguard and military intelligence, Nomikos says.  
The Balkan states to the north of Greece have become a major source of weapons to jihadist cells 
elsewhere in Europe, and some analysts believe that militant groups in the Middle East may also be 
tapping into this illicit arms bazaar. 
In November, Albanian police arrested eight people in the town of Shijak and seized guns and 
ammunition. Prosecutors were quoted in Albanian media as saying the weapons were destined for Syria 
or Iraq.  
In the wake of the Paris attacks this month, Federica Mogherini, the European Union's foreign policy 
chief, promised better intelligence sharing across the EU and with affected Arab states to tackle 
terrorism.  
An EU summit on February 12 will address the issue, to be followed by a similar gathering in 
Washington the following week. Whatever the Syriza government's disagreements with its partners 
on economic policy, it will likely welcome a more coordinated approach on a danger it is unable to 
confront alone.  
 
Ioannis Mantzikos is a researcher and consultant on Islam in Africa and 

terrorism issues based in Athens. Elinda Labropoulou contributed to this report. 
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Mass Surveillance Will Not Stop Terrorism ð Letõs do the math 
By Ray Corrigan 
Source:http://www.slate.com/articles/health_and_science/new_scientist/2015/01/mass_surveillance_ag
ainst_terrorism_gathering_intelligence_on_all_is_statistically.html 

Some U.K. politicians are trying once again 
to pass mass surveillance laws after the 
Paris attacks. Itõs a misguided approach, 
says a computing researcher. 
In response to the terrorist attacks in Paris, the 
U.K. government is redoubling its efforts to 
engage in mass surveillance. 
Prime Minister David Cameron wants to 
reintroduce the so-called snoopersô charterð
properly, the Communications Data Billðwhich 
would compel telecom companies to keep 
records of all Internet, email, and cellphone 
activity. He also wants to ban encrypted 
communications services. 
Cameron seems to believe terrorist attacks can 
be prevented if only mass surveillance, by the 
U.K.ôs intelligence-gathering center GCHQ and 
the U.S. National Security Agency, reaches the 
degree of perfection portrayed in his favorite 
TV dramas, where computers magically 
pinpoint the bad guys. Computers donôt work 
this way in real life and neither does mass 
surveillance. 
Brothers Said and Cherif Kouachi and Amedy 
Coulibaly, who murdered 17 people, were 
known to the French security services and 
considered a serious threat. France has 
blanket electronic surveillance. It didnôt avert 
what happened. 
Police, intelligence, and security systems are 
imperfect. They process vast amounts of 
imperfect intelligence data and do not have the 
resources to monitor all known suspects 24/7. 
The French authorities lost track of these 

extremists long enough for them to carry out 
their murderous acts. You cannot fix any of this 
by treating the entire population as suspects 
and then engaging in suspicionless, blanket 
collection and processing of personal data. 
Mass data collectors can dig deeply into 
anyoneôs digital persona but donôt have the 
resources to do so with everyone. Surveillance 
of the entire population, the vast majority of 
whom are innocent, leads to the diversion of 
limited intelligence resources in pursuit of huge 
numbers of false leads. Terrorists are 
comparatively rare, so finding one is a needle-
in-a-haystack problem. You donôt make it 
easier by throwing more needleless hay on the 
stack. 
It is statistically impossible for total 
population surveillance to be an effective 
tool for catching terrorists. 
Even if your magic terrorist-catching 
machine has a false positive rate of 1 in 
1,000ñand no security technology comes 
anywhere near thisñevery time you asked 
it for suspects in the U.K. it would flag 
60,000 innocent people. 
Law enforcement and security services need to 
be able to move with the times, using modern 
digital technologies intelligently and through 
targeted data preservationðnot a mass 
surveillance regimeðto engage in court-
supervised technological 
surveillance of individuals whom 
they have reasonable cause to 
suspect. That is not; however, the 
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same as building an infrastructure of mass 
surveillance. 

Mass surveillance makes the job of the security 
services more difficult and the rest of us less 
secure. 

 
Ray Corrigan is a senior lecturer in mathematics, computing, and technology at the Open 

University, U.K. 

 

Why Does the NSA Engage in Mass Surveillance of Americans 

When Itõs Statistically Impossible for Such Spying to Detect 

Terrorists? 
By Floyd Rudmin 
Source: http://www.counterpunch.org/2006/05/24/why-does-the-nsa-engage-in-mass-surveillance-of-
americans-when-it-s-statistically-impossible-for-such-spying-to-detect-terrorists/ 

 
The Bush administration and the National 
Security Agency (NSA) have been secretly 
monitoring the email messages and phone 
calls of all Americans. They are doing this, they 
say, for our own good. To find terrorists. Many 
people have criticized NSAôs domestic spying 
as unlawful invasion of privacy, as search 
without search warrant, as abuse of power, as 
misuse of the NSAôs resources, as 
unConstitutional, as something the communists 
would do, something very unAmerican.  
In addition, however, mass surveillance of an 
entire population cannot find terrorists. It is a 
probabilistic impossibility. It cannot work. 
What is the probability that people are terrorists 
given that NSAôs mass surveillance identifies 
them as terrorists? If the probability is zero 
(p=0.00), then they certainly are not terrorists, 
and NSA was wasting resources and damaging 

the lives of innocent citizens. If the probability 
is one (p=1.00), then they definitely are 
terrorists, and NSA has saved the day. If the 
probability is fifty-fifty (p=0.50), that is the same 
as guessing the flip of a coin. The conditional 
probability that people are terrorists given that 
the NSA surveillance system says they are, 
that had better be very near to one (p_1.00) 
and very far from zero (p=0.00). 
The mathematics of conditional probability 
was figured out by the Scottish logician 
Thomas Bayes. If you Google "Bayesõ 
Theorem", you will get more than a million 
hits. Bayesõ Theorem is taught in all 
elementary statistics classes. Everyone at 
NSA certainly knows Bayesõ 
Theorem.  
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To know if mass surveillance will work, Bayesô 
theorem requires three estimations:  
1) The base-rate for terrorists, i.e. what 
proportion of the population are terrorists. 
2) The accuracy rate, i.e., the probability that 
real terrorists will be identified by NSA; 
3) The misidentification rate, i.e., the probability 
that innocent citizens will be misidentified by 
NSA as terrorists.  
No matter how sophisticated and super-duper 
are NSAôs methods for identifying terrorists, no 
matter how big and fast are NSAôs computers, 
NSAôs accuracy rate will never be 100% and 
their misidentification rate will never be 0%. 
That fact, plus the extremely low base-rate for 
terrorists, means it is logically impossible for 
mass surveillance to be an effective way to find 
terrorists. 
I will not put Bayesô computational formula 
here. It is available in all elementary statistics 
books and is on the web should any readers be 
interested. But I will compute some conditional 
probabilities that people are terrorists given 
that NSAôs system of mass surveillance 
identifies them to be terrorists. 
The US Census shows that there are about 
300 million people living in the USA.  
Suppose that there are 1,000 terrorists there 
as well, which is probably a high estimate. 
The base-rate would be 1 terrorist per 300,000 
people. In percentages, that is .00033% which 
is way less than 1%. Suppose that NSA 
surveillance has an accuracy rate of .40, which 
means that 40% of real terrorists in the USA 
will be identified by NSAôs monitoring of 
everyoneôs email and phone calls. This is 
probably a high estimate, considering that 
terrorists are doing their best to avoid 
detection. There is no evidence thus far that 
NSA has been so successful at finding 
terrorists. And suppose NSAôs misidentification 
rate is .0001, which means that .01% of 
innocent people will be misidentified as 
terrorists, at least until they are investigated, 
detained and interrogated. Note that .01% of 
the US population is 30,000 people. With these 
suppositions, then the probability that people 
are terrorists given that NSAôs system of 
surveillance identifies them as terrorists is only 
p=0.0132, which is near zero, very far from 
one. Ergo, NSAôs surveillance system is 
useless for finding terrorists. 
Suppose that NSAôs system is more accurate 
than .40, letôs say, .70, which means that 70% 
of terrorists in the USA will be found by mass 

monitoring of phone calls and email messages. 
Then, by Bayesô Theorem, the probability that a 
person is a terrorist if targeted by NSA is still 
only p=0.0228, which is near zero, far from 
one, and useless.  
Suppose that NSAôs system is really, really, 
really good, really, really good, with an 
accuracy rate of .90, and a misidentification 
rate of .00001, which means that only 3,000 
innocent people are misidentified as terrorists. 
With these suppositions, then the probability 
that people are terrorists given that NSAôs 
system of surveillance identifies them as 
terrorists is only p=0.2308, which is far from 
one and well below flipping a coin. NSAôs 
domestic monitoring of everyoneôs email and 
phone calls is useless for finding terrorists.  
NSA knows this. Bayesô Theorem is 
elementary common knowledge. So, why does 
NSA spy on Americans knowing itôs not 
possible to find terrorists that way? Mass 
surveillance of the entire population is logically 
sensible only if there is a higher base-rate. 
Higher base-rates arise from two lines of 
thought, neither of them very nice:  
1) McCarthy-type national paranoia;  
2) Political espionage.  
The whole NSA domestic spying program will 
seem to work well, will seem logical and 
possible, if you are paranoid. Instead of 
presuming there are 1,000 terrorists in the 
USA, presume there are 1 million terrorists. 
Americans have gone paranoid before, for 
example, during the McCarthyism era of the 
1950s. Imagining a million terrorists in America 
puts the base-rate at .00333, and now the 
probability that a person is a terrorist given that 
NSAôs system identifies them is p=.99, which is 
near certainty. But only if you are paranoid. If 
NSAôs surveillance requires a presumption of a 
million terrorists, and if in fact there are only 
100 or only 10, then a lot of innocent people 
are going to be misidentified and confidently 
mislabeled as terrorists.  
The ratio of real terrorists to innocent people in 
the prison camps of Guantanamo, Abu Ghraib, 
and Kandahar shows that the US is paranoid 
and is not bothered by mistaken identifications 
of innocent people. The ratio of real terrorists to 
innocent people on Bushôs no-fly lists shows 
that the Bush administration is not 
bothered by mistaken 
identifications of innocent 
Americans. 
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Also, mass surveillance of the entire population 
is logically plausible if NSAôs domestic spying 
is not looking for terrorists, but looking for 
something else, something that is not so rare 
as terrorists. For example, the May 19 Fox 
News opinion poll of 900 registered voters 
found that 30% dislike the Bush administration 
so much they want him impeached. If NSA 
were monitoring email and phone calls to 
identify pro-impeachment people, and if the 
accuracy rate were .90 and the error rate were 
.01, then the probability that people are pro-

impeachment given that NSA surveillance 
system identified them as such, would be 
p=.98, which is coming close to certainty 
(p_1.00). Mass surveillance by NSA of all 
Americansô phone calls and emails would be 
very effective for domestic political intelligence. 
But finding a few terrorists by mass 
surveillance of the phone calls and email 
messages of 300 million Americans is 
mathematically impossible, and NSA certainly 
knows that.  

 
Floyd Rudmin is Professor of Social & Community Psychology at the University of Tromsø 

in Norway.  

 

No crime to belong to Islamic State, al-Qaida or IRA 
Source: http://www.theguardian.com/politics/2015/jan/25/terrorist-organisation-membership-no-crime-
say-greens 
 
Belonging to an organisation such as Islamic State, al-Qaida or the IRA should not be a crime in 
itself because people should be punished for what they do, not what they think, Natalie Bennett, 
(photo) the Green party leader, said on Sunday (Jan 24). 
She said legislation that made it an offence merely to belong to certain organisations was outdated and 
it was important for the government to defend the principle of freedom of speech. 

The politician was speaking in an interview on the BBCôs Sunday Politics 
where she was asked to defend Green party policy ï which says 

that just belonging to a terrorist organisation, or having 
sympathy with its aims, should not be a crime. 
There are 65 international terrorist organisations and 14 
Irish ones proscribed under UK terrorist legislation. 
Belonging to those organisations, which include Islamic 
State, al-Qaida and the IRA, or even just showing support 
for them by wearing uniform or carrying flags is a criminal 

offence. 
Bennett said she thought this was wrong. ñWhat we want to 

do is make sure we are not punishing people for what they 
think or what they 

believe,ò she said. 
ñObviously actions of inciting 

violence, supporting violence, those are absolutely 
unacceptable, illegal and should be pursued to the full 
extent of the law.ò 
She added: ñWhat we are talking about is a principle that 
you shouldnôt be punished for what you think. And we 
need to balance ï we do not protect freedom by 
destroying it.ò 
In the interview, Bennett also confirmed she would 
represent the Greens in both planned leadersô debates to 
which the party has been invited. 
At one point Caroline Lucas, the Green MP, had 
suggested Bennett might take part in just one of them. 
 
 



CBRNE -Terrorism Newsletter                                                   FEBRUARY 2015 

 

www.cbrne -terrorism -newsletter.com  

15  

 

Abandoned ships threaten maritime safety  
Source: http://sunnewsonline.com/new/?p=101913 
 

The Nigerian maritime domain is facing the 
worrisome challenge of increasing number 
of shipwrecks and abandoned vessels that 
litter its navigable channels. 
The development, experts say, constitutes 
grave security and safety 
challenge as criminal 
elements now using the 
wrecks as a base to 
attack serviceable ships 
at berth. 
The shipwrecks are now 
also contributing to boat 
mishaps in recent times 
as reports of some investigated boat accidents 
indicated that poorly lit passenger boats run 
into abandoned vessels at night, which, at 
times have no signs to indicate their location or 
the danger they pose. 
The management of ENL Consortium, 
operators of terminals óCô and óDô at the Lagos 
Ports Complex (LPC) last week raised the 
alarm over the issue of abandoned vessels on 
Lagos waters, saying that criminals now use 
the wrecks as a base to access the terminal 
to vandalise carsaying that criminals now 
use goes.  
The Head, Security Safety and Environment 
Manager of the terminal, Mr. Oyinloye Raphael, 
while briefing the Port Police on the 
development insisted that series of attacks on 
cargoes at the terminal have been traced to the 

bandits who often hibernate in the abandoned 
ships before launching the attacks. 
He disclosed that the miscreants use 
smaller crafts like canoes to ferry 
themselves back to the wreck on Lagos 

waters after unleashing 
terror on the terminals. 
ñAt night, the abandoned 
vessels are illuminated by 
torchlights, which further 
authenticate the 
presence of criminals on 
board the wrecked 
vessels.ò 

He urged NIMASA as the Designated Authority 
(DA)  for the International Ships and Ports 
Facility Security (ISPS) Code to assist the 
Western Port Police authority in the area of 
equipment in ensuring that the terminals enjoy 
police protection. 
ñIt is the duty of the Nigerian Maritime 
Administration and Safety Agency (NIMASA) 
as the Designated Authority (DA) to remove all 
wrecks that serve as a threat to our economy 
and waters and if they do, it will solve some of 
our problems,ò he said. 
Daily Sunôs investigations reveal that the 
Federal Government has already awarded 
contracts for the wrecksô removal 
but the evacuation has been 
stalled by litigations by owners of 
the abandoned vessels who still 
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use them as evidence of collateral for loans 
they collected from banks. 
The Director General/Chief Executive of 
NIMASA, Dr. Ziakede Patrick Akpobolokemi, at 
a recent meeting with journalists revealed that 
the first phase of the contract for wrecksô 
removal covers Lagos and the South South 
areas of the country. 
He added that plans are afoot to rid the entire 
Nigerian waters of wrecks in line with 
governmentôs port modernisation programme. 
He, however, said removing the wrecks was 
being hampered by litigation as ship 

owners use their abandoned vessels as a 
trap to arm-twist the agency into paying 
compensation for removing such wrecks. 
òTheyõll tell you the ship you removed was 
still serviceable and as such we should pay 
N10 billion as compensation for a ship that 
was bought for about N100 million and has 
worked for over 20 years. Before you know it, 
they drag the management to court. These are 
some of the issues we face, though weôre not 
deterred. We have to fulfill the mandate given 
to us by the Federal Government,ò he said. 

 

TerrorismWomen more active in extremist Islamist groups 

than previously thought 
Source: http://www.homelandsecuritynewswire.com/dr20150127-women-more-active-in-extremist-
islamist-groups-than-previously-thought 
 
About 10 percent of ISIS recruits from 
Europe, and about 20 percent of recruits 
from France, are women. Though they tend to 
play a supportive role in the Islamic extremism 
narrative, women can be just as radical. 
ñWhatôs very striking is that sheôs not an 
exception; sheôs an example of a trend,ò one 
expert says of Hayat Boumeddiene, the 26-
year old partner of Paris gunman Amedy 
Coulibaly. ñThere tends to be an assumption 
with women that theyôre doing it under 
influence, theyôre being forced or tricked. But I 
think thereôs a more complicated story here, 
feelings of alienation.ò 
Hayat Boumeddiene, the 26-year old partner of 
Paris gunman Amedy Coulibaly, is one of many 
European women believed to have traveled to 
Syria to join extremist groups such as the 
Islamic State (ISIS) and al-Qaeda. According to 
Jayne Huckerby, an associate professor at 
Duke University law school who studies 
terrorist groups and advises governments on 
counterterrorism strategies, women account for 
roughly 10 percent of ISIS recruits from Europe 
and about 20 percent of recruits from France. 
Though they tend to play a supportive role in 
the Islamic extremism narrative, women can be 
just as radical. ñWhatôs very striking is that 
sheôs not an exception; sheôs an example of a 
trend,ò Huckerby said of Boumeddiene. ñThere 
tends to be an assumption with women that 
theyôre doing it under influence, theyôre being 

forced or tricked. But I think thereôs a more 
complicated story here, feelings of alienation.ò 
A childhood friend of Boumeddiene, speaking 
on condition of anonymity to the newspaper Le 
Parisien, described her as ñimpulsive,ò 
emotionally fragile, and prone to sending 
religious text messages and venting about her 
growing sense of alienation as a Muslim. 
The Los Angeles Times points out that as was 
the case with Cherif and Said Kouachi, the 
brothers who attacked the Charlie Hebdo office 
in Paris, Boumeddiene spent a few years as a 
ward of the state. One of seven children born in 
Paris to Algerian parents, she was sent to 
foster care at age twelve after her mother died 
and her father remarried. French newspaper Le 
Journal du Dimanche reported that 
Boumeddiene was expelled from foster homes 
for assaulting social workers, and later moved 
in with a friend in a Paris suburb. She met 
Coulibaly in 2007, shortly after he served time 
for robbery at Fleury-Merogis Prison, where he 
met Cherif Kouachi and other radical Muslims. 
For the first few years as a couple, 
Boumeddiene and Coulibaly did not show any 
extremist views. Their social media photos 
included beach photos in which Boumeddiene 
wore a bikini and posed for photos alongside 
Coulibaly. They married in 2009 in 
a religious ceremony not 
recognized by the French 
government, French police union 
spokesman Christophe Crepin 
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said. The couple later began to visit a Muslim 
extremists in central France, and in 2010 she 
posed for photos in which she wore a veil and 
aimed a crossbow at the camera. When 
counterterrorism investigators questioned 
Boumeddiene later that year, she spoke of 
ñinnocents killed by the Americans,ò but 
insisted that Coulibaly was not a radical. 
ñAmedy isnôt really very religious. He likes 
having fun,ò she told the investigators. 
French law enforcement did not have evidence 
or reason to charge or monitor Boumeddiene at 
the time so she was released from questioning. 
ñUntil we had proof to the contrary, we had to 
accept that she felt that way,ò Crepin said. 
Three years later, Coulibaly was sentenced to 
five years in prison for his part in a failed plan 
to break out from prison Smain Ait Ali 
Belkacem (planner of the 1995 Paris Metro 
bombings). He was released early in March 
2014. Boumeddiene, then a friend of Cherif 
Kouachiôs wife, traded more than 500 
cellphone calls with her in 2014. 
ñThey used the women, itôs clear,ò Crepin said 
of the attackers, adding that the women were 
likely aware of the menôs plans. ñWhen thereôs 
500 calls going back and forth, they clearly had 
an idea of what was going on,ò Crepin said. 

ñWe were dealing with people who knew they 
were being watched and knew how to avoid it. 
The women were not ignorant.ò 
Erin Marie Saltman, an expert on the role of 
women in extremism at the London-based 
Institute for Strategic Dialogue, said unlike 
some women who played a supportive role in 
Islamic extremism, ñBoumeddiene was 
obviously very active, wanting to train, wanting 
to be a part of the violent nature of the 
jihadist ideology.ò 
Samia Maktouf, a Paris lawyer who represents 
families of several female Muslim extremists in 
France, said law enforcement should have 
monitored Boumeddiene earlier on. ñThey were 
aware of the dangerousness of this girl. She 
was in the hands of the police in 2010. Why 
didnôt they stop her or put her under 
surveillance? My answer is they were not 
aware of her Muslim fundamentalism,ò 
Maktouf said. 
French authorities are now looking to pass 
laws that will make it easier to monitor 
associates of terror suspects. ñIt was too 
difficult to monitor the women before. Now, 
maybe we will be able,ò Crepin said. 
Boumeddiene is believed to have traveled to 
Turkey and crossed into Syria. 

 

Why the fight against Islamic State is not the success weõre 

told it is  
By Scott Lucas  
Source: http://www.homelandsecuritynewswire.com/dr20150127-why-the-fight-against-islamic-state-is-
not-the-success-we-re-told-it-is 
 
 Jan 27 ï Ministers from twenty-one 
countries gathered in London on January 
22 to discuss the fight against Islamic State 
(IS). They had their photo opportunity and 
issued their statements. US secretary of 
state, John Kerry, told them that almost 
6,000 jihadists had been killed, and almost 
700 square kilometers of Iraqi 
territory retaken. 
But at the end of the day, all of this had 
precious little to do with the issue of how to 
confront ISõs political, military, and 
social expansion. 
None of the officials from the twenty-one 
countries would state the obvious: without 
a determined strategy to challenge IS on the 
ground as well as from the air in Syria and 
in Iraq, the best that can be achieved is 
òcontainmentó of the jihadists. 

And none acknowledged that, without a long-
term approach to deal with deep-set political 

grievances in both countries, IS will continue to 
appeal to ð and recruit ð many more people. 
 
Credit where itõs due 
The U.S.-led aerial intervention in 
Iraq, which began in August 2014, 
has certainly checked ISôs 
advance. It bolstered Kurdish 
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forces as IS neared the Iraqi Kurdistan capital 
of Erbil; it has helped those same forces retake 
some key positions, such as the Mosul Dam, 
and recapturing some areas of north-west Iraq. 
However, the Iraqi militaryôs success in the 
east, west, and south after its near-collapse in 
summer 2014 owes more to Iranian support 
and the rise of Shia militias than to any 
American efforts. 
 At best, Washington has tacitly accepted that 
Baghdadôs security depends more on 
Tehran and the Shia groups than 
on U.S. strategy. Kerryôs boast 
about the thousands of IS bodies 
ð almost half of the estimated 
jihadist force ð was a simple 
attempt to kick dust over this 
reality. Indeed, even before the 
statement was made, U.S. 
defense secretary, Chuck 
Hagel, was trying to temper it: 
ñI was in a war [in 
Vietnam] 
where we did 
body counts 
and we lost 
that one.ò 
Nor did Kerry 
admit that his proclamation had little to do with 
the prospects of long-term stability in Iraq. 
There is still no sign of a truly stable 
government that could deal with rampant 
corruption and the Sunni minorityôs suspicions 
of a Shia-led system. And, if anything, the rise 
of the anti-IS militias Kerry credits the United 
States with helping ð themselves accused of 
perpetrating abuses against the population ð 
is likely only to add to the real challenge. 
Meanwhile, the situation in Syria is even 
more fraught. 
 
Grasp the nettle 
Kerry could brag that U.S.-led bombing has 
helped the Kurdish town of Kobanê, near 
Syriaôs border with Turkey, hold out against 
three months of IS attacks. But at the same 
time, IS has expanded its hold on territory in 
much of northern and eastern Syria, taking on 
both the Assad regime and Syrian opposition 
forces. It is still secure in its Syrian center, 
Raqqa, the largest city outside the Damascus 
regimeôs control; it has established a local 
government and economy, and from that base 
it now controls most of Syriaôs oil and 
gas fields. 

The blunt reality is that with the exception of 
Kobanê, there can be no effective campaign 
against the IS without the support of a local 
ground force. 
But the Obama administration has stopped 
short of giving that support. Aside from air 
strikes, it has done little more but drip-feed 
limited supplies to a handful of ñmoderateò 
insurgents, refusing to take essential measures 
even after the Assad regimeôs chemical 

weapons attacks of August 2013 
(Obamaôs initial ñred lineò). 
Instead of grasping the nettle, 
Washington authorised 
US$500m to fund a token 

program to train and equip 
5,000 moderate fighters to face 

IS on the ground. The training will 
not begin until late March 2015 
at the earliest, and the first 
batch of fighters will not be 
ready for the battlefield 
before the end of the year. 
Indeed, the biggest recent 
shift in the U.S. Syria policy 
has more to do with the 
Assad regime than IS: 

Kerry has now at last reneged 
on Americaôs long-held position that Assad 
must eventually give up power to a 
transitional government. 
With that retraction, the dim prospect of any 
allied ground effort ð unless the US decides to 
ally with the regimeôs forces ð has all 
but vanished. 
 
The war at home 
Meanwhile, instead of confronting the 
difficulties in Iraq and Syria without reservation, 
the Euro-American allies are fixating on the 
problem of ñjihadists over here.ò Instead of 
focusing on dealing with the political, 
economic, and social situation that has 
fostered the rise of IS and taking the measures 
that are really needed to deal with it, Western 
governments are fixated on their own 
extremists, who will supposedly return from 
fighting in the Middle East to wreak havoc in 
Europe and the United States. 
To be sure, the threat of attacks ñover hereò is 
serious and is not to be 
dismissed, as events in France 
and Belgium have shown. But 
those attacks cannot be 
separated from the turmoil in 
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areas such as (but not limited to) Iraq and Syria 
ð and by extension, the Westôs failure to help 
put a stop to it. 
 
This is not just testament to the dangers of 
Islamic extremism around the world; it also 
proves itõs far easier for the West to tell 
tales of òforeign fightersó and òjihadologyó 
than to work hard on the deeper causes and 
broader consequences of the Iraqi and 
Syrian disasters. 

There are alternatives that could really 
challenge the IS: an Iraqi Kurdistan with 
real international recognition and support, 
an Iraqi government answering to all 
communities, a Syrian opposition 
supported in a political vision that 
overcomes not only the jihadists but the 
Assad regime. 
But the London summit proved these things 
are still out of reach ñ or at least too much 
for the allies to openly contemplate. 

 

Scott Lucas is Professor of International Politics at University of Birmingham. 

 

Following Charlie Hebdo attacks, protests in Islamic countries 

against terrorists who hijack their faith 
Source: http://my.fakingnews.firstpost.com/2015/01/27/following-charlie-hebdo-attacks-protests-in-
islamic-countries-against-terrorists-who-hijack-their-faith/ 
 
Jan 27 ï For the past few days, there had 
been a series of protests in Islamic nations 
of the world ð from Pakistan to Niger. 
Protesters took out procession in major 
cities and town of these countries, with 
banners denouncing terrorism, especially 
terrorists who hijack Islam and do atrocities 
in some parts of the world. 
These protests are to be understood as a 
backlash to the Charlie Hebdo incident, which 

happened in Paris on the second week of this 
month. The attack on the satire magazine 
claimed a dozen lives and there were also 
attacks on a supermarket in the same city 

which further claimed few lives. Immediately, 
after the incident, many people in these Islamic 
nations were fuming with rage at the terrorists 
who used their religion to wage wars in foreign 
soil and bring disrepute to their religion. 
There were massive interaction in social media 
with discussions ranging from solidarity with 
French to criticising the action of terrorists. It 
was there, the idea for protests germinated. 
The protests started in Pakistan, where 

protesters held a peaceful rally 
condemning the terrorists who were 
creating bad name for their faith 
and urging terrorists to stop using 
violence. In this rally, an AFP 
cameraman was shot by camera of 
a protester. Mass area in Niger was 
too hot due to the seething anger of 
protesters against the terrorists and 
they also protested against Boko 
Haram, which was doing a huge 
massacre in parallel. Protesters in 
Palestine shouted ñDeath to 
Terrorismò and burnt flags of ISIS. 
 
A Palestinian protester accidentally 

burnt French flag instead of nearby 

ISIS flag. He later apologised 

citing the reason that he is color 

blind and so mistakenly burnt the 

French flag instead. 

 
Similar protests were held in Iran, 
Chechenya, Afghanistan and 
many other Middle East countries. 
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A protester from Chechenya, said to Faking 
News, ñWe assemble here to prove to the 
world that we are against terrorism. We 
completely denounce the terror attack that took 
place in France two weeks back. We curse 
those guys to hell and we pray for the victims 
of this tragedy. ò 
Another protester from Pakistan, said, ñWe not 
only protest against Charlie Hebdo killers. We 
also protest against ISIS, Taliban, Al Qaeda, 
Boko Haram and any other terrorist group that 

is hijacking our faith and trying to spread bad 
name for our religion. We cannot tolerate such 
attacks which defame Islam. They are not real 
Muslims. They do not represent our Islam. 
Period.ò 
Several protesters burnt ISIS, Al Qaeda and 
Taliban flags and slapped & burnt the effigies 
of Mullah Omar, Baghdhadi and Abubaker 
Shekau. They were heard chanting ñDeath to 
ISIS, Death to Talibanò and ñBaghdadhi, run 
away. You are not from our religion.ò 

 

EDITOR'S COMMENT:  (1) There were also similar demonstrations to Australia and the official 

China's reaction is also of interest; (2) Just loved the text accompanying the photo in this article! 
 

Danish Islamists refuse to deradicalize, insist Danes change 

their values  
Source: http://www.terrorismwatch.org/2015/01/danish-islamists-refuse-to-deradicalize.html 
 
An Islamist group in Denmark has hit out at 
a local policy to de-radicalize Muslim 
youths. It cites òwidespread depression, 
addictioné and alarming rates of suicideó 
as proof itõs really òsad Western cultureó 
that is in dire need of help. 
The scornful statement, which includes 
allusions to a ñsad capitalist existential 
void,ò was printed on the website for the group, 
called Hizb-ut-Tahrir. Itôs a massive 
organization with branches in 40 countries and 
a regional chapter in Copenhagen. 
There is no consensus in Hizb-ut-Tahrir 
worldwide on support or condemnation of 
terrorism, as both have taken place. The 
group is banned in Russia and some of its 
activities are proscribed in a number of 
Muslims countries. 
Its statement comes weeks after a 
Copenhagen municipality decided on a plan to 
tackle Islamic radicalism at home. 
It plans to do this over a period of four years, 
with the help of external experts working under 
the guidance of Swedenôs top expert on the 
matter. 
The Sunday statements, made by group 
spokesman and Danish convert Junes Kock, 
see this as nothing 
but ñmanipulationò and ñdeception,ò as well as 
an attempt to polarize the Muslim community 
and pigeonhole it into moderate and extreme 
categories. Kock believes that a plan of this 
sort intends to take things that are the staple of 
Islamic life ï ña beard, prayer, scarf and 

general compliance with Islamic behaviorò ï 
and label them as radical in an agenda of 
stigmatization. 
Despite the apparent belief that the West 
has invented the dangers of Islamism to 
split Muslims, Hizb ut-Tahrir has shown no 
willingness to cooperate with the more 
moderate members of the Muslim faith. On 
Sunday it rejected any Danish initiative to work 
together with other Muslims at preventing 
youths from joining up with terrorist 
movements. 
Kock goes on to say that ñIt is clearly Danish 
people who need help finding the correct 
meaning of lifeé and here we can assist.ò 
As for the plans, ñthey are doomed to 
fail,ò according to the author of the statement. 
The group is no small adversary: it has been 
active since 1953 in calls to establish a global 
Islamic Caliphate, although it claims not to 
condone violence, the way the Islamic State 
and other extremist groups do. 
However, despite its anti-violent stance, a 2002 
controversy over pamphlets containing anti-
Semitic messages could take on a new 
salience, especially now that the issue is back 
on the table and bigger than it has been in 70 
years. 
 ñThe Jews are a people of slander... a 
treacherous people... they fabricate lies and 
twist words from their right 
context,ò the text read. But it also 
went on to justify suicide 
bombings in Israel, calling the 



CBRNE -Terrorism Newsletter                                                   FEBRUARY 2015 

 

www.cbrne -terrorism -newsletter.com  

21  

 

bombers martyrs and the acts as 
a ñlegitimateò response. 
The group also recently staged a 
demonstration outside the national mosque in 
Bangladesh calling for the re-establishment of 
a unified Muslims Army. Members were seen 
celebrating the victories of the Islamic State. 

In contrast, the group has in the past 
condemned both the September 11 attacks 
and the July 2005 London bombings on the 
grounds that the killing of innocents isnôt the 
way to go about achieving oneôs aims. 

 

Back In 2000, CIA Made These Predictions For 

2015 
Source: http://www.businessinsider.com/cia-predictions-for-2015-from-
2000-2015-1 
 
Back in 2000, the CIA published a 70-page report on what the world would be like in 
2015. Here were some of those predictions, according to a December 2000 story from 

The Telegraph. 
 
"International affairs are increasingly determined by large and 
powerful organizations rather than governments."  
Verdict: Probably true, though it is sometimes hard to distinguish 
between non-state actors and state actors. Just look at the Islamic State 
or the possibly-not-North Korean hackers who took down Sony. 
 
"Between now and 2015 terrorist tactics will become increasingly 
sophisticated and designed to achieve mass casualties." 
Verdict: Definitely true. Sadly, this prediction became true within months. 
 
"Iraq and Iran [will] develop long range missiles in the near future. Iran é could be testing such 
weapons by as early as the coming year, and cruise missiles by 2004." 
Verdict: Both true and false. Iran is definitely working on an ICBM, but it won't test it till next year. 
 
"The world population will grow by more than one billion, to 7.2 billion." 
Verdict: True. 
 
"Energy resources will be sufficient to meet demand." 
Verdict: Nailed it. Companies are actually canceling plans to dig up more natural gas because oil is 
abundant right now. 
 
"China's economy will grow to overtake Europe as the world's second largest but still behind the 
United States." 
Verdict: True-ish. By some measurements, China's economy is now larger than the US economy. 
 
"Europe will not achieve fully the dreams of parity with the US as a shaper of the global 
economic system." 
Verdict: Correct. The report was way too bullish on the European economy, which is "going nowhere" 
these days. 
 
"Aids, famine, and continuing economic and political turmoil means that 
populations in many [African] countries will actually fall." 
Verdict: False. Africa's population rose from 800 million in 2000 to 1.1 billion in 2014.  
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ISIS Update ð First Half of January 2015  
Source: http://i-hls.com/2015/01/isis-update-first-half-january-2015/ 

Main developments in Syria and Lebanon 
¶ Fighting between the forces of the Syrian regime and ISIS operatives in the area of the Deir al-Zor 

airfield continues. Syrian security forces and members of the Al-Shueitat tribe, who live in East 
Syria, reportedly joined forces in fighting off ISIS and managed to kill dozens of ISIS operatives. At 
the same time, the Syrian Air Force attacked ISIS positions and caused losses (Al-Watan, January 
7, 2015). 

¶ On the other hand, it was reported that ISIS had permitted some members of the Al-Shueitat tribe, 
who cooperate with the Syrian regime, to return to their homes. This was after they promised to 
refrain from fighting against ISIS and to recognize the authority of the Islamic Caliphate. As part of 
this promise, ISIS ordered them to hand over their weapons (YouTube, January 11, 2015). 

Aleppo 
¶ Battles took place in the towns of Nabal and Al-Zahra in the province of Aleppo.  Rebel forces took 

control of them. Several Al-Nusra Front commanders were killed in the battles. 
¶ On January 10, 2015, a Twitter account affiliated with Al-Qaeda claimed that dozens of operatives 

from the Al-Nusra Front and Ahrar al-Sham in the Aleppo area had pledged allegiance to ISIS. A 
video posted on YouTube showed a local commander (Emir) codenamed Ibn Al-Khattab, who 
announced that he had left the Al-Nusra Front because the organization does not conduct its daily 
life in accordance with Islamic law. In the video, he also calls on his former friends in the Al-Nusra 
Front to join ISIS (Abu Abdullah al-Jazrawiôs Twitter account; YouTube, January 10, 2015).  ISIS 
customarily exploits the defection of local commanders from other rebel groups into its ranks for 
propaganda purposes, even when it is of no great significance. 

Damascus 
¶ According to media reports, ISIS has established its control in the Al-Hajr al-Aswad neighborhood 

(south of Damascus) and has expanded its control eastward. It was reported that ISIS appointed an 
operative known as Abu al-Huda al-Suri as the ñEmirò of the Damascus and Al-Qalamoun area (Al-
Nashra, January 9, 2015). 

Idlib (northwest Syria) 
¶ On January 10, 2015, a website affiliated with the Al-Nusra Front posted photos of its camp in the 

province of Idlib, where the organization has recently made headway. The photos show 
dozens of the organizationôs operatives and give the clear impression that they are well 
equipped and are operating in an organized manner (Sada al-Sham al-Islami, January 
2015). 
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Hama 
¶ On January 9, 2015, a website affiliated with the Islamic State reported that the Hama area was 

declared a new province of the Islamic State. According to the announcement, the names of the 
cities included in the province will be published at a later date (Al-Platform Media, January 9, 2015). 
Despite the announcement, the province of Hama is not under the control of the Islamic State, but 
the pressure on it by jihadi organizations is expected to increase after their recent achievements in 
the province of Idlib. 

Double suicide bombing attack in Tripoli, Lebanon 
¶ On the evening of January 10, 2015, a double suicide bombing attack was carried out at acafé in 

Jabal Mohsen, an Alawi neighborhood in Tripoli, northern Lebanon. As a result of the attack, nine 
people were killed and 30 injured.First, a grenade was thrown at the café, and then a suicide 
bomber went inside and blew himself up. A second suicide bomber blew himself up outside the café. 

¶ The Al-Nusra Front, which carried out attacks in Lebanon in the past, claimed responsibility for the 
attack. According to the organization, it carried out the attack because the café is affiliated with the 
Alawi Assad regime. The two suicide bombers were identified by the Al-Nusra Front as Abu Hussein 
al-Tarabulsi and Abu Abd al-Rahman al-Tarabulsi. They were apparently Lebanese jihadi operatives 
from the city of Tripoli (Daily Star, January 10, 2015). 

 
Main developments in Iraq 
The Mosul region 
¶ On January 9-10, 2015, ISIS carried out a surprise attack in the area of Gwer, near Mosul, which is 

controlled by the Kurds. During the attack, some 160 ISIS operatives crossed the Tigris River in 
boats. According to the reports, ISIS managed to take control of the region within an hour. Kurdish 
forces subsequently carried out a counterattack and regained control of the area of Gwer. According 
to Kurdish sources, 60 ISIS operatives were killed in the fighting. 

¶ On January 10, 2015, ISIS operatives attacked several villages in the area south of Mosul. It was 
reported that 30 ISIS operatives were killed in the clashes. The next day, Kurdish forces regained 
control of the villages. 

The Kirkuk region 
¶ On January 11, 2015, ISIS operatives attacked Kurdish forces southwest of Kirkuk. After severe 

clashes, the attack was repulsed. ISIS apparently intends to take over the road leading from 
(Kurdish-controlled) Kirkuk to Baghdad, possibly with a view to cutting off Kirkuk from the capital. 

 

This is Sajida Al-Rishawi, The Jordanian Prisoner ISIS Wants 

Released  
Source: http://m.huffpost.com/in/entry/6565686?ir=India 

 
Jan 29 ï In a new video released on 
Tuesday, the Islamic State group threatened 
to execute two hostages within 24 hours 
unless Jordan releases a female failed 
suicide bomber whoõs been on death row in 
the country since 2006.  
Tuesdayôs video appeared to showJapanese 
reporter Kenji Goto, who has been held by the 
Islamic State group since the fall. The images 
were accompanied by audio in which a man 
who sounded like Goto said he had 24 hours to 
live unless Jordan released Sajida al-Rishawi. 
Goto added that the life of Muath 
al-Kasaesbeh, a Jordanian pilot 
who was captured by the 
extremists after his plane crashed 


