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New Cargo Radiation Detection Technology 
Source: http://i-hls.com/2016/07/new-cargo-radiation-detection-technology/ 
 
July 23 ï Seaports customs and security professionals might sometimes miss contraband attempts, 
including radiological materials. The problem was hightened during a US congressional hearing, when 
officials emphasized the gaps in securing nuclear and radiological materials around the globe, and 
acknowledged the challenges that the U.S. faces in protecting its ports from smuggled materials. 
Passport Systems, Inc. developed the fixed cargo scanner SmartScan 3D, a radiation detection 
technology that can help domestic and foreign seaports thwart nuclear terrorists seeking to 
transport radioactive materials.  

Robert Ledoux, President, CEO, and Director of Passport Systems, Inc., said that ñat the hearing, 
subcommittee members cited the need for technology that can accurately detect nuclear threats and 

contraband without significantly slowing the shipping process.ò He added that the 
technology was already being deployed at the port in Boston, and is ready to be deployed 
to other ports in the U.S. and internationally.  
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According to PR Newswire, he cargo scanner can protect people and property from dirty bombs and 
other nuclear threats. The system automatically identifies any radioactive material, including ñactinidesò 
that may signal a weapon of mass destruction or smuggled special nuclear materials, after the cargo 
has been unloaded onto conveyances.   
The non-intrusive cargo inspections also detect explosives and contraband such as drugs, tobacco, and 
firearms. 
Passport will this fall unveil SmartScan at the Massachusetts Port Authority, Port of Bostonôs Conley 
Container Terminal.  The facility is part of a U.S. Department of Homeland Security, Domestic Nuclear 
Detection Office (DNDO) project  
As noted at the subcommittee hearing, a limited X-ray scanning process is used at most ports today. 
Dense or thick objects, which could hide nuclear threats or contraband, require that individuals open the 
containers and inspect the objects by hand; it slows the shipping process by hours and the process 
could be dangerous for inspectors.   
By contrast, SmartScan doesnõt require that containers be opened. The technology scans a 
container, provides a three-dimensional map of the cargo, and sends alerts to flag suspicious cargo. 
Within minutes, it determines if an actinide is present and whether it is a bomb. 
SmartScan works like this: Trucks leaving the port with cargo are conveyed through a 176-foot tunnel. 
The cargo is inspected using high-resolution x-rays and other passive radiation detection 
methods with proprietary technologies. Three-dimensional images based on the effective atomic 
number and density are generated as the system measures photon signals to determine anomalies, 
such as explosives or radioactive material. Additional technology determines if special nuclear materials 
are present. 
 

Acknowledging reality: A pragmatic approach to Pyongyang 
By Shen Dingli 
Source: http://thebulletin.org/north-koreas-nuclear-weapons-what-now 
 
June 01 ï With North Korea having 
conducted its fourth nuclear test in 
January, the Korean Peninsula seems more 
distant than ever from denuclearization. 
Given this reality, what's the most effective 
way to approach the nuclear problem? 
The obstacles to progress are enormous. 
Pyongyang's inclinations are strongly realist, 
and the country's leadership sees nuclear 
deterrence as the ultimate guarantee of 
security. It will likely continue to see things that 
way for some time. The North perceives 
Washington's attitude as essentially realist as 
wellðso Pyongyang is likely betting that US 
policy toward North Korea will eventually 
change direction. This is especially true 
considering that Washington experiences 
regime change every four or eight years. 
The North may in fact believe that Washington, 
once it accepts the nuclear reality on the 
Korean Peninsula, will ease sanctions. This 
calculus may make sense. The United States 
never approved of Israel's possession of 
nuclear weapons, but it has had to live with the 
hard reality of a nuclear Israelðand protect Tel 
Aviv from the establishment of a Middle East 
nuclear-weapon free zone. Nor does 

Washington approve of a nuclear India, and 
indeed it imposed sanctions on New Delhi 
following India's 1998 nuclear test. But those 
sanctions were lifted within days of the 9/11 
terror attacks. In 2008 the United States even 
waived its ban on civilian nuclear cooperation 
with Indiaða ban it had imposed through the 
Nuclear Suppliers Group, which it helped 
create in 1975 precisely to punish India for its 
"peaceful" nuclear test in 1974. As for 
Pakistan, the United States designated that 
country a major non-NATO ally in 2004 in order 
to gain Islamabad's cooperation in the fight 
against terrorismðdespite Pakistan's 
development of nuclear weapons. Meanwhile, 
President Obama is pursuing normalized 
relations with Cuba after decades of hostility 
between Washington and Havana. All this may 
encourage Pyongyang to believe that 
Washington will not wait additional decades to 
normalize relations with North Korea. 
Meanwhile, China and North Korea have been 
allies for decades. But China has been 
cooperating more closely with the 
United States on sanctions 
against North Korea, so 
Pyongyang likely feels betrayed 
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by Beijing. Then again, considering the rising 
distrust that characterizes Washington and 
Beijing's relationship, the North may be betting 
that China will hedge against any future 
possibility of US reconciliation with the North. 
North Korea has certainly noted China's 
insistence that sanctions against Pyongyang 
must not generate instability on the Peninsula, 
risk war, or create humanitarian problems. 
China is simply unwilling, whether Pyongyang 
has nuclear weapons or not, to see North 
Korea collapse. This stance would seem to 
ensure North Korea's survival. In fact, Beijing 
may be more concerned about Washington's 
"rebalancing" in Asia than it is about 
Pyongyang's nuclear program. Beijing and 
Washington may cooperate on North Korea to 
some degree, but they don't trust each other, 
and both sides will hedge their bets. This could 
well play into North Korea's hands, and 
compromise the effectiveness of US-China 
collaboration. 
Consequently, the Korean Peninsula won't 
likely be free of nuclear weapons any time 
soon. So any successful approach to the 
Korean nuclear issue must be incremental, 
pragmatic, and cooperative in nature; and must 
provide assurances to all sides. North Korea 
will only be enticed by denuclearization 
proposals that espouse a win-win philosophy. 
What might be workable, on an interim basis, is 
to demand of North Korea a "three noes" 
policy: no further development of nuclear 
weapons (including nuclear tests); no transfers 
of nuclear weapons outside North Korean 
territory; and no using (or threatening to use) 
nuclear weapons. Essentially, Pyongyang 
would be asked to accept a "nuclear freeze" 
regimeðwhich would include a unilateral arms 
control ceiling and an appropriate verification 
system. In return, North Korea would receive a 
package of benefits including a multilateral 
security assurance arrangement; initiation of a 
diplomatic process toward normalization of 
North Korea's relations with the United States 
and other nations; and removal of economic, 

trade, and investment sanctionsðif Pyongyang 
adheres to the "three noes." 
Clearly, such a process wouldn't achieve 
denuclearization at once. But North Korea is 
adamant about not relinquishing its nuclear 
capabilities, so any path toward disarmament 
must be phased. Establishing denuclearization 
as a short-term objective would only invite total 
failure. It's better just to get the ball rolling with 
diplomacy. 
Essentially, the goal of the "three noes" would 
be to establish a productive atmosphere of 
cooperative nuclear restraint. In some ways, 
this formula resembles the approach 
underlying the Iran nuclear deal. In 
negotiations toward that deal, the international 
community could not prevail on Iran to accept 
complete, verifiable, and irreversible 
dismantlement of its nuclear programs. But Iran 
did commit itself to eliminating the lion's share 
of its uranium enrichment capacityðthough it 
nonetheless retains certain nuclear fuel cycle 
competencies. The point is that both sides 
compromised: Iran obtained sanctions relief by 
curtailing its dubious nuclear operations, while 
the international community greatly reduced 
the risk that Iran will become a nuclear weapon 
state, even if complete dismantlement wasn't 
achievable. 
If this model were followed on the Korean 
Peninsulaðif nuclear tensions were contained 
through cooperative, incremental measures 
aimed at nuclear threat reductionðthe 
international community (North Korea included) 
could reinvigorate a diplomatic process toward 
a nuclear-free Korean Peninsula. Once the 
initial stages of the approach succeeded, 
Pyongyang's leadership might transform its 
outlook toward the importance of nuclear arms 
in national security. Eventually the North might 
be ready to take concrete steps toward 
eliminating its entire nuclear arsenal. 
Denuclearizing the Korean Peninsula is a 
distant prospect. Such a prospect draws no 
closer as long as the world rejects 
pragmatic engagement with the North. 

 
Shen Dingli is a professor and associate dean at Fudan University's Institute of International 

Studies in Shanghai, China. He has taught international security and China-US relations in 

both China and the United States. His research interests include nonproliferation, regional 

security, and the foreign and defense policies of China and the United States. He 

is vice president of the Chinese Association for South Asian Studies and of the 

Shanghai Association of International Studies. He received his doctorate in 

physics from Fudan University in 1989 and did postdoctoral work in arms control 
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at Princeton University from 1989 to 1991. He was an Eisenhower Fellow in 1997 and 

belongs to the Global Council of the Asia Society. 

 

How will the United States upgrade its nuclear weapons 

arsenal?  
Source: https://us-mg6.mail.yahoo.com/neo/launch 
 
July 31 ï Advancing the United Statesõs 
commitment to modernizing its aging 
nuclear fleet, the Air Force put out the call 
Friday for industry proposals to redesign its 
air-launched nuclear cruise missile and 

land-based intercontinental ballistic missile 
(ICBM) system. 
The two projects fall within the governmentôs 
efforts to upgrade the countryôs nuclear 
arsenal, at an estimated cost of $1 trillion over 
three decades and reignite a longstanding 
debate about whether the United States needs 
to maintain each of the three legs in the triad of 
its nuclear deterrence strategy, with warheads 
poised to launch from land, sea, and air, even 
with a much smaller total arsenal. 
The need to update the US nuclear arsenal is 
broadly acknowledged, but while some experts 
advocate preserving the triad, others argue for 
focusing on the most effective weapons. 
The Air Force said in a statement it will award 
two contracts for a new ICBM system by the 
end of 2017, to replace the Minuteman III 
missile, whose launch systems and physical 
infrastructure have been updated over the 
years but date back to the mid-1960s. Military 
contractors Boeing, Northrop Grumman, and 
Lockheed Martin will also compete to design 
the new air-launched missile to replace a 
weapon from the 1980s that has a 10 year 
design life. 
In part, "This request for proposals is the next 
step to ensuring the nation's ICBM leg of the 

nuclear triad remains safe, secure and 
effective," said Major General Scott Jansson, 
who leads the Air Force program office for 
strategic systems. The request will also help 
build up the air-launched leg of the triad. 

Some critics say that the US no 
longer needs ICBMs. ñWe have 
ample deterrence from the 
submarine force, and certainly if 
you add the bomber force to that, 
thatôs an overwhelming deterrence 
force. So I cannot understand the 
argument that we also need ICBMs 
for deterrence. We might need 
ICBMs for other reasons, for 
geopolitical reasons, but not for 
deterrence. Any sane nation would 
be deterred by the incredible 
striking power of our submarine 

force,ò Former Defense Secretary William 
Perry (and author of the book My Journey at 
the Nuclear Brink) said during an interview with 
the Arms Control Association. 
Similarly, Nikolai Sokov, senior fellow at Center 
for Nonproliferation Studies in Monterey, claims 
that it would make sense to seriously consider 
moving from the nuclear triad to a two-
component dyad, asking, ñDoes it really make 
sense to spend all the money on a new land-
based missile, when the addition to the overall 
force is limited?ò 
US standards and planning around nuclear 
weapons have not been sufficiently updated 
since the Cold War, Dr. Sokov argues. 
ñThe smaller the force, the more thought you 
need to give to the composition of the force. I 
would say that the Cold War standards of how 
you plan the force no longer apply. During the 
Cold War, we had thousands upon thousands 
of nuclear weapons. Iôm just not really sure that 
anyone seriously considers the technical and 
financial impact of a much smaller force.ò 
The US stockpile of nuclear 
weapons has declined from 
19,008 warheads at the collapse 
of the Soviet Union in 1991 to 
4,571 in 2015, according to the 
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Defense Department. Today, the strategic 
arsenal hovers around 1,500 deployed 
warheads. Russiaôs President Vladimir Putin 
has refused President Obamaôs overtures for a 
bilateral agreement to drop that number even 
further to 1,000. 
Despite these calls to cut some of the 
weapons, other expert think that it makes 
sense to maintain all legs of the nuclear triad. 
ñIf we go ahead and make the investments, you 
basically decrease the chance of a nuclear and 
even a conventional war,ò says Richard Weitz, 
Director & Senior Fellow at the Center for 
Political-Military Analysis of the Hudson 
Institute. 
The idea behind updating each of the three 
legs, which have served the US since the 
1950s, is to account for the strengths and 
weaknesses of each. 
ñThey have different pluses and minuses. They 
complicate the ability of any opponent to 
basically neutralize the nuclear arsenal,ò says 
Dr. Weitz. ñGenerally itôs been thought that itôs 
worth having all three legs and thatôs my belief 
as well.ò 
The land-based nuclear missiles can be 
launched quickly, carry a lot of warheads, and 
are extremely accurate, but they can be 
targeted by US adversaries because theyôre 
stored in silos whose location is known. The 

advantage of submarines is that theyôre mobile, 
so no one knows where they are, but problems 
arise if they were to be detected or lose contact 
with their land-based commander. The 
effectiveness of the strategic bombers has 
declined over the years, as air defense 
systems have become more sophisticated. 
There is a logic to retaining as many different 
kinds of nuclear weapons as the US can afford. 
ñThe Russians and the Chinese and even the 
Iranians ï a lot of countries are building much 
better defenses against air missile attacks. 
Youôd want to keep the bombers as far away 
from the anti-air defense as possible, and youôd 
want to make sure the missiles you launch are 
able to evade them as well. So basically that is 
the problem. The air defenses have made a lot 
of progress throughout the world, so itôs a lot 
harder for a bomber to approach and attack a 
target,ò Dr. Weitz says. 
Despite the debate among experts, the Air 
Force is moving ahead with its plans to 
modernize its land-based and air-based 
nuclear deterrent. ñThe main concern is long-
term and these systems will last for decades. 
We wanted to have Russia as a partner at the 
end of the Cold War and that hasnôt happened 
and itôs unlikely to happen anytime soon, so we 
need to have the nuclear deterrent,ò Dr. Weitz 
says. 

 

In memory 

71st anniversary of Hiroshima Nuclear Holocaust (Aug 6, 1945) 
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Radiological and Nuclear Threats to Critical Infrastructure  
Source: https://erncip-project.jrc.ec.europa.eu/networks/tgs/nuclear  

The Thematic Group focusses on the following three current areas: 
¶ List-mode data acquisition based on digital electronics. Time-stamped list-mode data format 

produces significant added value compared to more conventional spectrum format. It improves 
source localisation, allows signal-to-noise optimisation, noise filtering, with some new gamma and 
neutron detectors requiring list-mode to function. List-
mode approach also allows precise time synchronisation 
of multiple detectors enabling, for example, 
simultaneous singles and coincidence spectrometry 
such as singles gamma and UV-gated gamma 
spectrometry.  

¶ Remote-controlled radiation measurements and 
sampling using unmanned vehicles. There are several measurement and sampling scenarios that 
are too risky for humans to carry out. Applications envisaged are: reactor and other accidents, dirty 
bombs before and after explosion, search of sources out of regulatory control etc  

¶ Expert support of field teams, i.e. data moves instead of people and samples. Fast and high quality 
response can be achieved with less people. Optimal formats and protocols for reach-back.  

 
Main achievements 
In response to the report delivered by CEN/TC 391 "Societal and Citizen Security" to the Commission in 
the frame of mandate M/487 "security standards", DG HOME entrusted JRC-ERNCIP with the objective 
to develop a report/draft standard that includes the basic elements concerning the list-mode data format 
based on digital nuclear electronics, for consideration by the appropriate standardisation community.  
In 2014, the ERNCIP RN Thematic Group published two reports discussing the current state-of-the-art 
and critical parameters of digital data acquisition hardware, and proposing the first elements of a 
standard (EUR 26715; EUR 26976). In 2015, a survey was conducted to assess the needs of end-
users, to be taken into account in the development of a preliminary draft standard. The ERNCIP RN 
Thematic Group triggered the establishment of a consortium of Member States laboratories who receive 
H2020 funding through Euramet for the development of an accepted committee draft. The consortium 
partners are NPL (UK), STUK (Finland), ENEA (Italy) and CEA (France). JRC takes part as an 
unfunded partner.  
On 15 October 2015, and in agreement with the consortium, JRC submitted to IEC/TC 45 a New Work 
Item Proposal, accompanied by a preliminary draft, for the development of the new standard. The 
proposal was accepted by the IEC/TC 45 National Committees.  
The envisaged publication date of the standard IEC 63047 is March 2019. 
 

In dirty bomb prevention, Texas fails a crucial test 
By Patrick Malone 
Source: http://www.homelandsecuritynewswire.com/dr20160805-in-dirty-bomb-prevention-texas-fails-a-
crucial-test 
 
Aug 05 ï The clandestine groupõs goal was clear: Obtain the building blocks of a 
radioactive òdirty bombó ñ capable of poisoning a major city for a year or more ñ 
by openly purchasing the raw ingredients from authorized sellers inside the 
United States. 

https://erncip-project.jrc.ec.europa.eu/networks/tgs/nuclear
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It should have been hard. The purchase of 
lethal radioactive materials ð even modestly 

dangerous ones ð requires a license 
from the Nuclear Regulatory 
Commission, a measure meant to 
keep them away from terrorists. 

Applicants must 
demonstrate they have a 
legitimate need and 
understand the NRCôs 
safety standards, and 
pass an on-site 

inspection of their 
equipment and storage. 

 But this secret group of fewer 
than ten people ñ formed in 

April 2014 in North Dakota, Texas, and 
Michigan ñ discovered that getting a 
license and then ordering enough materials 
to make a dirty bomb was strikingly simple 
in one of their three tries. Sellers were 
preparing shipments that together were enough 
to poison a city center when the operation was 
shut down. 
The teamõs members could have been 
anyone ð a terrorist outfit, emissaries of a 
rival government, domestic extremists. In fact, 
they were undercover bureaucrats with the 
investigative arm of Congress. And they had 
pulled off the same stunt nine years before. 
Their fresh success has set off new alarms 
among  some lawmakers and officials in 
Washington about risks that terrorists inside 
the United States could undertake a dirty 
bomb attack. 

Hereõs how they did it: 
In Dallas, they 
incorporated a shell 
company they never 

intended to run and rented office space in a 
nondescript industrial park, merely to create an 
address for the license application. In a spot on 
the form where they were supposed to identify 
their safety officer, they made up a name and 
attached a fake r®sum®. They claimed to 
need the material to power an industrial 
gauge used in oil and gas exploration. 
Last year, their application was sent not to 
Washington but to Texas regulators, who had 
been deputized by the NRC to grant licenses 
without federal review. When the stateõs 
inspector visited the fake office, he saw it 
was empty and had no security 
precautions. But members of the group 
assured him that once they had a license, they 

would be able to make the security and 
safety improvements. 
So the inspector, who always carried 
licenses with him, handed them one on 
the spot. 
The two-page Texas document authorized the 
company to buy the sealed radioactive material 
in an amount smaller than needed for any 
nefarious purpose. But no copies were required 
to be kept in a readily-accessible, government 
database. So after using the license to place 
one order, the team simply made a digital 
copy and changed the permitted quantities, 
enabling it to place a new order with 
another seller for twice the original amount. 
ñI wouldnôt call what we did very sophisticated,ò 
Ned Woodward, the mastermind of the 
Government Accountability Officeôs plot, said in 
a phone interview with the Center for Public 
Integrity. ñThere was nothing we had done to 
improve that site to make it appear as if it were 
an ongoing business.ò 
In 2007, Woodwardôs colleagues in the GAO 
similarly set up fake businesses, got licenses to 
purchase low-level radioactive material and 
altered them to buy larger quantities. The NRC 
promised ñimmediate action to address the 
weaknesses we identified,ò according to the 
GAOôs report on that incident.The auditorsô aim 
this time around was to see whether the 
government had cleaned up its act and taken 
steps to close some simple gateways to 
obtaining the ingredients for a dirty bomb. 
It turns out, the government had not. 
While the purchases that Woodwardõs team 
set in motion were never completed, if they 
had been, his group would have had 
enough radioactive material to create the 
type of dangerous dirty bomb that terrorists 
may seek, according to David Trimble, 
director of Natural Resources and Environment 
at the GAO and Woodwardôs boss. It would 
have been within the groupôs reach to 
spread cancer-causing americium and 
beryllium dust over many blocks, threatening 
the health of anyone who breathed it. 
The quantity each seller could have sent was 
dangerous, and together the quantity was 
ñsignificantly dangerous,ò Trimble said, 
speaking on a GAO podcast. He said he is 
confident his investigators could 
have altered the license again and 
again, allowing them to amass an 
even larger quantity. ñItôs a back 
door,ò he said in an interview. ñWe 

http://gao.gov/multimedia/podcasts/678369
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walked through it and we showed the door was 
still open. We could have kept doing it. If you 
can forge [a license] once, thereôs no reason 
you canôt forge it again and again.ò 
Texas nuclear regulatory officials have 
responded by quietly firing two managers 
and organizing new training efforts. NRC 
Commissioner Jeff Baran, a lawyer and former 
House staff member, wrote a swift letter to the 
two other current NRC  commissioners (two 
positions are vacant) stating that even if Texas 
changed its procedures, ñGAOôs covert testing 
identified a regulatory gap.ò He urged his 
colleagues to consider creating a system for 
tracking licenses and sales of low-level 
radioactive materials ð an idea that its 
members rejected seven years ago under 
heavy state and industry pressure. 
The GAOôs 15 July report on the episode, 
which described the bare bones of its scam 

without naming any of 
the states involved or 
identifying the precise 
materials that were 
improperly ordered, 
similarly said that the 
NRC and state 
regulators arenôt doing 
enough to keep such 
materials out of 
terroristsô hands. It 
criticized the state 
regulator for granting 
the licenses, but also 
said the commission 
needs to act to block 
license alterations and 
track sales and 

shipments of lower-level radiological materials, 
using measures like those already in place for 
the sale of more hazardous fissile materials. 
 
Billions of dollars in potential economic 
harm 
Unlike a nuclear detonation, which could 
destroy a large city, the explosion of a dirty 
bomb would provoke more chaos than 
immediate fatalities, according to a 2007 
study commissioned by the Department of 
Homeland Security. 
ñA terrorist attack using a dirty bomb in the 
United States is possible, perhaps even 
moderately likely, but would not kill many 
people,ò two professors at the University of 
Southern California wrote in the study, which 

was conducted with advice from government 
scientific and counterintelligence experts. 
ñInstead, such an attack primarily would result 
in economic and psychological consequences.ò 
The explosion could be lethal to someone 
nearby or to the first emergency personnel 
to arrive. But cleaning up the contaminated 
area would cost billions of dollars and take 
about a year in the scenario examined by 
the studyõs authors ñ a dirty bomb 
targeting the ports of Los Angeles and Long 
Beach, which together constitute the third-
busiest in the world. At its worst, the 
resulting economic harm could exceed 
$250 billion. 
One key to keeping the ingredients out of 
terroristsô hands, the authors concluded, is 
ñbeing more proactive in controlling and 
protecting the original sources of radioactive 
material.ò But they also warned that ñan attack 
that involves relatively low-level radioactive 
material from a U.S. facilityò ð the precise 
scenario tested by the GAO ð is more likely to 
be successful than an attack using imported 
material, because the chances of detection are 
so much less. 
òWhy bother smuggling it if you can just 
order it with a fake license,ó Trimble said. 
Radioactive materials considered useful in a 
dirty bomb are widely present in U.S. and 
international commerce, used legitimately for 
medical and industrial purposes in more 
than 70,000 high-risk devices located at 
13,000 buildings, according to a 
2013 Energy Department estimate. These 
include machinery that irradiates food or blood 
products or is used to diagnose illness. In the 
United States alone, about 21,000 licenses 
for the purchase of these materials are 
active ñ and in some states they are 
reviewed by regulators only once a decade. 
The Obama administration highlighted the 
dangers associated with loose radioactive 
materials at international summits in 2010, 
2012, 2014 and this March. On March 31, 
President Obamaôs deputy national security 
adviser Ben Rhodes warned reporters at a 
media briefing that while terrorists would have 
a hard time building or stealing a working 
nuclear weapon and delivering it, making a 
ñmore rudimentary dirty bombò 
would be less challenging. 
Coordinated suicide bombings in 
Brussels nine days earlier had 
stoked special anxiety about dirty 

http://gao.gov/products/GAO-16-330
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bombs, because two perpetrators had secretly 
surveilled a senior researcher in a Belgian 
radioactive isotope program as he came and 
went from his home. The resulting videos, 
which police seized, prompted worries that the 
terrorists wanted to kidnap the man to force a 
handover of radioactive materials. The Belgian 
video suggested that ñterrorist organizations 
like al-Qaeda and ISIL have an interest in 
getting their hands on these types of 
materials,ò Rhodes said at the summit media 
briefing, using an acronym for the Islamic 
State. ñThey want to do as much damage as 
possible. That was al-Qaedaôs position for 
many years; we have no reason to doubt that 
that is ISILôs position as well.ò 
The Obama administrationôs ambition in 
convening the summits, Rhodes said, was to 
ñbring the standard up around the world so that 
it is at the level that we see certainly here in the 
United States.ò 
That level, it turns out, isnôt so high. 
 
Tighter regulation rejected in 2009 
In a written statement about the report, Rep. 
Bennie Thompson, D-Miss., the ranking 
Democrat on the House Committee on 
Homeland Security, who asked for the GAOôs 
investigation, said, ñradiological and nuclear 
terrorism remains a threat to our nationôs 
security,ò and the GAOôs scam showed how 
easy it is to exploit gaps in the NRCôs oversight 
that should have been fixed years ago. 
ñThe NRC should re-evaluate its licensing 
requirements to ensure those who want to do 
us harm cannot obtain a license to 
purchase radioactive materials as easily as 
covert testers did,ò Thompson said. 
Similar demands were made, but refused, after 
the GAOôs sting operation in 2007 exposed the 
same weaknesses. Then, NRC staff proposed 
requiring that all licensing and sales involving 
ñCategory 3 radioactive materialsò ð those in 
types or quantities considered less dangerous 
than others ð be tracked in a single national 
database, as  they already were for higher-risk 
Category 1 and 2 materials. Otherwise, it said, 
these Category 3 materials might be 
accumulated surreptitiously ð through the 
process the GAO used ð ñfor potential 
malevolent use.ò 
Companies that sell radiological materials 
complained in response that they couldnôt even 
begin to guess how burdensome an expanded 
tracking system might be for them. Regulators 

in 24 of the states that had been deputized by 
the NRC to issue licenses also registered their 
opposition to the expanded tracking, partly 
because the system for tracking more 
dangerous quantities was then not 
working well. 
Only Minnesota supported the proposal, 
calling it one of several òessential stepsó 
that were òlong overdue.ó Then-NRC 
member Peter Lyons, a former official at the 
Los Alamos weapons laboratory, similarly 
argued at the time that expanded tracking ñwill 
further reduce the potential for aggregating 
sourcesò to a dangerous level. But NRC 
Commissioner Kristine Svinicki, a nuclear 
engineer who had worked on the civilian side of 
the Energy Department, said she thought the 
on-site inspections would be enough to stop 
thefts or diversions. 
In June 2009, the radioactive material sellers 
and state regulators got their way. The NRC 
rejected on the plan with a 2-to-2 tie vote. 
That left in place regulations for keeping low-
level radioactive materials out of terroristsô 
hands that were written in 1978. While the 
NRC is technically responsible for overseeing 
these rules, in practice it has granted only 13 
percent of the active purchase licenses, relying 
instead on inspectors in 37 states to oversee 
the rest. They are supposed to get NRC 
training, and to follow the NRCôs 14-point 
checklist rules for inspections. This is what the 
GAO sought to verify: ñWe designed our test to 
failò through egregious behavior during on-site 
visits, the report said. 
The NRC had previously judged North 
Dakotaôs on-site inspections deficient. With 
high staff turnover fueled by higher-paying jobs 
in the stateôs booming oil and gas industry, the 
NRC decided in 2011 to put its radiation 
protection office into a remedial ñheightened 
oversightò program. But the GAOôs experiment 
failed there, showing the state had turned 
around. The applicantsô facility was unsuited for 
the kind of work they said they intended to do. 
They ñcouldnôt even get a well-logging truck 
through the door of this building theyôd rented,ò 
said Dale Patrick, manager of the radiation 
program at the North Dakota Department of 
Health, in a telephone interview. 
Similar concerns arose during a 
second GAO licensing effort in 
Michigan, where NRC regional 
inspectors from Illinois also 
blocked the GAOôs scam. 
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But Texas failed the GAOôs test last year 
because its inspector didnôt follow agreed 
procedures ñto make sure this unknown entity 
was a legitimate company and did not question 
that the applicant was not a registered 
business with the Texas secretary of state,ò 
according to Christine Mann, a spokeswoman 
for the Texas Department of State 
Health Services. 
Texasõs on-site inspectors routinely carried 
licenses with them and commonly handed 
them to applicants on the spot without 
consulting anyone else about what theyõd 
observed. The practice meant that a single 
person, operating in the field and without 
independent scrutiny, functioned as the sole 
obstruction to improper sales. 
ñYes, that did happen, but we no longer allow 
that to occur,ò Mann said. 
The GAOôs sting spurred change in Texas. The 
state fired two managers and sent letters of 
reprimand to two members of its licensing staff, 
according to Mann. The radiation control 
department retrained its personnel, and altered 
its procedures to require supervisory reviews of 
all licenses. A new NRC review in February, 
however, noted that the division still had 
ñbudgetary shortfallsò because the state was 

using its regulatory fees to raise revenues that 
it then spent for other purposes. It had 42 
personnel to oversee more than 1,570 
licensees and shippers and thousands of 
transactions each year. 
After being briefed by the GAO on what had 
happened, the NRC immediately revoked the 
license Texas had granted the GAOôs 
shell company and told the vendors to cancel 
the orders. The NRC also asked all its state-
level partners and regional NRC offices to 
review their licensing practices and updated its 
training courses to emphasize the need for 
heightened scrutiny. But unnamed NRC 
officials told the GAO that òNRC had no 
current plans to take actionó to enact 
stricter regulations, because the issue had 
been considered and rejected in 2009. 
After the reportôs release, however, Duncan 
White, a senior health physicist at the NRC, 
wrote in an official blog post that NRC staff will 
restudy the issue and discuss it further with the 
commission later this year. 
ñWeôre encouraged that NRC appears to be 
looking closely at this issue and considering 
the merits of the recommendation that we 
made,ò Trimble said, ñwhich we believe is 
on point.ò 

 
Patrick Malone is a reporter for the Center for Public Integrity, a nonprofit, nonpartisan 

investigative media organization in Washington, D.C.  

 

EDITORõS COMMENT: I am struggling to find something nasty to write herin but nobody on Earth 

can comment on stupidity and universe (other than Einstein). But when peopleò are unable or unwilling 
to learn then it is the duty of state to ñdecapitateò the sick chain of command ï ALL of them; not just two 
employees! In that repect, the newcomers will think twice (at least) when going into their office in the 
morning! If not, soon new employees will be ñabsorbedò by their dysfunctional environment and 
dublicate mistakes of the past. Eagerly waiting for the next GAO report with the new ñred teamò 
adventures! (or perhaps a Hollywood movie based on this scenario) 

 

UVA Researchers Identify Potential Countermeasures for 

Radiation Exposure  
Source: http://globalbiodefense.com/2016/06/02/uva-researchers-identify-potential-countermeasures-
radiation-exposure/ 
 
June 02 ï University of Virginia School of 
Medicine researchers have identified 
promising drugs that could lead to the first 
antidote for radiation exposure that might 
result from a dirty bomb terror attack or a 
nuclear accident such as Fukushima. 
Currently there is no treatment for people 
exposed to lethal doses of radiation; doctors 

can only try to ease their suffering until death. 
ñIf youôre exposed to a very, very high dose, itôs 
rapid deterioration and immediate death,ò 
explained John S. Lazo, PhD, of UVAôs 
Department of Pharmacology. ñItôs 
the lower doses that people ï 
particularly governments ï are 
concerned about. The type of 
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exposure that might result from a dirty bomb or 
a nuclear accident. How do we alleviate the 
effects? Whatôs the antidote? Right now, we 
just donôt have anything.ò 
Lazo and his colleague Elizabeth R. Sharlow, 
PhD, screened a library of more than 3,400 
existing drugs, vitamins and other compounds 
to identify ones that might help cells withstand 
the effects of radiation exposure. The goal was 
to keep stem cells ï the cells that produce the 
various cell types in the body ï alive long 
enough to repair the damage caused by 
radiation. 
Some of the compounds, including the drug 
rapamycin, have previously been shown to 
extend life in organisms such as worms and 
flies, though itôs unknown if they would have 
the same benefit in humans. UVAôs research 
suggests that these compounds, or similar 
drugs, might counter the deadly effects of 
ionizing radiation. 
ñWe wanted to find already approved drugs 
that would potentially keep stem cells, or 
progenitor cells, alive after radiation exposure,ò 

Sharlow said. ñThatôs very much of interest to 
the NIH right now: How can we keep those 
self-renewing populations alive so they can 
actually help heal the effects of radiation 
exposure?ò 
After they identified potential leads, Sharlow 
created 3D computer models to compare the 
substancesô chemical structures. That analysis 
identified a cluster of promising compounds 
with similar structures ï a tantalizing lead in the 
quest for an antidote. ñIf youôre a drug hunter, 
the way we are, this is really cool information,ò 
Lazo said. ñBecause you can say, óNow I will 
look in the universe of 40 million compounds. 
What else looks like that? Are they useful?'ò 
He noted that it is unlikely any one drug or 
compound will work on its own. ñA lot of us in 
this field think it will be a cocktail of things you 
take,ò he said. ñAnd if you think you need 
cocktails, you need the individual ingredients. 
Thatôs why we think this is pretty important ï 
because itôs providing new ingredients for that 
cocktail.ò 

 
u Read the paper: A Small Molecule Screen Exposes mTOR Signaling Pathway Involvement in 
Radiation-Induced Apoptosis 
 

Why Trumpõs potential access to nuclear weapons has 50 

Republican national security experts terrified  
Source: http://www.independent.co.uk/voices/donald-trump-republican-party-nuclear-weapons-terrified-
national-security-experts-quite-rightly-a7180841.html 
 

 Aug 09 ï Henry Kissinger was said to have been 
hurt by reports that the film character Dr 
Strangelove, the swivel-eyed Teutonic accented 
proponent of America carrying out a nuclear strike, 
was based on him. Stanley Kubrick, the director of 
the masterpiece, attempted to mollify President 
Nixonôs hawkish secretary of state by saying that it 
was an amalgam of Hitlerôs scientists who had been 
spirited to the US from Germany after the Second 
World War. 
 ñDr Strangelove or How I Learned to Stop Worrying 
and Love the Bombò, to give the film its full title, was 
released in 1964. In 1989 The United States Library 
of Congress picked the black comedy about the 
Cold War as one of a select group of works for 
preservation in the National Film Registry. On 6 
August, 2016, the world marked the 
71st anniversary of the day that 
America became the first and only 
nation to use the Atomic bomb, 
dropping it on Hiroshima. 

http://pubs.acs.org/doi/abs/10.1021/acschembio.5b00909
http://pubs.acs.org/doi/abs/10.1021/acschembio.5b00909
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In just three months, America will be voting in 
an election in which the Republican candidate, 
Donald Trump, has held, more than once, that 
using nuclear weapons is a viable option in a 
political crisis. 
Trumpôs statements on nuclear strike have 
been overshadowed by all the other 
extraordinary things he had said in his 
extraordinary campaign. But the fact remains 
that the man who may yet become the worldôs 
most powerful head of state has been  asking 
why Americaôs military commanders have not 
used their nuclear weapons of mass 
destruction since Japan. 
In an interview with MSNBC last March, asked 
about nuclear strikes, Trump responded 
ñSomebody hits us within Isis, you wouldnôt 
fight back with a nuke?ò He refused to rule out 
using nuclear weapons in Europe, saying 
ñEurope is a big place, Iôm not going to take my 
cards off the tableò. Defence strategists who 
have been called in to advise the Republican 
candidate say he is genuinely puzzled why 
using the bomb is not more part of current 
combat doctrine. He wants to be 
ñunpredictableò about what he may or may not 
do with nuclear weaponry. 
Perhaps the special relationship Trump wants 
to forge with Vladimir Putin and his warning 
that he may not act to protect the Baltic states 
from any future Russian aggression will mean 
that an American nuclear strike will not be 
necessary in Europe. But Trump also appeared 
to be ignorant of the history of deterrence and, 
while he has, like other right-wing Republicans, 
castigated Barack Obama over the Iran nuclear 
deal, he seems sanguine about nuclear 
proliferation, saying that he would have no 
problem with Saudi Arabia, South Korea or 
Japan getting the bomb. 
Trump holds that nuclear weapons and the 
ramification of their use is a pretty simple 
matter. ñIt would take an hour and half to learn 
everything there is to learn about missiles...I 
think I know most of it anyway,ò he has 
declared. Hilary Clinton has, naturally taken 
advantage of all this. She asked voters to 
ñImagine him in the Oval Office facing a real 
crisis. A man you can bait with a tweet is not a 
man we can trust with nuclear weapons.ò 
But it was a conservative Republican talk-show 
host, Joe Scarborough, who has been among 
the first to raise the issue and express his 
concern. It was he who revealed that a foreign 
policy expert giving Trump a national security 

briefing had been disturbed that ñthree times he 
asked about the use of nuclear weaponsò in the 
hour they were together. One of the questions 
was ñif we have them, why canôt we use 
them?ò 
Fifty Republican national security 
experts have just warned in a letter 
that Trump ñwould be the most 
reckless president in US 
historyò, someone who 
ñlacks the character, 
values and 
experienceò to be 
in the White 
House. The 
Republicans 
will 
remember 
how 
Lyndon 
Johnson, in his 
1964 presidential 
campaign against 
Barry Goldwater, the 
candidate of the 
Republican right, broadcast a TV ad showing a 
little girl counting flower petals as mushroom 
cloud envelops the screen. The ad was shown 
just once, but was seen as having a major 
impact in securing Lyndon Johnsonôs victory. 
Henry Kissinger, whose name was not on the 
letter condemning Trump, apparently never 
fully accepted that Dr Strangelove, who was 
played by Peter Sellars, was not, at least 
partly, based on him. Sellars also played the 
part of the US president, Merkin Muffley in the 
film. At first he made the character a comic 
one, but then decided that was inappropriate. 
The leader of the ófree worldô should be 
portrayed, he decided after speaking to 
others, as a ñresponsible and stable characterò 
in the drama. 
In his show, Joe Scarborough had recently 
asked former CIA director Michael Hayden, 
one of the signatories of the Republican letter, 
whether there were checks and balances to 
ensure that if Trump ñgets angry, he canôt 
launch a launch a nuclear weaponò, given the 
perception that he might not be ñthe most 
stable guyò. Hayden replied ñThe system is 
designed for speed and 
decisiveness, itôs not designed to 
debate the decision. He is 
inconsistent, and when youôre the 
head of a global super power, 
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inconsistency, unpredictability are dangerous 
things. They frighten your friends and they 

tempt your enemies. And so, I would be very 
concerned.ò 

 

Innovative Approaches to Radiological/Nuclear Preparedness 
By Erin Mohres & Darren Chen 
Source:http://www.domesticpreparedness.com/First_Responder/Emergency_Management/Innovative_
Approaches_to_Radiological-!Nuclear_Preparedness/ 
 
Aug 10 ï In 2013, truck drivers were stopped at a gas station along the highway in Mexico when they 
were assaulted, and their truck was stolen. Unknown to the thieves, the truck was transporting a 
teletherapy machine for treating cancer, from a hospital in Tijuana to a waste-disposal site. The 
machine contained a Category 1 cobalt-60 source. Mexican authorities began a search and reported the 
theft to the International Atomic Energy Agency (IAEA). The radiological source was located days later 
in a nearby field; the capsule holding the source had not been opened, but it had been removed from its 
protective shielding. The strength of the cobalt-60 was reported to be 3,000 curies, strong enough to kill 
a person directly exposed to it. In this case, the thieves were located and determined not to have 
received dangerous exposure levels. The truck thieves in Mexico most likely had left behind the device 
after learning more about their stolen item, either from the warning labels or local news reports. 
In the United States, public safety practitioners typically agree that consequences will be severe after an 
improvised nuclear device (IND) detonation, or even after a radiological dispersal device (RDD) 
detonation, but there is often skepticism about the likelihood of the threat. Such skepticism poses 
challenges to state and local preparedness efforts. Increased awareness about IND/RDD threat and 
other radiological/nuclear-related incidents, as well as the pursuit of some innovative approaches to 
preparedness, may shed light on this often-overlooked set of threats. 
 
The Threat 
Legal sources of radiation that go missing. 
Legal, regulated radiological sources are more 
abundant than many realize. Radiological 
sources in medicine often use cobalt-60, 
cesium-137, or iridium-192. Major construction 
sites, research universities, and agricultural 
sites may also use sources of radiation, such 
as nuclear gauges, irradiators, and even 
reactors. In the United States, such sources 
are regulated by the Nuclear Regulatory 
Commission (as defined in the IAEAôs Code of 
Conduct, Categories 1-5), based on their 
potential risk to human health if not managed 
appropriately. 
Licensed radiological sources typically have 
specific security measures in place, but lost, 
stolen, or orphaned sources can be used in 
ways they were not originally intended, or can 
accidentally cause unintended consequences. 
Member countries voluntarily report thefts to 
the IAEA. Although such thefts are relatively 
rare (especially thefts of Category 1 sources), 
these thefts do not need to be prevalent to 
warrant prevention and protection measures. 
Intentional exposure. A former agent of 
Russiaôs KGB and its successor organization, 
the Federal Security Service, was granted 
asylum in the United Kingdom in 2000. He was 

a vocal critic of the Kremlin. In 2006, he 
suddenly became ill and entered a London 
hospital. His health steadily declined, and he 
died several weeks later. An investigation 
determined he had been poisoned by 
polonium-120, likely via a cup of tea. Traces of 
this radioactive material were discovered in 
London, Germany, Russia, and on passenger 
jets, resulting in hundreds of people needing 
(or wanting) to be tested. 
This event has been unique in history, but its 
response required extensive public safety and 
medical resources from London authorities, 
including police to conduct searches and seal 
off a series of both public and private sites 
where radioactivity was found, forensics 
scientists to conduct sampling and testing, and 
public health and medical staff to test 
potentially exposed residents. 
Insider threat. Simple online searches reveal 
a number of cases of insider threat in 
radiological/nuclear (rad/nuc) industries around 
the world, dating back to the 1970s, all of which 
could have had significant consequences. As 
both the threat itself and mitigation measures 
to combat such threats have 
evolved over time, a recent case 
at Los Alamos Plutonium Facility 
is interesting in its simplicity. In 



P a g e  | 15  

CBRNE -TERRORISM NEWSLETTER ð June 2016  

 

www.cbrne -terrorism -newslett er.com  

March 2009, a technician at the plant 
attempted to steal two ounces of gold used in 
research, which was worth approximately 
$2,000. The gold was contaminated with 
plutonium, and even though the technician 
attempted to decontaminate it, he set off a 
radiation portal monitor when trying to leave 
the plant. Had this attempted theft been 
successful, it could have posed a health threat 
to members of the public and required both a 
public safety and public health response. 
Fortunately, measures and processes were in 
place at this plant that prevented the 
successful theft. 
Insider threat has become high profile in recent 
years. In fact, one of the outcomes of the 2016 
Nuclear Security Summit that took place in 
April in Washington, D.C., was the Joint 
Statement on Insider Threat Mitigation, 
outlining a number of activities numerous 
countries will take ñto establish and implement 
national-level measures to mitigate the insider 
threat.ò The case studies above are simply a 
sample of some of the types of rad/nuc threat 
that may be faced by state and local authorities 
in the United States. Next, resources are 
described that may offer state and local 
government officials additional information on 
rad/nuc-related threat information. 
 
Preparing for Rad/Nuc Events 
In attempting to prepare for rad/nuc events, 
there is good news: a wealth of robust, 
technical resources is available to help 
agencies plan for and respond to such events. 
The challenge for state and local emergency 
management agencies is that navigating them 
and determining how to best incorporate them 
into local planning efforts is not always easy. It 
requires dedicated staff, ideally with 
background knowledge in this area and with 
sufficient management expertise to leverage 
existing governance structures and operations 
in an environment of scarce resources. 
Key guidance documents. Literature abounds 
on rad/nuc topics, and rad/nuc response is a 
capability of many hazardous materials teams. 
For planners and emergency managers 
building new programs, a few sources that may 
be particularly useful include: 
¶ Planning Guidance for Response to a 

Nuclear Detonation, 2nd edition, 
published in June 2010 by the Homeland 
Security Council Interagency Policy 
Coordination Subcommittee for 

Preparedness and Response to 
Radiological and Nuclear Threats. This 
document offers detailed planning 
information regarding shelter and 
evacuation, medical care, and population 
monitoring and decontamination. It 
organizes information by planning zones, 
helping emergency managers to 
understand what to expect and what 
actions to take within various distances of 
the nuclear detonation. 

¶ Response and Recovery Knowledge 
Product: Key Planning Factors ï For 
Recovery From a Radiological Terrorism 
Incident, published in September 2012 
by U.S. Department of Homeland 
Security (DHS) Science and Technology. 
This document offers detailed planning 
information regarding public health and 
medical priorities, response operations, and 
waste management (among others). It also 
provides a detailed scenario based on a 
successful RDD detonation, along with 
narrative, map-based, and graphical 
information describing expected 
consequences. 

¶ Protective Action Guides and Planning 
Guidance for Radiological Incidents, 
published in March 2013 by the 
Environmental Protection Agency. This 
document offers guidance to federal, state, 
and local authorities to inform decision-
making regarding protective actions for the 
public, such as the need to evacuate, to 
shelter-in-place, or to avoid consumption of 
potentially exposed food and water. It is 
organized around phases, such as the early 
or emergency phase (hours to days after 
the incident), the intermediate phase 
(weeks to months), and the late or recovery 
phase (months to years, including site-
restoration and cleanup). It takes practical 
considerations into account while 
incorporating scientifically based 
recommendations. 

Case studies and modelling tools. Despite 
real-world rad/nuc emergencies being less 
prevalent than other threats ï for example, 
natural hazards, or even improvised explosive 
devices ï a few well-documented case studies 
provide insights and important 
details into what public safety 
officials might expect should their 
jurisdiction experience such a 
disaster, whether intentional or 

http://www.nss2016.org/
http://www.nss2016.org/
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accidental. For example, in 1985, a private 
radiotherapy institute in Goiana, Brazil 
relocated, but it left behind a cesium-137 
teletherapy unit in its old building. The building 
was subsequently partially demolished. Later, 
two people searching the site for scrap metal 
found the unit, took part of it home, tried to 
dismantle it, and ruptured the source capsule. 
Parts were then sold to a junkyard, some of 
which glowed blue in the dark, making it of 
particular interest to friends and family. After 
several days of passing this material around, 
exposed individuals became ill. Investigators 
identified the problem and its source, but in the 
end, several people died, and many others 
were injured, exposed, and evacuated. Over 
100,000 people were screened. 
Many safety measures have evolved since 
(and partially due to) this particular case study, 
which is still an important part of the knowledge 
base for any planner focusing on rad/nuc 
incidents. The IAEA prepared an extensive 
report on this event in 1988 titled, The 
Radiological Accident in Goiana. 
In addition to applying case studies, modelling 
the impacts of rad/nuc events in a particular 
jurisdiction can provide more-detailed 
information on consequences that might have 
to be addressed. This may be beyond the 
capabilities or resources of many local 
jurisdictions, therefore, some pre-prepared 
modelling based on a set of assumptions ï for 
example, a 10-kiloton improvised nuclear 
explosion ï is publically available. In addition, 
useful, actionable outputs from models and 
studies such as those conducted by Lawrence 
Livermore National Laboratory and its staff can 
be found online. 
The Domestic Nuclear Detection Office 
(DNDO). The volume, scope, and scale of 
rad/nuc planning and analysis resource 
material can be overwhelming, especially when 
an emergency manager is unclear how to 
judge the credibility of various sources, but 
help is available. The DNDO is a component of 
DHS and seeks to prevent nuclear terrorism by 
continuously improving capabilities to deter, 
detect, respond to, and attribute attacks, in 
coordination with domestic and international 
partners. It understands the enormous 
challenges faced by state and local agencies 
regarding rad/nuc threats ï including potentially 
catastrophic consequences, coupled with 
significant resource constraints ï and has 

invested in innovative approaches to support 
state and local agencies. 
 
The Threat and Hazard Identification and 
Risk Assessment 
As outlined in DHSôs Comprehensive 
Preparedness Guide 201 (CPG 201, 2nd 
edition in August 2013), the Threat and Hazard 
Identification and Risk Assessment (THIRA) is 
a four-step common risk assessment process 
that ñhelps the whole community . . . 
understand its risks and estimate capability 
requirements.ò Typically, states, territories, and 
major urban areas are required to submit an 
annual THIRA to the Federal Emergency 
Management Agency (FEMA), as well as tribes 
that receive homeland security grant funds. 
The THIRA may involve complex planning and 
analysis to be completed, including collection 
of input from multiple sets of subject matter 
experts and executive decision-makers. 
DNDO identified that this requirement poses an 
excellent opportunity to support planning and 
analysis for rad/nuc scenarios. As such, it has 
developed a guidance document titled, 
Assessing the R/N Threat: Guidance to 
Support the Assessment of 
Radiological/Nuclear Threats for Inclusion in 
the THIRA. This document provides step-by-
step instructions and examples to create 
rad/nuc scenarios and the corresponding core 
desired outcomes, impacts, targets, and 
required resources, organized by core 
capability, per CPG 201. DNDO also offers 
assistance directly to state and local agencies 
to explain, expand upon, and customize this 
guidance. 
 
Fusion Center Support 
Acknowledging that actionable rad/nuc threat 
information can be difficult to acquire, DNDO 
has engaged in multiple efforts to assist fusion 
centers and other state and local intelligence 
groups in accessing relevant real-world rad/nuc 
threat information and analysis. DNDO worked 
with the DHS Office of Intelligence and 
Analysis to prepare the State/Regional Threat 
Assessment report published on 4 September 
2015 and is currently developing rad/nuc 
awareness training and technical assistance 
that will be available later in 2016. 
DNDO maintains the 
Radiological/Nuclear Detection 
Guidance for FEMA Preparedness 
Grants and manages the Joint 

http://www-pub.iaea.org/mtcd/publications/pdf/pub815_web.pdf
http://www-pub.iaea.org/mtcd/publications/pdf/pub815_web.pdf
https://www.youtube.com/watch?v=ttv1NLf6Cs4
https://www.youtube.com/watch?v=ttv1NLf6Cs4
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Analysis Center, which provides threat 
information and products, among other 

assistance, to state and local partners. 

 
Erin Mohres is a safety and security director with CNA, a nonprofit research and analysis 

organization. She supports U.S. Department of Homeland Security, Domestic Nuclear 

Detection Office programs and other federal initiatives focused on state and local emergency 

management efforts. She was an emergency manager for Miami-Dade County and the City of 

Fort Lauderdale. She received her MA in International Relations from the University of 

Miami and her BA in Political Science from the University of Illinois. 

Darren Chen is a branch chief with the U.S. Department of Homeland Security, Domestic 

Nuclear Detection Office, and is responsible for developing national programs supporting 

state, local, tribal, and territorial radiological/nuclear detection capabilities. He was 

previously responsible for developing the Departmentôs preparedness grant programs. He 

received his MA in homeland security and defense from the Naval Postgraduate School, his 

MS in crisis and emergency management from the George Washington University, and his BA 

in environmental sciences from the University of Virginia. 

 

1967 solar storm jammed USAF radars, nearly taking U.S. to 

brink of war 
Source: http://www.homelandsecuritynewswire.com/dr20160810-1967-solar-storm-jammed-usaf-radars-
nearly-taking-u-s-to-brink-of-war 

Aug 10 ï A solar storm that jammed radar and radio communications at the height of the Cold 
War could have led to a disastrous military conflict if not for the U.S. Air Forceõs budding efforts 
to monitor the sunõs activity, a new study finds. 
On 23 May 1967, the Air Force prepared aircraft for war, thinking the nationõs surveillance radars 
in polar regions were being jammed by the Soviet Union. Just in time, military space weather 
forecasters conveyed information about the solar stormõs potential to disrupt radar and radio 
communications. The planes remained on the ground and the United States avoided a potential 
nuclear weapon exchange with the Soviet Union, according to the new research. 
Retired U.S. Air Force officers involved in forecasting and analyzing the storm collectively 
describe the event publicly for the first time in a new paper accepted for publication in 
Space Weather, a journal of the American Geophysical Union. 

http://onlinelibrary.wiley.com/doi/10.1002/2016SW001423/pdf
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The AGU notes that the stormôs potential 
impact on society was largely unknown until 
these individuals came together to share their 
stories, said Delores Knipp, a space physicist 
at the University of Colorado in Boulder and 
lead author of the new study. Knipp is giving a 
presentation about the event on 10 August 
2016 at the High Altitude Observatory at the 
National Center for Atmospheric Research in 
Boulder, Colorado. 
The storm is a classic example of how 
geoscience and space research are essential 
to U.S. national security, she said. 
ñHad it not been for the fact 
that we had invested very early 
on in solar and geomagnetic 
storm observations and 
forecasting, the impact [of the 
storm] likely would have been 
much greater,ò Knipp said. 
ñThis was a lesson learned in 
how important it is to 
be prepared.ò 
 
Keeping an eye on the sun 
The U.S. military began 
monitoring solar activity and 
space weather ï disturbances 
in Earthôs magnetic field and 
upper atmosphere ï in the late 
1950s. In the 1960s, a new 
branch of the Air Forceôs Air 
Weather Service (AWS) 
monitored the sun routinely for 
solar flares ï brief intense 
eruptions of radiation from the 
sunôs atmosphere. Solar flares 
often lead to electromagnetic 
disturbances on Earth, known as geomagnetic 
storms, that can disrupt radio communications 
and power line transmissions. 
The AWS employed a network of observers at 
various locations in the United States and 
abroad who provided regular input to solar 
forecasters at the North American Aerospace 
Defense Command (NORAD), a U.S. and 
Canadian organization that defends and 
controls airspace above North America. By 
1967, several observatories were sending daily 
information directly to NORAD 
solar forecasters. 
On 18 May 1967, an unusually large group of 
sunspots with intense magnetic fields appeared 
in one region of the sun. By 23 May, observers 
and forecasters saw the sun was active and 

likely to produce a major flare. Observatories in 
New Mexico and Colorado saw a flare visible to 
the naked eye while a solar radio observatory 
in Massachusetts reported the sun was 
emitting unprecedented levels of radio waves. 
A significant worldwide geomagnetic storm was 
forecast to occur within 36-48 hours, according 
to a bulletin from NORADôs Solar Forecast 
Center in Colorado Springs, Colorado on 
23 May. 
 
Radar jamming 
As the solar flare event unfolded on 23 May, 

radars at all three Ballistic Missile Early 
Warning System (BMEWS) sites in the far 
Northern Hemisphere were disrupted. These 
radars, designed to detect incoming Soviet 
missiles, appeared to be jammed. Any attack 
on these stations ï including jamming their 
radar capabilities ï was considered an act 
of war. 
Retired Colonel Arnold L. Snyder, a solar 
forecaster at NORADôs Solar Forecast Center, 
was on duty that day. The tropospheric 
weather forecaster told him the NORAD 
Command Post had asked about 
any solar activity that might 
be occurring. 
ñI specifically recall responding 
with excitement, óYes, half the sun 



P a g e  | 19  

CBRNE -TERRORISM NEWSLETTER ð June 2016  

 

www.cbrne -terrorism -newslett er.com  

has blown away,ô and then related the event 
details in a calmer, more quantitative way,ò 
Snyder said. 
 Along with the information from the Solar 
Forecast Center, NORAD learned the three 
BMEWS sites were in sunlight and could 
receive radio emissions coming from the sun. 
These facts suggested the radars were being 
ñjammedò by the sun, not the Soviet Union, 
Snyder said. As solar radio emissions waned, 
the jamming also waned, further suggesting the 
sun was to blame, he said. 
During most of the 1960s, the Air Force flew 
continuous alert aircraft laden with nuclear-
weapons. But commanders, thinking the 
BMEWS radars were being jammed by the 
Russians and unaware of the solar storm 
underway, put additional forces in a ñready to 
launchò status, according to the study. 
ñThis is a grave situation,ò Knipp said. ñBut 
hereôs where the story turns: things were going 
horribly wrong, and then something goes 
commendably right.ò 
The Air Force did not launch additional aircraft, 
and the study authors believe information from 
the Solar Forecasting Center made it to 
commanders in time to stop the military action, 
including a potential deployment of nuclear 
weapons. Knipp, quoting public documents, 
noted that information about the solar storm 
was most likely relayed to the highest levels of 
government ï possibly even 
President Johnson. 
The geomagnetic storm, which began about 
forty hours after the solar flare and radio 

bursts, went on to disrupt U.S. radio 
communications in almost every conceivable 
way for almost a week, according to the new 
study. It was so strong that the Northern Lights, 
usually only seen in or near the Arctic Circle, 
were visible as far south as New Mexico. 
 
Societal impact  
According to Snyder and the study authors, it 
was the militaryôs correct diagnosis of the solar 
storm that prevented the event from becoming 
a disaster. Ultimately, the storm led the military 
to recognize space weather as an operational 
concern and build a stronger space weather 
forecasting system, he said. 
The public is likely unaware that natural 
disasters could potentially trick contemporary 
military forces into thinking they are under 
attack, said Morris Cohen, an electrical 
engineer and radio scientist at Georgia Institute 
of Technology in Atlanta who was not involved 
in the new study. 
ñI thought it was fascinating from a historical 
perspective,ò he said of the new study. 
The May 1967 storm brought about change as 
a near miss rather than a full-blown 
catastrophe, according to Cohen. 
 
òOftentimes, the way things work is 
something catastrophic happens and then 
we say, ôWe should do something so it 
doesnõt happen again,õó he said. òBut in this 
case there was just enough preparation 
done just in time to avert a 
disastrous result.ó 

 
ð Read more D. J. Knipp et al., ñThe May 1967 Great Storm and Radio Disruption Event: 

Extreme Space Weather and Extraordinary Responses,ò Space Weather (accepted 

manuscript, 9 August 2016). 

 

Belarusõs lax approach to nuclear safety raises fear of another 

Chernobyl 
Source: http://www.homelandsecuritynewswire.com/dr20160809-belarus-s-lax-approach-to-nuclear-
safety-raises-fear-of-another-chernobyl 
 
Aug 09- Thirty years after Chernobyl, the worldõs worst nuclear accident, a series of mishaps at a 
nuclear facility in Astravets, in Belarus, has raised concerns over nuclear safety, especially in 
neighboring Lithuania. Vilnius, the countryôs capital, is located less than thirty-one miles from 
Astravets. RFE/RL reports that in July, a nuclear reactor shell had been dropped while being moved. 
Local resident Nikolai Ulasevich, who is a member of the opposition United Civic Party, 
posted on his Facebook page that the 330-ton shell had fallen from a height of 2-4 meter in 
preparation for installation. 

http://onlinelibrary.wiley.com/doi/10.1002/2016SW001423/pdf
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Two weeks later the Belarusian Energy 
Ministry confirmed that an ñemergency 

situationò had occurred at the construction site. 
It said that the incident took place at the 
warehouse facility, as the reactor was 
being moved. 
Rosatom, the Russian state-owned company 

which is the nuclear plantôs main contractor, 
denied the reactor shell had been damaged in 
the fall, and said it will be installed as planned 
after supervisors give their permission. 
These assurances notwithstanding, the 
Belarusian deputy energy minister Mikhail 
Mikhadyuk has said that the installation of the 
reactor shell was suspended until additional 
safety checks could be performed. 
Lithuania did not hide its irritation with Belarus. 
The countryôs foreign minister, Linas 
Linkevicius, said the Soviet era-like lack of 
transparency by Belarusian officials was 
unacceptable. ñThese incidents, happening 
from time to time, lack of transparency, weôre 
learning about them from open sources, 
usually too lateé. This is not how it should be 
in reality. This last incident when a nuclear 
reactor vessel was possibly damaged is very 
dangerous,ò he said. 
RFE/RL notes that Belarus is investing in 
nuclear power in an effort to lessen Belarusôs 
dependence on Russian-supplied energy. 

Currently, about 90 percent of Belarusôs gas 
imports come from Russia. 
Analysts note, though, that the plant at 
Astravets is being built by Russian companies 
and Moscow is jointly financing the project, at 
an estimated cost of between $5 billion and 
$22 billion. Unit 1 of the construction is due to 
come online in 2018 and Unit 2 in 2020. Two 
other reactors are scheduled to be completed 
by 2025. 
 
Soviet deja vu 
The silence by President Alexander 
Lukashenko has angered many in Belarus 
as well. 
Yury Varonezhtsau, a physicist and former 
parliamentary deputy, told RFE/RL: ñFor me itôs 
a natural deja vu, as if I travelled back in a time 
machine a quarter of a century when we were 
investigating the causes of the Chernobyl 
disaster. Then, it was the same, but the 

difference was it was a totalitarian state, the 
Soviet Union, and now itôs the supposedly 
democratic government of Belarus.ò 

Other critics say Belarus has not properly 
performed an environmental-impact study for 
Astravets. One example: The power plant will 
draw water for its cooling reactors from ï and 
release the warmed water back into ð the 
Nevis River, which is one of the 
main sources of drinking water 
in Lithuania. 
There were other accidents at the 
construction site, and all the 

http://energobelarus.by/news/Tema_dnya/belaes/
http://energobelarus.by/news/Tema_dnya/belaes/
http://sputnik.by/incidents/20160726/1024502718.html
http://belapan.by/archive/2016/08/01/858237/
http://belapan.by/archive/2016/08/01/858237/
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previous accidents were accompanied by ba 
refusal of the Belarus government to divulge 
any details. 
In April, the structural frame of the nuclear 
service building at the site collapsed. According 
to the report by the Belsat independent TV 
station, site supervisors, under pressure to 
meet a fast-approaching deadline, ordered 
workers to pour too much concrete, causing 
the structure to collapse as a result of the 
additional weight. 
The Belrus refused to comment on the 
accident, and a spokesman at the plant denyed 
anything had happened, even when shown 
videos of the collapsed structure. In May, the 
Belarusian energy ministry admitted an 
ñincidentò had occurred at the site, but that the 
ñdefectò had been dealt with. 
ñAll in all, we are really not satisfied with the 
process so far, and also we believe this is not 

just a bilateral problem, itôs a regional [problem] 
and we would like to internationalize it as much 
as possible,ò Linkevicius said. He noted that 
Lithuania agreed to close its own Ignalina 
nuclear facility as part of its 2004 accession 
agreement with the EU. 
Lithuanian president Dalia Grybauskaite said in 
late July that Vilnius would work with the 
international community to block the Astravets 
plant coming online if Belarus failed to adhere 
to international safety standards at the site. 
The International Atomic Energy Agency 
(IAEA) director-general Yukiya Amano has said 
that the nuclear agency ñhas worked closely 
with Belarus on all aspects of this major project 
and will continue to offer every assistance.ò He 
said with two reactors under construction, 
Belarus ñis one of the most advanced of what 
the IAEA calls ónewcomerô countries.ò 

 

The òCrazy Greekó 
Read more at: http://www.mlahanas.de/Greeks/new/Christofilos.htm  

Nicholas Constantine Christofilos (Greek: ɁɘəɧɚŬɞɠ ɉɟɘůŰɞűɑɚɞɡ; December 16, 1916 

ï September 24, 1972) was a Greek physicist. Life Magazine, 30 March 1959: ñTriumph 

in Space for a Crazy Greekò. 

http://belsat.eu/en/news/incident-at-astravets-npp-construction-site-state-run-mass-media-silent/
http://ru.delfi.lt/news/politics/prezident-incidenty-pokazyvayut-opaseniya-litvy-po-povodu-baes-obosnovanny.d?id=71895786&rsslink=true
http://ru.delfi.lt/news/politics/prezident-incidenty-pokazyvayut-opaseniya-litvy-po-povodu-baes-obosnovanny.d?id=71895786&rsslink=true
https://www.iaea.org/newscenter/statements/opening-remarks-at-atomexpo-belarus-2016
https://www.iaea.org/newscenter/statements/opening-remarks-at-atomexpo-belarus-2016
http://www.mlahanas.de/Greeks/new/Christofilos.htm
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U.S. nuclear weapons in Turkey at risk of seizure by terrorists, 

hostile forces 
Source: http://www.homelandsecuritynewswire.com/dr20160817-u-s-nuclear-weapons-in-turkey-at-risk-
of-seizure-by-terrorists-hostile-forces 
 
Aug 17 ï The continued presence of dozens of U.S. nuclear weapons at Incirlik Air Base in Turkey 
raises serious risks of their seizure by terrorists and other hostile forces, a new report by the 
nonpartisan Stimson Center finds. The report, titled B61  Life Extension Program: Costs and Policy 

Considerations, found that it was an 
ñunanswerable questionò whether the United 
States could have maintained control of the 
approximately fifty B61 nuclear weapons based 
at Incirlik during a protracted civil conflict in 
Turkey. During the failed 15 July coup attempt, 
power to Incirlik Air Base was cut off and the 
Turkish government prohibited U.S. aircraft 
from flying in or out. Eventually, the Incirlik base 
commander was arrested and implicated in the 
coup plot. The Stimson Center notes that the 
reportôs findings come one month after the 
failed coup attempt and on the heels of 
a milestone earlier this month authorizing the 

production and engineering phase of the B61 Life Extension Program. 
ñFrom a security point of view, itôs a roll of the dice to continue to have approximately fifty of Americaôs 
nuclear weapons stationed at Incirlik Air Base in Turkey, just seventy miles from the Syrian border,ò said 
report co-author Laicie Heeley, a fellow with the Budgeting for Foreign Affairs and Defense program at 
the Stimson Center. ñThese weapons have zero utility on the European battlefield and today are more of 

a liability than asset to our NATO allies.ò 
 Over the next thirty years, the United States will spend an estimated $1 trillion to 
modernize the nuclear triad ð which includes the B61 Service Life Extension Program. 
The National Nuclear Security Administration plans to extend the service lives of an 


