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Reading Audience

Our reading audience comes from 65 countries all over the world and is constantly expanding.

Currently colleagues and affiliates from over 700 organizations, companies, institutions, ministries
and the first responders are recipients of CBRNE-Terrorism Newsletter.

Europe

Greece — The Netherlands — Cyprus — Serbia — Romania — Slovak Republic — Monaco - Iceland —
Sweden — Finland — Norway — Croatia — Italy — Belgium — Denmark — Switzerland — Estonia -
Luxemburg — Germany — Austria — France — Portugal — Bulgaria — Spain — Poland — United Kingdom

Africa
South Africa — Kenya - Burundi — Nigeria

Middle East
Israel — Jordan — UAE - Saudi Arabia — Qatar — Kuwait — Bahrain — Oman - Iran - Iraq

Asia

Turkey — Russian Federation - India — Japan — China — Pakistan — Afghanistan — Azerbaijan —
Singapore — Philippines — Malaysia — Indonesia — Uzbekistan — South Korea — Mongolia — Ukraine Srn
Taiwan ekl
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Oceania
Australia — New Zealand

North America
United States of America — Canada

South America
Argentina — Brazil — Peru — Colombia — Mexico — Trinidad & Tabaco

CBRNE-Terrorism Newsletter Website’s Follow-up

Our Top-10 Visitors are coming from:

1 United States 6 Germany (new place)
2 Greece 7 Italy (new place)

3 United Kingdom 8 Canada

4 India (®new entry) 9 Belgium (®new entry)
5 The Netherlands 10 Switzerland

wwwnw.chme-terrorism-newsletter.com/advertising.php
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Editorial

Dear (olleagucs.

| hope you all enjoyed your summer holidays and fill your batteries for a difficult as always
winter. The Norway Massacre upset the sleeping minds of our societies and reminded us once more
that the uncexpected always happens! Then it was the enormous explosion at the naval base of Cyprus’
armed forces that costed also lives and had big impact on strategic infrastructures on the island. This
event was not very unexpected since it was there shouting that something will happen sooner or later
but nobody was listening... And of course it is the coming anniversary of the 911 catastrophe that
changed the world they way we used to know it.

Instead of writing my own thoughts about what happened in the years after the 9% of
September 2001, | borrowed those of a US colleague who has better knowledge than me in this matter.
Here is what he writes (source: www.abetteremergency.com):

“In light of the tenth year anniversary of the terror attacks of September 11, 2001 |
thought it fitting to take a look at contributing factors leading up to that day and stimulate
some discussion on how far we have or have not come to mitigate and respond to a similar
attack.

According to the 9/11 Commission Report, they concluded the attacks revealed four
kinds of failures on our part; in imagination, policy, capabilities and management.

Imagination — Imagination is not a gift associated with bureaucracies. If a
contributing factor in the success of the attacks was the inability of our massive government
machinery to fathom the threat from a band of tribal zealots in the mountains of Afghanistan,
why would we conclude that the answer would be create an entirely new layer of bureaucracy
called the Department of Homeland Security?

Policy — The existing mechanisms for handling terrorist attacks had been trial and
punishment. The Actions of al Qaeda fit neither category. Our existing policy proved
ineffective when we found the threat had no territory, citizens or assets that could be readily
threatened, overwhelmed or destroyed. (Also a testament to lack of imagination within our
bureaucracies) We knew the Taliban offered al Qaeda sanctuary in Afghanistan and the
United States warned the Taliban in 1998, again late in 1999, once more in the fall of 2000
and in the summer of 2001 that they would be held responsible for further attacks by Bin
Ladin on U.S. interests. Repeating a warning does not work raising children and obviously
was a poor strategy against al Qaeda. It was concluded that killing Bin Ladin would have an
impact on al Qaeda, but not stop the threat. The best option would be to end the Taliban’s
offer of Afghanistan as a base of operations for al Qaeda. Taking this type of military action
against al Qaeda at this point was deemed disproportionate to the threat, especially in light
of challenging domestic issues within the United States. If policy makers were distracted
September 11, 2001 from making hard decisions, we can conclude the folly we witnessed in
dealing with the financial security of the United States means they are similarly distracted
today.

Capabilities — Government agencies sometimes display a tendency to match
capabilities to mission by defining away the hardest part of their job. ldentifying and trying
to fix obvious (if imagination is encouraged) threats that are viewed as costly, controversial
or disruptive are not wise to career longevity.

www.cbrne-terrorism-newsletter.com
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Management — Information was not shared, sometimes inadvertently and sometimes
due to legal misunderstandings or lost in the divide between foreign and domestic agencies;
analysis not pooled and effective operations not launched are symptoms of the government’s
inability to adapt how it manages new challenges of the 21st century. Imagine you check into
a hospital for a bypass operation. You are surrounded by technology, extremely intelligent,
skilled and well-meaning professionals that all understand how to do their piece of ensuring
your stay goes well but the one piece missing is the attending physician to oversee your care.
Think back to recent exercises you have attended with various branches of federal
government; did they all seem to cooperate and work like a team to achieve the goal
established by command?

I would like to think our preparedness has progressed over the last ten years,
certainly we have seen huge sums of money spent, massive bureaucracies created, seen tons
of toothpaste and other liquids and gels seized at airports and witnessed the best of our
military and they have paid a precious price for all of us. My conclusion is that the old adage
is true, all response is local and New York came up with the best terrorist disruption strategy
with their if you see something say something campaign. | am curious if you think we are
better off than we were ten years ago.”

| think that we all agree with his thoughts and it is obvious that there are so many things to be
done in all sectors of counterterrorism. What | would like to add is that medical/hospital CBRNE
preparedness is still lacking the appropriate attention from state authorities worldwide. Officials in high
places must realize that spending all that money for “Golden Hour” will not prevent a CBRNE terrorist
attack while medical consequences of WMD agents’ release will last for months and years. Following
the triple catastrophe in Japan, no-one has the right to say that CBRNE threat is science fiction. What if
it happens in your city or in your countrly?

Following a small poll at the website hosting the Newsletter, there-was a majority request to
change from quarterly to bi-monthly edition. There is no objection from our side since we understand
that news should always be as fresh as possible. We will do that from the beginning of 2012. An
alternative migh be to create a parallel blog where there will be daily information about what is
happening in the CBRNE world around the globe and then put all these news in a .pdf format every two
months for those not able to follow us on daily basis.

In this issue we are kind of short out of original papers — mostly due to summer activities of our
reading audience. | always thought that summer is a good opportunity for writing — but we do not all
share similar thoughts! Same applies for advertising — in that respect we reduced prices even more and
if this does not work we will continue to incorporate ads from other sources as part of your information
process. We stress once more that ads’ money is not for profit but for expanding our activities in the
area of CBRNE operations - i.e. conferences, visits, participation in forums etc.

From the above you realize that CBRNE-Terrorism issues are kind of a “passion” for us and
not a-main stream profession for profit. Even if the ads.will not work out well, we will continue to edit the
Newsletter even in its previous amateuristic format because it is the content that matters not how the
whole thing looks like! It is self-evident that your remarks, comments and suggestions are more than
welcomed and will be highly appreciated and incorporated in future issues!

Enjoy the CBRNE-Terrorism Newsletter and if you really like it, please feel free to pass:it over
to colleagues in your networks!

Tte Editon

BG(ret) loannis Galatas, MD, MA, MC
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Islam in Greece

By loannis Michaletos
Source: http://www.drougos.gr/

Points of interest

Greece is an EU, NATO and Eurozone country
which has traditionally strong links with the
Islamic world due to the geographical proximity
with the Middle East and North Africa and the
Ottoman rule that lasted four centuries, along
with numerous historical encounters with Islam
since the Middle Ages.

Presently, the country hosts a Muslim minority
which is a reminiscent of the Ottoman Empire,
but also an expanding Islamic population from
the Arab countries and Pakistan that enter
Greece in significant numbers as illegal
immigrants.Moreover, large corporations in the
country, such as banking institutions, tourist
companies and real estate ones are in control
of Islamic funds, whereas countries such as
Egypt, Saudi Arabia, Iran, Turkey and Libya,
can be considered as significant trade partners
of Greece.

In Athens Greece, the Iranian Saderat bank is
hosted (1), which “is a U.S black-listed
institution due to alleged links with Hezbollah
(2). Iran covers 25% of Greece’s oil needs per
annum and some 15% of its natural gas needs.
Furthermore, there are indications that
Hezbollah groups are operating in a logistic
support basis in Athens by gathering funds
through tobacco contraband over the past
years (3).

In a broad sense, Greece due to a mixture of
its geographical placement, history and
business links, is considered as a gate-away
for the Islamic element towards the EU and the
Balkans and over the past 10 years it has
become one of the main transit territories for
Islamic-originating illegal  immigration  to
Europe.

Until"now Greece does not seem to have a
particular issue of Islamic fundamentalism.
Nevertheless as aptly described in a U.S State
Department report on terrorism, “Greece is
increasingly an EU entry point for illegal
immigrants coming from the Middle East and
South Asia and there was concern that it could
be used as a transit route for terrorists
travelling to Europe and the United States. The
number of illegal immigrants entering Greece,
especially through the Aegean Sea, increased
dramatically in 2008 and 2009, with more than

100,000 illegal immigrants, nearly half of whom
originated from North Africa, the Middle East,
and South Asia, arrested each year” (4).

Islamist activity in Greece

Presently ‘in Greece, there seems to be an
activity within radical Islamic elements, as well
as, gradual projection of Islamic political
entities through the use of Greek nationals.

A revelation by the infamous Wiki Leaks US
Dept of State telegrams, showed that, the ex-
Ambassador of US in Athens, Mr. Daniel
Speckhard, has noted the danger of the nexus
between Greek domestic terrorist groups and
Islamic groups, including those from Iran, as he
was informed by the then Greek Minister of
public Order, Mr. Chrysohoidis (5).
Furthermore, in a special report by the French
daily “Le _Figaro”, on the 21st of December
2010, the case of the route of Islamic terrorists
from Lebanon to Europe was noted with
significant details (6) .

The article titled “Liban-une filiere djihadiste
vers I'Europe”’, clearly illustrated the - perils
involved for Greece as well. More specifically,
the Lebanese Army Cornell Mahmoud Issa
noted to the French journalists that since
November 2010, some 20 extremists managed
to escape-from a camp where they were kept in
Lebanon and found their way to the EU.

He stated that already the authorities were
notified in an international level, although he
admitted that this is a difficult task. From their
part, the French security authorities believe
that this is the case of a new Jihad mission
heading towards European metropolises.

In classified documents that were in
possession of radical groups in Lebanon, it was
noted, that the individuals named: Karoum
Imad Youssef, Ahmad Kayed and Sidawa,
managed to leave the camp previously and
through Syria and Turkey ventured up to
Greece and Bulgaria with the assistance of
illegal immigrant transport networks managed
by Turks.

Moreover they managed to acquire fake ID’s
and they were finally caught by a common
operation of the Bulgarian and Greek
authorities. That case according to many
reliable sources was closely monitored-by the - .
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British and French intelligence, due to the fact
that these two countries was the ultimate
destination of the Lebanese group. Mahmoud
Issa,. stated that more cases are to be found
that evade the authorities so far. In the article
Greece is mentioned as a traverse region from
where potential terrorists travel on their way to
other EU countries.

French intelligence sources dating back to the
pre-9/11 period claimed that - organized
networks of radical Arab groups that have
operated in Greece in the past have been used
by al-Qaeda affiliates and other fundamentalist
networks (7).

According to a pre-9/11 French intelligence
report, American interests in Greece and
Cyprus were considered by Osama bin Laden’s
network as targets. Citing a DGSE document,
the newspaper “To Vima”, reported that
members of the bin Laden network in
cooperation with Taliban officials and other
armed groups were planning to hijack airplanes
between March and September 2000, yet it
was never carried out due to various logistical
and operational disagreements (8).

In another notable case, in September 2005,
the Moroccan Anwar Mazrar was arrested on
the Greek-Turkey border while attempting to
travel to Greece on the Istanbul-Thessalonica
bus service . Mazrar had been accused of
being a leading member of terrorist groups in
Morocco and also of having ties with al-Qaeda
(10).

European intelligence agencies have also
reported that around 20 Arab fundamentalists
have been arrested in Britain, Italy, Portugal,
France and the Netherlands for having in their
possession forged Greek passports (11).
Various intelligence sources conclude that the
Greek immigration policy has deterred many
radical Islamist networks from establishing
permanent ties in the country. A security brief
issued during the 2004 Olympic Games noted,
“The legal environment was for many years an
obstacle for the growth and development of
organized networks that could operate overtly
or covertly using religious and cultural
organizations and NGOs as legitimate fronts.”
This - policy, however, unintentionally leads
many groups to go underground.

The Greek secret service has mapped a
transnational network of radicals that has been
developing in Greece over the years. Field
informants indicate that this semi-legal web

spreads across five different communities,
including:

» Mosques and local Muslim communities

* Humanitarian organizations and NGOs

* Islamic cultural centres in Europe

+ Foreign political, economic and religious
elites

* International Islamist terrorist organizations
The key members of this network (referred to
as “The Union of Mosques” or “The Union of
Imams”) have military training and combat
experience and are well connected with
terrorist groups, foreign governments and the
Muslim Diaspora in Europe (mainly in Britain,
ltaly and France). They use criminal activities
to finance and facilitate their ideological
objectives. The most noticeable illegal activities
they conduct are passport forging, arms
trafficking, people smuggling and drug
trafficking.  Finally, according to the same
sources, the network has developed an internal
structure to support fundraising, recruitment
and counter intelligence activities (12).
Greece’s rather recent encounter with domestic
radical activities is getting stronger, as the data
show regarding the spread of Islamic-driven
NGO'’s and charity groups.

Al Jabbar, is a Islamic charity NGO active in
Greece over the past five years. According to
information of high value, the -organization
possesses funds in excess of 400,000 Euros
and it is actively launching campaign for the
raise of another 150,000 Euros in the near
term. Furthermore, it has spent 550,000 Euros,
in 2008 in order to buy a buiding in the
Aeschilus Street, number:37 in the centre of
Athens. In the nearby streets, over the past 24
months, there has been a notable increase of
houses being bought by Pakistani nationals
who pay in cash, although they tend not to
reside there or open up businesses. Further,
an undisclosed amount of capital, which is
estimated-at over 2 million Euros was invested
between 2007-2009 for the construction of a
‘Islamic cultural centre” in the district of
Moschato in Athens, by Al Jabbar, although
details are in flux regarding the actual
involvement. A Saudi financier was also
involved into assisting this project. The
organization claims unofficially to have as
much as 45,000 members, although reliable
information  point  out that the actual
membership is a few hundred people. The vast

majority of its members is illegally residing in . -

Greece and is of Pakistani descent, altggy‘. i
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the top members come from the Arab
countries. There are no data, if there has been
a thorough vetting process by the authorities
regarding the transfer of these funds or if they
derive from legal and taxed charity work. By
taking into account the present state of affairs
in the Islamic communities in Athens, there are
strong indications that the capital was
transferred from Arab countries. The Al Jabbar
NGO is highly secretive; its members take
measures as not to appear in public or have
any kind of pubic contact with governmental
authorities or the media (13).

Lastly, a case of interest was the arrest in 2009
of the Iraqi citizen named Abu Sanjad. In this
case he was arrested in Athens in July 2009,
and he was subsequently sent to Irbil-Iraq,
when his identity as a wanted terrorist by the
Iragi government was established. He entered
the country, as an illegal immigrant (14).

Islamism and Society

Estimates of the recognized Muslim minority,
which is mostly located in Thrace, range from
98,000 to 140,000 (between 0.9% and 1.2%),
while the immigrant Muslim community
numbers between 200,000 and 300,000.
Albanian immigrants to Greece are usually
associated with the Muslim faith, although most
are secular in orientation (15).

Greece’s Muslim minority is to be found in
Western Thrace, the province neighbouring
with Bulgaria and Turkey. The first Muslim
coming from Anatolia, settled there in 1363
along with the Ottoman Turks in the first
European conquest endeavour.

In 1923 Greece and Turkey agreed to a mass
exchange of populations and consequently
Greeks resettled from Minor Asia to mainland
Greece and vice versa (16). The Muslim
minority in Thrace along with the Greek-
Orthodox in = Istanbul remained as a
counterweight to its other and as-a symbolic
remembrance of the oldest Muslim settiement
in Europe and the historical Byzantine -
Christian presence in the East respectively.
The course of events though revealed a
systematic extinction of the Greek-Orthodox
Christians in Istanbul that number some 5,000
people down from 200,000 in the 1920’s (17).
In Western Thrace around 110,000 Muslims
reside -45% Turks, 40% Pomaks, 15% Roma-,
and constitute about 1% of the total population
in Greece and a Quarter of the Western
Thracian populous. The strategic importance of

the region has often attracted Turkish attention
that the Greek government is accusing of
sporadically trying to inflame nationalistic or
religious divisions between the Muslim citizens
and the Christian ones (18).

A major aspect into examining the present
state of affairs in Greece regarding the Islamic
element in the country is the influx of illegal
immigration, which comes almost exclusively
through Turkey.

Tens of thousands of illegal immigrants from
the Middle East see Greece as their destination
or point of entry into the EU. Only in 2010, their
number was 128,000, the highest in all EU
member states (19).

Moreover, Turkey does not maintain visa
regime with Iran (20) and other Middle Eastern
countries, thus promoting in effect the
movement of Afghans and Pakistanis, as well
as, Iranians into Europe.

The immigrants from the African countries
(Somalia,Nigeria) travel to Smyrna, Istanbul
and Mersina through vessels crossing the
Mediterranean Sea, whilst Arabs come mostly
through the Syrian-Turkish borders. The Asians
(Pakistani, Bangladeshi, Kurds, and Afghani)
pass through the Iranian-Turkish borders and it
has to be noted that both countries do not have
a visa regime, although Teheran is accused by
the world community as a sponsor of terrorism.
Therefore the flow of people from Iran to
Turkey is in fact unconstrained and there has
not been pressure to Ankara to alter this state
of affairs with its neighbour.

Istanbul in particular is the undisputable centre
where masses of cillegal immigrants
concentrate before they are transported to the
West. In the Vefa neighborhood right beside
the Sileymaniye Mosque, the Iragi-Kurdish
immigrants gather.

In the Laleli area the most immigrants come
from the Caucasus. In the Aksaray and the
Beyazit Meydani regions there are people from
all corners of earth pilled in cheap hotels and in
the Tarlabasi, African immigrants. In a city of
almost 17 million people, it is roughly estimated
that between 250,000 & 500,000 of those are
illegally residing and waiting mainly to find a
way reallocating towards Europe through
Greece (21).

The first official mosque—officially named as:
the Greek-Arabic educational and cultural
centre—began operating in Athens in June
2007 following fierce opposition by political . -
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sponsored mosque can accommodate more
than 1,000 religious followers. The new
mosque—which  officially operates as a
licensed cultural centre and school for Arabic
language—was financed by the Saudi
businessman El Faouza. The Egyptian imam,
Omar Abde Kafi, was invited to be present at
the opening of the mosque (22).

The Muslim Association: of Greece (MAG) was
founded in 2003 (23) . The MAG claims to
represent all Muslims living in Greece.
President of the MAG is Naim El-Ghandour an
Egyptian born Muslim who lives in Greece
since the early 1970s and has acquired Greek
citizenship (24). His wife Anna Stamou a Greek
convert to Islam is a member of the board of
advisors of the MAG (25). She was also
administrator of the islamfriends.gr website.
Currently (March 2011), she is responsible for
the MAG’s public relations and she also works
for the greeksrethink.com website (in Greek
language) which appeals to Greek converts to
Islam all over the world.

Another important member of the board of
advisors of the - MAG is Iman Sotiria Kouvali a
Greek-Canadian convert to Islam (26). She
was founder of the greeksrethink.com website
and she is adviser for strategic planning for the
MAG. MAG's official ‘educational’ website is
ora-islam.gr. This website was created in early
2010 and seeks to spread knowledge about
Islam in Greek language.

The website islam.gr has as an administrator
who is Shadi Ayoubi, a Lebanese journalist and
correspondent of the Al Jazeera media empire
in Athens (27).

The Greek-Arabic Cultural Centre is situated in
Athens (Moshato area). The Greek-Arabic
Cultural Centre, better known as the Islamic
Cultural Centre of Athens, was founded in 2001
in the Athens area of Ambelokipi and was
relocated in 2007 in Moshato, an area close to
Piraeus port. In December 2006 a Saudi
businessman named Al-Fauzan bought an old
textile factory building at the price of 2.5 million
euros, in order to host the Greek-Arabic
Cultural Centre. The building of 1,800 m2 also
provides a place where:Muslims can pray and
serves as an informal mosque (28). The new
building has a capacity to host 3,000 believers.
The Greek-Arabic Cultural Centre is a member
organization of the Federation of Islamic
Organizations in Europe (FIOE) (29).

The main Dawah activity in Athens is
coordinated by the Association named “El-

Rahman” which runs the islamforgreeks.org
website  (30). The association allegedly
numbers 1,500 members (Real numbers of
active members much less), mainly .Greek
converts to Islam. The founder and President
of the association is Mohi Eldin Ahmed Ali.
However, the brain of the association is his son
Ahmed Eldin who serves as vice-president.
Ahmed Eldin studied Islamic Theology in Cairo-
Egypt as well as public relations and journalism
in a private college.

In early February 2011 two Greek converts to
Islam (Abu Jassir and Hamza) who are
following the Salafi-Wahhabi strand of Islam
joined Ahmed Eldin in the islamforgreeks.org
website. Abu Jassir and Hamza, (before joining
Ahmed Eldin), in partnership with Abu Alia
another Greek convert to Islam were
propagating the Wahhabi strand of Islam via
the YouTube (31). Moreover, Abu Alia
according to a report from Radio Free Europe
was also actively propagating Wahhabi Islam in
the Balkans. An international Wahhabi
organization named “Poziv u Raj” (Invitation to
Heaven) has launched a campaign in Bosnia-
Herzegovina (March 2010) calling on non-
Muslims to convert to Islam (32).

In overall, Greece and especially Athens,
already hosts a number of Islamic
organizations, which can be classified as
NGO’s and immigrant-support groups. They
tend to keep a low profile and most of them do
not retain a website or make their details
publicly available (33).

Islamism and the State

Due to the fact that the majority- of the Islamic
population- in Greece and especially the
radicalized part of them are mainly interested
into’ establishing themselves on a permanent
basis in Western and Northern Europe, the
situation is deemed as controllable by the local
authorities, something that cannot be
guaranteed in the long-term

Since late 2008, there have been three major
cases that show the tendency of creating a
rising network of a quasi-radical Islamic
element in the Greek society. The first was in
the December 2008 riots (34) , were a large
number of the people arrested were Pakistanis
and Afghanis, some of them claiming to the
authorities that were paid in order to participate
in the violent demonstrations (35).

The second development was the May 2009 . -

so-called “Koran demonstrations” (36), when,
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multicultural  group of 'various Islamic
communities in Athens took to the street
allegedly claiming that the Police desecrated
the Koran during a routine. search in the
pockets of a Syria street contraband vendor
(37).

Bus stops, 5 shops, one bank and 57 cars,
where smashed in and the city centre’s main
squares and streets were turned-into battle
zones for hours. 46 immigrants were arrested,
7 immigrants and 7 police officers were
wounded during the clashes (38).

It was later revealed that this particular
individual was lying to the authorities and the
press and was involved in various illegal
actions including armed robberies (39).

A third phase was the mass prayer of
thousands of Muslims in the centre of Athens in
October 2010, without attaining the necessary
state permission for that (40). Amongst the
organizers they were individuals associated
with the Muslim Brotherhood and an Imam was
brought by Egypt to commemorate the ending
of thé Ramadan.

Small-scale riots started the next few days
when they were again false allegations for
Koran desecration by the Greek police in the
centre of the city (41). It was again proved to
be false, but it is more than obvious that a
“street mechanism” is being established in the
country that facilitates the mobilization of a few
hundred “angry Muslims”, and the spread of
these kind of news to the media through the
use of Greek intermediates along with the
umbrella of NGO’s that operate by spending
considerable amounts of capital (42).

In 2005, the “Pakistani abduction case,” took
place; in which 28 Pakistani immigrants were
allegedly kidnapped by intelligence agents in
Athens (43). That case was connected to the
cooperation  between the Greek and UK
authorities following the July 2005 bombings in
London, but was also the first notable case of
accusation of the Greek state by Islamic
organizations that Greece is actively turning
against the Islamic element and takes harsh
measures in the “war against terror”. The
Greek weekly newspaper, “Proto Thema” also
disclosed the names of 15 alleged Greek
agents and an MI6 spy chief allegedly involved
with kidnapping and torturing the Pakistanis
eight days after the London bombings of July 7,
2005 (44). There was widespread-support by
leftist groups mostly that demanded through a
series of legal actions and demonstrations the

punishment of the Greek and UK security
members involved.

In another case, which was the devastating
wildfires in Greece in the summer of 2007 (45),
a report, citing US intelligence channels,
claimed that an Arabic-language jihad website
has urged Muslims in Europe, America and
Australia to use arson as a tool of terror. The
website apparently cited imprisoned Al Qaeda
“theorist” Abu Musab Al-Suri as the ideological
progenitor of this plan. While Greece is not
specified among the countries to be attacked,
and while it is not a contributor of troops to the
US-led coalition in Iraq, it has been vital to the
war effort by allowing the Americans access to
its island bases, transport and other logistical
services (46) .

Further evidence attests to a possible
connection between Islamists and the forest
fires in Greece. A type of improvised explosive
device used in setting off the fires was ignited
with a mobile phone (47). By calling the
phone’s number, the device exploded, sparking
a blaze that soon grew out of control. The
advantage for the perpetrators is that this result
can be achieved from a .safe distance- even
from abroad. Significantly, it is similar to one of
the methods used in the Madrid bombing in
March 2003 and frequently used in IED’s in
Iraq and Afghanistan.

Further, a ranking Greek intelligence officer
that spoke on the condition of anonymity stated
that during the height of the summer fires a
Saudi national equipped with such a device
was arrested by Greek border police in the
north of Greece, in the company of several
Kosovo Albanians. It is no secret that the latter
consider Greeks to be an enemy, in light-of the
latter’s historic support for the Serbian point of
view regarding the Kosovo issue.
Nevertheless, there is evidence, some of it
gathered in an August 2007 Jamestown
Foundation report, of Greece being used as a
transit zone and even potential target for al
Qaeda and related groups (48).

The Greek state authorities have numerously in
the recent past, been called upon, to
investigate potential Islamic terrorist activity in
the country. A warning from Serb intelligence
about the mobilization of an extremist Islamic
organization in Greece has put the Greek
authorities on high alert in 2007. The Serb
intelligence briefed a Serb parliamentary

Committee that a group of extremists Islamists . -

who are part of the Islamist organizatioqég 2l -
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have become active near Serbia’s southern
border.

“There is no organized Salaf camp in Greece,”
claimed an EYP [Greek National .Intelligence
Service] official responsible for preventing the
mobilizaton  of Islamic  organizations
domestically. Greece, he revealed, ‘has been
used as a crossing for terrorists headed either
for the West for the former Eastern Bloc. We
also have information that Greece has been
used to support Islamic terrorist networks” (49).
In 2005, immediately after the capture of Anwar
Mazrar, who was linked to Al-Qaeda, Europol
asked Greece to intensify its investigations into
the potential activities of Muslim extremists. As
a result, dozens of them, the majority from
Pakistan and North African countries, were
placed under continuous surveillance. Sources
report the authorities are focusing on two North
African imams suspected of membership in
extremist Islamist organizations in Algeria.
Furthermore, US, British, Italian and French
intelligence  have informed the Greek
authorities that members of extremist Islamic
terrorist organizations have used Greece as a
“support country” (50).

Towards the end of 2010, various press
reports, claimed that radical Islamic_action was
increasing in the centre of Athens and the
issue became widely publicised after it was
brought to the Parliament via the LAOS political
party that demanded state explanations upon
the issue and the proper notification of the
security forces (51).

About 290 mosques operate in Western Thrace
and on the islands of Rhodes and Kos. The
only Muslim cemeteries are in Western Thrace.
Although they formally .have the right to use
municipal cemeteries, this practice is reportedly
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Greece and the extremist trends of Islam

By loannis Michaletos
Source: http://www.drougos.gr/

Greece is an E.U., NATO and Eurozone

country that has traditionally strong links with
the Islamic world due to the geographical
proximity with the Middle East and North Africa
and the Ottoman rule that lasted four centuries,
along with numerous historical encounters with
Islam since the Middle Ages. Currently the
country faces a debt crisis that, apart from its
obvious disastrous financial consequences
both in a domestic and in a global scale, also
raises security concerns related to terrorist
networks of Islamist
origin. Recent
upheavals in Maghreb
and the Middle East
pertain to Greek and
European security as

o well.
il oA Presently, the country
¢ “ +  hosts a Muslim minority

(map — dark grey areas) that is a.remnant of
the Ottoman Empire, but also an expanding
Islamic population from the Arab countries and

Pakistan that enter Greece in significant
number as illegal immigrants. Corporations in
the country, such as banking institutions, tourist
companies and real estate firms are in control
of Islamic. funds, whereas countries such as
Egypt, Saudi Arabia, Iran, Turkey and Libya
can be considered significant trade partners of
Greece.

In Athens; Greece, the Iranian Saderat bank is
hosted, (25-29 Panepistimiou Str., 10564
Athens) which is a U.S black-listed. institution
due to alleged links with Hezbollah. Iran covers
25 percent of Greece’s oil needs per annum
and segments of its natural gas needs. There
are indications that Hezbollah groups are
operating in a logistical-support basis in Athens
by gathering funds through tobacco contraband
over the past years, as a 2007 report by
American collective security research outlined.

In a broad sense, Greece, due to a mixture of
its geographical placement, history and

5

business links, is considered a gateway for the
Islamic element in close proximity to the
European Union and the Balkans, and over the
past 10 years it has become one of the main
transit territories for Islamic-originating illegal
immigration to Europe.

Until now Greece does not seem to have a
particular. issue of Islamic fundamentalism.
Nevertheless, as aptly described in a 2009
U.S. State Department report on te'r'_ri_irrj,srﬂ-‘;_
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“Greece is increasingly an E.U. entry point for
illegal immigrants coming from the Middle East
and South Asia, and there was concern that it
could be used as a transit route for terrorists
travelling to Europe and the United States. The
number of illegal immigrants entering Greece,
especially through the Aegean Sea, increased
dramatically in 2008 and 2009, with more than
100,000 illegal immigrants, nearly half of whom
originated from North Africa, the Middle East
and South Asia, arrested each year.”

Presently in Greece, there seems to be activity
within radical Islamic elements as well as
gradual projection of Islamic political entities
through the use of Greek nationals.

A revelation by the infamous WikiLeaks
telegrams  showed that the ex-U.S.
ambassador in Athens, Daniel Speckhard, has
noted the danger of the nexus between Greek
domestic terrorist groups and Islamic groups,
including those from Iran, as he was informed
by the then-Greek minister of public Order,
Michalis Chrysohoidis. The leaked telegram
was presented by the Greek weekly paper To
Vimaalong with further analysis that points out
that the fears expressed are of valid-nature.

In 2007 a rocket launch attack with an RPG
against the American Embassy in Athens (site
of broken window at picture) was carried out by
the Greek group Revolutionary Struggle, which
stated in its proclamation note support for
Hezbollah in Lebanon. In 2009 the Greek

weekly To Proto Thema reported that Greek
leftist terrorists seem to have been trained in
Lebanon in paramilitary camps operated by
Islamists. .

In a special report by the French dally Le
Figaro, on December 21, 2010, the case of the
route of Islamic terrorists from Lebanon to
Europe was noted with significant details. The
Lebanese Army Cornell Mahmoud Issa (photo
—right) noted to the French journalists that
since November 2010, some 20 extremists
managed to escape from a camp where they
were kept in Lebanon and found their way to
the European Union. He stated that already the
authorites had been notified on an

mternatlonal IeveI although he admitted that
this is a difficult task. The French security
authorities believe that this is the case of a new
jihad mission heading towards European
metropolises. :

In classified documents that were in
possession of radical groups in Lebanon, it was
noted that three men managed to leave the
camp through Syria and Turkey and up to
Greece and Bulgaria with the assistance of
illegal immigrant transport networks managed
by Turks. They managed to acquire fake IDs
and were finally caught by a common operation
of the Bulgarian and Greek authorities. That
case was closely monitored by British and

French mtelllgence due to the fact that these %
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the Lebanese group. Mahmoud Issa stated that
more cases are to be found that evade the
authorities so far.

Incidents of interest

According to the pre-9/11 French intelligence
report, American interests in Greece and
Cyprus were considered by Osama bin Laden’s
network as targets. Citing a DGSE" document,
To Vima reported that members of al Qaeda,
mostly located in Beirut, in cooperation with
Taliban officials and other armed groups, were
planning to hijack airplanes between March
and September 2000, yet it was never carried
out due to various logistical and operational
disagreements.

European intelligence agencies have also
reported that about 20 Arab fundamentalists
have been arrested in Britain, Italy, Portugal,
France and the Netherlands for having in their
possession forged Greek passports, according
to a 2007 revelation by the Greek daily Ta Nea
and for the period 2001-2006.

In another notable case, in September 2005
Moroccan Anwar Mazrar— one of the leading
Al Qaeda operational.terrorists in Europe—was
arrested on the Greek-Turkey border while
attempting to travel to Greece on the Istanbul-
Thessalonica bus service. Mazrar had been
accused of being a leading member of terrorist
groups in Morocco and also of having ties with
al Qaeda. It was revealed that Mazrar was
planning to stay in Greece for a while as an
illegal immigrant and then move on to Italy and
plan two bombing attacks.

Mazrar regularly travelled from Milan, ltaly, to
Algeria, Syria and Turkey. Greek authorities
suspected that he was interested in setting up
a base of support in Greece and use the
country as a safe haven between Italy and the
Middle East. In 2005, immediately after the
capture of Mazrar, there was a boost in
surveillance by the Greek authorities of
suspected Islamist radicals in the country.
Cooperation between Greece, the United
States, France, ltaly and the United Kingdom
intensified in that sector.

Towards the end of 2010, various press reports
claimed that radical Islamic action was
increasing in the center of Athens, and the
issue became widely publicized after it was
brought to Parliament via the LAOS npolitical
party, which demanded state ‘explanations on
the issue and proper notification of security
forces. According to statements by several
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Greek politicians, the country hosts amongst its
illegal immigrant population radical cells and
quite possibly “al Qaeda sleeping cells.”

In another case in 2005, the so-called
“‘Pakistani abduction case,” 28 Pakistani
immigrants were allegedly kidnapped by Greek
intelligence agents in Athens. That case was
connected to the cooperation between Greek
and U.K. -authorities following the July- 2005
bombings in London, but was also the first
notable case of accusation of the Greek state
by Islamic organizations that Greece is actively
turning against the Islamic element and taking
harsh measures in the “war against terror.” The
Greek weekly newspaper Proto Thema
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disclosed the names of 15 alleged Greek
agents and an MI6 spy chief allegedly involved
with kidnapping and torturing the Pakistanis
eight days after the London bombings of July 7,
2005. There was widespread support by leftist
groups that demanded through a series of legal
actions and demonstrations the punishment of
the Greek and U.K. security members involved.
According to all data up to now, the Pakistani
immigrants were  somehow  connected,
probably via mobile phone SMS texting and
conversations, with the . terrorist -group
responsible for the July 2005 bombings in
London. Although six years have passed,
Greek and U.K. authorities have not revealed
the extent of the involvement of these
immigrants.

In early 2011, the Greek media revealed
information mainly derived from WikiLeaks that
U.S. diplomats in Athens had since 2006
information that there is a nexus between
illegal immigrant trafficking networks™ from
Pakistan and terrorists groups in that country
that profit from that illicit market. American
diplomats at that period in Athens met with
their Pakistani counterparts and then provided
to Greek authorities several names of
traffickers suspected with links to terrorists.
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According to the State Department, the Greek
authorities didn't take any action, and one
Pakistani diplomat who served in Athens at that
period, in a conversation with an American
officer, commented that he suspects “Greek
security officials may be involved in covering
the traffickers.”

In July 2009 Abu Sanjat, am Iragi citizen
wanted by Interpol due to his involvement with
terrorist attacks in Baghdad, was arrested in
Greece. His arrest was a joint Greek-American-
Iraqi operation. According to media reports, he
was one of the main ringleaders of al Qaeda in
Iraqg ‘who wanted to expand the network into
Europe. He came to Greece as an illegal
immigrant by crossing the borders with Turkey
and joined a team of another 20 immigrants.
When he was arrested he had forged papers
identifying him as a Palestinian refugee
claiming political asylum.

In 2006 another case of
interest took place in the
Athens international network.
According to reportage by
the Greek daily paper
Kathimerini, an imam and
Pakistani citizen wanted for terrorist attacks
and homicide was arrested as he was flying
from the United Kingdom, where he lived in a
provincial town. The police investigation
revealed that his purpose of visiting Athens
was to enact a series of religious seminars for
the expanding community of Pakistani
immigrants in the city. Although there was an
international arrest warrant against him by

authorities of Pakistan, he was able to pass
through the airport controls in London before
taking his flight to Athens. That particular
incident alarmed the Greek authorities who
surprisingly were able to map an emerging
social network of Pakistani radical Islamists in
Greece before they were able to commit illegal
activities or terrorist actions.

Overall

Greece’s geographical placement, in addition
to the wider culminations in the Mediterranean
that have unfolded over the past year, has
sounded -alarm bells over the peril of the
country being used as a regional logistics hub
for international Islamic terrorists and a
breeding ground of radicals amongst the
communities of illegal immigrants from Islamic
countries.

A Greek intelligence service report that was
leaked in April 2011 in the Greek daily paper
Ethnos points to a definite nexus between
international ~ organized  crime, illegal
immigration trafficking, and the communities of
Islamists in the country who in their turn
finance and form NGOs in order to attain
influence in the local society. The danger of
infiltration of terrorists in all of the above is also
highlighted.

The main known countermeasures that have
been taken by the Greek authorities include
increased exchange of intelligence with partner
countries,  technological  upgrade  of
surveillance equipment, and infiliration of
suspected radical and terrorist cells.

The threat of Electro Magnetic Pulse
Source:http://www.publicbroadcasting.net/wbfo/news.newsmain/article/1/0/1822497/

A businessman man in Eima is leading the fight
against a major threat to the nation's electrical
grid. WBFO news contributor Rich Kelmman
and senior correspondent for WGRZ-TV tells
us about Electro Magnetic Pulse or EMP.

Have you ever considered what would happen
if one day all electricity just stopped. Local
businessman Henry Schwartz thinks about it a
lot.

"You'd get up and none of the lights would
work. Your radio wouldn't work, the car
wouldn't start, your water system would stop.
Go to the food store and there wouldn't be any.
Everything that we know in the modern world
would grind to a halt," said Schwartz.

In 2008, an independent congressional
commission warned that an electromagnetic
pulse generated by a nuclear blast high above
the earth could critically damage or destroy our
electric grid.

Henry Schwartz's business runs on electricity.
He owns Steuben Foods in Elma and employs
some 500 people. They manufacture and
package food and medical supplies. About
three years ago, he became deeply concerned
about EMP and formed a not-for-profit
organization called EMPact America.

"(EMP is).more of a threat than nuclear devices
exploded in 10 of our cities at the same time,"
he said. 2T
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The sun can also generate emp through solar
storms. UB physics professor Dr. Will Kinney
shows us video of the sun spewing a geyser of
superheated gas in early June. "Blammo," said
Kinney. "And that was just last Tuesday. That
material travels outward in space and can
affect things like communications and the
infrastructure on the earth."

At risk are more than 200,000 miles of
transmission lines across North America. In
1989, a blast of hot solar gas knocked out
power for six million people in and around
Quebec for about 9 hours.

"It's entirely possible that we could see large
outages again from these kinds of solar
storms," said Kinney. "But those regional
outages didn't result in cascading failures."

But back in 1859, a huge supersolar storm, far
bigger than the one that caused the Quebec
blackout, shorted out telegraph wires in the
United States and Europe and caused fires.
The northern lights were seen as far south as
Rome, and the world was not wired then as it is
today.

What are the odds of that happening again?
Will Kinney said,"Nobody really knows for
sure."

BURST

GAMMA RAY

Anthony Caruana is Town Supervisor of
Tonawanda. "The likelihood may be rare," said
Caruana. "But we need to be prepared just in
case."

Caruana is a retired Army brigadier general. "I
don't think anybody ever believed that 9/11
could happen with airplanes going into massive
buildings using our own planes and our own
fuel to hit it."

"A lack of imagination," said Caruana.

In 2008 after eight years of study, the
Congressional EMP Commission issued its
final report, which focused on EMP as a
weapon. We reach senior staff member Dr.
Peter Pry. in Washington and asked whether
the commission considers nuclear EMP a clear
and present danger.

"Yes, that's correct. the commission did judge
that it was a clear and present danger now,"
said Pry. - :

Pry envisions an attack by an enemy that
explodes a nuclear bomb in space, 300 miles
above the United States. The resulting EMP
destroys our entire electrical system.
Everything shuts down. "North Korea has the
bomb now." he said, "and North Korea will se‘II e
anything to anybody." Ayt Sl

www.cbrne-terrorism-newsletter.com SE




CBRNE-Terrorism Newsletter < Autumn-2011 25

As for Iran, Pry said, "The Federation of
American Scientists put out an estimate that
Iran could have enough fuel for several nuclear
bombs within five months."

There is debate among some experts about the
actual likelihood of the nightmare scenario
foreseen in the Commission report. "I certainly
think they have the desire and motivation to do
what they say," said UB physics professor Dr.
Dejan Stojkovic.

"Right now, | don't think they have the
capabilities to do what they say, but that may
change in the near future," said Stojkovic.

"We -are in a very critical position -here in our
town," said Caruana. "We have a water
treatment plant, we have a wastewater plant,
we have emergency services, hazardous
materials and critical infrastructure."
Tonawanda has a backup generator at its
wastewater treatment plant. good for a few
weeks, till the fuel runs out. "So if we're doing
things protecting our own equipment things
here," says Caruana, If it's not done at the next
level, we may not even be able to continue to
function."

In response to the threat, Congress is
considering a bill called the Shield Act to
strengthen the nation's electric grid. "l think

everybody should get to their congressman
and tell them this is a high urgency," said
Schwartz.

Caruana calls Schwartz a good neighbor and a
patriot. "He's dedicated, it looks like, this part of
his life, to making sure we're protected.”

Henry Schwartz is the sole funder of EMPact
America. With its mission of informing the
public about EMP, we ask why he is doing that.
"What's in it for me?" he said. "Well,I have a
family just like you probably do, and I'd like
them to live. | also have another family, and
that's the employees that | work with everyday.
| have a-community, and | have the -United
States of America, and | want to hold onto
them with all my heart and soul.

"My life wouldn't be worth living if we had an
EMP event and we're not prepared. So it's
everything," said Schwartz.

The Powers of Manipulation: Islam as a Geopolitical Tool to

Control the Middle East
By Mahdi Darius Nazemroaya

Source: http://www.globalresearch.¢alindex.php?context=va&aid=25199

As Washington and its cohorts march towards
the Eurasian Heartland, they have tried to
manipulate Islam as a geo-political tool. They
have created political and social chaos in the
process. Along the way they have tried to
redefine Islam and to subordinate it to the
interests of global capital by ushering in a new
' FIE BRI

TR

generation of so-called Islamists,

chiefly amongst the Arabs.

The Project to Redefine Islam: Turkey as
the New Model and “Calvinist Islam”

Turkey in its present form is now being
presented as the democratic model for the
rebelling Arab masses to follow. It is true that
Ankara has progressed since the days it used
to ban Kurdish from being spoken in public, but
Turkey is not a functional democracy and is
very much a kleptocracy with fascist
tendencies.

The military still plays a huge role in the affairs
of the state and government. The term “deep
state,” which denotes a state run secretly from
the top-down by unaccountable bodies and
individuals, in fact originates from Turkey. Civil
rights are still not respected in Turkey and

candidates for public office have to be
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groups controlling them, which try to filter
out anyone that would go against the status
quo in Turkey.

Turkey is not being presented as a model for
the Arabs due to its democratic qualifications. It
is being presented as the political model for the
Arabs, because of a project of political and
SoCio=economic ‘hida” (innovation)
involving the manipulation of Islam.

Although very popular, the Turkish Justice and
Development Party or JDP (Adalet ve Kalkinma
Partisi or AKP) was allowed to come into power
in 2002, without opposition by the Turkish
military and the Turkish courts. Before this
there was little tolerance for political Islam in
Turkey. The JDP/AKP was founded in 2001
and the timing of “their founding and
their electoral win in 2002 was also tied to the
objective of redrawing Southwest Asia and
North Africa.

This project to manipulate and redefine Islam
seeks to subordinate Islam to dominant World
Order capitalist interests through a new wave
of "political Islamism", such as the JDP/AKP. A
new strand of Islam is thereby
being fashioned through what has come to be
called “Calvinist Islam” or a “Muslim version of
the Protestant work ethic.” It is this model that
is been nurtured in Turkey and now being
presentedto Egypt and the Arabs by
Washington and Brussels.

This “Calvinist Islam”-also has no problem with
the “reba” or interest system, which s
prohibited under Islam. It is this system that
is used to enslave individuals and societies
with the chains of debt to global capitalism. It is
in this context that the European Bank of
Reconstruction and Development (EBRD) is
calling for so-called “democratic reforms” in the
Arab World.

The ruling families of Sauda Arabia and the
Arab petro-sheikhdoms are also partners in
the enslavement of the Arab world through
debt.In this regard Qatar and the Arab
sheikhdoms of the Persian Gulfare in the
process of creating a Middle East Development
Bank thatis intended to give loans to Arab
countries to support their "transition towards
democracy". The  democracy  promotion
mission of the Middle East Development Bank

is ironic because the countries forming it are all
staunch dictatorships.

It is also .this subordination of Islam to.global
capitalism that is causing internal friction in
Iran.

Opening the Door for a New Generation of
Islamists

The hope in Washington is that this “Calvinist
Islam” will take root with a new generation of
Islamists under the banner of new democratic
states. These governments will effectively
enslave their countries by placing them further
into debt and selling national assets. They
will help subvert the region extending from
North Africa to Southwest and Central Asia
asthe areais being balkanized and
restructured in the image" of lIsrael under
ethnocratic systems.

Tel Aviv will also wield wide influence amongst
these new states. Hand-in-hand with this
project, different forms of ethno-linguistic
nationalism and religious intolerance are also
being promoted to divide the region. Turkey
also plays an important, because it is one of
the cradle for this new generation of Islamists.
Saudi Arabia too plays a role in supporting the
militant wing of these Islamists.

Washington's Restructuring ofthe Geo-
Strategic Chessboard

Targeting Iran and Syria is part of the larger
strategy of controlling Eurasia. Chinese
interests have been attacked everywhere on
the global map. Sudan has been balkanized
and both North Sudan and South Sudan are
headed towards conflict. Libya has been
attacked and is in the process of being
balkanized. Syria is being pressured to
surrender and fall into line. The U.S. and
Britain are now integrating their national
security ~ councils,  which parallels Anglo-
American bodies from the Second World War.

Targeting Pakistan is also connected to
neutralizing Iran and attacking Chinese
interests and any future unity in Eurasia. In this
regard, the U.S. and NATO have militarized the
waters around Yemen. At the same time in
Eastern Europe, the U.S. is building its
fortifications in Poland, Bulgaria, and Romania
to neutralize Russia and the former_S_ovigt =<
republics. Belarus and Ukraine are beffjgi=pus -«
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under increasing pressure too. All these steps
are part of a military strategy to encircle
Eurasia and to either control its energy
supplies or the flow of energy towards China.
Even Cuba and Venezuela are under
increasing threat. The military noose is globally
being tightened by Washington.

It appears that new Islamist parties are being
formed and groomed by the Al-Sauds with the
help of Turkey to take power in Arab capitals.
Such governments will work to subordinate
their respective states. The Pentagon, NATO,
and Israel may even select some of these new
governments to justify new wars.

It has to be mentioned that Norman
Podhoretz (photo), an original member of the

Project for a New American Century (PNAC), in
2008 suggest an apocalyptic future scenario in
which Israel launches a nuclear war against
Iran, Syria, and Egypt amongst its other
neighbouring countries. This would include
Lebanon and Jordan. Podhoretz described an
expansionist Israel and even suggested that
the Israelis would militarily occupy the oil fields
of the Persian Gulf.

What came across as odd in 2008 was the
suggestion by Podhoretz, which was influenced
by the strategic analysis of  the .Center for

Strategic and International Studies (CSIS),
that Tel Aviv would launch a nuclear attack on
its staunch Egyptian allies ruling Cairo under
President. Mubarak. Despite the fact that the
old regime still remains, Mubarak is no longer
in power in Cairo. The Egyptian military
still gives orders, but Islamists may come to
power. This is occuring despite the fact
that Islamcontinues to be demonized by the
U.S. and most of its NATO allies.

Unknown Future: What Next?

The U.S., the E.U., and Israel are trying to use
the upheavals in the Turko-Arabo-Iranic World
to further their own objectives including the
waron Libya and the support of an Islamic
insurrection in Syria. Along with the Al-Sauds,
they are attempting to spread “fitna” or
division amongst the peoples of Southwest
Asia and North Africa. The Israeli-Khaliji
strategic alliance, formed by Tel Aviv and
the ruling Arab families in the Persian Gulf, is
crucial in this regard.

In Egypt the social upheaval is far from over
and the people are become more radical. This
is resulting in concessions by the military junta
in Cairo. The protest movement is now starting
to address the role of Israel and its relationship
to the military junta. In Tunisia too, the popular
stream is headed towards radicalization.

Washington and its cohorts are playing with
fire. They may think that this period of chaos
presents an excellent opportunity for
confrontation with Iran and Syria. The upheaval
that has taken root in the Turko-Arabo-Iranic
World will have unpredictable results: The
resilience of the peoples in Bahrain and Yemen
under the threats of increased state-sponsored
violence indicates the articulation of more
cohesive anti-US and Anti-Zionist protest
movement.

Mahdi Darius Nazemroaya specializes in the Middle East and Central Asia. He is a Research
Associate of the the Centre for Research on Globalization (CRG).

U.S. cost of war at least $3.7 trillion and counting
Source: http://www.rawstory.com/rsf2011/06/29/u-s-cost-of-war-at-least-3-7-trillion-and-counting/

When President Barack Obama cited cost as a
reason to bring troops home from Afghanistan,
he referred to a $1 trillion price tag for
America's wars.

Staggering as it is, that figure grossly
underestimates the total cost of wars in Iraqg,
Afghanistan and Pakistan to the U.S. Treasury

. 3 FREE
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and ignores more imposing costs yet to come,
according to a study released on Wednesday.

The final bill will run at least $3.7 trillion and
could reach as high as $4.4 trillion, according
to the research project "Costs of War" by
Brown University's Watson Institute for
International  Studies. (http://www.costsofwar

.0rg)

War Costs
to Date:

$3.2 to $4 Trillion

In the 10 years since U.S. troops went into
Afghanistan to root out the al Qaeda leaders
behind the September 11, 2001, attacks,
spending on the conflicts totaled $2.3 trillion to
$2.7 trillion. .

Those numbers will continue to soar when
considering often overlooked costs such as
long-term obligations to wounded veterans and
projected war spending from 2012 through
2020. The estimates do not include at least $1
trillion more in interest payments coming due
and many billions more in expenses that
cannot be counted, according to the study.

In human terms, 224,000 to 258,000 people
have- died directly from warfare; including
125,000 civilians in Irag. Many more have died
indirectly, from the loss of clean drinking water,
healthcare, and nutrition. An additional 365,000
have been wounded and 7.8 million people --
equal to the combined - population of
Connecticut and Kentucky -- have been
displaced.

"Costs of War" brought together more than 20
academics to uncover the expense of war in
livesand dollars, a daunting task given the
inconsistent recording of lives lost and what the
report called opaque and sloppy accounting by
the U.S. Congress and the Pentagon.

The report underlines the extent to which war
will continue to stretch the U.S. federal budget,
which is already on an unsustainable course

due to an aging American population and
skyrocketing healthcare costs.

It also raises the question of what the United
States gained from its multitrillion-dollar
investment.

"l hope that when we look back, whenever this
ends, something very good has come out of it,"
Senator Bob Corker, a Republican from

Pentagon War
Appropriations
$1.3 Trillion

o

~ Vaeterans’ Care,
Homeland Security, and
War-Related Aid
£1.9 to $2.7 Trillion

Tennessee, told Reuters in Washington.

Sept 11, 2001: The damage continues

In one sense, the report measures the cost of
9/11, the American shorthand for the events of
September 11, 2001. Nineteen hijackers plus
other al Qaeda plotters spent an estimated
$400,000 to $500,000 on the plane attacks that
killed 2,995 people and caused $50 billion to
$100 billion in economic damages.

What followed were three wars in which $50
billion amounts to a rounding error. For every
person killed on September 11, another 73
have been killed since.

Was it worth it? That is a question many people
want answered, said Catherine Lutz, head of
the anthropology department at Brown and co-
director of the study.

"We decided we needed to do this kind of
rigorous assessment of what it cost to make
those choices to go to war" she said.
"Politicians, we assumed, were not going to do
that kind of assessment."

The report arrives as Congress debates how to
cut a U.S. deficit projected at $1.4 trillion this
year, roughly a 10th of which can be attributed
to direct war spending.

What did the United States gain for its trillions?
Strategically, the results for the United States
are mixed. Osama bin Laden and Saddam
Hussein are dead, but Iraq and Afghanistan are

far from stable democracies. Iran has gained . -
influence in the Gulf and the TaIiban-,‘,t_q,o"y_‘ "
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ousted from government, remain a viable
military force in Afghanistan.

"The United States has been extremely
successful in protecting the homeland," said
George Friedman, founder of STRATFOR, a
U.S.-based intelligence company.

"Al Qaeda in Afghanistan was capable of
mounting  very  sophisticated,  complex,
operations on an intercontinental basis. That
organization with that capability has not only
been substantially reduced, it seems to have
been shattered," Friedman said.

Economically, the results are also mixed. War
spending may be adding half a -percentage
point a year to growth in the gross domestic
product but that has been more than offset by
the negative effects of deficit spending, the
report concludes.

Comprehensive study

Some U.S. government reports have attempted
to assess the costs of war, notably a March
2011 Congressional Research Service report
that estimated post-September 11 war funding
at  $1.4 trillion through 2012. The
Congressional Budget Office projected war
costs through 2021 at $1.8 trillion.

A ground-breaking private estimate was
published in the 2008 book "The Three Trillion
Dollar War," by Linda Bilmes, a member of the
Watson Institute team, and Nobel-winning
economist Joseph Stiglitz. That work revealed
how much cost was added by interest on deficit
spending and medical care for veterans.

The report draws on those sources and pieces
together many others for a more
comprehensive picture.

The -report also makes special note of
Pakistan, a front not generally mentioned along
with Iraq and Afghanistan. War has probably
kiled more people in Pakistan than in
neighboring Afghanistan, the report concludes.
Politicians throughout history have
underestimated the costs of war, believing they
will be shorter and less deadly than reality, said
Neta Crawford, the other co-director of the
report and a political science professor at
Boston University.

The report said former President George W.
Bush's administration was "shamelessly
politically driven" in underestimating Iraq war
costs before the 2003 invasion.

Most official sources continue to overlook
costs, largely because of a focus on just
Pentagon spending, Crawford said.

"Over the last decade, we have spent a trillion
dollars on war," Obama said in last week's
speech on reducing U.S. troop levels in
Afghanistan. At the very least, he was rounding
down by $200 billion to $300 billion, when
counting U.S. congressional appropriations for
the post 9/11 wars.

"l don't know what the president knows, but |
wish it were a trillion," Crawford said. "It-would
be better if it were a trillion."

Elusive number

In theory, adding up the dollars spent and lives
lost should be a statistical errand. The U.S.
Congress appropriates the money, and a life
lost on battlefield should have a death
certificate and a casket to match.

The team quickly discovered, however, the
task was far more complicated.

Specific war spending over the past 10 years,
when expressed in 2011 dollars, comes to $1.3
trillion, the "Costs of War" project found. When
it comes to accounting for every dollar, that
$1.3 trillion is merely a good start.

Since the wars have been financed by deficit
spending, interest must be paid -- $185 billion
of accumulated so far.

The Pentagon has received an additional $326
billion to $652 billion beyond what can be
attributed to the war appropriations, the study
found.

Homeland = security  spending has totaled
another $401 billion so far that can be traced to
September 11. War-related foreign aid: another
$74 billion.

Then comes caring for U.S. veterans of war.
Nearly half of the 1.25 million who have served
in uniform-in Iraq and Afghanistan have used
their status as veterans to make health or
disability claims at an expense of $32.6 billion
to date.

Those costs will soar over the next 40 years as
veterans age. The report estimates the U.S.
obligations to the veterans will reach $589
billion to $934 billion through 2050.

So far, those numbers add up to a low estimate
of $2.9 trillion and a moderate estimate of $3.6
trillion in costs to the U.S. Treasury. No high
estimate was offered.

"We feel a conservative measure of costs is
plenty large to attract attention," said report
contributor Ryan Edwards, an economist who
studied the war impact on deficit spending.

Those numbers leave out hundreds of _bjIIion‘s =

in social costs not born by the U.S. taa_gé?y
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but by veterans and their families: another
$295 billion to $400 billion, increasing the
range of costs to date to some $3.2 trillion to
$4 trillion.

That's a running total through fiscal 2011. Add
another $453 billion in war-related spending
projected for 2012 to 2020 and the total grows
to $3.668 trillion to $4.444 trillion.

The human toll

If the financial costs are
elusive, so too is the human
toll. “The report estimates
between 224475 and
257,655 have been killed in
Iraq, ~ Afghanistan = and
Pakistan, though those
numbers give a false sense
of precision. There are many
sources of data on civilian
deaths, most with different
results.

The civilian death toll in Iraq
-- 125,000 -- and the number
of Saddam's security.forces killed in invasion --
10,000 -- are loose estimates. The U.S. military
does not publish a thorough accounting.

"We don't do body counts," Tommy Franks, the
U.S. commander in Iraq, famously said after
the fall of Saddam in 2003.

In Afghanistan, the civilian death count ranges
from 11,700 to 13,900. For Pakistan, where
there is little access to the battlefield and the
United States “fights mostly through aerial
drone attacks, the study found it impossible to

distinguish between civilian and insurgent
deaths.

The numbers only consider direct deaths --
people killed by bombs or bullets. Estimates for
indirect deaths in war vary so much that
researchers considered them too arbitrary to
report.

"When the fighting stops, the indirect dying

continues. It's in fact worse than land mines.

The healthcare system is still in bad shape.
People are sfill suffering the effects of
malnutrition and so on," Crawford said.

Even where the United States does do body
counts -- for the members of the military -- the
numbers may come up short of reality, said
Lutz, the study's co-director. When veterans
return home, they are more likely to die in
suicides and automobile accidents.

Interview with former Foreign Secretary of Pakistan

By Hubertus Hoffman
Source: http://lwww.worldsecuritynetwork.com

Riaz Khokhar, ‘Foreign Secretary of Pakistan
from 2002 to 2005, former Ambassador to
China and the USA as well as High
Commissioner to India, discussed with Dr.
Hubertus Hoffmann, President of the World
Security Network Foundation, the nature of
extremism, Osama bin Laden, the Taliban, the
army, and politics in Pakistan. Khokhar also
commented on the U.S. strategy in
Afghanistan, explained the relation between

India and Pakistan after the Mumbai terror
attacks and Islam in Pakistan.

Hubertus  Hoffmann: . Aatish  Taseer
complained in a well received Financial Times
article on May 9, 2011: "There has also.been,
since Benazir Bhutto’s assassination, a
campaign to silence dissent in Pakistan. Earlier
this year, my father, the governor of Punjab,
was killed by his own guard. The act was put
down to the actions of a single man. But later
that week there were vast demonstrations of
support for my father’s killer - rallies of 40,000, - .
A
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and more - and leading them was Lashkar-e-
Taiba, a group created and nurtured by the
Pakistani army, which is loath to put it out of
business due to its special hatred .of India. Its
leader, Hafez Saeed, was also the man
conducting prayers for bin Laden this week.
There is such a climate of fear and violence in
Pakistan at the moment that only a fraction of
what - happens gets reported.” What is the
situation in Pakistan now and are radicals

winning step by step while the majority stays
silent?

Riaz Khokhar: Aatish is the son of very
notable parents. He is a brilliant young man
and has a great future in the world of literature.
| share his grief and wish him well.

| knew Salman Taseer, we were class mates in
school. He was a fabulous person, who did not
deserve a tragic end. Yes, it is indeed
abominable that some people supported the
killer's act, but the large majority of the people
in Pakistan were shocked and saddened by the
heinous act. There was no justification
whatsoever for killing Salman Taseer.

Salman Taseer was principally let down by his
own political party, the Pakistan Peoples Party
(PPP). The President of Pakistan, also the
Chairperson of the PPP, should have attended
Taseer's funeral, which would have given the
clearest signal to the extremist elements that
the President was going to deal with them with
a firm hand. Instead the Prime Minister
attended the last rites, a person who is a
political light weight and not taken seriously by
any one, let alone the extremists. After the
murder, the PPP government should have
launched an aggressive campaign to deal with
the extremists, but instead it pursued a policy
of appeasement.

Extremism has been on the march since the
days of President Zia Ul Hag, who was the
darling of the West, especially close to the U.S.
Zia's rule. was a curse for Pakistan, but his
patrons were successive US Presidents. It was
the US that had encouraged the Jihadi culture
in Pakistan for the struggle against the Soviet
Union. How can anyone forget that President
Reagan had embraced the Afghan Mujahideen
leaders in the Oval Office.

One of the principal reasons for the growth of
extremism is that the secular and moderate
political forces conceded too much political
space to the extremists. The secular political
forces have failed to deliver a social and
economic program the masses of Pakistan,
which would bring about a change in the quality
of life of the people. In the last four years the
situation has worsened. More than half of
Pakistan’s population (ca. 180 million people)
has fallen below the poverty line. Because of
the dire economic situation and worsening
condition law and order, the country is slowly
moving towards an anarchical situation,
something the extremists would welcome.

There is no doubt that the culture bred by. Zia ul
Haq is still flourishing, including to some extent
in the Armed Forces. The infection in the army
is limited and is being rooted out.

The best-and most effective way to deal with
extremism is not through military means, but by
presenting to the people of Pakistan a more
powerful and promising message of hope. This
is the responsibility of political parties. Today,
Pakistan ~ has the poorest and ~ most
incompetent political leadership, which is
incapable of providing good governance. If this
political dispensation continues, radicalism will
gain strength.

Hubertus Hoffmann: Taseer continued on
Osama bin Laden: "Let us be clear about what
happened last week: Osama bin Laden was
not just found living in Abbottabad, there out of
some inverse logic of his own. He was found in
this-garrison town because he was the guest of
the army. And now the charges against this
army and its agencies are manifold". When
asked for his opinion by the World Security
Network Foundation, a respected head of a
Western intelligence agency stated:
L

www.cbrne-terrorism-newsletter.com

The ¢




CBRNE-Terrorism Newsletter < Autumn-2011 32

Director of the ISI and the Chief of Staff
indisputably knew about Osama bin Laden's
residence, while a separated group of the ISI
was in charge. They feared that to hand him
over to the U.S. and having him imprisoned in
Guantanamo Bay would produce an outcry in
Pakistan. Moreover, they could have continued
to ask for more support by the US against Al
Qaeda". The Pakistani Parliament condemned
the killing of bin Laden as well as the air strikes
against terrorists in the tribal areas. Is the
military playing a double game with the US and
the West? What is Pakistan's position?

Riaz Khokhar: Yes, indeed Osama was found
in Abbottabad, which is strictly speaking not a
garrison town. The town hosts the Pakistan
Military Academy, which is the equivalent to
Sandhurst in England and West Point in the
US. No combat or special action troops are
stationed in Abbottabad.

The jury is sfill in the dark about who knew
about Osama’s presence in Abbottabad and
who provided him the support system. Without
a doubt, the government of Pakistan has to
investigate and provide credible answers to
very valid and critical questions. To date, it is a
matter of record, that the President of the
United States and some seniors officials have
implied, that government leaders and senior
official in Pakistan were not aware of Osama’s
presence in Abbottabad. Clearly, Osama had
some support system, probably provided by
some extremist groups, which were linked to Al
Qaeda. Pakistan has conceded that we have to
satisfy the international community on a host of
issues arising from the Abbotabad incident.

Osama was not living in a $ 10 Million mansion
or a state owned safe house. From the TV clips
and films it is evident, that he was living in
penury and squalor. There were ‘no security
guards to protect him. The 79 Navy Seals
actually killed an unarmed Osama. There was
no exchange of fire. He was not surrounded by
scores of highly trained loyal guards as was the
ten years old myth created by the western
media. It would have been better if he had
been captured alive, and faced a trial, for the
world could have discovered the truth about the
attack on the US in 2001. Osama’s burial at
sea was also controversial as it raised many
questions.

Hubertus Hoffmann: Concerning Afghanistan,
some in ISAF and Kabul blame the Pakistani
Army to play both sides of the fence, including
secret support for the Afghan Taliban and
protection of the Pakistani Taliban. What is the
truth?

Riaz Khokhar: The US and ISAF have failed in
Afghanistan and will probably face a Vietnam-
like defeat. An illegal occupation force cannot
win against person that is fighting for the
freedom of their motherland. Afghanistan is a
poor country and stands devastated. A quisling
and corrupt regime has not only failed its
people but has also taken the US and its allies
for a huge ride. The regime has succeeded in
one area, which is corruption on a monumental
scale.

The real test for Afghanistan will come when
the occupation forces leave the country to its
own device. There is no military solution to the
Afghan tangle. It has to be an Afghan solution,
which  reflects the ethnic mosaic  of
Afghanistan. Any outside sponsored solution
would not work.

Any attempt to divide Afghanistan on -ethnic
lines, a proposal floated by Ambassador
Blackwell will be a recipe for a civil war.
Furthermore, any attempt to neutralize
Afghanistan will not be acceptable to the proud
Afghan. people. The US exit plan has no
sustainable political solution. It also seems that
the US has no sincere desire to leave
Afghanistan. It wants to retain and use the
huge military bases against China, Iran, Russia
and central Asian states. The US has also set
its vision on the vast oil and gas resources of
central Asia and the Caspian region. In sum,
the US presence in Afghanistan is a factor of
instability in the region.

Hubertus Hoffmann: Should the Taliban again
take over control in the. national interest of
Pakistan in the Pashtun part of Afghanistan or
was this time of cooperation from 1989 to 2001
more of a burden and disaster for Islamabad?
What is the best design for -Pakistan of
Afghanistan?

Riaz Khokhar: The Tehrik-i-Taliban Pakistan
(TTP) has declared war on Pakistan. Clearly,
the TTP is sponsored by some forces; which. -
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are inimical to Pakistan. The key questions are:
who is funding the TTP and who is providing
highly sophisticated weapons and modern
communication equipment to the TTP? It does
not stand to reason, that the ISl is supporting
the TTP to attack the Pakistan Army and
security forces. The TTP does not enjoy the
support of the tribes in the FATA region. In
comparison, the Afghan Taliban-has roots
among the people because they are seen as
fighting foreign occupation forces. This is
consistent with centuries old Afghan tradition
and culture.

As for Pakistan, it is not seeking an Islamabad-
made solution to the Afghan problem. Pakistan
has to take into account the sentiments of the
26 millions Pakhtuns in Pakistan and 12 million
in Afghanistan. Pakistan cannot afford to earn
the generational enmity of the Pakhtuns for the
sake of American interests. Pakistan would not
be able to recover from any military
misadventure in the FATA region.

Hubertus Hoffmann: How should negotiations
with the Taliban be done best?

Riaz Khokhar: The US has no choice but to
talk to the Taliban directly and immediately.
The US-Taliban talks at the lower levels,
sponsored by the Germans, are showing some
hopeful signs. All the countries directly
bordering Afghanistan, including Russia and
China should also be involved in the talks. If
asked, Pakistan can assist in setting up these
talks, but the US must not insist on keeping
military bases in Afghanistan. It seems that the
Taliban would give up their links with Al Qaeda
and ~would not have any problems in
renouncing violence, provided the US ends its
military occupation. However, asking the
Taliban to accept a highly flawed constitution
makes no sense. The US would also be
making a huge mistake in targeting and killing
Mullah Omar, the one person who holds
overwhelming influence over the various
Taliban groups, and who could help in bringing
about peace and stability in Afghanistan.

Hubertus Hoffmann: The most influential
German Forces, the Wehrmacht, had some
sympathies with the Nazis from 1918 until
1939, but in the end only proved to be a puppet
of Adolf Hitler and his totalitarian Nazi regime.

Hitler promised to revitalize Germany after the
shame of Versailles, but in the end produced
50 million dead, millions of Germans killed and
all cities in ruins - could this become the fate
and misperception of the Pakistani army? Wil
the terror monsters that it created finally
destroy their masters and its homeland?

Riaz Khokhar: The comparison with” Nazi
Germany is not relevant. Pakistan has suffered
mainly, because it got sucked into a war
against terrorism, which it had not initiated. The
overwhelming view in Pakistan is that it is not
our war. There is a major gap between the
opinions of the pro. US government and the
majority of the Pakistani people. Pakistan has
sufferered from huge casualty numbers: 35000
innocent people killed, 5000 soldiers and 3000
paramilitary casualties and thousands disabled.
Every city of Pakistan has faced bombing
incidents. Pakistan’s economy has endured
huge losses to the tune of $ 68 Billion. No
county in the world has paid such a high price
in blood and treasure. The people of Pakistan
are asking why we should make more
sacrifices? They are just fed up with the
arrogant and imperialistic attitude of the USA.

Hubertus Hoffmann: Concerning India: is
terrorism still a means in the toolbox of
Pakistan? What should be done to ease the
Kashmir issue?

Riaz Khokhar: Terrorism is not an instrument
of Pakistan’s policy towards India. The Bombay
incident was a horrendous act. It was widely
condemned by the government and the people
of Pakistan. There is no reason to believe that
Pakistan will not honor its commitment to carry
out a free and fair trial. India has to cooperate
with Pakistan in providing solid evidence, which
will stand up in a court of law. It seems that the
judicial process is moving in the right direction.

As for Kashmir, India is in.illegal occupation. It
has committed over 700,000 troops to
bludgeon the Kashmiris into submission, who
are only demanding the right of self-
determination, a right conceded to them by
Pandit Nehru, the first and the most well known
Indian Prime Minister. It is shameful that India
has been in gross violation of the UN
resolutions for decades. Why is it that the US
and the West have adopted double s’ganda'rds_ e
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in regard to Kashmir? Over 100,000 Kashmiris
have been killed, several thousands disabled
and thousands of women raped. Human rights
violations are rampant, but the international
community is blind to the happenings in
Jammu and Kashmir. It is a reality that India
has failed in suppressing the will of the people
of Jammu and Kashmir over six decades even
with -the help of several hundred thousand

Pakistan and India should sit across a table
and find a peaceful solution to the oldest
problem at the United Nations. War is neither
an option.for India nor for Pakistan, both have
nuclear capabilities. Pakistan would like to live
in peace and harmony with India. Our salvation
lies in peace and stability, enabling both
countries to divert precious resources to cater
for the well-being of the teeming millions who

L e ST
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troops. Today, Kashmir is one huge armed
military camp.

Timor got its independence through-the right of
self-determination, because the population was
Christian. Similarly, South Sudan is being
created and given independence, because the
population is Christian in large parts. Why is it
that the people of Jammu and Kashmir are not
being allowed to exercise their right of self-
determination? India claims to be largest
democracy in the world and yet it is afraid of
giving the Kashmiris the democratic rights to
determine their own future. Pakistan would
accept any solution that is acceptable to the
people of Jammu and Kashmir as long as they
are able to exercise their right in a free and fair
manner without the presence of 700,000
troops.

are living in abject poverty.

Hubertus Hoffmann: Why do so few openly
and aggressively defend the Prophet and the
Koran against radicals? The true teaching of
Islam is peace, understanding and tolerance
towards Christians and Jews - why do we hear
almost nothing to oust the extremists, why do
the the totalitarian preachers of hate control the
media and public attention? Is the silent
majority in Pakistan paralyzed and scared or
full of cowardice?

Riaz Khokhar: The majority of the people of
Pakistan are deeply committed to Islam, but
are moderate Muslims who firmly believe in
and revere the Holy Quran and love and adore
the Holy Prophet. The bulk of the people of
Pakistan are too preoccupied with the daily life

in search of bread and butter issues. They arg - .
also concerned about extremism and o~ “yes o
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acts of terrorism. The civil society in Pakistan
has been at the forefront, challenging the
wrongful interpretation of the Koran and
promoting the true spirit of Islam.

Islam is a religion of peace and emphasizes
respect for other religions. Muslims hold all
Prophets in high esteem and accept them
without any prejudice. Tolerance and
understanding should guide people of all
religions for the world to become a harmonious
place.

The “reality is ugly. Muslims have been
massacred following the break-up of
Yugoslavia. Over a million Iraqgi’s died in a war

Operation Smoking Dragon

which was based on utter lies and deceit.
500,000 Afghans have been killed in a war for
which they were not responsible. The Islamic
world is faced with many problems begging for
solutions, namely the Arab-Israel problem, the
Kashmir problem between India & Pakistan
and several other issues. Today, Western
countries are interfering in some Arab countries
on the basis of highly dubious principles. There
are some hardliners in the US who are
suggesting that the US should also take
military action against Syria and Iran.

There is immediate need for a serious dialogue
between the Islamic World and the West, to
develop a harmonious working relationship for
the sake of future generations.

Source: http://www.fbi.gov/news/stories/2011/july/dragon_ 070511/dragon 070511

The judge who recently sentenced Yi Qing
Chen noted that the smuggler “never saw a
criminal scheme he didn’t want a part of.” The
Southern California man was convicted last
October of distributing methamphetamine,
trafficking approximately 800,000 cases of
counterfeit cigarettes, and conspiracy to import
Chinese-made shoulder fired missiles into the
U.S. Chen is now serving a 25-year prison
sentence, and his case marks the end of a
long-running investigation called Operation
Smoking Dragon.

Smoking Dragon and a related case in New
Jersey called Operation Royal Charm led to the
indictment of 87 individuals from China,
Taiwan, Canada, -and the U.S. The
investigations uncovered—and dismantled—an
international smuggling ring that could have
threatened the country’s national security.
Charges against the subjects included

The smugglers offered a varlety of Chinese
military-grade-weapons, including surface-to-air

missiles.

smuggling real and phony drugs and other
contraband into the U.S. along with counterfeit
$100 bills—believed to have been produced in
North Korea—that were so nearly perfect and
so much more sophisticated than typical
counterfeit = currency they were dubbed
“Supernotes.”

‘One of the most important things “about
Operation- Smoking Dragon was that it
demonstrated the broad range of international
criminal activity conducted by today’s Asian
organized crime groups,” said Special Agent
Bud Spencer, who worked the case in our Los
Angeles office.

The eight-year investigation began when FBI
undercover agents, posing as underworld
criminals, helped make sure that shipping
containers full of counterfeit cigarettes made it
past U.S. Customs officers undetected. Over
time, as undercover agents won the smugglers’
trust, they were asked to facilitate other illegal
shipments such as narcotics and millions of
dollars in Supernotes. Later, the smugglers
offered a variety of Chinese military-grade
weapons, including the QW-2 surface-to-air
missiles.

Some of .the drugs—including methamphe-
tamine and fake Viagra—were hidden in large
cardboard boxes with false bottoms that
contained toys. The Supernotes were placed
between the pages of books or lined in large
bolts of rolled-up fabric. All of the items were
smuggled into the U.S. in 40-foot shlpplng )
containers. ey
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Between Smoking Dragon and Royal Charm,
some $4.5 million in counterfeit currency was
seized, along with more than $40 million worth
of caunterfeit cigarettes, drugs, and other real
and phony items. The smugglers were also
forced to forfeit a total of $24 million in cash,
along with real estate, cars, and jewelry.

Most of the defendants were indicted in 2005
and have since pled guilty or been convicted.
Chen was the final defendant to be sentenced
relating to Operation Smoking Dragon. His was
the nation’s first conviction under a 2004 anti-
terrorism statute that outlaws the importation of
missile systems designed to destroy aircraft.
“There is only one purpose for shoulder-fired
missiles like the QW-2, and that is to bring
down aircraft,” said Special Agent Omar

Trevino, who worked the case from the
beginning. “Smoking Dragon dismantled an
international smuggling ring, and it illustrated
that organized crime groups will stop at nothing
to make a profit.”

Mark Aveis, an assistant United States attorney
in Los Angeles who prosecuted the Chen case,
agreed with Agent Trevino. “Chen and his
associates didn’t care what they smuggled as
long as they made money,” he said. “This case
highlights the FBI's ability to carry out
successful long-term undercover
investigations—and the continuing need for
such investigations.”

Huge rare earth deposits found in Pacific

Japanese geologists have located vast deposits of rare
earth minerals, crucial in making high-tech electronics,

on the Pacific Ocean floor. The deposits, thought to be
around 1,000 times those on land, could challenge
China’s global monopoly over production
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Japanese discovery could undermine China's rare earth

dominance

Source: http://www. homelandsecuntynewswwe com/japanese- dlscovery -could-undermine- chlnas -rare-

earth-dominance

A new discovery by Japanese researchers
could break China’s stranglehold over rare
Earth metals. Japanese geologists say they
have found large deposits of ‘rare Earth
minerals on the floor of the Pacific Ocean. It is
estimated that the mud of the Pacific Ocean

contains 100  billion tons of rare
Earth elements.

If geologists are able to mine for the minerals in
a cost effective way, analysts believe this
discovery could undermine China’s dominancs. -
Currently, 97 percent of rare Earth metaﬁ_
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produced in China, but in recent years the
country has imposed strict quotas and limited
exports disrupting the global supply chain.

Yasuhiro Kato, an associate professor of earth
science at the University of Tokyo and the
leader of the team thatdiscovered the rare
earth stores, said, “The deposits have a heavy
concentration of rare earths. Just one square
kilometer (0.4 square mile) of deposits will be

able to provide one-fifth of the current global
annual consumption.”

The minerals were found in sea mud in
seventy-eight locations at depths of 11,500 to
20,000 feet below the ocean’s surface. The
deposits are primarily located in international
waters east and west of Hawaii- and east
of Tahiti.

The discovery has already touched off a race
as companies scramble to obtain licenses to
mine for these minerals deep below the Pacific
Ocean. So far Nautilus, a mining company, has
been the first to obtain a license to mine the
ocean floor around Papua New Guinea.

The latest discovery has also caused concern
among environmentalists as mining for rare
Earth metals is an environmentally damaging

process that results in millions of tons of toxic
waste laced with corrosive acids. “There’s not
one step of the rare Earth mining process that
is not disastrous for the environment. Ores are
being extracted by pumping acid into the
ground, and then they are processed using
more acid-and chemicals,” said Jamie Choi, an
expert on toxics for Greenpeace China.

Democracy’s Cradle, Rocking the World

By Mark Mazower
Published: June 29, 2011

Source: http://www.nytimes.com/2011/06/30/opinion/30mazower.htm|?_r=2

On June 28th, the whole world was watching Greece as its Parliament voted to pass a divisive package
of austerity measures that could have critical ramifications for the global financial system. It may come
as a surprise that this tiny tip of the Balkan Peninsula could command such attention. We usually think
of Greece as the home of Plato and Pericles, its real importance lying deep in antiquity. But this is
hardly the first time that to understand Europe’s future, you need to turn away from the big powers at
the center of the continent and look closely at what is happening in Athens. For the past 200 years,
Greece has bheen at the forefront of Europe’s evolution.
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In the 1820s, as it waged a war of independence against the Ottoman Empire, Greece became an early
symbol of escape from the prison house of empire. For philhellenes, its resurrection represented the
noblest of causes. “In the great morning of the world,” Shelley wrote in “Hellas,” his poem about the
country’s struggle for independence, “Freedom’s splendor. burst and shone!” Victory would. mean
liberty’s triumph not only over the Turks but also over all those dynasts who had kept so many

PROLID TO BE

(SREE

Europeans enslaved. Germans, Italians, Poles and Americans flocked to fight under the Greek blue and
white for the sake of democracy. And within a decade, the country won its freedom.

Over the next century, the radically new combination of constitutional democracy and ethnic
nationalism that Greece embodied spread across the continent, culminating in “the peace to end all
peace” at the end of the First World War, when the Ottoman, Hapsburg and Russian empires
disintegrated and were replaced by nation-states.

In the aftermath of the First World War, Greece again paved the way for Europe’s future. Only now it
was democracy’s dark side that came to the fore. In a world of nation-states, ethnic minorities like
Greeee’s Muslim population and the Orthodox Christians of Asia Minor were a recipe for international
instability. In the early 1920s, Greek and Turkish leaders decided to swap their minority populations,
expelling some two million Christians and Muslims in the interest of national homogeneity. The Greco-
Turkish population exchange was the largest such organized refugee movement in history to that point
and a model that the Nazis and others would point to later for displacing peoples in Eastern Europe, the
Middle East and India.

It is ironic, then, that Greece was in the vanguard of resistance to the Nazis, too. In the winter of 1940-
41, it was the first country to fight back effectively against the Axis powers, humiliating Mussolini in the
Greco-ltalian war while the rest of Europe cheered. And many cheered again a few months later when a
young left-wing resistance fighter named Manolis Glezos climbed the Acropolis one night with a friend
and pulled down a swastika flag that the Germans had recently unfurled. (Almost 70 years later, Mr.
Glezos would be tear-gassed by the Greek police while protesting the austerity program.) Ultimately,
however, Greece succumbed to German occupation. Nazi rule brought with it political disintegration,
mass starvation and, after liberation, the descent of the country into outright civil war between
Communist and anti-Communist forces.

Only-a few years after Hitler's defeat, Greece found itself in the center of history again, as a front line

in the cold war. In 1947, President Harry S. Truman used the intensifying civil war there to galvanizg . -
Congress behind the Truman Doctrine and his sweeping peacetime commitment of American resq[{p 1%
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to fight Communism and rebuild Europe. Suddenly elevated into a trans-Atlantic cause, Greece now
stood for a very different Europe — one that had crippled itself by tearing itself apart, whose only path
out of the destitution of the mid-1940s was as a junior partner with Washington. As the dollars poured
in, American advisers sat in Athens telling Greek policy makers what to do and American napalm
scorched the Greek mountains as the Communists were put to flight.

European political and economic integration was supposed to end the weakness and dependency of the
divided continent, and here, too, Greece was an emblem of a new phase in its history. The fall of its
military dictatorship in 1974 not only brought the country full membership in what would become the
European Union; it also: (along with-the transitions in Spain and Portugal at the same time) prefigured
the global democratization wave of the 1980s and '90s, first in South America and Southeast Asia and
then in Eastern Europe. And it gave the European Union the taste for enlargement and the ambition to
turn itself from a small club of wealthy Western European states into a voice for the newly democratic
continent as a whole, extending far to the south and east.

And ‘now today, after the euphoria of the '90s has faded and-a new modesty sets in among the
Europeans, it falls again to Greece to challenge the mandarins of the European Union and to ask
what lies ahead for the continent. The European Union was supposed to shore up a fragmented
Europe, to consolidate its democratic potential and.to transform the continent into a force capable of
competing on the global stage. It is perhaps fitting that one of Europe’s oldest and most democratic
nation-states should be on the new front line, throwing all these achievements into quéstion. For we are
all small powers now, and once again Greece is in the forefront of the fight for the future.

Mark Mazower is a professor of history at Columbia University.

World Alamanac of Islamism
Source: http://almanac.afpc.org/

The World Alamanac of Islamism is a new site by The American Foreign Policy Council, devoted to
mapping out -the various Islamist movements
around the world. They have a section on Europe,
'-'s with details on different countries.

From their main Europe page:
Buoyed by steady immigration from the Middle East

N and North Africa, as well as negative native
=== | demographics among continental states, the Muslim
W communities in Europe are becoming larger, more

“— complex and more vocal. Within these communities,
the past year saw Islamism continue to grow in strength as a political phenomenon.

The dominant mode of Islamist activism in Europe remains to operated within the parameters of existing
political systems. Some groups, such as the Union of the Islamic Communities and Organizations of
Italy, confine themselves to expanding the participation of Muslims in national politics, while others, like
the Muslim Association of Britain, work to promote Islamist political thought, as well as the message and
appeal of foreign Islamist groups such as the Muslim Brotherhood. Only a small minority—exemplified
by England’s al-Muhajiroon, among other fringe elements—has advocated violence against, and the
overthrow of, European governments. Those elements are closely monitored and proscribed by the
authorities in question.

www.cbrne-terrorism-newsletter.com




CBRNE-Terrorism Newsletter < Autumn-2011 40

Browse By Movernent

m Country f Region u

I/Leuel of lzlamist 1\'
Aotivity®

LY
Moderata

B s

. J

" Islamist activity lewels are 3 subjective determination made by the American Foreign Policy Council. The seope of the Wordd Almanac of

lzlamism does not encompazs all countries. Those that are not represented are shaded gray.

2012 WMDFZ Conference: Assessments from Track |1 Discussions
Source: http://www.inss.org.il/publications.php?cat=21&incat=&read=5354

The recommendation for a conference in 2012
on a weapons of mass destruction free zone
(WMDFZ) in the Middle East, included in last
year's NPT Review Conference Final
Document, has thus far not produced tangible
progress at official levels. A facilitator has yet
to be named, and more important, there is no
indication of substantive progress on forging a
common understanding in the region and
beyond on the immediate goal of this meeting,
its format, and its subject matter. The political
turmoil in the Middle East over the past six
months, including governments and regimes in
a number of Arab states that are in a state of
flux, has raised additional questions about the
viability of convening such a meeting.

In contrast to the foot dragging and problems at
the official level, the recommendation to hold
the conference has already generated much
discussion at unofficial levels, both in Israel
and in broader regional frameworks. Over the
course of 2010-2011 a number of meetings in

the context of Track Il and Track one-and-a-
half initiatives have sparked a debate over the
prospects of convening this conference and a
discussion of its conceptual guidelines. Some
telling insights into the thinking among the
different parties can be gleaned from these
discussions, including the EU seminar held in
Brussels in early July. Due to its broad region-
wide participation, this meeting provided a
good opportunity to assess an array of state
approaches.

What emerges most clearly from these
unofficial debates is the longstanding gulf
between the positions of the two major
protagonists: Israel and Egypt. Egyptian
participants continue to highlight the nuclear
issue almost exclusively, pointing to Israel's
non-party status to the NPT as the primary — if
not only — constraint to achieving a WMDFZ in
the Middle East. For their part, -Israeli

participants continue to underscore the

importance of the regional realities “thdt ..
L
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characterize the Middle East and the poor
quality of inter-state relations in this region.
They stress that the starting point for a
WMDFZ discussion must be an effort to
improve these relations, and in the first place,
the ability to rely on the commitments that
states make. Hence their emphasis on initiating
a regional security process that draws on the
notion of confidence building and step-by-step
progress. Egyptian participants do-not accept
this logic, and the opposing positions continue
to present as zero sum.

While this ongoing divide perhaps comes as no
surprise, it nonetheless underscores the
degree to which familiar positions have
become entrenched and static, even in the face
of new realities in the region, first and foremost
the rapidly developing nuclear capability of
Iran. There is no indication at these meetings
that the highly negative regional implications of
Iran's nuclear progress over the past decade
have driven home to Egyptian experts where
the real danger in the nuclear realm lies, or
have led them to reconsider previous Egyptian
positions. Amr Moussa, one of Egypt's
presidential hopefuls, has stressed that there
will be no change in attitudes toward Israel. In
an interview with Lally Weymouth in early May
he asserted, "The nuclear issue in the Middle
East means Israel and then Iran."

The new factor in this round of discussions —
as opposed to the ACRS dynamic of the early
1990s — is no doubt the presence of Iran. At
the July Brussels meeting, Iranians were not
only present at the discussions, but proved to
be very active participants. If this is any
indication of what can be expected for 2012, it
means that Iran will not stay away because of
Israel's presence at the table. Indeed, the
primarily bilateral dynamic that characterized
the ACRS talks could turn into a trilateral
Israel-Egypt-Iran dynamic this time around,
with Egypt and Iran cooperating onthe basis of
a mutual tactical interest to focus all attention
on Israel. While in one sense Egypt would no
doubt draw comfort from Iran's support in finger
pointing at Israel, in another sense Iran's
activism would also present a challenge to
Egypt, fueling the implicit general Egyptian-
Iranian rivalry over prominence and influence in
the Middle East. Thus some of the major
energy Egypt is already exerting in its
campaign to have Israel join the NPT could be
doubling as a message to Iran, namely, that it
should take the back seat in this campaign.

If Iran joins the prospective 2012 meeting, this
would create another framework for discussing
its nuclear program. Thus, the "conversation"
that the international community is currently
having with Iran regarding evidence of its
military intentions in the nuclear realm and its
broken commitment to remain non-nuclear
according to its NPT membership would be
joined by another dialogue: a regional
discussion of ridding the Middle East of all
WMD. If Iran overcame its aversion to sitting at
the same table with Israel, it would be in its
interest to cooperate with the WMDFZ idea, as
this would enable it to capitalize on the "all
against Israel" dynamic, while deflecting
attention from itself. One of the challenges of a
WMDFZ conference in 2012 will be to keep
these conversations separate and not allow
Iran to hijack the 2012 format for its own
agenda — namely, deflecting any plans to deal
harshly with Iran's violations of its international
commitments.

The identity of the facilitator for the 2012
conference has generated much focusat the
unofficial meetings.- Great expectations are
being pinned to this announcement, as if it will
be a concrete achievement in itself. Clearly,
those who are most interested in the 2012
conference  being convened need this
emphasis on naming the facilitator-and the host
country as a means of creating an ongoing
sense of activity and forward motion.

A final observation regards the puzzle of US
commitment to the 2012 conference. While
official statements broadcast "yes, the US is
committed," US behavior on the ground,
including its low profile at the Brussels meeting,
seems to- convey a less than enthusiastic
approach. The reasons for this could have
something to do with the dilemma that the
conference poses as far as the strong US
commitment to Israel's continued strategic
advantage in light of the security challenges
that it faces. The US might also be considering
what the conference could mean as far as
efforts to stop Iran from attaining a military
capability. In addition, the turmoil in the Middle
East may underscore that the region's volatility
must ebb somewhat before such a discussion
can be broached. At the same time, the US
knows that it needs evidence of activity before
the next NPT Review Conference in 2015, so it
cannot entirely ignore the issue. The result of

the dilemma is the ambivalence that i_s___quit‘e =

noticeable on the ground. L sy
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To Pay or Not to Pay? The French Hostage Dilemma

By Pascale Combelles Siegel
Source: http://www.jamestown.org

After 18 months in captivity, the Taliban
released Hervé Ghesquiere and Stéphane
Taponier on June 29. The two journalists from
the French public television channel France
Télévision were taken hostage on December
30, 2009 as they were working on a
documentary on reconstruction in Afghanistan.
The French press and the political
establishment greeted the news with obvious
elation. [1] The two journalists were not party
to the conflict and were simply documenting
history in the making. As such, the press
described them as innocent pawns in a broader
grand strategic game .and as victims who
should not be sacrificed.

However, after the relief and the self-
congratulation, the central question of “why did
the Taliban release the hostages” and “what
did they get in return” quickly came to the
forefront of the debate.

Weary of fueling the “kidnapping-for-ransom
business model,” French Government officials
repeatedly denied the payment of any ransom.
“France does not pay ransoms,” claimed Alain
Juppé, the French Foreign Minister, echoed by
the Elysée Palace and the Minister of Economy
and Finance Frangois Baroin (L'Express, June
30). The trouble is, nobody really believes the
official version. Security expert -Gérard de
Villiers said that the government would deny it,
but ‘I don’t know of any hostage liberation
without the payment of a ransom” (Atlantico.fr,
June 30). Frédéric Helbert, a security
consultant for the private channel BFM TV,
went even further. Based on unnamed sources,
he described in great detail how an envelope
containing “several million dollars” was handed
over to the kidnappers as they released the two
journalists to the French authorities; exchanged
into local currency and sent back to the
Taliban’s Quetta Shura in Pakistan (BFM TV,
June 29; L’Express, June 30).

It was not the first time that France has been
rumored to pay a ransom in exchange for its
citizens. The London Times, citing Baghdad
security officials “who played a crucial role in
the negotiations,” claimed the French
government paid $15 million to obtain the
liberation of Christian Chesnot and George
Malbrunot in Iraq in December 2004 and

another $10 million to obtain the liberation of
Florence Aubenas in Iraq six months later in
June 2005 (Times, May 22, 2006).
However, after his election in 2007, President
Sarkozy clearly indicated that he wanted to
distance his government from such practices,
advocating instead a resolute opposition to
paying ransoms or exchanging prisoners. In
August 2009, he declared: “Paying ransoms
and swapping prisoners for harmless innocents
is no strategy at all,” adding that France must
‘refuse the terrorists’ diktat” (Rue89.com,
January 15).
However, . a closer look at the French
government’s practices since his election
shows that the government's actions are less
resolute than its words and that different
circumstances yield different remedies.
e In April 2008, Somali pirates seized a
French luxury cruise yacht, the
Ponant, off the coast of Somalia. The
owner of the yacht, GMA-CGM of
France, paid a ransom of over $2
million for the 30 crew members, part
of which was recovered in Opération
Thalatine, a raid on the pirates in the
north-central Mudug region of Somalia
by French Commandos marine (Naval
CGommandos) based in Djibouti. Six
pirates were captured in the helicopter
raid and brought to France for trial.
e A year later, the French government
launched a successful assault on the
Tanit, a luxury sailboat also taken off
the coast of Somalia, after the pirates
refused the offer of a ransom (Times,
April 12, 2009). One hostage was
kiled in the crossfire during the
assault by the Commando Hubert, the
frogman unit of the Commandos
marine, supported by French and
German warships. Three pirates were
arrested in the operation.
e Denis Allex is one of two Direction
Générale de la Sécurité Extérieure
(DGSE - French external intelligence)
agents kidnapped from a Mogadishu
hotel in July, 2009 (see Terrorism
Monitor, July 30, 2009). Though his
colleague escaped from his Hizb ai- - .
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Islam captors only a month later, Allex
continues to be held by al-Shabaab
somewhere  within Somalia. =~ Al-
Shabaab has released twa videotaped
sets of demands, as read by Allex
himself. In both cases the demands
were political  (prisoner = release,
cessation of French support for the
Transitional Federal Government,
withdrawal ~ of  African  Union
peacekeepers, eftc) rather than
financial (al-Qimmah.com, July 18,
2009; AFP, June 9, 2010). [2]

e In July 2010, Al-Qaeda in-the Islamic
Maghreb (AQIM) announced that it
had killed hostage Michel Germaneau
in retaliation for a Franco-Malian raid
against one of its camps in
northwestern Mali (al-Jazeera, July
26). In that case, Defense Minister
Hervé Morin indicated that the French
Government “didn’t have the slightest
discussion with the kidnappers... We
never had any specific claims” (La
Dépéche du Midi, January 10, 2010;
AFP, August 1). However, AQIM
chief Abdulmalik Droukdel claimed the
raid was launched while negotiations
for Germaneau were underway (see
Terrorism Monitor, September = 23,
2010).

o Finally, in January 2011, the
government launched a raid to free
two French citizens, Antoine de
Léocour and Vincent Delory, who
were kidnapped in Niamey, capital of
Niger. Both were killed in northern
Mali during an assault on- the AQIM
convoy transporting the prisoners by
French and Nigérien troops (see
Terrorism Monitor, January 28).

In contrast, the French government's attitude
toward the September 2010 kidnapping of
seven employees and sub-contractors of
AREVA by AQIM in Niger is much more
ambivalent. In that case, contacts have been
established between the government and the
kidnappers and a mediation team has been set
up (La Dépéche du Midi, January 10, 2010).
There are also reports that a ransom paid by

Notes:

AREVA secured the liberation of three of the
seven hostages (Radio France Internationale,
February 25). Most recently, in March 2011,
AQIM released new demands asking -for 90
million Euros and a prisoner swap in exchange
for the four remaining hostages. The French
Foreign Minister immediately rejected the
ransom demand on the grounds that “we don’t
negotiate on that basis,” indicating that the
price rather than the principle of ransom is the
problem (La Dépéche du Midi, January 10).
The DGSE special fund allocation for hostage
rescue operations amounts to $53.9 million
Euros for the fiscal year 2011 (Paris Match,
July 1).

Based on this recent history, the French
government does not seem to have a
consistent position on negotiating the release
of hostages taken by pirates or terrorist groups.
Nevertheless, the French government is
equipped with a dedicated bureaucratic
structure, a budget, and a strong political will to
engage in negotiations to secure the release of
French citizens. There is little doubt that
French officials do not want to encourage
hostage-taking by paying ransoms - President
Sarkozy has made his feelings clear in that
regard. However, the collective desire to_spare
the lives of innocent victims taken hostage
and/or to protect the economic and
professional interests of large corporations
clearly continues to push the government
toward negotiating the release of French
hostages.

In the Taliban’s release of Ghesquiére and
Taponier in June, as well as the 2005-2006
cases of Chesnot, Malbrunot and Aubenas in
Iraq, there- was acknowledgement in the-press
that money was paid to either the hostage
takers or intermediaries. There was, however,
virtually no debate on the potential impact of
paying ransoms to terrorist groups. The
absence of discussion about the impact of
paying ransoms to terrorist groups or
intermediaries indicates that President Sarkozy
faces a steep uphill battle if he truly wants to
end French practice of paying ransoms. There
remain nine French nationals held hostage in
the world.

1. See Prime Minister Frangois Fillon before the National Assembly (French lower house of Parliament),

29 June 2011. Available at http://www.bfmiv.com/video-infos-actualite/detail/taponier-et-ghesquiere- . -

liberes-annonce-fillon-1426267/.
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2. The second video is available at http://www.youtube.com/watch?v=YKLtO7Zj7dw.

Pascale Combelles Siegel is President of Insight Through Analysis, a consultancy firm specializing in
strategic communications, military-media, and civil-military relations research, analysis, planning,

and assessment.

Tiny flying machines revolutionize surveillance work
Source: http://www.homelandsecuritynewswire.com/tiny-flying-machines-revolutionize-surveillance-work

Tiny aerial vehicles are being developed with
innovative flapping wings based on those of
real-
life insects.
Incorporating
micro-
cameras,
these
revolutionary
insect-size
vehicles - will
be suitable for many different purposes ranging
from helping in emergency situations
considered too dangerous for people to enter,
to covert military surveillance missions.
Supported by the Engineering and Physical
Sciences Research  Council (EPSRC),
research at the
University of
Oxford is playing
a key role in the

vehicles’ development.
Dr. Richard Bomphrey, from the Department of
Zoology, is leading “this research, which is
generating new insight into how insect wings
have-evolved over the last 350 million years.
“Nature has solved the problem of how to
design miniature flying machines,” he says. “‘By
learning those lessons, our findings (will make
it possible to aerodynamically engineer a new
breed of surveillance vehicles that, because
they're as small as insects and also fly like
them, completely blend into
their surroundings.”
An EPSRC
release reports
that  currently
| the smallest of
state-of-the-art
fixed-wing

i
unmanned

surveillance

vehicles are around a foot wide. The

incorporation of flapping wings is the secret to
making the new designs so small. To achieve
flight, any object requires a combination of
thrust and lift. In manmade aircraft, two
separate devices are needed to generate these
(that is, engines provide thrust and wings
provide lift), this limits the scope for
miniaturizing flying machines.
An insect’s flapping wings, however, combine
both thrust and lift. If manmade vehicles could
emulate this more efficient approach, it would
be possible to scale down flying machines to
much  smaller  dimensions than s
currently possible.
“This will require a much more detailed
understanding than we currently have of how
insect wings have evolved, and specifically of
how different types of insect wing have evolved
for  different
purposes,”
Bomphrey
| = says. “For
ﬁ'__'_ instance, bees
are load-lifters,
a predator such
as a dragonfly is fast and maneuverable, and
creatures like locusts have to range over vast
distances.  Investigating the differences
between insect wing designs is a key focus of
our work. These ecological differences have
led to a variety of wing designs depending on
the task needing to be performed. It means that
new vehicles = -y L%
could be 1548 S
customized  to
suit  particular
uses ranging
from  exploring
hostile  terrain,
collapsed - buildings or chemical spills to
providing enhanced TV coverage of sports and
other events”.
Bomphrey and his team lead the world in their
use of both cutting-edge computer modeling
capabilities and the latest high-speed, .high- . -
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resolution camera technology to investigate
insect wing design and performance.

Key to the work is the calculation of air flow
velocities around insect wings.. This:is achieved
by placing

insects in a wind

tunnel, seeding

the air with a

light - fog and

illuminating  the

particles with

pulsing laser

light - using a

technique called

Particle  Image

Velocimetry.

The release

notes that the

team’s

groundbreaking

work has

attracted the

attention of

NATO, the U..S Air Force, and the European
Office of Aerospace Research and
Development. The research is expected to
produce findings that can be utilized by the
defense industry within three to five years,
leading to the development and widespread
deployment of insect-sized flying machines
within twenty years.

“This is just one more example of how we can

the ‘perfect way of exploring all kinds of dark,
dangerous and dirty places.”

Bomphrey is using his EPSRC-funded
Fellowship  to pursue this research. The

fundamental aim of the work is to explore how
natural selection has impacted on the design of
insect wings and how these designs have been
affected by the laws of aerodynamics and other
physical constraints.

‘Evolution hasn’t settled on a single type of
insect wing design,” says Bomphrey. “We aim
to understand how natural selection led to this
situation. But we also want to explore how

manmade vehicles could transcend the
constraints imposed by nature.”

learn important lessons from nature,” says
Bomphrey. “Tiny flying machines could provide

Particle image velocimetry (PIV) is an optical method of flow visualization used in education and
research. It is used to obtain instantaneous velocity measurements and related properties in fluids. The fluid is
seeded with tracer particles which, for sufficiently small particles, are assumed to faithfully follow the flow
dynamics (the degree to which the particles faithfully follow the flow is represented by the Stokes number). The
fluid with entrained particles is illuminated so that particles are visible. The motion of the seeding particles is used
to calculate speed and direction (the velocity field) of the flow being studied. Other techniques used to measure
flows are Laser Doppler velocimetry and Hot-wire anemometry. The main difference between PIV and those
techniques is that PIV produces two dimensional or even three dimensional vector fields, while the other
techniques measure the velocity at a point. During PIV, the particle concentration is such that it is possible to
identify individual particles in an image, but not with certainty to track it between images. When the particle
concentration is so low that it is possible to follow an individual particle it is called Particle tracking velocimetry,
while Laser speckle velocimetry is used for cases where the particle concentration is so high that it is difficult to
observe individual particles in an image. Typical PIV apparatus consists of a camera (normally a digital camera
with a CCD chip in modern systems), a strobe or laser with an optical arrangement to limit the physical region
illuminated (normally a cylindrical lens to convert a light beam to a line), a synchronizer to act as an external
trigger for control of the camera and laser, the seeding particles and the fluid under investigation. A fiber optic
cable: or liquid light guide may connect the laser to the lens setup. PIV. software is used to post-processes the
optical images.
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Source: http://dilbert.com/strips/comic/2011-07-31/
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Growing menace: animal-rights terrorism
Source: http://www.homelandsecuritynewswire.com/growing-menace-animal-rights-terrorism

The - phenomenon of increased violence
committed by some extremists in the name of

animal rights is a growing cause for concern. In
a major conference organized by Europol and
Eurojust,  fifty-eight experts from law
enforcement and prosecution authorities, plus
representatives from thirty-five private sector
organizations, met last week at Europol’s new
headquarters in The Hague to discuss the
issues behind this new trend.

Europol says that while the defense of the
rights of animals and their welfare is legitimate
and fully supported by European Union
institutions, the increase in violence by

extremists remains a concern for all of the
conference participants. An example is the
increased use of Improvised Explosive Devices
(IEDs) and Improvised Incendiary
Devices (IIDs). :
Violent animal rights extremists do not hesitate
in sending threatening -e-mails or making
warning phone calls to their targets, often
intimidating  their family ~and committing
physical assaults on their property, in so-called
home visits. This has resulted in arson attacks
on cars and property.

Single-issue extremist groups are also actively
targeting the fur and pharmaceutical industries.
This has included the mass release of animals
and the destruction of feeding and water
installations for the animals. Another tendency
is that single-issue extremist groups (including
anarchist groups) are supporting each others’
causes more and more.

‘The  conference at  Europol's  new
headquarters was an important milestone in
these efforts.” says Rob Wainwright, director
of Europol.

Together with a tactical meeting heId at -
Eurojust in April 2011 on the same top ;
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conference clearly identified the need for a
wider exchange of information to provide the
member states’ authorities with a clear picture
of ongoing criminal activities. There is a
tendency to underestimate the importance of
the phenomenon and of the links between
criminal  actions committed in different
countries. ~ Forensic ~ analysis  clearly
demonstrates that some attacks committed in
the EU have used the same modus
operandi and that the devices used
are similarly manufactured.
From the discussions at the
conference, it became obvious: that
the violent criminal activities are often
orchestrated at an international level.
To this end, speakers said there was
a need for increased law enforcement
coordination at an international level,
as well as more awareness on a local
police and judicial level.
The conference
recommendations include: i
e Encouraging member states’ '
authorities to prevent and fight all forms of
violent criminal extremism and developing,
at an EU level, a renewed dialogue on
animal protection and animal welfare to
allow all concerned parties to express their
needs and concerns in a democratic way
e Exploring the possibility of sharing
technical data with the relevant parts of the

OBL planned to kill Obama on 9/11

corporate security community and their
branch organizations, respecting the data
protection regulations within Europol and
Eurojust’s existing legal frameworks.

o Developing a common strategy with the
corporate security community to further
cooperation between EU institutions and
the relevant parts of the private sector.

The above recommendations were supported

by a conclusion that called for increased
information exchange with - Europol and
Eurojust on attacks, prosecutions and
convictions in animal rights extremism cases.
This will lead to the identification of good
practice, increased sharing of experience and
ultimately a more efficient and coordinated
approach in tackling the phenomenon.

Source:http://www.dailymail.co.uk/news/article-2014988/Bin-Laden-planning-shoot-Air-Force-One-

Obama-inside.html

Osama Bib Laden was putting together a team
of al Qaeda operatives whose mission was to
use a shoulder-fired missile to bring down Air

Force One or Marine one -- the president's
helicopter - on the anniversary of the 9/11
attack; the plot was gleaned from digital
storage media picked up on 2 May
at OBL's compound in Pakistan;
- other plots were discussed, among
them flying an explosives-filled
plane into a sports stadium on 4th
July, and kiling General David
_Petraeus

Targets: President Obama boarding
Marine One // Source: trendite.net

Osama Bib Laden was putting
" together a team of al Qaeda

use a shoulder-fired missile togfi

operatives whose mission was tp -
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down Air Force One or Marine one — the

president's helicopter - on the anniversary of

One reason the plan was slow to go into effect
was that bin Laden had been having

the 9/11 attacks.

The Daily Mail reports that the information was
gleaned from the many storage devices picked
up by the Navy SEALs team that raided bin
Laden’s compound on 2 May. American
intelligence sources said that the plan was still
in the discussion phase when bin laden
was killed.

disagreements with his operations chief Attiyah
Abd al-Rahman, on who should be included in
the attack team, the Wall Street
Journal reported. _

This disagreement and others, intelligence
officials say, painted a picture of a leader who
was losing his grip over the organization he
had created, with his lieutenants openly defying
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his instructions.

Another plan found in the documents and
digital data at the compound was to use a
celebration day in the United States — for
example, the 4th of July — to create a mass-
casualty event by flying a small jet into a
stadium during a sport even, creating a
mass explosion.

Former FBI agent Brad Garrett told the Mail
that despite improvements in security, the plan
to hijack a small jet and fly it into a sports
stadium could work.

“We have so many small airports, you could fly
below radar,” he said. "hat’s possibly doable.”

Al Qaeda’s Ominous Silence

The newspaper notes that although at the
embryonic stage, the details of the plot lead
CIA acting director Michael Morell to tell staff
that one of their top priorities was to ensure
such an attack never took place.

Another plan was aimed at killing General
David Petraeus.

Source: http://www.thedailybeast.com/articles/2011/07/10/al-qaeda-s-ominous-silence-and-zawahiri-s-

big-challenge.html

There is a puzzling silence in the global jihad that may portend a lack of confidence in al Qaeda's new

leader, Ayman al-Zawabhiri.
It's been several weeks now since Al Qaeda's
core _leadership in Pakistan and Afghanistan

announced that the Egyptian doctor and
longtime second-in-command Zawahiri is the
new emir of the terror gang. Individual Qaeda
figures have come out and praised the choice.
But only one of Al Qaeda's regional affiliates or
franchises has publicly hailed it. Only the
Shabaab al Mujahedin in Somalia has publicly
signed on as a group to the decision to make
Zawahiri the new No. 1.

Al' Qaeda's much more important - affiliates in
Irag, Yemen, and North Africa have remained
mute on the choice. They have released other
news bulletins, so we know they haven't
suddenly come down with laryngitis. Individual
members have made favorable noises, but
silence has been the group response.

Al Qaeda is not collapsing; indeed, strategic
patience has long been one of its
strengths. The terror cell believes time is on its

Bruce Riedel, a former longtime CIA officer, is a senior fellow in the Saban Center at the Broekings -
Institution. At President Obama’s request, he chaired the strategic review of policy toward Afgt}qgigg T

side, so it often speaks out late in the game.
This quiet certainly does not mean there is a
rebellion against the doctor. No one. in Al
Qaeda is publicly contesting his selection or
denying his authority. And endorsements may
yet come.

Ayman al-Zawahiri has called on Americans to
embrace Islam to overcome its financial-crisis,
which he said was a consequence of the 9/11
attacks and militant strikes in Iraq and
Afghanistan. , AP Photo

But there does seem to be a distinct lack of
enthusiasm. Zawahiri has seemed old and tired
in most of his statements this year, and he has
never been a charismatic figure. He can be
deadly dull when he tries to explain why
Pakistan is not Islamic enough or how
Napoleon ‘tried to create Israel in 1798. Yet
Zawahiri is also a ruthless killer. According to
Al Qaeda, he ordered the murder of Benazir
Bhutto in 2007. He helped kill seven CIA
officers and a Jordanian prince in 2009 in
Afghanistan using a triple agent. No one should
underestimate his ideological role in Al Qaeda
or his operational command.

Maybe his fellow terrorists are hedging their
bets a bit, waiting to see if Zawahiri is up to the
challenge of filling bin Laden's role. They've
heard the Americans say Al Qaeda's core is on
the ropes. Perhaps they are looking for it to
strike back.
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and Pakistan in 2009. He is author of the new book Deadly Embrace: Pakistan, America and the
Future of the Global Jihad and The Search for Al Qaeda: lts Leadership, ldeology and Future.

Terror cult’s persistence key to WMD attack
Source: http://kstc45.com/article/stories/S2218667.shtml?cat=11584

Experts argue over how hard it is for terrorists
to make weapons of mass destruction, but a
new study of the doomsday cult that carried out
the Tokyo subway nerve gas attack says that
even seemingly marginal groups can succeed
with persistence and luck.

A report on the Aum Shinrikyo cult by ex-Navy
Secretary Richard Danzig and colleagues at
the Center for a New Security describes the
cult's often bumbling efforts to make biological
and chemical weapons in the 1980s and
1990s. But the report says that the cult's
persistence was key to its success in making
sarin-nerve agent, which it used in its deadly
1995 attack on Tokyo commuters that killed 13
and injured more than 6,000. "Terrorists need
time; time will be used for trial and error ...; trial
and error entail risk and, in this case, provoked
disruption; but Aum found paths to WMD, and
other terrorists are likely to do the same," said
the report.

Japanese authorities granted Danzig and his
co-authors rare access to senior cult members
being held in a Tokyo prison during a series of
interviews that began in 2008. Danzig told
terrorism experts and others gathered to
discuss the report Thursday that experts
needed to understand the cult's quest for WMD
in order to learn how to prevent others from
doing the same thing.

Terror groups can seem “almost laughable"
when they fail, Danzig said, and Aum Shinrikyo
had many failures and setbacks. He cited one
case where a cult devotee fell into a fermenting
tank full of the bacterium that produces the

botulinum toxin and nearly drowned. He was
unharmed.

There was of course nothing funny about the
group’s successes, which included the subway
attack and an earlier effort to use sarin gas to
kill the judges in a commercial dispute involving
the cult. The judges survived but eight people
died in a nearby apartment building when the
wind shifted.

Danzig compared the situation to Russian
roulette. Terror groups trying to make WMD
can keep shooting blanks, he said, "and then
one of the chambers turns out to be loaded."
Danzig said the miniaturization of chemical
equipment and the new synthetic biology,
capable of producing disease-causing
organisms, have only raised the risk that small
groups can manufacture weapons capable of
killing thousands.

But the report also said that the cult was never
able to devise a way of disseminating its
chemical .and biological arsenal with any
precision. Producing large quantities of these
materials probably also remains a challenge.
The authors reported that the group struggled
to make bioweapons, and it still isn’t clear if it
succeeded in producing deadly forms of
anthrax or other pathogens. As a result, they
concluded that it is probably much harder for
terrorists to make biological arms than
chemical weapons. "As a rule of thumb, we
think that conventional bomb makers who
manufacture their weapons need - days,
chemists need weeks, biologists need months
and nuclear terrorists need years," the study
said.

Turning sport vehicle into military machine
Source: http://lwww.homelandsecuritynewswire.com/turning-sport-vehicle-military-machine

Devon, U.K.-based Supacat is launching a
military variant of the Rally Raid-proven Wildcat
into the global defense market “to offer a high
performance, off road vehicle for special
forces, border patrol, reconnaissance, rapid
intervention or strike roles,” the company says.

The company says the Wildcat will fill a
significant gap that currently exists between
lightweight and less expensive high mobility
platforms such as quad bikes and the heavier,
more specialized Jackal.
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Supacat's militarized version of the Wildcat //
Source: businessinsider.com

The teaming of Supacat and QT Services aims
to provide race-bred capability in a fully
integrated military variant of the race car at an
affordable price. The transfer and modification
of an entire U.K. vehicle from the -motorsport

industry into a military role by Supacat may
well be an industry first.

Supacat has partnered with Wildcat Design
Authority and manufacturer, QT Services, to
deliver a military variant of Wildcat 500 DKR,
which boasts high speed performance in harsh
environments for a vehicle in its size and
weight class. Supacat is responsible for
militarizing  the vehicle, including
systems integration and volume
production. A variety of lightweight
armor  solutions, weapons, and
communications systems can be fitted
to meet each customer’s requirements.
Supacat will be displaying a militarized
variant of Wildcat at DSEi in September.
“Wildcat's rugged and high performance
profile is an ideal fit with Supacat, given
our unrivalled pedigree in high mobility
military vehicles with outstanding off
road performance, such as Jackal,
Coyote and the SPV400", said Jamie
Clarke, Sales and Marketing. Manager,
Supacat. He continued:

“‘Compared to other ‘Modified Off The Shelf
vehicles, the Wildcat is on a different level in
terms of performance and durability. It has the
race results to prove it can perform .in the
desert and other environments, it is light and
agile yet big enough to carry the sub-systems
required on operations. As military vehicles
have become heavier and more expensive due
to increased protection requirements, we
perceive that there is a gap in the market for a
platform like the Wildcat. We have a history of
successfully using the motorsport industry to
enhance our current products, hence Jackal
has over 14 motorsport companies in its-supply
chain. However this is the first time we’ve taken
an entire platform from the racing sector and
marketed it into defense. It's very exciting!”.

The Wildcat has a tubular space-frame chassis
and state of the art suspension with a
reputation for rugged reliability. With a Gross
Vehicle Weight of 2580kg and size (3800mm x
1755mm) it is air portable. Maximum speed is
106 mph (170km/h) and range is 2000km. The
Wildcat is available with specially developed air
conditioning to reduce crew fatigue. It also
shares some parts with Land Rover so the
logistic footprint is reduced for any military

customer. who already has Land Rovers
in service.

QT Services’s Managing Director, Dave Marsh
commented, “we are delighted to have reached
this agreement with Supacat. We are two U.K.
companies based in the South West who'share
a similar ethos; our companies are a good
cultural fit. The Wildcat fits in well with
Supacat’'s existing product range of high
performance vehicles and we're very much
looking forward to tackling new markets with a
well-proven product”.
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Preparing for the worst

Source: http://www.homelandsecuritynewswire.com/preparing-worst

Nearly three quarters (73 percent) of
companies surveyed by AT&T are calling
business continuity a priority in 2011, and
almost half of them are seriously thinking about
using cloud technology to help them deal with
terrorism threats, security breaches, the
problems that come when the power goes out
or the weather turns extreme.

The business continuity survey results were
released yesterday, and AT&T conducted its
first ever London-based Network Disaster
Recovery (NDR) Exercise - which the
company said allowed it to practice and share
its know-how in handling network and customer
disruptions. Télécoms Sans Frontiéres, the
leading international humanitarian organization
specializing in emergency - communications,
also demonstrated its equipment and best
practices, deployed in response teams to
disasters around the world.

The survey shows that such preparedness is
not just for theoretical threats — almost a third
(27 percent) of the firms surveyed said they
have had to use their own disaster plans for
real to deal with such diverse threats as power
outages, extreme weather events or IT failures.
In major cities like London, the threat posed by
natural disaster, terrorism, and security threats
is never far from executives’ minds.

The survey of London businesses: reveals an
increasing role for cloud technologies as a way
of delivering business continuity:

o Business continuity is seen as a priority
for 73 percent of IT executives in the
London area and 85 percent plan to
invest in new technologies in 2011.

e 45°percent of executives use or are
considering cloud computing as a
means of delivering improved business
continuity — and another 21 percent are
planning to invest in cloud computing
this year

e Investment in new technologies is
motivated by business growth (27
percent), increasing productivity (25
percent) and reducing costs (21 percent)

AT&T's NDR exercise demonstrates its
business continuity and disaster recovery
services. Through simulating the response to
large-scale disasters and network service
disruptions, the NDR workforce test processes,
skills, and technologies — improving best
practice for restoring critical communications.
Onsite will be a command and control center
and mobile disaster recovery units designed to
replicate the AT&T network. The equipment is
designed to be deployed by air or
ground transport.

‘AT&T believes it is important to run these
disaster recovery demonstrations in the field
and we also take the time to understand what
customers’ concerns are around network
readiness and preparedness,” said Mark
Francis, vice president, AT&T Global Network
Operations and Network Disaster Recovery.
“We've found that U.K. enterprises appreciate
the need to invest in preparedness and are
realizing that cloud computing will play a vital
role in delivering this without
compromising performance.”

IACSP CD High Risk Environments Survival Checklist
Source:http://www.iacsp.com/pay_pal/fax/payment.php?id=IA302

As U.S. and coalition forces, corporate employees, and contractors continue to surge overseas for both
operational and commercial trips, there is an urgent need for Up-to-the minute, validated, credible
personal security and survival information on what to do and how to get ready. Seven years in the
making, the High Risk Environments Survival™ (HRES) Checklist is an electronic reference document
providing information, resources, and inputs covering all of the key areas for taking a trip overseas to a

high-risk area.

What you need to know, where to get more information, what to train on and where, and what to bring
are all covered in this resource document. Over 40 pages of pertinent information culled from ne_arlx Zﬂ 3
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years of experience and research from a variety of sources and IACSP hands-on professionals to
include Tactical Trainers, Special Forces Soldiers, who have served in the Global War on Terrorism,
Corporate Security personnel, etc. Every inch of this document is packed with information. It can be
viewed on your computer or pocket pc/PDA, or printed in color as a complete manual. We
have gathered as much of this as possible in one place, having at your
fingertips what you need to "know before you go."
Equipment, clothing, how to make a "go bag", medical prep,
security preparations, personal protection items, open
source intel resources, excellent reading, where to obtain
free antiterrorism/personal protection manuals, weapons
accessories, recommended personal training, complete
listing of driving/shooting/fighting/protection schools,
and how to prepare for the culture and situations you
about to visit.... :

Sent to you as a ready to use PDF file, the checklist
includes over 200 hundred website links that you can
on immediately, taking you directly to the services, products,
: training, downloadable manuals, information resources that you need to plan
for and  prepare for your trip.

This checklist is designed to save you many hours of time, much effort, money, and even possibly your
life.

are

click

Intended Audience / Who This Material Is Applicable To: _ ]

The IACSP HRES Checklist applies to all of the following: military personnel, security professionals,
contractors, government civilian and law enforcement, NGO's, and journalists. Business persons and
vacation travelers will also find much in this checklist that will make their trip safer; healthier, and more
successful.

Whether you have advanced skills or experience in operating overseas, or are preparing for your first
trip, or are getting ready to head to a hostile area overseas, the positive feedback from users of this
document is a testimony to the importance and urgency of acquiring the IACSP HRES Checklist before
you head out.

Nutwell ResponStor® Body Storage System
A portable, modular.system for the storage of bodies and body parts
Source: http://www.responstor.com/index.html

The Nutwell ResponStor® Body Storage
System is a portable, modular system for the
storage of bodies and body parts. Compact,
easily assembled and transportable, it
> permits_ rapid response in mass fatality
incidents, as well as offering a storage
solution to mortuaries and crematoria.

The systems come as'self-contained units
complete with insulated shell, easy clean
racking,-chiller unit and an optional privacy
awning. Accommodating 6, 9,12, 24, 48 or
96 bodies, these systems are designed for
deployment by light van, trailer or aircraft at
the incident scene or consolidation area. The
systems can be erected and operational
within 15 minutes of arrival on scene.

o
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Advantages of this system:

Climate controlled, energy efficient
Space-saving, flat-pack storage
15-minute assembly, no tools needed

Exerts a small, low-pressure footprint

- 100% safety margin on sprung flooring
Highly mobile, lightweight and resilient
Cost effective — purchase or lease

NEHRRRRREA

6/ 9/ 12-body units expandable to 96 bodies

Ergonomic design meets NIOSH lifting standards

Fifteen Million Plastic Bags
Source: http://www.cbrneworld.com/pdf/cbrne-world-spring-2011-fifteen-million-plastic-bags.pdf

Once upon a time the issue of contaminated
body disposal .was a very real concern for
governments, faced with the possibility of even
limited nuclear strikes there had to be some
form of solution, even if only to ensure that ‘the
radiation won't spread.” Yet post-Cold War,
along with the bunkers, this issue just went
away, as it was no longer going to be a
problem. Except that was not the case... Many
terrorist attacks across the world had never
really stretched the system, tens or even a
hundred fatalities could be absorbed by the

system, and all the emphasis looked to the first
parts of the problem, the prevent and protect
part. Even the prepare element didn't like to
focus on the issue of mass fatalities because it
was seen as too pessimistic and moribund.
The alarm went off on Boxing Day 2004 for
many countries, when the Aceh Tsunami hit
the major tourist resorts of South East Asia (as
well as the non-tourist resorts), and many
nations suddenly found that they had a large
amount of bodies coming in-country, in various

states. Suddenly there was a modern need far - _ ¢

A
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the sorts of facilities that had once been in
place, cold storage, forensic identification,
psychological counselling etc., and it was
needed NOW!

Following this was the Hurrlcane Katrina
disaster, which also drilled home the same
lesson — but albeit a lower priority one in that it
was a localised disaster, and there is no doubt
that the same lesson is being learned in Japan.
Yet while the template for natural disasters,
terrorist attacks and CBRN mmdents overlap to

a large extent, they are important differences. -

Natural disasters rarely have the encumbrance
of evidence, while CBR fatalities have both the
evidential requirement and a far higher
contamination concern than conventional
attacks. While biological attacks are a concern,
in terms of large amounts of fatalities, the
attendant problems diminish when compared to
the challenges of radiological or even chemical
incident.

Following on from the Aceh Tsunami, the UK
government placed a contract with Kellogg
Brown and Root (KBR) as part of the National
Emergency Mortuary Arrangement (NEMA) to
be able to provide a turnkey capability, as Dave
Butler, KBR's CBRN Technical Delivery
Manager, explained, “KBR have the ten year
contract for NEMA, they manage the
arrangement on behalf of the Home Office and
as part of that we conducted a piece of our own
work to look at a CBRN module to complement
the NEMA arrangement; a KBR initiative with
no requirement from the Customer. We
identified what we saw as a capability gap, a

need to enhance what was there, and we
provided a two year study to the point where
there was a concept demonstrator of the
module: .to allows for autopsies fo be
conducted, where body bags can be opened in
a negative pressure environment and safely
stored. When you need to close the bag then it
and the operator have to undergo thorough
decontamination before it can be safely stored,
and you need the ability to check that the bag
is as clean as it can be, that it is not going t(l)

cross contaminate. We needed the system to
be mobile and modular and to be set up in a
street in London, as opposed to a greenfield
site.” Mr Butler suggested it was this need to
have evidence that was a game-changer for
the forensic community as it meant that they
could not rely on the traditional computerised
tomography (CT) scan that they usually do.
‘What we have seen previously is that
contaminated bodies are wrapped in bags at
the scene, decontaminated and then brought in
from there,” he said. “From that moment.on the
concept is that the bag is not opened, it
undergoes the CT scan inside the bag. There
are differing opinions as to whether all the
Disaster Victim Identification (DVI) can be
acquired from a CT scan, and the pathology
world has different opinions on that. In terrorist
incidents there may be a requirement to open
the bag again to either take samples for further
analysis or evidence, you may want to remove
contaminated shrapnel from the body for

example - so there are various reasons why . -

you may want to open the bag, .‘Whl
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previously there was no capability to do this.
So we came up with a negative pressure
autopsy suite, whereby the bags can be
opened, the pathologist can work there in
suitable PPE and then do the bag up again,
and the pathologist and the bag can undergo a
thorough decontamination.

The question came up about crematoriums
with suitable filters to dispose of CBR bodies.
So we took part of the study to a technical
specification level, a mobile crematorium,
housed in 5 ISO containers which has the
capability to cremate the body, filter the fumes
and render the ash clean. We concluded that it
may be possible to provide the ashes of the
person to their next of kin. There were some
concerns after London’s 7/7, from the next of
kin, about whether they could see their loved
ones and say goodbye, take their ashes etc.,
and with a CBRN event that becomes even
more difficult.” Yet while the UK is still at the
technology demonstrator stage, the US has
actually rolled out a capability.

The “US operates the Disaster Mortuary
Response Team (DMORT), a DHHS
programme designed. to assist local authorities
in a mass fatality incident which has
overwhelmed their capability. The DMORT
consists of three core groups, the Disaster
Portable Morgue Unit, Family Assistance, and
the WMD Team, and the core component of
these teams are: Medical Examiners,
Pathologists, Funeral Directors, Mental Health
specialists, Evidence Specialists, Technical
Specialists (Fingerprints, DNA, Odontologists,
Photographers, efc.),’as well as admin support.
The DMORT is a specialised turnkey capability,
including personnel and materiel, -and within
this perhaps the most specialised is the WMD
Team, led by Dale Downey. Much like the UK
system it became apparent to the DHHS that
there would be capabilities that were needed
for a CBRN attack that would be -unique and
perhaps outside the normal remit of both the
The Joint Program Executive Office for
Chemical and Biological Defense (JPEO CBD),
in the US, did have an ambitious programme
for fatality decontamination — the human
remain decontamination system. This came in
three parts, the contaminated human remains
pouch, the remains decontamination system
and the transportation and storage container.
Elements of this were supposed to be
completed in. a 2008-2010 timeframe,
especially the human remains pouch, which

local authorities and the normal DMORT. “The
idea was that if there was a CBRN event, there
could be fatalities involved,” said Mr Downey.
“Given the need for special handling .of the
dead, i.e., chain of possession, evidence
retrieval, etc., people trained in the proper and
legal handling of the deceased should be the
ones who decontaminate them as well.
DMORT is usually called out when the
community is overwhelmed by the number of
dead. The same holds true for DMORTWMD
as well. With CBRN, however, the numbers do
not have to be large to overwhelm the
‘capabilities’ of the community. DMORT-WMD
has the same disciplines as a regional
DMORT, but with extra training in CBRN and
HazMat etc. The National Medical Response
Teams (NMRT) have also been crossed
trained with DMORT-WMD so that in the event
of a huge scale event, or a multiple location
event, they can be assigned to DMORTWMD
and function alongside the fatality subject
matter experts to decontaminate and recover
remains. =" Decontamination and human
remains is always a tricky subject as the
natural putrification is in itself a bio-hazard, so
how do DMORT classify decontamination?
“There is only one way to truly decontaminate
the inside of a human and that is by
embalming, which is possible for this team to
perform, but not really necessary,” explained
Mr Downey. “All remains are always handled
for burial or cremation as if they are contagious
already - universal precautions — and our level
of clean for radiation is twice background or
less, while for chemicals it'is to a degree where
they would not cause any issues with a person
using proper PPE. Most chemicals are-easily
neutralized, and our team has the experts to
determine what agent we use to decontaminate
according to the contaminant; we do not
practice ‘cookie cutter decontamination.” Yet
these are-both civilian systems, what about the
military? Sadly they are not so forthcoming.

was looking at some military off the shelf
solutions (MOTS). In fact there are already
some products out there that claim to do this —
Remploy Frontline, for example, have one - yet
despite this there has been no procurement.
Indeed JPM Decontamination have dropped
the other two elements of the programme and
only the pouch remains — still touted as a
potential MOTs solution. We put a request for

information into the JPEO in February but they . -

were unable to provide a response in-tlag;;_f_o
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weeks before print — so exactly why the DoD
cannot provide a system analogous to ones
already existing in the civilian field is not
known. With past, present and future
operations likely to be in a high threat CBR
environment it is worrying to know that there
seems to be a low priority for the potential
repatriation of fatalities. One thing is for certain,
as ‘Public Enquiries’ become the norm for any
terrorist attack there will be greater scrutiny on
the elements that the public are going to be
concerned about. Much of the Prevent work —
the legislation, the intelligence operations - is
going to be behind closed doors, and their
emphasis is going to be on the protect piece —

Hospitals in the Holy Land

By Dorit Zimerman
Source: CBRNe WORLD “Summer-201 1” issue

Hospitals in Israel have always been prepared
for large scale terrorist events as well as full-
scale war, but since Saddam Hussein
threatened Israel with biological warheads on
ballistic missiles in 2001, hospitals have been
preparing for CBRN situations as well. This is
something that has been taken very seriously,
and as a country that net only runs emergency
training sessions for the public, but also

provides its entire population with gas masks,
we can be sure that Israel has a handle on
CBRN events.

Dr Meir Oren, Director General of the Hillel-
Yaffe Medical Center.in Hadera and Chairman
of the National Advisory Committee for
Extraordinary Biological Events within the
Ministry of Health,

explains that hospital preparedness is part of
the over-arching Israeli ‘all-hazards’ approach,
building on the conventional mass casualty
incident as the basic model of preparedness.
As such, all decontamination takes place at

what happened immediately before, during and
after the attack. End Ex usually happens once
the last person has cleared decontamination
(the protection of the living takes priority), yet
for many the care for the deceased is going to
be a prime concern (this is currently a #1
Priority in the aftermath of the recent tsunami).
Not only is this event not being practised for, in
many cases it does not exist — it will try to be
put together on the day. The US, as they often
do, is leading the way in this, as their
experience of natural disasters is making it a
prerequisite, but quite how many will heed their
lessons is:another matter.

hospitals, rather than setting up facilities at an
incident site. Aimost every hospital in Israel has
fixed decontamination facilities for both small
scale incidents, like hazmat and industrial
chemical accidents, as well as for full-blown
CBRN warfare. The same facilities will serve
for decontamination no matter what is the
offensive -agent — chemical, biological or
radiological. CBRN events obviously pose a
more complicated challenge for hospitals, from
ensuring that personnel are always on a high
level of alert to identify the agent used, to
dealing with the ‘worried well,” but this ability to
have everything on the ready and under one
roof diminishes what could be a logistical
nightmare. Hospital decontamination takes
place outside, generally in the hospital parking
lot, with “about 20-30 decontamination

showers, however, this can be increased

;'r?i'"' T rd
tremendously in case of chemical warfare. Al
patients are decontaminated in these showers,

using detergents, and with the help of PPE clad_ .
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hospital ~ staff. ~ After transport and
decontamination, the clean patients will be
brought inside and start a one-way path to
complete assessment and care. The aim is for
patients not to return to the emergency
department, but rather flow forward to
discharge.

Triage

As Professor Shmuel Shapira, Deputy Director
General of the Hadassah Hospital in Jerusalem
and Director of Military Track Medicine at the
Hebrew University Hadassah School of
Medicine, explains, generally the triage for
such events are very simple: three classes; first
the ambulant, who are able to walk (meaning
only mildly affected); second the non-ambulant,
that need to be carried on stretchers; finally
those who need airway maintenance and
ventilator ~ support.  Ultimately, - moderate
casualties have the highest priority for
evacuation to hospitals, followed by severe
casualties. According to the standard operating
procedure, death is only declared after
decontamination, but Professor Shapira feels
that in reality this will not be feasible during a
major incident and -death will be declared
beforehand. A greater dilemma, however, is
performing ‘triage’ on self-referrals at the front
gate. As a result, a Home Front Command
military unit, also incorporating paramedics,
would be present at the gates of the hospital
campus to perform an initial triage to stop the
‘worried well’ taking over precious hospital
resources as well as issuing antidotes to those
who are only mildly injured. A minute number
of victims will, however, manage to penetrate
this barricade, especially at the start of the
crisis, before hospitals have been informed of
the situation. Professor Shapira explains that
when this happens, one should either take
them outside and decontaminate them as
usual, or place them in an isolated.department
for immediate decontamination with water and
sponges. If, however, they are suspected to be
contaminated, even before the hospitals are
aware of the situation, they won't be allowed in
and a decontamination team will be sent
outside to deal with them. Ultimately, the
speedy self-arrival of mildly wounded will be
the first indication that a CBRN agent has been
used, which is why it is so important that
hospital staff are trained and able to perform a
near instant identification of agents. This,
however, is not always easy, especially if

victims ‘are not displaying classic chemical-
based symptoms, or if wounds are masking the
signs, so working on suspicion and gutfeeling
is important. Once ambulances start arriving en
masse at hospitals with the victims, there is a
fear of a ‘bottleneck’ scenario, but Professor
Shapira explains that there are protected
medical teams in the areas of patients’
downloading before decontamination; and
these teams provide initial treatment and help
to control the inflow for decontamination.
Furthermore, as with conventional attacks,
hospital staff is comprehensively trained in
evacuating emergency rooms of those with
non-related minor injuries, so there is sufficient
space for those requiring hospitalisation post
decontamination. Coupled with this, if there is a
huge surge in patients or the need to increase
the size of the ICU, hospitals are equipped to
treat patients in the corridors, admission areas
and lobbies, through the use of extra plug
sockets and emergency equipment stores.
These events also require the maximum efforts
of the entire hospital staff at very short notice,
so pre-designed contact and recruitment
systems; including personal data, contact
details and pre-determined roles in various
situations _is mandatory. Furthermore, the
Hadassah Hospital, for example, has an official
volunteer - organisation consisting of retired
people with both medical and non-medical
backgrounds, who are trained to perform a
variety of hospital tasks, from administration to
changing bed linen and refreshing supplies.

Security

The Israeli response, including
decontamination in hospital parking lots is very
well known; as a result, much is done to protect
the ‘area from the possibility of a secondary
attack and the possibility of IEDs and small
arms being smuggled in. Generally, hospitals in
Israel are guarded by security officers, and
surrounded by fences and security cameras,
each person who enters the hospital is
inspected, checked and walked through a
magnetometer. Even arriving ambulances are
searched "at the entrance' to the hospital
campus and at the entrance to the emergency
department. During mass casualty events
these security conditions still occur and there is
even further police reinforcement. As such,
hospital staff has a close working relationship
and understanding with security personnel.
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Psychological Issues

Israel is a place steeped in religious
sentimentality, with a population of roughly 74
million Jews, Muslims and Christians sharing
various degrees of orthodoxy. A question of
major concern then is how to deal with the
issues of disrobing and showering. In this
situation, however, the notion of a religious
divide is set aside and the concern is only for
gender; where the men and women will be
decontaminated ~ separately.  Furthermore,
victims are not left to self-decontaminate, and
will have staff members with them guiding them
on what to do, which helps: with any
uncertainty. Teams consisting of psychologists,
psychiatrists and social-workers will further
provide support immediately following the
acute stage, and a public communications
centre will be erected away from the site to
provide information to victim’'s families, help
with the identification of unknown patients, and
act as an information conduit between different
hospitals involved.

Training

Israeli hospitals are not only well prepared for
conventional attacks, but also well rehearsed in
real-life instances. Although they possess the
right equipment, unconventional attacks are
more constraining due to the extra pressures of
decontamination and identification of agents.
As a result, Professor Shapira insists that
amongst commitment and the correct

perception of threats, preparation, including
drills, are the cornerstones of dealing with
CBRN events. CBRN drills are carried out once
or twice a year, varying from chemical warfare
drills with over 100 volunteers, to small
simulations. The army is usually brought in the
act as simulated casualties, but ‘smart’
simulated casualties are also used. These are
paramedics, medical students and physicians
who are  spread amongst the simulated
casualties and are able to give enhanced and
insider information on the level of triage,
transport and care. Coupled with this, some
volunteers also act as bystanders at the:scene
of an incident, who then help ambulance staff
with simple tasks like loading patients into
ambulances and keeping onlookers away.
Furthermore, much time is spent working out
different methods of communications between
agencies involved in case mobile phone
networks fail, like volunteers used to run
messages and instructions. If asked to give
advice to other countries, Dr Oren insists that

Te—

effective  preparedness for emergencies
including CBRN necessitates awareness,
constant ‘alertness, determination, ambition,
leadership and building capacity in advance at
national, local and hospital level. This includes
integrative  operations, preplanning  and
continuous debriefing and learning. There are
many logistical advantages to having fixed

decontamination sites at hospitals, fror_n___easy %

access of skilled personnel, to the imrrﬂ_gc"jj
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availability of decontamination equipment with
a secure water supply and instant access to
hospital facilities post decontamination. The
level. of security also makes it a safe place to
decontaminate, as opposed to the threat of
secondary attacks on an incident site.
Complexity does lie, however, in dealing with
existing hospital patients, ensuring that the
inside of the clean hospital is not contaminated,
dealing with both a surge and bottleneck of
incoming victims and ensuring that the hospital

Medical complications

Source: CBRNe WORLD “Autumn-2009” issue

Hospitals are very complex and robust
organisations, usually very busy with day-to-
day activity and acting under remarkable
pressure from many areas, such as patients
and their families, shortness of budget and
limited manpower. These challenges must be
met at the clinical, as well as at the
organisational and economic, level; elective
activity must be performed and
integrated  with  unexpected
and unplanned emergency
activity, and  performance
should be maintained -at the
highest standards. On the top
of these challenges, hospitals,
as well as other components of
the healthcare system, must
be - prepared to  cope
successfully ~ with ~ various
emergency scenarios. The
various threats are
complicated to deal with, and
range from the thwarting stage
at the pre-event phase through
to the comprehensive
response in the event and
post-event  phase.  These
scenarios may be natural,
accidental or intentional, and
may be caused by terrorists. Among all these
challenges, CBRN -devices pose a very
complicated challenge for hospitals, raising
operational, ethical, medical and other issues.
All these challenges are affected by the choice
of agent, whether chemical, biological,
radiological or nuclear. This paper will not
concern itself with hospital preparedness for
nuclear scenarios, however. In order to achieve
a satisfactory level of preparedness, and an

module among many other external “actors”,

is prepared for all these complexities at any
point of time, days, nights, religious holidays
and weekends. Ultimately, Israel does have
practice in mass casualty events, lots of it, as
well as the confidence to assure that their way
is the correct way; as Professor Shapira stated
when asked about Europe’s Orchids Project, ‘I
am not aware of the Orchids project, but
certainly it would be wise to consult with-Israeli
experts, who have years of experience with
preparations and drills.”

appropriate response for-every scenario, the
hospital management and the staff must be
committed. to achieving that goal, and investing
in the necessary resources. Since hospitals are
just one component of the healthcare system
(which  also includes primary care, public
health, first responders, etc) they are one

including agencies like police, fire brigade,
EMS, military, media and risk communication.
Hospital  preparedness and  successful
performance is highly dependent on very close
co-operation and coordination - among all
parties.

Hospital approach to CBRN incidents
The various scenarios are so different from

each other that they pose their own di_ffipulties:_ .

e
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For example, there is the challenge of instilling
basic knowledge among staff of the scenarios,
such as chemical or biological agents and
radioisotopes, as well as the organisational
plan for every scenario. Maintaining a high
level of constant alert at the personal level and
the organisational ~ level is also very
challenging. The Israeli approach in general is
an ‘all-hazards” approach. We tried to
formulate our doctrine of hospital preparedness
on a generic universal approach as much as
possible. The basic module for emergency
scenarios is the conventional mass-casualty
incident. On that module we built the doctrine
for the various scenarios: toxicological
(hazmat), chemical, biological and radiological
events. Regarding the biological scenario, the
generic approach is preparedness for non-
contagious agents, contagious agents and
toxins. The doctrine for a bio event is
formulated by a multidisciplinary team - the
National Advisory Committee for Extraordinary
Biological Events — within the Ministry of
Health, and a top-down process is introduced
and integrated at the hospital level, where
every hospital formulates its own standard of
procedures for the scenarios. Specific national
advisory committees implement the same
concept for chemical, toxicological and
radiological scenarios. Each hospital has an
emergency committee headed by the deputy
director of the hospital, or one of the heads of a
clinical department, who is experienced in
emergency medicine and has also
organisational capabilities. Other members of
the committee are the deputy chief nurse, the
deputy administrative director, the head of
trauma unit and the chief of security: According
to the specific scenario, other participants, like
infectious disease consultants, epidemiological
nurses and the head of the microbiology
laboratory, may join the committee to deal with
the event. In Israel, the hospital directors are
board-certified in medical administration; they
are also boardcertified in one of the clinical
fields and hold either a Masters degree in
economics, business administration or public
health. The Emergency Committee directly
reports to, and is supervised by, the CEO and
Medical Director (in essence the Hospital
Director). A remarkable challenge is to have
the hospital staff familiar with all kinds of
scenarios, agents, doctrine, * standard of
procedures, and achieving constant alert and
readiness. In order to meet that challenge there

is a well- designed apparatus of building
capabilities and assessing readiness.

Lockdown of hospitals

Hospitals are open to the public and freely
accessible to everyone during most of the day,
while assuring that patients’ treatment or rest is
not disturbed. Mass-casualty incidents,
regardless of their type, cause an extreme and
outstanding situation in which we will encounter
panic and exireme anxiety among families
looking for relatives who maybe injured in the
incident, or who are looking to receive the best
possible - treatment within the - hospital,
regardless of the number of casualties. Is it the
right thing to lock down the hospital in that very
special situation? Does  locking down the
hospital increase the already heightened level
of uncertainty and anxiety of the patients and
their families, or would it contribute to calming
them? Is it practically possible to lock down a
hospital in that situation when the level of
tension is so high? Can we isolate the hospital
and direct patients or casualties to alternate
triage centres, such as anxiety centres or
resilience centres, for example? In the case of
an outbreak caused by an infectious pathogen
that requires the quarantining of staff and
patients, how do we manage and plan it in
advance? In any case, whatever the approach,
close co-operation and collaboration of the
management and the security staff of the
hospital, with police forces and their highest
command, are mandatory in order to enable
hospitals to function in these complicated
scenarios. Surge capacity In Israel, every acute
care general hospital is designed and planned
to have a 20 per cent surge capacity-of its
licensed number of beds. Most acute care
hospitals are public. CBR scenarios, being by
nature scenarios that might engage a large
number of staff from various disciplines of
medicine . — including nursing, paramedical
professions and others — challenge us with
many problems. These include: what standard
of care should be provided given shortness of
staff; limited availability of Intensive Care Unit
(ICCU) beds and medical equipment, etc; who
is in charge of taking care of patients and
treating them; what capabilities are needed;
whether authorisation of some procedures can
be extended to medical students or nurses;
who is in charge of decision-making and setting

priorities - politicians, professionals at the . -

national level, hospital CEOs or hea_g,"?_, 2 oyl
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departments; who will be mechanically
ventilated if there is a shortage of respirators.
Who makes these decisions?

Manpower at the hospital level

Mass-casualty incidents require a maximisation
of the efforts of the whole hospital staff, at very
short notice, to perform at their best while
under extreme stress with a high- degree of
uncertainty. Emergency events may occur. at
the most inconvenient time, such as during the
weekend, a holiday, during the evening or at
night. In that case, regular staff numbers are
reduced and recruiting staff might be very
difficult. Sometimes critical key persons - such
as  vascular  surgeons, interventional
radiologists or anaesthetists — may be missing,
leading to “bottle neck” problems or

incompetence, and limiting the ‘provision of
comprehensive care to some casualties. It is
mandatory, therefore, that at the hospital level
a pre-designed recruitment system is available
with updated lists and employee data and their
roles in each of the various scenarios. It is
critical that the communication systems,
cellular phones, SMS, beepers, etc are backed
up and that there is a possibility of backup
manpower from hospital to hospital.

In conclusion, not all problems are solved;
there are not always good or reasonable
solutions. But effective preparedness for
emergencies at the national level, as well as at
the local and hospital level, necessitates
constant alertness, control, co-ordination and
co-operation, integrative operations, capacity
building and pre-planning.

Tottenham Riots: It's Time for England to Confront its Race-

Related Issues

gBy Lola Adesioye

Source: http://www.huffingtonpost.co.uk/lola-adesioye/tottenham-riots-its-time-_b_920542.html

In 2011, it's shameful that any of England's
citizens feel that violence is the best way in
which to express frustration. Watching live
online footage of yesterday's rioting in
Tottenham from America, | was thrown back to
yesteryear.

This'is what happened in Tottenham in 1985.
Then, it was the Broadwater Farm riots which
came about as a result of the death of a black

woman, Cynthia Jarrett, who suffered a stroke
while police conducted a search of her home. It
was also what happened in Brixton that same
year, shortly before the Broadwater Farm riot,
when Jamaican Dorothy Groce was also shot
(and subsequently paralysed) by police. | was
five years old, but | remember watching the
riots on TV at the time.
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© Joel Goodman/LNP

One would have expected that, over 25 years
on, there would be more effective ways of
dealing with such tensions and frustrations.
The trouble is, there aren't. And while it is
shameful that some .of Tottenham's residents
responded to the shooting of Mark Duggan by
rioting, it's also disappointingly unsurprising.

¥ -

Although | am a black Britain who is based in
the US, | continue to be concerned about the
future of the black population in my home
country. In 2011, as in 1985, the underlying
issues - in particular a sense that black Britons
are routinely ill treated by the establishment,
the police especially - still have not been
resolved. Tensions between black youth and

the police in the inner cities have not
dissipated. On the contrary, suspicions are
endemic. Black leadership is desperately
lacking, and the country refuses to tackle these
major challenges in any substantive way.

Black people - youth especially - around the
country are being left high and dry. The result?

-

Growing violent crime (with*black men”being
overrepresented as both perpetrators and
victims) and increasing social and political
disaffection. If you re-read reports from the
riots of the late 70s and 80s, the very same
factors are still at work. The bottom lineis that
the UK still does not take its issues related fo . -

- 5
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its black British citizens seriously and it is

paying the price.

An example of the unwillingness to confront
what's really going on here is evident in the
commentary that has been provided about last
night's Tottenham riots. Many have talked
about social disadvantage, disenfranchisement
and dissatisfied youth. While that's important,
they have however, missed a vital element.
These riots were about more than that. These
riots were about the social disadvantage,
dlsenfranchlsement and d|saffect|on of black

% Autumn-2011 66

specifying which community they are talking
about. And while |

understand that
"community" is a.broad

term, let's be straight - this
riot relates mostly to
Tottenham's black
community, a
disproportionate  minority
of which is, as we saw last
night, enough to cause
significant trouble for the
rest.

Tottenham - one of
England's most deprived
areas - is a troubled area
with high rates of violent
crime and poverty. But it's not just Tottenham
that fits that profile. There are several parts of
London that fit this type, and several parts of
other English cities that do the same. This
unwillingness to deal with deep rooted
challenges will continue to undermine
England's very progress as a supposedly
melting pot nation.

Considering that black .Britons have now
moved from being recent immigrants to British-
born and_ -raised nationals, these are not

i j; L_’v}-v

© Joel Gaod man‘LNP

people in particular.

Mark Duggan was not just another man - he
was yet another black man who was shot and
killed by the police. The commentators keep
on talking about "the community" without

issues that will go away anytime soon. For as
long as England continues to be ignore or
really deal with the serious issues regarding its
black inhabitants, its disenfranchised _ones . -
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especially, there will be more Tottenham-like Lammy and Diane Abbott, those at Operation
riots. Black Vote and some notable others, many
The English - and Londoners in particular - black people are simply silent on these issues.
prefer not to talk about race. Little weight is Where are the young people coming up and
given to the experiences of being black in saying they will not stand for this? Who are we
Britain, nor is racism or the intersection of race expecting to repair this damage? Who are we

expecting to deal with our
frustrated youth? Who is
setting out: and outlining a
vision for the future of our
young people and holding
anyone accountable?

One of the things that | like
most about the US -
something that stems from
their history of having to be
self reliant and fight against
segregation - is that there is a
willingness ‘and a sense of
duty and responsibility in
some circles for black people
to stand up and take

and class discussed in any meaningful way. ownership and make a difference for their own.
Many find race-related topics uncomfortable Consequently, there are prominent " black
and believe them to be unnecessary. After all, leaders - activists, intellectuals, politicians and
England does not have US-style segregation. even vocal entertainers like Bill Cosby - who
This ignores however, the very real and can be counted on to take issues to task. This
shocking statistics about what it means to be is a vital, yet missing, facet among _black
black and British today. Black children - boys in Britons - young ones especially - that is
particular - continue to be at the bottom of the hindering us collectively. We seem to be afraid,
ladder when it comes to education. They are perhaps ashamed, disinterested or just plain
over represented in crime statistics and in unwilling to take any ownership which leaves
prisons. The majority of black populations live me to ask "if not you or |, then who?"

in the UK's most deprived areas. It should not There are some deep issues which must be
take extreme incidents like this for people to handled here if we are to avoid a repeat of this
wake up to what's happening under their very type of violence. Hopefully'we can use this as a
noses. teachable moment. We don't seem to have
This is not just an issue for the government learned much since 1985. The only question is,
either. As | said, black leadership has failed what will be different this time around?

massively. Apart from a few like MP's David

Note: Photos were not part of the article.

London violence raises 2012 Olympic concerns

By Stephen Wilson

Source:http://www.google.com/hostednews/ap/article/ALeqMbitk T8zdvH2wyJC7gWHTo7KjdaSFg?docl
d=f339143394ad417abb37063a799acec1

Less than a year before London hosts the 2012 poor publicity for the capital as it prepares to
Games, scenes of rioting and looting a few stage the games for a third time.

miles from the main Olympic site have raised The unrest, which started Saturday night in the
concerns about security and policing for the Tottenham area of north London after a police
event. Images of buildings and ‘vehicles in shooting, spread closer to the Olympic complex
flames broadcast around the world are also Monday when scattered violence broke out ip . -

the Hackney area of east London. "Yqy cad 2
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imagine how stretched the police would be if
this were to occur during the Olympics," said
Tony Travers, a local government expert at the

The park includes the Olympic Stadium, which
will host the opening and closing ceremonies
and track and field competition, as well as the

London School of Economics. "So | think this

will create a worry within City Hall and the
Home Office. "I's not so much that this might
happen again — unlikely — as that it reminds
the people in charge that while the Olympic
Games are going on, any other major event is
going to be complicated."

Groups of youths, many wearing hoods and
masks, attacked shops and windows in
Hackney. Police in riot gear were pelted with
pieces of wood and other objects.

The government said more than 200 people
had been arrested and more than two dozen
charged over three days of trouble. Police said
at least 35 police officers were injured.

Sports also felt the impact, with two soccer
matches called off because police needed to
focus its resources on the violence. East
London's West Ham said police told it to
postpone the League Cup match against
Aldershot on Tuesday because "all major
public events in London were to be
rearranged," while south London side Charlton
said its cup match against Reading was being
called off "on safety grounds" on advice from
the police.

Hackney is one of the five boroughs
encompassing the Olympic Park, a 1-square-
mile site that will be the centerpiece of the
games, which start on July 27, 2012. Monday's
violence took place about 4 miles from the
park.

velodrome, aquatics center, basketball arena,
handball arena and main press and broadcast
center.

Other Olympic venues are located at various
sites around the capital, including Hyde Park
(triathlon), Horse Guards Parade (beach
volleyball), Wembley Stadium (football) and
Wimbledon (tennis). There has been no
violence in those areas.

For civic leaders and Olympic organizers, the
violence was an unwelcome reminder of
London's volatility, less than two weeks after
the city celebrated the one-year countdown to
the games with great fanfare.

The International Olympic Committee said it
had confidence in British authorities. "Security
at the Olympic Games is a top priority for the
IOC," spokesman Mark Adams said. "It is,
however, directly handled by the local
authorities, as they know best what is
appropriate and proportionate. We are
confident they will do a good job in this
domain."

The London organizing committee for the
Olympics, declined to comment on the trouble,
in what appeared to be an attempt to- avoid
making any links between the violence and the
games.

Two police cars and a double-decker bus were
set on fire Saturday, stores were looted and
several buildings along Tottenham's ._maip . -
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street — five miles from the Olympic Park —
were reduced to smoldering shells.

The unrest was sparked by a police shooting,
but some blamed unemployment,. insensitive
policing and opportunistic looting for the worst
violence the city has seen in years.

Police and politicians insisted the disorder was
the work of a criminal minority and not a sign of
social tensions or security lapses ahead of the
2012 Games.

Britain was already preparing a massive
security operation for the Olympics, but most of
the attention has been on the threat of
international terrorism. About 12,000 police
officers will be on duty each day of the games,
which have a security budget of at least $770
million.

A day after London was awarded the games in
2005, suicide bombers attacked London's

The O2 arena is seen as smoke continues to
rise from a Sony Warehouse, which was
destroyed by arsonists in Enfield, in north
London. REUTERS

transport network, killing 52 people. The British
government is planning for the national terror
threat to be "severe" during the Olympics,
meaning an attempted attack is highly likely.

Associated Press writers Jill Lawless, Meera Selva and Danica Kirka contributed to this report.

London riots: how BlackBerry Messenger has been used to

plan two nights of looting

Source:http://www.telegraph.co.uk/technology/blackberry/8688651/London-riots-how-BlackBerry-
Messenger-has-been-used-to-plan-two-nights-of-looting.html

This weekend's disturbances in parts of
London have again raised questions about the
role technology: can play in helping crowds to
gather and organise. During the Arab
revolutions earlier this year, attention focused
on Facebook and Twitter, but for the looters
and rioters of Tottenham, Enfield and Brixton,
the communications tool “of choice has
apparently been BlackBerry Messenger (BBM).
It appears to have acted as their private,
encrypted social network over the past two
nights’ violence. RIM’s BlackBerry smart-
phones are very popular among inner city

youths on both sides of the Atlantic. The
devices themselves are typically cheaper than
Android models and the iPhone, particularly on
pay-as-you-go packages. But it is software that
central to BlackBerrys’ success in this market.

BBM is an instant messaging application,
allowing users to communicate in a similar way
to text messaging, but effectively for free, as
traffic is exchanged via the internet. According
to analysts it is replacing text messaging
among young people. “We've seen SMS usage
fall among young people and the main driver is
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BlackBerry,” said Graham Brown of Mobile
Youth, in April.

Each user has a unique PIN that allows other
BBM. users to contact them.. BBM PINs are
typically shared more readily than phone
numbers, which means news can spread
through the network more quickly than via text
messages. For authorities
aiming to track
disturbances  via  this
technology, it presents
particular problems
compared to public social
networks like Facebook
and Twitter. While chatter
in public can be monitored
in real time using fairly
simple software — and the
Met has such capabilities
— BBM conversations are
more secure.

Messages are strongly encrypted using an
algorithm called Triple-DES, which makes them
unintelligible to observers. BBM can be
intercepted and deciphered more easily than
say, BlackBerry email, however, because all
devices share the same cryptographic key. In
the words of Crackberry.com, “although PIN-to-
PIN messages are encrypted using Triple-DES,
the key used is a global cryptographic 'key' that
is common to every BlackBerry device all over
the world". “This means any BlackBerry device
can potentially decrypt all PIN-to-PIN
messages sent by any other BlackBerry
device, if the messages can be intercepted and
the destination PIN spoofed.”

Within the British security apparatus, such
technically-challenging spy work is carried out
by GCHQ in Cheltenham and requires a
warrant from the Home Secretary. Whether
authorities would consider using such a
resource  — normally concerned  with
international terrorism and espionage - to spy
on youths looting
Foot Locker “seem
unlikely.
Alternatively, RIM
can be legally
compelled to hand
over decrypted
versions of BBM
conversations, but it
would be too slow a
process to be useful
while disturbances
were ongoing.
Finally, and perhaps
most likely, police could go “undercover” on the
BBM network, aiming to befriend ringleaders
and gather intelligence. At time of writing,
evidence for the use of BBM, a legitimate
technology, by rioters in London is anecdotal.
But given its popularity among the relevant
section of society, and that the attention now
focused on it seems fair. Facebook and Twitter
have meanwhile played their usual role in
major events in Britain, that of forums for
breaking news, rumour and instant reaction.
While Arab youth used them to spread ideas of
openness as well as organise their actions, the
mindless destruction and theft in London is
orchestrated away from public view.

Islamic extremists seek to use U.K. riots as distraction for

terror attack

Source:http://www.canada.com/news/canada-in-afghanistan/Islamic+extremists+seek+benefit+from+

Britain+riots+Watchdog/5236593/story.html|

Islamist extremists are trying to capitalize on
the riots engulfing Britain, calling on their
followers to help incite further violence so that
a terror attack can be launched amid the
chaos.

Via ‘"jihadist" websites, the extremists say
English-fluent Muslims should infiltrate social
media with messages that encourage the
rioters so that the police remain "preoccupied"
by the disturbances, according to the
Washington-based monitoring group SITE.

The extremists are characterizing the violence
as "useful" for London-based terror cells,
saying the rioters are young and
impressionable, and can be easily manipulated
if the messages appear to be the sort of things
they would write.

The extremists reason that by extending the
violence, the police will drop their guard against
jinadist terror planning.

The ‘increased chaos could also force the

British government to withdraw troops.. from . -

Afghanistan, some of the sites say. 3, ‘:
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"The events in London are an opportunity for
the mujahedeen to make a move in London
and attack," says one prominent entry, adding
that . continued violence "may weaken the
position of (the British) staying in Afghanistan,
because the soldiers will be needed in
London." '

The riots spread after Saturday night when a
small protest over the police shooting of Mark
Duggan, a 29-year-old suspected gang
member, escalated into violence.

"We are all Mark Duggan" and "The people
want punishment for the killers of Mark
Duggan" are among a string of slogans another
jihadist site provides as examples it is seeking
from English-speaking Muslims.

Smoke billows from a Sony Centre warehouse
in Enfield, north London in this still image
taken from footage, August =9, 2011.
Thousands of policemen prepared to deploy on
London's streets on Tuesday night to head off
rioters and looters who have rampaged through
parts of the British capital virtually unchecked
for the past three nights. REUTERS/BBC/ITN
Helicopter via Reuters TV - Photograph by:
REUTERS/BBC/ITN Helicopter via Reuters
TV

Other examples mimic typical slogans of the
political left in Britain, such as "No to
favouritism and austerity" and "The people

want a dignified life." Yet another — "A call for
free people of Britain to stop racism" — is a
clear reference to the fact Duggan was black.
"We ask .the brothers who are fluent.in the
English language to write a number of inciting
sentences (at least ten sentences or phrases)
and post them here in the subject," the site
says. "We will do the rest with permission from
Allah." - ;
Other sites call for English-speaking followers
to post slogans directly, with one providing a
list of Facebook addresses, mainly of
prominent English soccer clubs, including
Manchester United, Chelsea and Liverpool,
and also of British universities.

One site expresses the hope that the riots will

escalate to mirror the "Arab Spring"
demonstrations that have swept the Middle
East and North Africa, toppling some regimes.
"Just as they supported the Arab revolutions
through Facebook and Twitter, and elsewhere,
we want to export these revolutions to them,"
this site says. "Enter their:pages . .. and
spread photos of their revolution and- incite
them to continue. Make video clips of their
protests and heroic acts."

This site posts a picture of three masked
youths, the centre one holding the Union Jack,

as smoke surrounds London's Big. Ben. .

"Welcome to London and Europe:-:;%('%fi- ;
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Revolutions World," the picture is titled. "Those
who are demonstrating are mostly young
people, and it is easy to make use of their
enthusiasm," the site adds cynically. In the
absence of opening the way to a terror attack,
efforts to encourage more violence may

Taking no chances .
By Chief Superintendent Brian Kelly

achieve other jihadist aims, according to a
supporter of the jihadist entries. "One of the
goals of this workshop is to exhaust the
economy . of the British government" the
supporter says, according to SITE.

Source:http://www.publicservice.co.uk/article.asp?publication=Home %20Affairs&id=515&content_name

=Security%20and%20Counterterrorism&article=16897

On Wednesday 6th July 2005, Jacques Rogge
uttered the words: "The Games of the 30th
Olympiad in 2012 are awarded to the city
of...London."

These words triggered celebrations across the
UK, but were also the green light for people in
many areas of Olympic and Paralympic Games
planning to begin programmes of work to put
into place the infrastructure, technology and
other activity required to host a safe and

" &
g o

smrmree= Home Office

LONDON 2012 OLYMPIC SAFETY
AND SECURITY STRATEGIC RISK
ASSESSMENT (OSSSRA) AND RISK
MITIGATION PROCESS

SUMMARY
VERSION 2 (JANUARY 2011)

memorable Games.

The London Host City Contract includes
commitments from the Prime Minister, Home
Secretary and Chancellor of the Exchequer to
take the measures necessary to guarantee the
safety, security and peaceful celebration of the
Games. More than 14,000 athletes from 205

nations are expected to attend London 2012,
and over nine million tickets will be sold to
spectators. It is easy to appreciate the degree
of planning now required. The Games are a
global event, and the eyes of the world will be
on the UK: -
Delivering the overlay required to meet the
government's guarantee of a safe and secure
Games is a massive undertaking and will
involve one of the largest peacetime police and
security operations ever mounted ‘in the UK.
The UK is hugely experienced in hosting and
policing major events, and this no doubt
contributed to the decision to award the Games
to London. Nevertheless, significant challenges
lie ahead, and none of us will forget the tragic
events of the day after we won the right to host
the Games, when London was victim to a
series of terrorist bombings.

Ministers overseeing the preparations for the
Games have agreed a risk-based and
intelligence-led 2012 Olympic and Paralympic
Safety and Security Strategy, with the
overarching aim to deliver a safe and secure
Games in keeping with the Olympic culture and
spirit. This is a single vision shared by the
government, the emergency services, the
London Organising Committee of the Olympic
and Paralympic Games (LOCOG) and the
Olympic Delivery Authority (ODA). In the
context of this strategy, 'safe’ means the
protection of people and property from hazards
caused by non-malicious incidents. 'Secure'
means the protection of people and property
from threats caused by incidents and attacks of
a malicious nature. The latest version of the
strategy was published in March.

Supporting the Strategy is the Olympic Safety
and Security Strategic Risk Assessment
(OSSSRA), which informs  strategic-level
decision-making and prioritisation of resources

www.cbrne-terrorism-newsletter.com

e



CBRNE-Terrorism Newsletter «

through the identification and understanding of
specific risks to the Games.

A number of planning principles
assumptions underpin all of this work:

* There must be a clear focus on ensuring the

and

Games will go ahead in almost any
circumstances;

* All delivery partners will make reasonable
adjustments to business as “usual to

accommodate the requirements of the strategy;
+ Provision of security is based on existing
roles, functions and processes;

« Emergency services will maintain core
service provision and the ability to- respond to
non-Olympic threats and hazards.

In relation to this, other than for specific
activities such as the Torch Relay, the scope
extends to Games time, running from July to
September 2012. The OSSSRA focuses solely
on those risks that fall within this timeframe, or
whose impacts may not become apparent until
Games time, and which are directly related to
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Home Office and the Cabinet Office, which
incorporates expertise from a wide range of
departments and agencies. It assesses the
relative severity of a wide range of potential
risks, natural events and accidents
collectively known as 'hazards' — as well as
malicious attacks, including terrorism, serious
and organised crime, domestic extremism,
public disorder and crowd management, known
as 'threats'. Clearly the full range of risks and
mitigation measured cannot be disclosed, but
an unclassified version of the document has
now been published.

The OSSSRA uses a well-established
methodology adapted from the National Risk
Assessment (NRA) - the document compiled
by the Civil Contingencies Secretariat on behalf
of the government, which considers the
greatest threats and hazards facing the UK in
order to inform resilience planning.

Potential threats and hazards are identified in
consultation with a wide range of stakeholders
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the safety and security of the Games. For
example, a national pandemic would impact far
beyond the Games and this would be dealt with
and mitigated elsewhere.

The OSSSRA is a classified cross-government
document, completed jointly between the

and through a bespoke Olympic Strategic
Threat Assessment produced by the newly
created Olympic Intelligence Centre. A
'reasonable worst case scenario' is agreed for
each threat or hazard, which is then assessed . -
by subject matter experts for mpaq;,a
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likelihood. For natural events, the likelihood of
something happening is based on historical
and scientific evidence and forecasting. For
malicious attacks, the likelihood of a threat
occurring is considered by assessing the intent
and capability of those who may carry out such
an act, and the vulnerability of the person,
place or thing that may be the intended target.
Impact is assessed against a Games-specific
set - of impact

criteria. These
include the likely
number of fatalities
and casualties,
other ‘harm'
indicators including
the reputational
damage that may
be caused to the
Games or the UK
following an
incident occurring,
and a number of
'disruption’ criteria
that may affect the
Games. Once assessed, risks are then
mapped on to a risk matrix.

Once the risks facing the Games have been
identified, the next stage is to establish
Strategic Design Requirements (SDRs) for the
activity that is required to mitigate that
particular risk, either by reducing the potential
for it to occur or reducing the impacts should it
happen. This is a similar process to the
development of planning assumptions derived
from the NRA, but addresses the protective
security work required that is over and above
the resilience aspect of the NRA planning
assumptions. The SDRs provide the high-level
framework within which all risk-mitigating
operational requirements will be set.

Of course, identifying risks and then putting
measures in place to mitigate them.is only part
of the story. The Home Office's Olympic and
Paralympic Security Directorate (OSD) has
developed a Risk Reduction Assessment
process (RRAt) that allows an indicative
assessment of the level of mitigation achieved
against each risk.

4

Supported by a robust assurance process that
ensures the delivery of all the mitigating activity
planned, the RRAt considers the combined
effect that 26 projects being managed. within
the OSD and by the police, and work being
undertaken by LOCOG and partners in other
safety and security agencies, will have on
reducing risk. Or, to put it another way, it will
identify the level of residual risk after mitigation
has been put in place.
Considerations  can
then be made by
ministers and those
charged with
operational command
of the safety and
security overlay as to
whether the level of
risk - remaining is
acceptable and
manageable. In times
of austerity, the RRAt
process also shows
where our money is
being spent and
whether we are getting best value for it, as well
as providing a means of demonstrating, if
funding was to change (up or down) how that
might affect risk reduction.

The OSSSRA is refreshed every six months
and this will become more frequent as we
approach the Games. Existing threats will be
assessed to ensure they are still relevant and
emerging threats will be assessed and
considered in exactly the same way as those
already included.

The Games are first and foremost a celebration
of sport. The Home Office and its partners are
absolutely clear that our job is to provide a safe
and secure platform upon which the Games
can take place. A risk-based and intelligence
led approach will ensure this is not seen as a
security event with a sporting overlay. There is
a huge amount of pride among those working
on Olympic security at being part of this task,
as well as anticipation at the opportunity to rise
to the challenge.

Chief Superintendent Brian Kelly is member of the Olympic and Paralympic Security Design Team.

NOTE: You can download the OSSSRA Summary (Version 2) for the “CBRNE-CT Papers” section of

the Newsletter's website.
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Robots help evacuate buildings, search for trapped people
Source: https://research.cc.gatech.edu/rim/content/crisis-robots-show-people-emergency-exits

Two* Georgia Tech engineers  designed an
emergency robot to help people evacuate
buildings in an emergency; they say that
emergency robots pacing the hallways and
instructing people how to get to the emergency
exits is a better solution than static emergency
instructions placed on the wall; the robots will
also search for injured or trapped people who
failed to evacuate the building.

Robot stays with victim during testing //
Source: wired.com

Smokes fills the halls, ear-piercing alarm
sounds, people leave their offices in a panic
not knowing what to do. Two Georgia Institute
of Technology researchers — Ayanna Howard
and Paul Robinette, electrical engineers at the
Georgia Institute of Technology in Atlanta —
say: follow the robot.

The two engineers say that robots would be a
better solution in a crisis than emergency
instructions on static signs attached to walls. In
an emergency, we want people to move as fast
as they can toward emergency exits, and
standing in the hallways to read instructions

may not be a good idea under the
circumstances. Also, the hall may fill up with
smoke, s people need to move out of them.

A Georgia Institute of Technology release
reports that the Howard and Robinnette argue
that emergency robots pacing the hallways and
instructing people how to get to the emergency
exits is a better solution. They say that the
robots should be at least as tall as a human, so
that they can be seen in a crowd, and styled

o |TI]

after familiar exit signs with lights and arrows to
guide the way. The researchers have created
two possible designs.

They propose that teams of these robots would
be stored in large buildings and receive
instructions from a human operator during an
emergency. A robot would start in “rescuer
mode,” searching for people in need of help,
and then change to “leader mode” when it finds
people it can guide to safety. If a robot comes
across an injured person, it will make their
location known to emergency personnel and
stay with them to act as a
communication device. :
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Hybrid Warfare and Transnational Threats, 2011

Source:
http://www.censa.net/index.php?option=com_c
ontent&view=article&id=308:hybrid-warfare-
and-transnational-
threats&catid=38:compendiums&ltemid=145

what have been described as hybrid threats
that increasingly involve transnational actors.
Contributors familiar to readers include Steven
Biddle, Martin van Creveld, Sebastian Gorka,
Frank Hoffman, and Congressman Adam

Smith.

Hybrid Warfare and
Transnational Threats:

Deconstructs the debate surrounding the
employment of "hybrid warfare" as a useful
term, the implementation of hybrid techniques
in foreign theaters of war, and the evolution of
hybrid tactics over time.

Hybrid Warfare and Transnational Threats
tackles the complexity of modern warfare,
delivering a breadth of insights aimed
at bolstering  our nation's  security.  The
volume explores key aspects of the emerging
international security environment. to inform
debates about the future of U.S. defense
strategy and the changing nature of warfare.

In addition to traditional defense and foreign
policy issues, the volume addresses stability
and security operations, conceptual shifts in
how we analyze and respond to national
security challenges, and the theological
dynamics underlying the continuing conflict
with a loose network of violent Islamists.

The -volume's twenty . chapters provide an
interdisciplinary perspective on U.S. national
security affairs, focusing on key dimensions of

Perspectives for an Era of Persistent Conflict

Advance Praise for Hybrid Warfare and Transnational Threats

- "Is there such a thing as -‘conventional warfare” anymore? As the authors of this
paradigm shifting volume amply demonstrate, the collision of rudimentary modes
of guerilla conflict with technologically enhanced operations is the new norm of
global conflict. They not only provide a deep analysis of historical and ongoing
approaches to warfare in Irag, Afghanistan, Lebanon, Somalia and other places,

" but are also far ahead of others in taking seriously the permanent and systemic
character of non-state actors and groups ranging from Diaspora fighters to global
sympathizers. Hybrid Warfare and Transnational Threats represents a new
paradigm in conflict studies, bringing theory into line with practice.”

— Parag Khanna, Director of the®Global Governance Initiative at the New American Foundation,
author of How to Run the World and The Second World, former advisor to US Special Operations
Forces in Irag and Afghanistan

“Deserves a prominent place in any credible and current glossary of war.”

— William H. Natter, 111, Deputy Undersecretary of the Navy

Dedication
It is with profound respect that CENSA dedicates this book to the memory of Colonel (ret) John J.
“Jack” McCuen. A renowned scholar and practitioner of Irregular and Hybrid Warfare, Colonel
McCuen'’s life was as vast as it was adventurous. Alongside his book The Art of Counter-Revolutionary - ¢
War—a brilliant piece that remained on the Department of the Army’s required reading list for over a
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decade—Jack commanded an Armored Cavalry Squadron, served as the Director of Internal Defense
and Development Studies at the US Army War College, and later worked as the Chief of the Military
Assistance Group-Indonesia. Following 28 years of distinguished service, Colonel McCuen retired, yet
continued to serve as a lecturer and consultant on the complexities of modern warfare. Although
saddened by the loss of this great warrior, we celebrate his legacy and acknowledge the significant

contributions he has made to the study of modern warfare.

Riots thwarted by Blackberry and Twitter chat - police
Source: http://www.bbc.co.uk/news/uk-politics-14542588 :

Police say they prevented attacks by rioters on
the Olympic site and London's Oxford Street
after picking up intelligence on social networks.
Assistant Met Police Commissioner Lynne
Owens told a committee of MPs officers
learned of possible- trouble via Twitter and
Blackberry messenger.

The London 2012 Olympic Park is in east
London

But Acting Commissioner Tim Godwin said he
had considered asking authorities to switch off
social networks.

He said they provided intelligence but could
also be misleading.

A number of politicians, media commentators
and members of the police force have
suggested that Twitter and Blackberry
Messenger (BBM) had a role to play in the
riots. _ :

The BBM system is popular among many
young people because it is-both private and

secure - users are invited to join each other's
contacts list using a unique PIN, although once
they have done so, messages can be
distributed to large groups. :
Switch off request

Ms Owens said officers had been attempting to
sift through an "overwhelming" amount of

Sl s

"chitter chatter" on social networks during last
week's riots in London, but some had proved
vital.

"Through = Twitter and BBM there” was
intelligence that the Olympic site, that both
Westfields [shopping centres] and Oxford
Street were indeed going to be targeted," she
told the home affairs select committee.

"We were able to secure all those places and
indeed there was no.damage at any of them."

Mr Godwin said that on Monday, when disorder
spread to 22 of London's 32 boroughs, police
were receiving a new piece of intelligence
every second.
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And while much of the information coming via
social media "was obviously wrong and rather
silly", he said police did considered trying to

Viewpoint
Ben Wood, mobile technology expert

Not only are Rim (Research in Motion,
Blackberry's owner) the most secure
messaging operator, they're also the most
fastidious - they log everything. If you were a
looter using a Blackberry, you're going to get
found out.

The police have the power to serve Rim with
an order to reveal information. Under the
same law, Rim are barred from disclosing
whether they've done so or not.

But although Rim can't say it themselves, I
can say with confidence that they'll be doing
everything they can to help. It's a reputation
issue - these people are a tiny minority of
their users and they want the remainder to
see them doing all they can to track them
down.

Rim don't need to reveal the actual contents
of messages in order do that. They can tell
police who sent a message to whom and
when. The police can then ask the network
operators where that was done - and the sum
total will probably be enough to be used as
evidence.

If you know a Blackberry belonging to a
suspect sent a message to 45 other
Blackberries and then those 45 owners all
turn up in Ealing or Tottenham an hour later,
it's clear what's going on.

shut the networks down in order to prevent
them being used to organise further violence.
"We did contemplate, | contemplated, asking
the authorities to switch it off. The legality of
that is very questionable and additionally, it is
also a very useful intelligence asset," he said.

"So, as a result of that, we did not request that
that was turned off, but it is something that we
are pursuing as part of our investigative
strategy."

Blackberry has offered to co-operate with
police investigating the riots - prompting
attacks by hackers angry that the company
could be prepared to hand over user data to
authorities:

Asked what Blackberry's co-operation -would
involve, Mr Godwin asked to "plead the fifth",
adding: "l would rather not answer that
question as it is an investigative strategy."
'Seamless working'

Sir Hugh Orde, president of the Association of
Chief Police Officers, which played a key role
in coordinating the Met's response, said the
riots were "fundamentally different" from the
sort of disorder he and the rest of the police
force had ever dealt with before.

He told the committee the violence was "multi-
site" and "far more spontaneous”, and there
was almost "non-existent pre-intelligence"
which could have helped police manage things
differently.

Sir Hugh also defended the way police
resources were managed, insisting there was
"a pretty seamless working of the system"
which was able to meet all the requests made
for additional resources.

The senior officers were asked about an
apparent spat which broke out between the
police and senior ministers over who was
responsible for bringing about the surge in
officer numbers which returned calm to
London.

Mr Godwin insisted that the prime minister and
home secretary had been ."very supportive"
and any differences between them were
"overplayed". "Sometimes the perception of us
at loggerheads is not helpful," he added.

The Global Challenge of Chemical, Biological, Radiological,

and Nuclear (CBRN) Terrorism
Office of the Coordinator for Counterterrorism

Country Reports on Terrorism 2010
August 18, 2011

Source: http://www.state.gov/s/ct/rls/crt/2010/170261.htm

THE MATERIAL THREATS

Chemical. Preventing chemical terrorism is
particularly challenging since terrorists can use
toxic industrial chemicals and other commonly
available chemical agents and materials as

low-cost - alternatives to traditional chemical
weapons and delivery systems. Today’s
chemical - terrorism threat ranges from the

potential acquisiton and dissemination of
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systems to the production and use of toxic
industrial chemicals or improvised
dissemination systems for chemical agents.
The growth and sophistication of the worldwide
chemical industry, including the development of
complex synthetic and dual-use materials,
makes the task of preventing and protecting

against this threat more difficult.

Biological. Bioterrorism involves the deliberate
dispersal of pathogens (viruses, fungi, and
bacteria) through inhalation, ingestion, injection
vectors to cause disease. Even though the
necessary technical skills are not beyond the
expertise of motivated scientists  with
university-level training, developing a mass-
casualty bioterrorism capability presents some
scientific ~ and  operational  challenges.
International laboratories that store and work
with dangerous pathogens are often not
adequately secured. Moreover, many Select
Agent pathogens, such as anthrax, are widely
available in nature. Equipment suitable for
cultivating and disseminating such materials is
almost entirely dual-use and is widely
employed for legitimate purposes.

Radiological. Radioactive materials are used
widely in industrial, medical, and research
applications. They may be employed in devices
used for power supply in remote locations,
cancer therapy, food and blood irradiation, and
radiography. Their widespread use in nearly
every country makes these materials much
more” accessible for deployment in a
radiological dispersal device (RDD), often
referred to as a “dirty bomb,” than the fissile
materials required for nuclear weapons.
Nuclear. The diffusion of scientific and
technical information regarding the assembly of
nuclear weapons — some of which is now
available on the Internet — has increased the

risk that a terrorist organization in possession
of sufficient fissile material could develop its
own crude nuclear weapon. The complete
production of a nuclear weapon  strongly
depends on the terrorist group’s access to
special nuclear materials as well as significant
engineering and scientific expertise.

Dual Use Materials, Equipment, and
Technologies. Dual-use materials, equipment,
and technologies have legitimate commercial
applications but may be used in the
development of weapons of mass destruction
(WMD) and  advanced  conventional
capabilities. Terrorists have shown an interest
in ~ acquiring  sophisticated  dual-use
technologies to advance their own weapons
programs and are taking advantage of the
availability of such material and expertise and
diverting it to illicit end-uses. As a result,
reducing the risk of terrorist access to and
exploitation of dual-use science remains a
critical challenge.

The United States regulates export, re-export,
transit, transshipment, and brokering of dual-
use goods based on its international
commitments in the multilateral export control
regimes. The United States also maintains
unilateral controls on a wide range of dual-use
items predominantly for antiterrorism reasons.
Effective partnerships with private sector
organizations, industry, academia, and
governmental scientific communities, play an
important role in mitigating the risk of dual-use
capabilities falling into the wrong hands.

STATE SPONSORSHIP OF TERRORISM: A
KEY CONCERN

A state that directs CBRN resources to
terrorists or does not secure dual-use
resources poses a grave CBRN terrorism
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continue to seek a CBRN capability
independent of state programs, the
sophisticated CBRN knowledge and resources
of a.state could enable a terrorist capability.
State sponsors of terrorism and all nations that
fal to live up to their international
counterterrorism and nonproliferation
obligations deserve continued scrutiny as
potential facilitators of CBRN terrorism.

NON-STATE FACILITATORS: AN
EMERGING THREAT

State sponsors of terrorism with CBRN
programs represent just one facet of the overall
risk of CBRN terrorism. The non-governmental
entities (terrorist groups and smugglers) state
sponsors use to facilitate their CBRN programs
have emerged as a growing proliferation threat
in recent years that could eventually provide
terrorists with access to. materials and
expertise particularly hard to acquire.

ADDRESSING  THE
NUCLEAR THREAT
The first Nuclear Security Summit was held in
Washington, April .12-13, 2010. Forty-six
nations were invited to participate; all accepted,
and the United Nations, the International
Atomic Energy Agency, and the European
Commission also participated. The United
States was very pleased with the outcome of
the 2010 Summit, which helped develop a
common understanding of the threat posed by
nuclear terrorism and achieved broad political
agreement on effective measures to secure
nuclear material ‘and prevent nuclear
smuggling and nuclear terrorism. The Summit's
Joint- Communiqué and detailed Work Plan
articulate a common commitment among
countries to evaluate the threat, improve
security as conditions change, and continually
exchange information, best practices, and
practical security solutions.

INTERNATIONAL

PARTNERSHIPS TO COMBAT CBRN
TERRORISM

Since September 11, 2001, the international
community has made: significant " strides in
responding to the threat of CBRN terrorism.
States are working together bilaterally and
multilaterally to address these threats and
protect their populations. Through a variety of
multinational initiatives such as ‘the Global
Threat Reduction |Initiative, the Proliferation
Security Initiative (PSl), and the Global

Initiative to  Combat Nuclear Terrorism
(GICNT), the United States has taken a
leadership role in reducing the threat of CBRN
terrorism..Some of these efforts are focused on
preventing threats from non-state actors and
terrorists; others aim at preventing the
proliferation of weapons of mass destruction to
states as well as non-state actors.

UN Security Council Resolution 1540: In-2004,
the UN Security Council unanimously adopted
Resolution 1540, which requires states to take
measures to prevent the spread of weapons of
mass destruction, including adopting and
enforcing 1aws to prohibit the transfer of WMD
and related materials to non-state actors. While
the Resolution is legally binding on all UN
Member States, universal compliance with the
resolution has not yet been achieved. Several
states lack the capacity to' comply with the
resolution’s requirements and need assistance
to do so. The United States is one of the
leading providers of such assistance. Several
programs are in place to help countries
develop their abilities to combat illicit trafficking
in WMD and related materials. Other sources
of assistance include other developed nations,
international  organizations such as the
International Atomic Energy Agency (IAEA),
and the Organization for the Prohibition of
Chemical Weapons (OPCW), and a variety of
non-government organizations (NGOs).

The Proliferation Security Initiative (PSl):
Announced in 2003, the PSI has led to a
number of important interdictions over the last
eight years and is an important tool in the
overall global effot to combat WMD
proliferation to both state and non-state actors.
In its eighth year, the PSI is a cooperative
global effort that aims to stop the trafficking of
WMD, their delivery systems, and related
materials to and from states and non-state
actors of proliferation concern. The PSI relies
on voluntary actions by states, using existing
national and international legal authorities to
put an end to WMD-related trafficking. PSI
partners take steps to strengthen those legal
authorities’ as necessary, share information,
and cooperate on interdiction activities. States
that wish to participate in the PSI endorse its
Statement of Interdiction Principles, by which
states commit to undertake specific actions to
halt the - trafficking of WMD and related
materials. As of December 31, 2010, 98 _sf[ate‘s =
have endorsed the Statement. Each yea_{,'.ﬁ ;
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endorsers conduct a series of activities,
including exercises, workshops, and expert's
group meetings, to improve operational
capabilities to conduct interdictions, share
information, and develop new operational
concepts.

The Global Initiative to Combat Nuclear
Terrorism (GICNT): The GICNT, which is co-
chaired by the United States and Russia, is a
cross-cutting strategic framework of 82
partners and four observers who are
determined to strengthen individual and global
capacity to prevent, detect, and respond to a
nuclear terrorist event. These partners have
endorsed a set of core nuclear security
principles encompassing the full spectrum of
deterrence,  prevention,  detection, and
response  objectives.  Partners utilize
multilateral activities and exercises to share
best practices and lessons learned in order to
strengthen individual and collective capacity to
combat nuclear terrorism. To date, partners
have conducted over 40 multilateral activities
and six senior-level meetings in support of
these nuclear security goals. Through these
activities, partners have improved international
understanding in emerging nuclear detection
technologies, emergency response and
preparedness practices, and anti-smuggling
assistance programs. The Initiative is open to
nations that share in its common goals and are
committed to combating nuclear terrorism on a
determined and systematic basis.

Nuclear Smuggling Outreach Initiative
(NSOI): The NSOI seeks to enhance
partnerships with key .countries around the
world to strengthen capabilities to prevent,
detect, and respond to incidents of nuclear
smuggling. It focuses on both bilateral
partnerships to improve such capabilities and
donor partnerships to support these
improvements. In its bilateral partnerships,
NSOI engages those countries seen to be most
important to the global effort to combat
smuggling of nuclear or highly radioactive
materials. In its donor partnerships, NSOI
engages those countries that have resources
or expertise that can be provided to improve
the capabilities of other countries. The NSOI
team works with the governments of potential
donor partners to identify - their particular
interests and assets for such assistance. NSOl
has to date completed Joint Action Plans and

developed anti-nuclear smuggling cooperative
projects with Ukraine, Kazakhstan, Georgia,
the Kyrgyz Republic, Armenia, and the
Democratic Republic of the Congo. It has
engaged several additional bilateral partners
with  whom it plans to complete such
documents soon, and it plans to engage
several more over the coming years. NSOI has
also developed donor partnerships with ten
countries and three international organizations
and hopes to create more such partnerships
over the coming years.

Export Control and Related Border Security
Program (EXBS): The EXBS program is the
U.S. government's premier initiative to assist
other countries in improving their strategic
trade control systems. EXBS seeks to prevent
the proliferation of weapons of mass
destruction and their delivery systems, as well
as destabilizing accumulations of advanced
conventional weapons by helping to build
effective national export control systems in
countries that possess, produce, or ‘supply
strategic items as well as in countries through
which such items are most likely to transit.
EXBS is directed by the Office of Export
Control Cooperation in the Bureau of
International Security and Nonproliferation at
the Department of State (ISN/ECC), which also
leads the U.S. government interagency working
group that seeks to coordinate U.S.
government nonproliferation export and border
control assistance and ensure EXBS is
harmonized with "and complements the
Department of Homeland ‘Security’s Container
Security Initiative, the Department of Energy’s
Second Line of Defense Program; the
Megaports Initiative, and other international
donor assistance programs. EXBS programs
improve - partner countries’ capabilities to
combat proliferation threats and fulfill their
commitments as part of the Proliferation
Security Initiative, the Global -Initiative to
Combat Nuclear Terrorism, and UNSCR 1540.
EXBS currently has 23 Program Advisors
stationed globally and is active in over 60
countries.

Second Line of Defense (SLD): Under its
SLD Program, the Department of Energy’s
National Nuclear = Security Administration
(DOE/NNSA) cooperates with partner countries
to provide radiation detection systems and . -
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capabilities to deter, detect, and interdict illicit
trafficking of special nuclear and other
radiological materials across international
borders. The SLD Program includes two
components: the Core Program and the
Megaports Initiative. The Core Program
focuses on providing equipment to land border
crossings, feeder seaports, and international
airports. This work originally began in Russia
and has since expanded to include former
Soviet states, the Caucasus, Eastern Europe,
and other key regions. Mobile detection
equipment is also provided to selected
countries for use at land borders and internal
checkpoints.

Global Threat Reduction (GTR): GTR
programs work globally to prevent terrorists
from acquiring CBRN expertise, materials, and
technology. GTR is actively engaged in a
variety of countries including the front line
countries of Pakistan, Iraq, Yemen, and
Afghanistan. GTR programs have expanded to
meet emerging CBRN proliferation threats
worldwide and -focus on promoting biological,
chemical, and nuclear security in those
countries where there is a high risk of CBRN
terrorism or proliferation. The programs also
engage scientists with WMD and WMD-
applicable skills. By engaging biological,
chemical, and nuclear, scientists with dual-use
expertise, and helping to secure dual-use
material, GTR seeks to keep CBRN and dual-
use materials, technology, and expertise away
from terrorists who would use these materials
against the US homeland.

The - Global Threat . Reduction- Initiative
(GTRI): The goal of GTRI, announced by the
United States on May 26, 2004, in Vienna,
Austria, is to secure, remove, or facilitate the
conversion of final arrangements for disposal of
materials as expeditiously. as.  possible,
including nuclear and radioactive materials in
civilian applications around the world that have
been identified as vulnerable or posing a
potential threat to the international community.
GTRI focuses on minimizing the use of highly
enriched uranium in research reactors and
isotope-production processes around the world

as well as protecting or removing unwanted or
unused plutonium and high-activity radioactive
sources.  Approximately one  hundred
international partners cooperate with. GTRI
programs under this initiative.

Biological Weapons Convention
Intersessional Work Program: In response to
a proposal from the United States, the States
Parties to the Biological Weapons Convention
(BWC) in 2002 embarked on a series of expert
exchanges aimed at raising awareness,
sharing best practices, and facilitating
assistance on topics related to implementation
of the BWC and reducing the threat of BW use,
with a new emphasis on the terrorist threat.
Work has included exchanges on national
legislative ~ and  regulatory  frameworks;
laboratory biosecurity; outreach to promote
responsible conduct by members of the
scientific community; and investigation of and
response to suspect attacks.

National Strategy for Countering Biological
Threats: In November 2009, President Obama
approved a new national. strategy to provide
greater policy cohesion and coordination for
U.S. efforts to prevent state or non-state actors
from acquiring or using biological weapons.
(Efforts to mitigate the consequences of use
are dealt with through other policy/strategy
frameworks).  Federal  agencies have
developed detailed implementation plans and
are actively coordinating efforts in support of
the Strategy’s seven key objectives, which are
to:

1. Promote global health security
Reinforce norms of
responsible/beneficent conduct

3. Obtain timely/accurate insight on
current/emerging risks

4. Take reasonable steps to reduce
potential for exploitation

5. Expand capability to disrupt,
apprehend and attribute

6. Communicate effectively with all
stakeholders

7. Transform international dialogue on
biological threats

NOTE: You can download full report from the “CBRNE-CT Papers” section of the Newsletter.
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Researchers developing graffiti analysis app
Source:http://www.laboratoryequipment.com/news-App-Fights-Graffiti-Hazmat-081911.aspx?xmime

nuid=51

Law enforcement officials could soon have an
app for their mobile phones that allows them to
snap a picture of gang graffiti
and have its
meaning translated. In  a
presentation to DHS officials
and law enforcement agencies
in Indianapolis, researchers
from Purdue University showed
off ~ their new  graffiti
analysis app.

“The whole idea of these
projects is that you literally
take .a picture of the gang
graffiti ~ or a hazardous
materials placard with a mobile
phone and then the system
interprets the images,” said
Edward Delp, a professor of i
Electrical and  Computer °

Engineering at Purdue. The project has been

dubbed “GARI,” or ‘Gang Graffiti Automatic
Recognition and Interpretation, and is being
funded by the DHS. Security Science &
Technology Directorate (S&T).

“Gang graffiti basically tells a story,” explained
Timothy F. Collins, the managing director of
Purdue’s Visual Analytics for Command,
Control and Interoperability . Environments
Center of Excellence (VACCINE), which is
leading the research.

Ubiquitous graffiti may be conveying inter-
gang messages // Source: metropotam.ro

2 <3

According to Collins, gangs often use graffiti as

a way of communicating messages like

e R Ll
challenges or warnings to rival gangs.

“Investigators want to not‘only catch who put it
there but also to understand its meaning.
Sometimes they indicate when someone is
about to get killed or whether a rival gang has
moved in that could lead to an increase in
crime. An officer might take a picture of graffiti
and ask the system to show all the similar
graffiti that has occurred within 2 miles of
the location.”

He added that it is also “an excellent way to
track gang affiliation and growth, or even
sometimes to obtain membership information.”

With the new app, an officer can take a picture
of the graffii and the system uses image
analysis algorithms to analyze the graffiti and
also marks the location with GPS coordinates.

“You take a picture with an Android mobile
phone, and it not only records the image; it also
records the GPS coordinates, the date and
time,” said David S. Ebert, Purdue’s Silicon
Valley Professor of Electrical and Computer
Engineering and VACCINE director. “It can
provide some analysis right on the phone and
also can access a more extensive database of
graffiti on a server.”

Researchers are still testing the software as
analyzing graffiti is a complex process.
“Interpreting these images is not a trivial task,”

said Delp. To analyze the image, the _sqf_{warg_ .
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examines several elements of the graffiti
including colors, shapes, and characters. The
information from the photo is then sent to a
server and cross-referenced against a graffiti
database. Matching results are then returned to
the mobile phone, where users can review
them and provide further details for
more analysis.

“Once the graffiti is completely decoded and
interpreted, it is labeled and added to the

database,” said Collins, who is also a former
Indiana state trooper. “Gangs are a serious
threat to public safety throughout the United
States. Gang members are continuously
migrating from urban to suburban areas and
even rural areas. They are responsible for an
increasing percentage of crime and violence in
many communities.”

Micro Unmanned Ground Vehicle helps soldiers, first

responders

Source:http://www.homelandsecuritynewswire.com/micro-unmannéd-ground-vehicIe-heIps-soldiefs-first-

responders

Weighing just over ten pounds, Dragon Runner
10 (DR10) is small enough to carry in an
assault pack and rugged enough to throw into

buildings and hostile
environments; the DR10 has
multiple sensor and payload
options, and thus is suitable for
reconnaissance and
surveillance  missions o
support small military units,
patrols, and first responder
teams.

QinetiQ's Dragon Runner 10,
muti-option, MUGV // Source:
defense-update.com

QinetiQ  North  America
announced the availability of a
new Micro Unmanned Ground Vehicle (MUGV)
for military and first responder robotic missions.
Weighing just over ten pounds, Dragon Runner

10 (DR10) is small enough to carry in an
assault pack and rugged enough to throw into
buildings and hostile environments. The DR10
has multiple sensor and payload
options, and thus is suitable for
reconnaissance and surveillance
- missions to support small military
units, patrols, and first
responder teams.

Soldiers use a wearable controller
- to send DR10 in first, to assess the
~ situation in advance. Whether it is

being driven or thrown into a

potentially hostile area, DR10 can

gain situational awareness and
report information back to the
" operator. Equally capable in
daytime -or night missions, the
DR10 can serve as the team’s

i > S
forward eyes and ears, while also carrying out
missions such as explosive ordnance disposal,

setting counter-IED charges, delivering remotg - |

Sensors, gathering inteIIigence_,'_“ v id
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conducting surveillance.  “Military  robotic
missions save lives, and if possible, it's better
to send the robot in first,” said QinetiQ North
America Technology Solutions. Group president
J. D. Crouch. “Dragon Runner 10 is a practical
solution that makes it easier to carry and
operate sophisticated robots in theater.”

DR10 is 15” long, 13.5" wide, and 5.8” tall.
When thrown, DR10 has the ability

Antenna-equipped garments here

automatically to flip video images, antennae,
and controls upon landing. Multiple payloads
are available, including a variety of sensors,
radios, cameras, and robotic arms. DR10 can
be equipped with either tracked or wheeled
mobility options to negotiate different types
of terrain.

Sour_ce: http://www.homelandsecuri_tynewswire.com/antenna-equip_ped-garments—here

To make communications devices more
reliable, researchers are working on
incorporating radio ~antennas directly into
clothing, using plastic film and metallic thread;
the new antenna design has a range four times
larger than that of a conventional antenna worn
on the body -- one that is used by American

-

soldiers today. The next generation of
communications systems could be built with a
sewing machine. To make communications
devices more reliable, Ohio State University
researchers are working on incorporating radio

antennas directly into clothing, using plastic
film and metallic thread.

In the current issue of the journal IEEE
Antennas .and Wireless Propagation Letters,
they report a new antenna design with a range
four times larger than that of a conventional
antenna worn on the body — one that is used

by American soldiers today.

‘Our primary goal is to improve
communications reliability and the mobility of
the soldiers,” said Chi-Chih Chen, a research

associate professor of electrical and computar - .
R R ¥ A i

e
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engineering at Ohio State. “But the same
technology could work for police officers, fire
fighters, astronauts — anybody who needs to
keep.their hands free for important work.”

An Ohio State University release reports that
for typical foot soldiers, mobility and
communications are often at odds. An antenna
can be a large and unwieldy addition to an
already heavy load.

The -idea of embedding communications
devices in clothing to address this problem is
not new, Chen explained. The Ohio State
system takes elements from previous research
and combines them in a new way, with the
addition of a unique computer control device
that lets multiple antennas work together in a
single piece of clothing.

The result is a communications system that
can send and receive signals in all directions,
even through walls and inside a building,
without a need for the wearer to carry an
external antenna.

John Volakis, the Roy & Lois Chope Chair
Professor and Director of the ElectroScience
Laboratory at Ohio State, found a common
analogy for the new design.

‘In a way, we're doing what's already been
done_on a cell phone. You don’t see cell
phones with external antennas anymore,
because the antenna is part of the body of the
phone,” Volakis said.

When antennas make contact with the human
skin, however, the body tends to absorb radio
signals and form a short circuit — a fact driven
home by the recent difficulties with the antenna
placement on the iPhone 4. Also, if an antenna
is improperly placed, a person’s body can block
it when he or she moves against a wall or
other obstacles.

The Ohio State system overcomes these
problems by surrounding the body with several
antennas that work together to transmit or
receive a signal, no matter which way a person
is facing. An integrated computer control
device senses body movement and switches
between the antennas to activate the one with
the best performance given the body’s position.
The engineers created a prototype antenna by
etching thin layers of brass on a commercially
available plastic film, called FR-4. The film is
light and flexible, and can be sewn onto fabric.
They attached it into a vest at four locations —
chest, back, and both shoulders. The computer

controller — a metal box a little smaller than a
credit card and an inch thick — was worn on a
belt. In laboratory tests, the experimental
antenna system provided significantly greater
signal strength compared to a conventional
military “whip” antenna, enabling a range of
communications four times larger. Perhaps
most importantly, the new antenna system
worked in-all directions, even as researchers
tested it inside the hallways of the
ElectroScience Lab, where doors and windows
would normally interfere with the signal. Key to
the technology was the engineers’
development of network communications
coding to coordinate the signals among the
antennas. Doctoral student Gil-Young Lee
developed a computer module to make the
antenna control automatic. Lee, Chen, and
Volakis co-authored the IEEE paper with
Dimitrios = Psychoudakis, senior research
associate at the ElectroScience Lab.

The release notes that they are partnering with
an antenna design company, Applied EM of
Hampton, Virginia, to commercialize the
research, which was funded by a Small
Business Innovation Research grant.

Chen currently estimates that the antenna
systems, as demonstrated in the prototype,
would cost $200 per person to implement, but
mass production would bring that cost
significantly down.

In the meantime, the engineers are working on
printing antennas directly onto clothing, and
embroidering antennas into clothing with
metallic threads. A typical home sewing
machine is now part ‘of their laboratory
equipment, and early tests have shown that the
swirly designs they’ve embroidered into fabrics
such as cotton — and even taffeta — can work
as functional antennas.

That's why Volakis envisions the technology to
be adaptable for the general public. The elderly
or disabled could wear clothing that would let
them communicate in case of emergency,
without the stigma they might feel in wearing a
more visible assistive device.

“‘Imagine a vest or shirt, or even a fancy ball
gown made with this technology,” he said,
scrunching a sample of embroidered taffeta in
his hand. “The antennas would be
inconspicuous, and even attractive. People
would want to wear them.”
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Balancing the Risks, Benefits, and Costs of Homeland Security

By Mueller, John and Mark G. Stewart

Homeland Security Affairs 7, Article 16 (August 2011)

Source: http://www.hsaj.org/?article=7.1.16

Introduction

In seeking to evaluate the effectiveness of the massive increases in homeland security expenditures

since the terrorist attacks on the United States
of September 11, 2001, the common and
urgent query has been “are we safer?” This,
however, is the wrong question. Of course we
are “safer’— the posting of a single security
guard at one building’s entrance enhances
safety, however microscopically. The correct
question is “are the gains in security worth the
funds expended?” Or as this absolutely central
question was posed shortly after 9/11 by risk
analyst Howard Kunreuther, "How much should
we be willing to pay for a small reduction in
probabilities that are already extremely low?"

Tallying the Costs — One Trillion Dollars
and Counting

We have, in fact, paid — or been willing to pay
— alot. In the years immediately following the
terrorist attacks of September 11, 2001 on
Washington and New York, it was
understandable that there was a tendency to
fashion policy and to expend funds in haste
and confusion, and maybe even hysteria, on
homeland security. After all, intelligence was
estimating at the time that there were as many
as 5,000 al Qaeda operatives at large in the
country,2 and as New York Mayor Rudy
Giuliani reflected later, "Anybody, any one of
these security experts, including myself, would
have told you on September 11, 2001, we're
looking at dozens and dozens and multi-years
of attacks like this."s

The intelligence claims and the anxieties of
Giuliani and other ““security experts” have
clearly proved, putting it mildly, to be

unjustified. In the frantic interim, however, the
United States government increased its
expenditures for dealing with terrorism
massively. As we approach the tenth
anniversary of 9/11, federal expenditures on
domestic homeland security have increased by
some $360 billion over those in place in 2001.
Moreover, federal national intelligence
expenditures aimed at defeating terrorists at
home and abroad have gone up by $110
billion, while state, local, and private sector
expenditures have increased by two hundred
billion more. And the vast majority of this
increase, .of course, has been driven by much
heightened fears of terrorism, not by growing
concerns about other hazards — as Veronique
de Rugy has noted, by 2008 federal spending
on counterterrorism had increased enormously
while protection for such comparable risks as
fraud and- violent crime had not, to the point
where homeland security expenditures had
outpaced spending on all crime by $15 billion.4

Tallying all these expenditures and adding in
opportunity costs — but leaving out the costs of
the terrorism-related (or terrorism-determined)
wars in Iraq and Afghanistan and quite a few
other items that might be included — the
increase in  expenditures on domestic
homeland security over the decade exceeds
one trillion dollars. The details are in Table 1.
This has not been enough to move the country
into bankruptcy, Osama bin Laden’s stated
goal after 9/11, but it clearly adds up to real
money, even by Washington standards.5 Other
countries like Britain, Canada, and Australia
have also dramatically increased their
expenditures.

Table 1. The Trillion Dollar Table
Enhanced Costs of Homeland Security since 9/11, in billions of 2010 dollars

Enhanced Direct Expenditures \2009 ?(1)01'

Federal homeland security expenditures

50
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Federal intelligence expenditures 15 110
Local and state expenditures 10 110
Private-sector spending 10 110
Total 85 690
OpportunityCosts .| [
Terrorism risk insurance premiums 4 40
Passenger delays caused by airport screening 10 100
_Increase in short-haul traffic fatalities for people avoiding 3 32
airport delays
Deadweight losses and losses in consumer welfare 30 245
Total 47 417

Relevant spending elements not included in the table

Terror-related wars in Irag and Afghanistan

Costs of crime facilitated by focus of police and FBI on, or-preoccupation with, terrorism

Costs resulting from hurricane Katrina that might have been mitigated if DHS had not been so
preoccupied by terrorism

Additional Post Office expenditures to deal with the effects of 9/11 and the anthrax letters
Effects on tourism, property and stock market values, business location decisions, etc. though
dead weight losses might capture some of these

In addition to the short-haul fatality effect included in the table, the increase in traffic fatalities in
the U.S. of 2,300 lives to the end of 2003 due to the fear of flying and the inconvenience of
extra passenger screening

Extra fuel cost to airlines because of the weight of hardened (heavier) cockpit doors

Free airline seats to Federal Air Marshals

Passenger delays and inconvenience cause by false positive identification on TSA’s no fly list.
Cutbacks to Medicare, Medicaid, education, social security, and other government services in
an effort to reign in budget deficits caused by wars in Irag and Afghanistan and mushrooming
homeland security budgets

Note: For sources and full explanation for these numbers, see John Mueller and Mark G.
Stewart, Terror, Security and Money: Balancing the Risks, Benegfits, and Costs of Homeland
Security (New York and Oxford, UK: Oxford University Press, forthcoming September 2011).

Evaluating the Expenditures

In this article we seek to apply conventional
cost-benefit and risk analytic approaches to
this massive increase in expenditure in an
effort to provide an answer to Kureuther's
exceedingly apt question. These approaches
have been recommended for many years by
the United States Office of Management and
Budget, and they are routinely used by such
agencies as the Nuclear Regulatory
Commission, the Environmental Protection
Agency, and the Federal Aviation
Administration, and in 2004 .the 9/11
Commission  specifically called on the
government to apply them to assess the risks

and cost-effectiveness of security measures
put in place to deal with terrorism.8 However, it
appears that this simply has not been done.

Upon taking office in 2005, Department of
Homeland Security Secretary Michael Chertoff
did strongly advocate a risk-based approach,
insisting that the department "must base its
work on priorities driven by risk."Z Yet, a year
later, when DHS expenditures had increased
by some $135 hillion beyond those already in
place in 2001 and when the department had
become the government’s largest non-military
bureaucracy, one of its senior economists
wistfully noted, “We really don’t know a whole
lot about the overall costs and benefits Qf =
homeland security." 4T
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By 2007, RAND President James Thomson
was contending that DHS leaders "manage by
inbox" with the "dominant mode of DHS
behavior being crisis management." Most
programs are implemented, he continued, "with
little or no evaluation” of their performance or
effectiveness, and the agency "receives little
analytical advice on issues of policy, program,
and -budget."? And, ‘after an -exhaustive
assessment, the Congressional - Research
Service concluded at the same time that DHS
simply could not answer the "central question”
about the "rate of return, as defined by
quantifiable and empirical risk reductions" on
its expenditure. 1

The boilerplate emphasis on risk-informed
decision making continued with the change of
administrations after the 2008 elections, as
Secretary Janet Napolitano insisted that

Development and implementation of a process
and methodology to assess national risk is a
fundamental and critical element of an overall
risk management process, with the ultimate
goal of improving the-ability of decision makers
to make rational judgments about tradeoffs
between courses of. action to manage
homeland security risk.1t

Such declarations notwithstanding, however,
we have been able to find only one published
reference to a numerical estimate of risk
reduction after an extensive search of the
agency’s reports and documents.i2 Moreover,
we have been able to find no reference
whatever to the likelihood of a terrorist attack
beyond rather vague references such as “high,”
“‘imminent,”  “dynamic,” “persistent,”  and
‘emerging.”

Indeed, at times DHS has ignored specific calls
by other government agencies to ¢onduct risk
assessments. In 2010, the Department began
deploying full-body .scanners at airports, a
technology that will cost $1.2 billion per year.
The = Government  Accountability  Office
specifically declared that conducting a cost-
benefit analysis of this new technology to be
“‘important.”3 As far as we can see, no such
study was conducted. Or there was GAO’s
request that DHS conduct a full cost/benefit
analysis of the extremely costly process of
scanning 100 percent of U.S.-bound

containers. To do so would require the
dedicated work of a few skilled analysts for a
few months or possibly a year. Yet, DHS
replied that, although it agreed that such a
study would help to “frame the discussion and
better inform Congress,” to actually carry it out
‘would place significant burdens on agency
resources.”4

Clearly, DHS focuses all or almost all of its
analyses on the contemplation of the
consequences of a terrorist attack while
substantially ignoring the equally important
likelihood* component of risk assessment as
well as the key issue of risk reduction. In
general, risk assessment seems to be simply a
process of identifying a -potential source of
harm and then trying to do something about it
without evaluating whether the new measures
reduce risk sufficiently to justify their costs.

This conclusion was strongly supported by a
2010 report of the National Research Council
of the National Academies of Sciences,
Engineering, and Medicine. Requested by
Congress to assess the activities of the
Department of Homeland  Security, a
committee- worked for nearly. two years on the
project and came up with some striking
conclusions. Except for the analysis of natural
disasters, the committee “did not find any DHS
risk analysis capabilities and methods that are
yet adequate for supporting DHS decision
making,” and therefore “only low confidence
should be placed in most of the risk analyses
conducted by DHS.” Indeed, ‘little effective
attention was paid to the features of the risk
problem that are fundamental.” It also found an
“absence of documentation of methods and
processes” with the result that the committee
sometimes had to infer details about DHS risk
modeling. Indeed, “in a number of cases
examined-by the committee, it is not clear what
problem is being addressed.” It also found “a
pattern” of “trusting numbers that are highly
uncertain.” And, concluded the committee
rather glumly, “it is not yet clear that DHS is on
a trajectory for development of methods and
capability that is sufficient to ensure reliable
risk analyses”: although it found that “there are
people at DHS who are aware of these current
limitations,” it “did not hear of efforts to remedy
them."15
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Overall, it seems, security concerns that
happen to rise to the top of the agenda are
serviced without much in the way of full
evaluation — security trumps ecanomics, as
one insider puts it — and such key issues as
acceptable risk are rarely discussed while
extravagant worst case scenario thinking
dominates, and frequently savagely distorts,
the discussion.

It is clearly time to examine massive homeland
security expenditures in a careful and
systematic way, applying the kind of analytic
risk “management approaches: emphasizing
cost-benefit analysis and determinations of
acceptable and unacceptable risks that are
routinely required of other governmental
agencies and that have been standard coin for
policy decision-making for decades throughout
the world when determining regulations even in
such highly charged and politicized decisions
as those regarding where to situate nuclear
power plants, how to dispose of toxic waste,
and how to control pollution—decisions that
engage the interests and passions of multiple
groups.

Probability Neglect

A recent book by Gregory Treverton, a risk
analyst at the RAND Corporation whose work
we have found highly valuable at various points
in this study, contains a curious reflection:

When | spoke about the terrorist threat,
especially in the first years after 2001, | was
often asked what people could do to protect
their family and home. | usually responded by
giving the analyst’s answer, what | labeled “the
RAND answer.” Anyone’s probability of being
killed by a terrorist today was essentially zero
and would be tomorrow, barring a major
discontinuity. So, they should do nothing. It is
not surprising -that the answer was hardly
satisfying, and | did not regard it at such.1®

From. this experience, he concluded, “People
want information, but the challenge for
government is to warn without terrifying.”1

It is not clear why anyone should find his
observation unsatisfying since it simply puts
the terrorist threat in general and in personal
context, suggesting that excessive alarm about

the issue is scarcely called for. It is, one might
suspect, exactly the kind of accurate,
reassuring, adult, and non-terrifying information
people have been yearning for. And it deals
frontally with a key issue in risk assessment:
evaluating the likelihood of a terrorist attack.

Treverton's “RAND answer,” calmly (and
accurately) detailing the likelihood of the
terrorist hazard and putting it in reasonable
context, has scarcely ever been duplicated by
politicians and officials in charge of providing
public safety. Instead the awkward problem of
dealing with exceedingly low probabilities has
been finessed — and questionable
expenditures accordingly justified — by five
stratagems that in various ways embrace a
form of risk aversion that can be called
"probability neglect."

Focusing on Worst Case Scenarios

Cass Sunstein, who seems to have invented
the phrase, “probability neglect,” assesses the
version of the phenomena that comes into
being when “emotions are intensely engaged.”
Under that circumstance, he argues, “people’s
attention is focused on the bad outcome itself,
and they are inattentive to the fact that it is
unlikely to occur.” Moreover, they are inclined
to “demand a substantial governmental
response — even if the magnitude of the risk
does not-warrant the response.” It may be
this phenomenon that Treverton experienced.

Playing to this demand, government officials
are inclined to focus on worst case scenarios,
presumably in the knowledge, following
Sunstein’s insight, that this can emotionally
justify just about any expenditure no matter
how unlikely the prospect the dire event will
actually take place. Accordingly, there is a
preoccupation  with  “low  probability/high
consequence” events such as the detonation of
a sizeable nuclear device in midtown
Manhattan even though- the vast bulk of
homeland security expenditures are focused on
comparatively low consequence events like
explosions set off by individual amateurs.

It is sometimes argued that conventional risk
analysis . breaks down under extreme
conditions because the risk is now a very large
number (losses) multiplied by a very small. “'-
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number (attack probability). However, it is not
the risk analysis methodology that is at fault
here, but our ability to use the information
obtained from the analysis for decision-making.
Analyst Bruce  Schneier has  written
penetratingly of worst-case thinking. He points
out that

[It] involves imagining the worst possible
outcome and then acting as if it were a
certainty. It substitutes imagination for thinking,
speculation for risk analysis, and fear for
reason. It fosters powerlessness and
vulnerability and magnifies social paralysis.
And it makes us more vulnerable to the effects
of terrorism.12

It leads to bad decision making because

It's only half of the cost-benefit equation. Every
decision has costs and benefits, risks and
rewards. By speculating about what can
possibly go wrong, and then acting_ as if that is
likely to happen, worst-case thinking focuses
only on the extreme but improbable risks and
does a poor job at assessing outcomes.2

It also assumes “that a proponent of an action
must- prove that the nightmare scenario is
impossible,” and it “can be used to support any
position or its opposite. If we build a nuclear
power plant, it could melt down. If we don't
build-it, we will run short of power-and society
will collapse into anarchy.” And worst, it
“validates ignorance” because, ‘“instead of
focusing on what we know, it focuses on what
we don’t know — and what we can imagine.” In
the process “risk assessment is devalued” and
“probabilistic thinking is repudiated in favor of
"possibilistic thinking."2!

What is necessary is due consideration to the
spectrum of threats, not simply the worst one
imaginable, in order to properly understand,
and to coherently deal with, the risks to people,
institutions, and the economy. The relevant
decision-makers are professionals, and it is not
unreasonable to suggest that they should do so
seriously. Notwithstanding political pressures,
the fact that the public has difficulties with
probabilities when emotions are involved does
not relieve those in charge of the requirement,
even the duty, to make decisions about the

expenditures of vast quantities of public monies
in a responsible manner.

Adding, - Rather than Multiplying, the
Probabilities

A second stratagem for neglecting probability
that is sometimes applied at DHS is to devise a
rating scale where probabilities of attack are
added to the losses. Thus, as a Congressional
Research Service analysis points out, to
determine whether a potential target should be
protected, DHS has frequently assessed the
target’s vulnerability and the consequences of
an attack on it on an 80 point scale and the
likelihood it will be attacked on a 20 point
ranked scale. It then adds these together.22
Thus, a vulnerable target whose destruction
would be highly consequential would be
protected even if the likelihood it will be
attacked is zero, and a less consequential
target could go unprotected even if the
likelihood it will be attacked is 100 percent.

This procedure violates the principles
espoused in all risk assessment techniques
such as those codified in international risk
management standards supported by twenty-
six countries including the United States.2® In
these risk is invariably taken to be a product in
which the attack probability is multiplied by the
losses, not added to them. Essentially, what
often seems to be happening is that DHS has a
pot of money to dole out, and it has worked out
a method for determining which projects are
most worthy while avoiding determining
whether any of them are actually worth any
money at all.

Assessing Relative, Rather than Absolute,
Risk

A third technique, related to the second, is, as
the CRS study points out, simply to rank
relative risk while neglecting to determine the
actual magnitude of the risk.2 The 2010
National Research Council study finds this
approach to be wanting:

Risk management decisions seek to reduce
risks in accordance with specified, absolute risk
criteria for human health protection. Many of
the risk analyses thus far conducted by DHS
involve risk ranking, based on scg{és_,_df-
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presumed relative risks, and do not include
attempts to provide absolute measures of
risk.2

It may be true that New York is more likely to
be struck by a terrorist than, say, Columbus,
Ohio. But it is also more likely to be struck by a
tsunami, and not only in Hollywood disaster
thrillers. Before spending a lot “of money
protecting New York from a tsunami, we need
to get some sort of sense about what the
likelihood of that event actually is, not simply
how the risk compares to that borne by other
cities. And the same goes for terrorism.

Inflating the Importance of Potential
Terrorist Targets

A fourth stratagem is to inflate the importance
of potential terrorist targets. Thus, nearly half of
American  federal  homeland  security
expenditure is devoted to protecting what the
Department of Homeland Security and various
presidential and Congressional reports and
directives rather extravagantly call “critical
infrastructure” and "key resources.”

Applying common sense English about what
“critical infrastructure” could be taken to mean,
it should be an empty category. If any element
in the infrastructure is truly "critical" to the
operation of the country, steps should be taken
immediately to provide redundancies or backup
systems so that it is no longer so. An official
definition designates “critical infrastructure” to
include “the assets, systems, and networks,
whether physical or virtual, so vital to the
United States that their incapacitation or
destruction would have a debilitating effect on
security, national economic security, public
health or safety, or any combination thereof."2
Yet vast sums of money are spent under the
program to protect elements of the
infrastructure whose incapacitation would
scarcely be “debilitating” and would at most
impose minor inconvenience and quite limited
costs.

And the same essentially holds for what DHS
designates as "key resources," or formerly as
‘key assets.” These are defined to be those
that are "essential to the minimal operations of
the economy or government."ZZ |t is difficult to
imagine what a terrorist group armed with

anything less than a massive thermonuclear
arsenal could do to hamper such "minimal
operations." The terrorist attacks of 9/11 were
by far the. most damaging in history, yet, even
though several major commercial buildings
were demolished, both the economy and
government  continued  to  function  at
considerably above the "minimal* level.

The very phrase, “homeland security,” contains
aspects of a similar inflation in its suggestion
that that essential security of the entire country
is at stake. In Canada, the comparable
department is labeled with more accuracy and
less drama simply as “public safety.” Given the
actually magnitude of the terrorist hazard, the
homeland is, as it happens, really quite secure,
though there may be justifiable concerns about
the public’s safety under some conditions.

Inflating Terrorist Capacities

A final stratagem is to fail to assess, or
massively to inflate, the capacities of the
terrorists, and therefore by inference both the
likelihood they will “attack and the
consequences of that attack. This is something
that should be of absolutely key importance
yet, in its big national infrastructure protection
report of 2009, the DHS devotes only two
paragraphs to describing the nature of the
“terrorist adversary" — a designation that
implies. far more coordination amongterrorists
than experience suggests is valid.22 Moreover,
none of this fleeting discussion shows any
depth, and the report prefers instead to spew
out adjectives like "relentless," "patient," and
"flexible," terms that scarcely characterize the
vast majority of potential terrorists.

The report goes on to argue without
qualification that the “terrorist adversary” not
only “shows an understanding of the potential
consequence of carefully planned attacks on
economic, transportation, and  symbolic
targets,” but that it “seriously threatens national
security, and could inflict mass casualties,
weaken the economy, and damage public
morale and confidence.” This too is a rather
extravagant exaggeration of the threat most
terrorists present.

The ultimate in such thinking — common
during the administration of George W, Bush. -
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and continued more sporadically in the
administration of his successor, Barack Obama
— is to characterize the terrorist threat as
‘existential.” In 2008, Homeland Security
Secretary Michael Chertoff even proclaimed
the “struggle” against terrorism to be a
‘significant  existential” one — carefully
differentiating it, apparently, from all those
insignificant existential: struggles *Americans
have waged in the past.2 Rather amazingly,
such extreme expressions, which if accepted
as valid, can close off all judicious evaluation of
the problem, have only rarely been called into
question.

In stark contrast, Glenn Carle, a twenty-three-
year veteran of the Central Intelligence
Agency, where he was deputy national
intelligence officer for transnational threats, has
warned "We must not take fright at the specter
our leaders have exaggerated. In fact, we must
see jihadists for the small, lethal, disjointed and
miserable opponents that they are." Al-Qaeda
"has only a handful of individuals capable of
planning, organizing and leading a terrorist
organization," and - although they have
threatened attacks, "its capabilities are far
inferior to its desires."3

In evaluating al-Qaeda’s present capacity to
inflict damage and its likelihood of doing so, a
good place to start is with analyses provided by
Marc Sageman.3! A former intelligence officer
with experience in Afghanistan, Sageman has
carefully and systematically combed through
both open and classified data on jihadists and
would-be jihadists around the world.

Al-Qaeda central, he concludes, consists of a
cluster less than 150 actual people. Other
estimates of the size of al-Qaeda central
generally come in with numbers in the same
order of magnitude as those suggested by
Sageman.®2 Sageman may be going too far
when he argues "there is not much left of al-
Qaeda except in the minds of those inside the
beltway."$3 But that possibility should be
included in the discussion at least as much as
ones that confer on al-Qaeda capacities that
are at once monumental and mounting.

Beyond the tiny band that constitutes al-Qaeda
central, there are, continues Sageman,
thousands of sympathizers and wouldbe

jihadists spread around the globe who mainly
connect in Internet chat rooms, engage in
radicalizing conversations, and variously dare
each. other to actually do something.34 All of
these rather hapless — perhaps even pathetic
— people should of course be considered to be
potentially dangerous. From time to time they
may be able to coalesce enough to carry out
acts of terrorist violence, and policing efforts to
stop them before they can do so are certainly
justified. But the notion that they present an
existential threat to just about anybody seems
at least as fanciful as some of their schemes.

By 2005, after years of well-funded sleuthing,
the FBI and other investigative agencies noted
in a report that they had been unable to
uncover a single true al-Qaeda sleeper cell
anywhere in the United States, a finding (or
non-finding) publicly acknowledged two years
later in a press conference and when the
officer who drafted that year's National
Intelligence Estimate testified that “we do not
see” al-Qaeda operatives functioning inside the
United States.®® Indeed, they have been
scarcely able to unearth- anyone who might
even be deemed to have a “connection” to the
diabolical group.

It follows that any terrorism problem in the
United States and the West principally derives
from rather small numbers of homegrown
people, often isolated from each .other, who
fantasize about performing dire deeds and
sometimes receive a bit of training and
inspiration overseas. Indeed, in testimony on
January 11, 2007, Mueller stressed that his
chief concern within the United States had
become homegrown groups, a sentiment later
endorsed by Obama’s Homeland Security
Secretary Janet Napolitano in 2009.38

Assessing the threat from homegrown Islamist
terrorists, Brian Jenkins stresses that their
number is “tiny,” representing one out of every
30,000 Muslims in the United States. This “very
low level” of recruitment finds very little support
in the Muslim community at large: “they are not
Mao’s guerrillas swimming in a friendly sea.”
Given this situation, concludes Jenkins, what is
to be anticipated is “tiny conspiracies, lone
gunmen, one-off attacks rather than sustained
terrorist campaigns.” In the meantime, note
other researchers, Muslim extremists ~have - .
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been responsible for one fiftieth of one percent
of the homicides committed in the United
States since 9/11.%8

Because terrorism of a considerably
destructive nature can be perpetrated by a very
small number of people, or even by a single
individual, the fact that terrorists are few in
number does not mean there is no problem,
and from time to time some of these people
may actually manage to do some harm, though
in most cases their capacities and schemes —
or alleged schemes — seem to be far less
dangerous than initial press reports suggest.

The situation seems scarcely different in
Europe and other Western locations. Political
scientist Michael Kenney has interviewed
dozens of officials and intelligence agents and
analyzed court documents. He finds that, in
sharp contrast with  the  boilerplate
characterizations favored by the DHS, Islamic
militants there are operationally
unsophisticated, short on knowhow, prone to
make mistakes, poor at planning, and limited in
their capacity to -learn.22 Another study
documents  the difficulties of network
coordination  that  continually - threaten
operational unity, trust, cohesion, and the
ability to act collectively.40

For several decades, the United States State
Department collected data on international or
transnational terrorism, defining the act as
premeditated, politically motivated violence
perpetrated by subnational groups or
clandestine agents against noncombatant
targets (civilians and military personnel who at
the time of the incident are unarmed or not on
duty) that involve citizens or the territory of
more than one country.4! The number of
people worldwide who died during the period
as a result of all forms of transnational
terrorism (Islamist or other) by this definition is
482 a year. Another study using comparable
data for the longer period from 1968 to 2006
arrives at an average of 420 per year.#2

Another approach is to focus on the kind of
terrorism that really concerns people in the
developed world Dby restricting the
consideration to violence committed by Muslim
extremists outside of war zones, whether that
violence be perpetrated by domestic Islamist

terrorists or by ones with international
connections. Included in the count would be
terrorism of the much publicized sort that
occurred in Bali in 2002 and 2005, in. Saudi
Arabia, Morocco, and Turkey in 2003, in the
Philippines, Madrid, and Egypt in 2004, and in
London and Jordan in 2005. Three publications
from think tanks have independently provided
lists or tallies of such violence committed in the
several years after the 9/11 attacks.%® The lists
include not only attacks by al-Qaeda but also
those by its imitators, enthusiasts, lookalikes,
and wannabes, as well as ones by groups with
no apparent connection to it whatever.
Although these tallies make for grim reading,
the total number of people killed in the years
after 9/11 by Muslim extremists outside of war
zones comes to some 200 to 300 per year.
That, of course, is 200 to 300 too many, but it
hardly suggests that the destructive capacities
of the fterrorists are monumental. For
comparison, during the same period more
people — 320 per year — drowned in bathtubs
in the United States alone.# Or there is
another, rather unpleasant comparison.
Increased delays and added costs at U.S.
airports due to new security procedures
provide incentive for many short-haul
passengers to drive to their destination rather
than flying, and, since driving is far riskier than
air travel, the extra automobile traffic generated
has been estimated in one study to result in
500 or more extra road fatalities per year.45

Evaluating Increases in Homeland Security
Spending in the United States

In the end, one might darkly suspect, various
versions of probability neglect are grasped
because, if realistic probabilities that a given
target would be struck by terrorists were
multiplied into the risk calculation and if the
costs of protection from unlikely threats were
sensibly  calculated  following  standard
procedures, it would be found that vast
amounts of money have been misspent.

Although measuring risk can be difficult, it is
done as a matter of course in other areas
including such highly charged ones as nuclear
power plant accidents (where malevolent
threats are explicitly considered), aviation
safety, —and environmental  protection.
Moreover, there is plenty of data on how-much - .
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damage terrorists have been able to do over
the decades and about how frequently they
attack. Seen in reasonable context, both of
these numbers are exceedingly small, at least
outside of war zones.

The insurance industry has a distinct financial
imperative to understand terrorism risks. In the
immediate aftermath of the 9/11 attacks in
which insured losses reached $35 billion, most
insurance firms placed terrorism exclusions on
their policies.# Since then, however, the United
States government implemented the Terrorism
Risk" Insurance Act to provide “a temporary
window of reinsurance relief to help insurers
manage the ongoing, risk of terrorism.”Z With
that, insurance firms:re-entered the terrorism
insurance market, and by 2009 the median
terrorism insurance premium for a $303 million
property had more than halved to only $9,541
per year#8 This represents a conservative
measure of expected loss or risk, and a simple
back-calculation in the risk equation suggests
that the insurer estimates the likelihood of a

Benefit

terrorist attack on a property to be very low:
less than one in thirty thousand per year.4? If
the private sector can estimate terrorism risks
and is willing to risk its own money on the
validity of the estimate, why can’t the DHS?

It is certainly true that improbable disastrous
events — like the 9/11 attacks — do
sometimes transpire. That is, in fact, why we
call them improbable as opposed to
impossible. But because improbable events
sometimes do take place does not mean that
all improbable events therefore become
probable."To avoid or to ignore this elemental
consideration is to. engage in faulty, even
irrational, planning and decision-making.

A conventional approach to cost-effectiveness
compares the costs of security measures with
the - benefits as tallied in lives saved and
damages averted. A security measure is cost-
effective when the benefit of the measure
outweighs the costs of providing the security
measures.

The benefit of a security measure is a function of three elements:

Benefit = (probability of a successful attack) x (losses sustained in the

successful attack) x
(reduction in risk)

In the matter at hand, where we are concerned
with the cost-effectiveness of enhanced (post-
9/11) security expenditures, the probability of a
successful attack is the likelihood a successful
terrorist attack will take place if no new security
measures were put into place. As discussed
earlier, terrorism, at least outside war zones, is
very infrequent: it is a low-probability event.

The losses sustained in the successful attack
include the fatalities and other damage — both
direct and indirect — caused by the terrorist
attack, taking -into account the value and
vulnerability of people and infrastructure as
well as any psychological and political effects.
A successful terrorist attack can inflict costs in
the tens of millions of dollars. Exceptional
attacks, like the one on 9/11, can cost $200
billion, and losses could conceivably reach five
trillion dollars for the nightmare scenario of the
detonation of a sizeable nuclear device in a
densely populated area of a city.%0

The third and final consideration in calculating
the benefit of the security expenditures: is the
reduction in risk, which in this case concerns
the effectiveness of the security measures to
foil, deter, disrupt, or protect against a terrorist
attack.2! That is, it is the degree to which new
security measures reduce the likelihood of a
successful terrorist attack and/or the losses
sustained in such an attack.

In assessing risk reduction, it is important first
to look at the effectiveness of homeland
security measures that were in place before
9/11 in reducing risk. The 9/11 Commission’s
report points to a number of failures, but it
acknowledges as well that terrorism was
already a high priority of the United States
government before 9/11.8 More pointed is an
observation of Michael Sheehan, former New
York City Deputy Commissioner for
Counterterrorism:
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The most important work in protecting our
country since 9/11 has been accomplished with
the capacity that was in place when the event
happened, not with any of the new capability
bought since 9/11. | firmly believe that those
huge budget increases have not significantly
contributed to our post-9/11 security.... The big
wins had little to do with the new programs.53

As this suggests, police and domestic
intelligence agencies have long had in place
procedures, techniques, trained personnel, and
action plans to deal with bombs and shootings
and those who plot them. Indeed, according to
9M11's  chief . planner, Khalid Sheikh
Mohammed, the greatest difficulty the plotters
faced was getting their band of terrorists into
the United States. It may be even more difficult
now, but the strictures before already
presented a considerable hurdle.3

There is another consideration. The tragic
events of 9/11 massively heightened the
awareness of the public to the threat of
terrorism, resulting in extra vigilance that has
often resulted in the-arrest of terrorists or the
foiling of terrorist attempts. Most dramatically,
because airplane passengers have become
much more attuned to suspicious or dodgy
behavior of their fellow passengers, two
terrorist attempts to blow up airliners have
been foiled: the shoe bombing effort of 2001
and the underwear effort of 2009. Both were
detected and restrained by crews and
passengers, not by the many costly enhanced
security measures put into place by the TSA.
The same holds for the peddler in New York
who reported the smoking vehicle bomb in
Times Square in 2010. Indeed, tip-offs have
been key to prosecutions in many of the
terrorism cases in the United States since 9/11.
Importantly, the inspiration of extra vigilance
comes at no cost to the taxpayer.

In our analysis we will assume that risk
reduction caused by the security measures in
place before 9/11 and by the extra vigilance of
the public after that event reduced risk by 50
percent. This is an exceedingly conservative
estimate not only because of Sheehan’s
observation, but because security measures
that are at once effective and relatively
inexpensive are generally the first to be
implemented — for example, one erects

warning signs on a potentially dangerous curve
in the road before rebuilding the highway.
Furthermore, most terrorists (or would-be
terrorists). do not show much intelligence,
cleverness, resourcefulness, or initiative, and
therefore measures to deal with them are
relatively inexpensive and are likely to be
instituted first. Dealing with the smarter and
more capable terrorists is more difficult and
expensive, but these people represent, it
certainly appears, a decided minority among
terrorists.

In addition, we will assume that the increase in
US expenditures on homeland security since
2001 has been dramatically effective, reducing
the remaining risk by an additional 45 percent.
Total risk reduction, then is generously
assumed to be 95 percent with the pre-existing
measures and the extra public vigilance
responsible for 50 percent of the risk reduction
and the enhanced expenditures responsible for
the remaining 45 percent.

Cost

As indicated, benefits are a- multiplicative
composite- of three considerations: the
probability. of a successful attack, the losses
sustained in a successful attack, and the
reduction in risk furnished by security
measures. This product, the benefit, is then
compared to the cost of the security measures
instituted to attain the benefit.

For the purposes of this analysis, we assess
only the costs of increased government
expenditures on homeland security after the
9/11 attacks. That is, we assume homeland
security measures in place before the attacks
continue, and we evaluate the additional funds
that have been allocated to homeland security,
almost all of it designed, of course, to deal with
terrorism, the only hazard that notably inspired
increased alarm after the attacks.

United States federal government spending on
homeland security increased from $20.1 billion
in 2001,55 to $75 billion in 2009.%6 In all, federal
government spending on homeland security for
2009 was $75 billion or $50 billion higher in
2010 dollars than in 2001, adjusting for
inflation.

www.cbrne-terrorism-newsletter.com




CBRNE-Terrorism Newsletter < Autumn-2011 99

To limit our focus to increases in expenditures
by the federal government reported by the
OMB would be a considerable restriction
because this ignores the recently declassified
national intelligence costs as well as state and
local government outlays on homeland
security. As shown in Table 1, we
conservatively estimate enhanced intelligence
expenditures since 9/11 devoted to domestic
homeland security to be $15 billion in 2009. As
the Table also indicates, enhanced outlays for
state and local homeland security spending are
approximately $10 billion per year.

The increase in annual federal government
outlays, then, is $50. billion per year, and the
addition of national intelligence and state and
local homeland security outlays of $25 billion
gives a total of $75 billion. We will use this
figure, although it is a very conservative
measure of the degree to which homeland
security expenditures have risen since 9/11
because we do not include several other items
totaling (far) more than $200 billion per year as
tallied in Table 1. These include (1) private
sector expenditures- on homeland security
related measures costing $10 billion per year;
(2) terrorism risk insurance premiums of nearly
$4 billion per year; (3) hidden and indirect costs
or “dead weight losses” ‘of implementing
security-related regulations that amounted to at
least $30 billion in lost output per year; (4)
various opportunity costs including those
attendant on the increase of 500 traffic fatalities
per year due to increased delays and added
costs at airports diverting many short-haul
passengers to their cars instead valued at $3.2

billion, as well as other opportunity costs; and
(5) the costs of the terror-related wars in Iraq
and Afghanistan which reached $150 billion in
2009.

Results

To summarize, our analysis for the United
States  applies these ‘estimates and
assumptions:

1. We assume those security measures
in place before 9/11 continue and that
these, combined with the extra public
vigilance induced by 9/11, reduce the
likelihood of a -successful terrorist
attack or reduce the losses sustained
in such an attack by 50 percent;

2. We assume the enhanced security
expenditures  since  9/11  have
successfully reduced the likelihood of
a successful terrorist attack or have
reduced the losses sustained in such
an attack by a further 45 percent,
leading to an overall risk reduction of
95 percent; and

3. We include in our cost measure only
enhanced local, state, and federal
security expenditures and enhanced
intelligence costs since 9/11 (totaling
$75 billion per year), leaving out many
other expenditures including those
incurred by the private sector,
opportunity costs, and the costs of the
terror-related wars in Irag and
Afghanistan.

Table 2 puts this all together. It displays the benefit generated by enhanced security measures if they
have been able to prevent or protect against an otherwise successful attack for a range of losses from a
successful attack and for a range of annual attack probabilities.

Table 2. Net benefit in billions of dollars for US enhanced homeland security
expenditures of
$75 billion per year assuming these have reduced risks by 45 percent

Losses from a successful terrorist attack

Annual Probability of $100 ~ $1

$100 $200 $1 $5

a successful attack  million billion billion billion billion trillion trillion

in the absence of
security
expenditures

0.1% -75 -5

London

Nuclear Nuclear
; 9/11 Grand
Bombing Port
Centra[

-75 -75 -75 -75
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1.0% 75  -75
5.0% 75  -75
10.0% 75  -75
25.0% 75  -75
50.0% 75  -75

100.0%" 75  -75

Note:

100

-75 -75 -4 -71 -53
-75 -73 -71 -53 38
-75 -71 -66 -30 150
-4 -64 -53 38 488
-4 -53 -30 150 1050
-73 -30 15 375 2175

Each entry above represents the benefit-minus-cost result for

each loss and for each attack probability. Entries that are positive
would be considered to be cost-effective. A value of -75 denotes no

benefit.

Break-Even Analysis

The number of otherwise successful attacks averted by security
expenditures required for the enhanced expenditures to be cost-
effective at several levels of loss—that is, for the security benefit of
the expenditures to equal their costs

1667 12Z
per year P
year

! One per year.

In the years since 2001 (or, for that matter, in
those previous to it), al-Qaeda-like terrorists
operating outside of war zones have generally
inflicted less than $1 million in property
damage and a limited number of fatalities in
each successful attack. A monetary value of
the destruction wreaked in attacks like that
would be tens of millions of dollars.%®
Something like that would probably have been
the losses inflicted if the Times Square bomber
of 2010 had carried out what seems to have
been his mission, though possibly the damage

There is another way to look at this. If

33
per
year

2 1 1 1
per per in 6 in 30
year year years Yyears

could have been higher. Of late, a number of
analysts and policy makers have suggested
that these are the kind of attacks that are far
the most likely. If a loss of $100 million — a
high estimate for small successful attacks — is
taken to be the approximate norm, Table 2
indicates in the first column that, even’if the
likelihood of such an attack were 100 percent
per year without the security measures, the
money spent to prevent or protect against them
would not be worth it: the costs of security
would outweigh the benefit of the security.

Benefit = (probability of a successful attack) x (losses sustained in the
successful attack) x
(reduction in risk)

the same equation can be used in a break-even analysis to calculate how many attacks would have to
take place to justify the expenditure. That is, thinking of the “benefit” as the cost of the security measure:

(probability of a successful attack) = security cost/[(losses sustained in
the successful attack) x (reduction in risk)]

Thus for a successful terrorist attack in which the security cost in $75 billion, losses sustained are $100
million, and the reduction in risk is .45, the probability of a successful attack would need to be at least

(probability of a successful attack) > $75 billion/[$100 million x .45] =
1667 attacks per year
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That is, in order for enhanced United States
expenditures on homeland security to be
deemed cost-effective under our approach —
which substantially biases the consideration
toward the opposite conclusion — they would
have to deter, prevent, foil, or protect each year
against 1,667 otherwise successful attacks
something like the one attempted on Times
Square in 2010, or more than four per day. The
array- of numbers at the bottom on Table 2
gives this quantity for a variety of loss levels.
Even for attacks inflicting $1 billion in damage,
the frequency would have to be about one
every other day.

The losses from attacks like those of July 2005
in London would not exceed five billion dollars.
For enhanced security measures to be cost-
effective for attacks of that magnitude, their
rate of occurrence without those enhanced
measures would have had to exceed thirty per
year® If we posit that such an attack is
thwarted once per year (a conservative threat
likelihood by any measure) the ratio of benefit
to cost is a  meager 0.03 meaning that
spending $1 buys: only three cents of
benefits.&

For a terrorist attack, or set of attacks, that, like
those of September 11, 2001, caused $200
billion dollars of destruction (something that
has only occurred once in all of history),
enhanced expenditures would be cost-effective
only if that sort of attack would have occurred
more than once a year without them. Moreover,
it is not clear that other 9/11-like attacks would
trigger the extreme economic reaction
engendered by the original intensely shocking
event — that is, the full costs of another 9/11
might not reach those sustained in the original
event.

An ‘extreme upper bound would be the
detonation of a 10-kiloton nuclear device at
New York’s Grand Central Terminal on a busy
day, a nightmare scenario that might exact
losses of up to $5 trillion. Enhanced homeland
security expenditures would be cost-effective in
this case only if, without them, such an extreme
attack would have successfully been executed
once every thirty years.8! The same, roughly,
would hold for another extreme scenario, one
in which the terrorist attack triggers an
expensive war like the one in Iraqg.82

There are extreme scenarios that can be taken
to suggest that enhanced U.S. security
expenditures could be cost-effective — the
nightmare. nuclear vision as well as the. costly
overreaction scenario. However, for those who
find such outcomes dangerously likely, the
policy response would logically be to spend on
reducing the risk of nuclear terrorism in the one
case and to develop strictures to overreaction
in the other. The logical policy response would
not be, for example, to spend tens of billions of
dollars each year on protection measures.

In virtually all contexts, then, overall enhanced
expenditures on homeland security in the
United States fail to be cost-effective —
spectacularly so in most instances — even in
an analysis that very substantially biases the
calculations in favor of the opposite conclusion.
In consequence, a great deal of money
appears to have been misspent and would
have been far more productive — saved far
more lives — if it had been expended in other
ways.

We are not arguing that- much of homeland
security spending is wasteful because we
believe there will be no more terrorist attacks.
Like crime and vandalism, terrorism will always
be a feature of life, and a condition of zero
vulnerability is impossible to achieve. However,
future attacks might not be as devastating as
9/11, as evidenced by the attacks on Western
targets in the ten years since 9/11 that,
although  tragic, have claimed victims
numbering in the tens to a few hundred — and
none, certainly, have posed an existential
threat. The frequency and severity of terrorist
attacks are low, very low in fact, which makes
the benefits of enhanced counterterrorism
expenditures of a ftrillion dollars since 9/11
challenging, to say the least, to justify by any
rational and accepted standard of cost-benefit
analysis.

Our findings dealing with-the total enhanced
homeland security expenditures should not be
taken to suggest that all security measures
necessarily fail to be cost-effective: there may
be specific measures that are cost-effective.t
But each should be subjected to the kind of risk
analysis we have applied to the overall
increases in expenditure.
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Gauging the Impact of Counter-terrorism
Measures on the Hazard

We have assessed the hazard terrorism poses
under present conditions — which include, of
course, the existence of counter-terrorism
measures specifically designed to reduce that
hazard. The analysis suggests that additional
efforts to reduce its likelihood are scarcely
justified.

It is possible, of course, that any relaxation in
these measures will increase the terrorism
hazard, that it is the counter-terrorism effort is
the reason for the low hazard terrorism
currently presents. However, in order for the
terrorism risk to - border on becoming
“unacceptable” by established risk conventions
— that is, to reach an annual fatality rate of one
in 100,000 — the number of fatalities from all
forms of terrorism in the U.S. would have to
increase thirty-five-fold.&

Thus, to justify current counterterrorism efforts
in this manner, one would need to establish, in
the case of the United States, that the
measures have successfully deterred, derailed,
disrupted, or protected against attacks that
would otherwise have resulted in the deaths of
more than 3,000 people in the country every
year, equivalent to experiencing attacks as
devastating as those on 9/11 at least once a
year- or eighteen Oklahoma City bombings
every year. Even if all the (mostly embryonic
and in many cases moronic) terrorist plots
exposed since 9/11 in the United States had
been successfully carried out, their likely
consequences would have been much lower.
Indeed, as the earlier discussion indicates, the
number of people killed by terrorists throughout
the world outside (and sometimes within) war
zones both before and after 2001 generally
registers at far below that number.

A Future Increase in Terrorist Destruction?

We have been using “historical” data here, and
these suggest the chances an American will
perish at the hands of a terrorist is about one in
3.5 million per year.85 However, although there
is no guarantee that the terrorism frequencies
of the past will necessarily persist into the
future, there seems to be little evidence
terrorists are becoming any more destructive,

particularly in the West. In fact, if anything,
there seems to be a diminishing, not
expanding, level of terrorist activity and
destruction at least outside of war zones. As
Andrew Mack concludes, there is “no evidence
of any substantial increase in the fatality toll
since data on both domestic and international
terrorism began to be collected in 1998.”
Indeed, the two datasets he examines that
have statistics going back to that year both
“reveal a decline in deaths from terrorism.”&€

Moreover, as discussed earlier, according both
to official-and prominent academic accounts,
the levels of violence likely to be committed by
Islamic extremists within, Western countries
seems, if anything to be in decline. Fears about
large, sophisticated attacks have been
replaced by fears concerning tiny conspiracies,
lone wolves, and one-off attackers.

Those who wish to discount such arguments
and projections need to demonstrate why they
think terrorists will suddenly get their act
together and inflict massively increased
violence, visiting savage discontinuities on the
historical data series.5” Moreover, they should
also restrain themselves from using historical
data themselves to explain, for example, why
attacks on New York are more likely than ones
on Xenia, Ohio, or Perth, Australia.

Actually, @ most common misjudgment has
been to embrace extreme events as harbingers
presaging a dire departure from historical
patterns. In the months and then years after
9/11, as noted at the outset, it was almost
universally assumed that the terrorist event
was a harbinger rather than an aberration.
There were similar reactions to Timothy
McVeigh's 1995 truck bomb attack in
Oklahoma City as concerns about a repetition
soared. And in 1996, shortly after the terrorist
group Aum Shinrikyo set off deadly gas in a
Tokyo subway station, one of terrorism studies’
top gurus, Walter Laqueur, assured the world
that some terrorist groups "almost certainly" will
use weapons of mass destruction "in the
foreseeable future."®® Presumably any future
foreseeable in 1996 is now history, and
Laqueur’s near “certainty” has yet to occur.
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The Tradeoffs, Opportunity Costs

Risk reduction measures that produce little or
no net benefit to society or produce it at a very
high cost cannot be justified on rational life-
safety and economic grounds — they are not
only irresponsible, but, essentially, immoral.
When we spend resources on regulations that
save " lives at a high' cost, we forgo the
opportunity to spend those same resources on
regulations and processes that can save more
lives at the same cost, or even at a lower one.
Homeland security expenditure invested in a
wide range of more cost-effective risk reduction
programs like flood protection, vaccination and
screening, vehicle and road safety, health care,
and occupational health and safety would likely
result in far more significant benefits to society.

For example, diverting a few percent of the
nearly $10 billion per year spent on airline
security could save many lives at a fraction of
the cost if it were instead spent on such proven
life savers as seat belts, bicycle helmets,
tandem mass  spectrometry  screening
programs, airbags, smoke alarms, and tornado
shelters. A government obliged to allocate
funds in a manner that best benefits society
must explain why it is spending billions of
dollars on security measures with very little
proven benefit and why that policy is something
other than a reckless waste of resources.

It may be useful in this light to put
counterterrorism  expenditures in broadest
comparative context. A group of international
experts assembled by Bjorn Lomborg applied
cost-benefit thinking to a wide range of issues
and found many in which the benefit is ten
times greater than the cost and in which the
number of lives saved is spectacular.
According to these analysts, an investment of
merely $2 billion could save over 1.5 million
lives: one million child deaths could be averted
by expanded immunization coverage while
community-based nutrition programs could
save another half a million. If a miserly $2
billion were redirected from the homeland
security  budget, the likelihood and
consequences of such attacks would hardly
change, but anywhere from 300 to 60,000
times more lives — albeit not necessarily
American or Western ones — would be saved
if the funds were instead spent on the risk

reducing measures suggested by Lomberg and
his associates.’0

Political Realities

Politicians and bureaucrats do, of course, face
considerable political pressure on the terrorism
issue. In particular, they are fully wary of the
fact that Jeffrey Rosen is on to something
when he suggests that "we have come to
believe that life is risk free and that, if
something bad happens, there must be a
government official to blame."

The dilemma is nicely parsed by James
Fallows. He points out. that ‘the political
incentives here work only one way.” A politician
who supports more extravagant
counterterrorism measures “‘can never be
proven wrong” because an absence of attacks
shows that the “measures have Isquo;worked’,”
while a new attack shows that we “must go
farther still.” Conversely, a politician seeking to
limit. expenditure “can never be proven
Isquo;right” while “any future attack will always
and forever be that politician’s Isquo;fault’.” Or
inthe words of Michael Sheehan, “No terrorism
expert or government leader wants to appear
soft on terrorism. It's always safer to predict the
worst; if nothing happens, the exaggerators are
rarely held accountable for their nightmare
scenarios.”2

In Friedman’s view, the problem is quite
general not only in government and political
agencies, but in associated think tanks: “the
path of least resistance is to write about how to
control a danger instead of evaluating its
magnitude.” And, although such analysts
‘rarely take orders,” at the same time “few offer
analyses that harms their benefactors.” It is a
rare bureaucrat or expert, he contends, who
“will voice opinions harmful to his organization
or prospects for appointment, but even fewer
will offer those opinions without being asked,
and few policy-makers will ask.”

Explaining Risk versus Stoking Fear

However, nothing in all this relieves politicians
and bureaucrats of the fundamental
responsibility of informing the public honestly
and accurately of the risk that terrorism
presents. Daniel Gardner notes that the f jlure, - -
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of Bush administration “to put the risk in
perspective was total.””% That continues to be
the case with the new one.

Instead, the emphasis has been on
exacerbating fears. As Friedman aptly notes,
"For questionable gains in preparedness, we
spread paranoia" and facilitate  the
bureducratically and politically appealing notion
that "if the threat is everywhere, you must
spend everywhere," while developing and
perpetrating the myth, or at least the
impression, that the terrorists are omnipotent
and omnipresent.2

Thus it was in 2003 that Homeland Security
Secretary Tom Ridge divined that "extremists
abroad are anticipating near term attacks that
they believe will either rival, or exceed" those
of 2001. And in 2004, Attorney General John
Ashcroft, with FBI Director Robert Mueller at
his side, announced that "credible intelligence
from multiple sources indicates that al-Qaeda
plans to attempt an attack on the United States
in the next few months," that its "specific
intention" was to hit us "hard," and that the
"arrangements"” for that attack were already 90
percent complete. (Oddly enough, Ashcroft
fails to mention this memorable headline-
grabbing episode in Never Again, his 2006
memoir of the period.) In 2003 Director Mueller
reported that, although his agency had yet
actually to identify an al-Qaeda cellin the U.S.,
such unidentified (or imagined) entities
nonetheless presented "the greatest threat,"
had "developed a support infrastructure" in the
country, and had achieved both the “ability”
and the “intent” to inflict “significant casualties
in the U.S. with little warning." In 2005, at a
time when the FBI admitted it still had been
unable to unearth a single true al-Qaeda cell,
Mueller continued his dire I-think-therefore-
they-are projections: "l remain very concerned
about what we are not seeing," he ominously
ruminated.”® Needless to say, the media
remained fully in step. Thus, on the fifth
anniversary of 9/11, ABC’s Charles Gibson
dutifully intoned, "Putting your child on a school
bus or driving across a bridge or just going to
the mall — each of these things is a small act
of courage — and peril is a part of everyday
life."7

Terrorism induced fears can be debilitating. For
one thing they can cause people routinely to
adopt skittish, overly risk averse behavior, at
least for a while, and this can much magnify
the impact of the terrorist attack, particularly
economically. That is, the problem is not that
people are trampling each other in a rush to
vacate New York or Washington, but rather
that they -may widely adopt other forms of
defensive - behavior, the cumulative costs of
which can be considerable. As Cass Sunstein
notes, "in the context of terrorism, fear is likely
to make people reluctant to engage in certain
activities,- such as flying on airplanes and
appearing in public places," and "the resulting
costs can be extremely high."Z8

Yet, despite the importance to responsible
policy of seeking to communicate risk and
despite the costs of irresponsible  fear-
mongering, just about the only official who has
ever openly put the threat presented by
terrorism in some sort of context is New York’s
Mayor Michael Bloomberg who, in 2007,
pointed out that people should “get a life” and
that they have a greater chance of being hit by
lightning than of being struck by terrorism.22

Things are not much better in the media. There
seemed to be a brief glimmer on the December
28, 2009, PBS NewsHour when Gwen Ifill, in
introducing a segment on the then-recent
underwear bomber's attempt to. down an
airliner, actually happened to note that the
number of terrorist incidents on American
airliners over the previous decade was one for
every 16.5 million flights.& This interesting bit
of information, however, was: never brought up
again either by Ifill or by the three terrorism
experts she was interviewing. Nor, of course,
did anyone think of suggesting that, at that
rate, maybe the airlines are already safe
enough.

In 2007, now-former CIA Director Tenet
revealed on CBS 60 Minutes that his
"operational intuition" was telling him that al-
Qaeda had “infiltrated a second wave or a third
wave into the United States at the time of
9/11,” though he added, "Can | prove it to you?
No." (One might think that aging members of
that “wave” would have since had a great
incentive to actually do something since the
longer they linger, the greater the likelihood - .
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they will be exposed and caught.) And DHS
Secretary Michael Chertoff informed us a few
months later that his gut was telling him there'd
be an attack during that summer. It would
seem that when officials responsible for public
safety issue fear-inducing proclamations based
by their own admission on nothing, they should
be held to account. Then in 2010, Napolitano
joined in announcing: that, although the
likelihood of a large-scale organized attack was
reduced, the continued danger of a small-scale
disorganized attack meant that the terrorist
threat was somehow now higher than at any
time-since 9/11. As lan Lustick puts it, the
government "can never make enough progress
toward ‘protecting America’ to reassure
Americans against the fears it is helping to
stoke."8!

Political realities supply an understandable
excuse for expending money, but not a valid
one, and they do not relieve officials of the
responsibility of seeking to expend public funds
wisely. It is particularly important to do so with
homeland security expenditures. They deal not
with bridges to nowhere or with crop subsidies,
but with public safety — or domestic tranquility
— the central, fundamental reason for the
existence of government in the first place. It is
imperative that decisions be made sensibly and
responsibly in this area. To be irrational with
your own money may be to be foolhardy, to
give .in to guilty pleasure, or to wallow in
caprice. But to be irrational with other people’s
money, particularly where public safety is the
issue, is to be irresponsible, to betray an
essential frust. In the end, it becomes a
dereliction of duty that:cannot be justified by
political pressure, bureaucratic constraints, or
emotional drives.

Are Political Concerns Overwrought?

However, although political pressures may
force actions and expenditures that are unwise,
they usually do not precisely dictate the level of
expenditure. Thus, although there are public
demands to “do something” about terrorism,
nothing in that demand specifically requires
removing shoes in airport security lines,
requiring passports to enter Canada, spreading
bollards like dandelions, or making a huge
number of buildings into forbidding fortresses.

The United Kingdom, which seems to face an
internal  threat from terrorism that s
considerably greater than that for the United
States, appears nonetheless to .spend
proportionately much less than half as much on
homeland security, and the same holds for
Canada and Australia. Yet politicians and
bureaucrats there do not seem to suffer threats
to their positions or other political problems
because of it.8

As this might suggest, it is possible politicians
and bureaucrats are overly fearful about the
political consequences. It is often argued that
there is a political imperative for public officials
to "do something" (which usually means
overreact) when a dramatic terrorist event
takes place — "You can't just not do anything."
However, history clearly demonstrates that
overreaction is not necessarily required.
Sometimes, in fact, leaders have been able to
restrain their instinct to overreact. Even more
important, restrained reaction — or even
capitulation to terrorist acts — has often proved
to be entirely acceptable politically. This is a
particularly important issue because it certainly
appears that avoiding overreaction is by far the
most cost-effective counterterrorism measure.

Consider, for example, the two instances of
terrorism that killed the most Americans before
September 2001. Ronald Reagan’s response
to the first of these, the suicide bombing in
Lebanon in 1983 that resulted in the deaths of
241 American Marines, was to make a few
speeches and eventually to pull the troops out.
The venture seems to have had no negative
impact on' his reelection a few months later.
The other was the December 1988 bombing of
a Pan Am airliner over Lockerbie, Scotland, in
which 187 Americans perished. Perhaps in part
because this dramatic and tragic event took
place after the elections of that year, the-official
response, beyond seeking to obtain
compensation for the victims, was simply to
apply meticulous police work in an effort to tag
the culprits, a process that bore fruit only three
years later and then only because of an
unlikely bit of luck.88 But that cautious, even
laid back, response proved to be entirely
acceptable politically.

Similarly, after an unacceptable loss of
American lives in Somalia in 1993, Bill Glinton - .
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responded by withdrawing the troops without
noticeable negative impact on his 1996
reelection bid. Although Clinton reacted with
(apparently counterproductive) military
retaliations after the two U.S. embassies were
bombed in Africa in 1998, his administration did
not have a notable response to terrorist attacks
on American targets in Saudi Arabia (Khobar
Towers) in 1996 or to the bombing of the
U.S.S. Cole in 2000, and these non-responses
never caused it political pain. George W.
Bush'’s response to the anthrax attacks of 2001
did include a costly and wasteful stocking up of
anthrax vaccine and enormous extra spending
by the U.S. Post Office. However, beyond that,
it was the same as Clinton’s had been to the
terrorist attacks against the World Trade
Center in 1993 and in Oklahoma City in 1995
and the same as the ‘one applied in Spain
when terrorist bombed trains there in 2004 or in
Britain after attacks in 2005: the dedicated
application of police work to try to apprehend
the perpetrators. This approach proved to be
entirely acceptable politically. Similarly, the
Indian government was able to neglect popular
demands for retaliatory attacks on Pakistan for
the damage inflicted- on Mumbai in 2008 by
terrorists based there.&

Thus, despite short-term demands that some
sort of action must be taken, experience
suggests politicians can often successfully ride
out this demand after the obligatory and
essentially cost-free expressions of outrage are
prominently issued.

It is true that few voters spend a great amount
of time following the ins and outs of policy
issues and even fewer are certifiable policy
wonks. But they are grown-ups, and it is just
possible they would respond reasonably to an
adult conversation about terrorism. After all,
Mayor Bloomberg’s “get a life” outburst in 2007
did not have negative consequences for him.
He is still in office and, although he had some
difficulties in his reelection two years later, his
blunt comments about terrorism were not the
cause.

There is also a tendency to assume that the
outsized reaction to 9/11 will necessarily be
repeated if there is another attack in the United
States. However, London experienced a
double hit in 2005: attacks on the underground

two weeks apart (of which only the first was
successful). But the politicians in charge
survived. Also potentially relevant here is the
fact that terrorist attacks on resort areas.in Bali
in 2002 had a far larger negative impact on
tourism than did subsequent ones in 2005.

Interesting in this regard is the remarkably
muted reaction of the American public (and
media) to the 2009 shootings by a Muslim
psychiatrist at Fort Hood, Texas, that killed
thirteen and injured thirty more. Although this
could be considered to an act of a deranged
man, it is generally taken to be a case of
Islamic terrorism, and it is by far the worst
since 9/11 in the United States. Although
obviously far less costly than the earlier
terrorist event, it could have been taken to be
the next step in a terrorist onslaught —
something that Americans have long been
ominously waiting for. However, it failed to
generate much outrage or demand for an
outsized response. Indeed, a year later it was
scarcely remembered, as when the prominent
journalist, James Fallows, mused about raising
‘the certainty that some day another terrorist
attack will succeed” without noting that one had
already taken place.&

Then in 2010, President Barack Obama rather
candidly observed to Washington Post reporter
Bob Woodward, “We can absorb a terrorist
attack. We'll do everything we can to prevent it,
but even a 9/11, even the biggest attack ever
... we absorbed it and we are stronger."® This
may have been the first time any official
acknowledged the issue in public, and Obama
even used the unpleasant word “absorb™rather
than the more politically correct “resilient.”
Obama'’s highly unconventional statement drew
great attention in the press, but it hardly seems
to have hurt the President's effectiveness or
approval ratings.

Terrorism  can  inspire  self-destructive
overreaction like no other hazard, and this can
be massively costly — the two wars impelled or
facilitated by 9/11 are only the most vivid
examples. Indeed, the costs of overreaction
can be far higher than those inflicted by the
terrorists themselves — as they were even for
9/11, by far the most destructive terrorist act in
history.8” Osama bin Laden has gloated over
this phenomenon, claiming his goal is to-bleed - .
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America into bankruptcy, something only the
United States could do to itself.8

The notion that this is a problem seems to be
dawning on people considering terrorism. In
2004, Stephen Flynn began an article by
dramatically proclaiming that the United States
is "living on borrowed time — and squandering
it" and ending it with a warning about the "long,
deadly struggle against terrorism." He also
admitted that he often labored under a sense of
despair and dread and suggested that officials
must assume that terrorists will "soon" launch
attacks far more deadly and disruptive than
those of 9/11.82 And late in the same year he
contributed to an op-ed article vividly entitled
“Our Hair Is on Fire’," declaring that al-Qaeda
had both the ability and the intent to detonate a
weapon of mass destruction in the United
States and envisioning graves by the hundreds
of thousands, the collapse of the economy, and
‘perhaps a fatal blow to our way of life.”®
However, by 2010, he was arguing that the
greatest threat from terrorism ‘comes from
what we would do to ourselves when we are
spooked” and that is it this “that makes it an
appealing tool for our adversaries.”!

And in early 2005 Richard = Clarke,
counterterrorism coordinator from the Clinton
administration, issued a scenario that appeared
in the Atlantic as a cover story in which he

darkly ~envisioned shootings at casinos,
campgrounds, theme parks, and malls in 2005,
bombings in subways and railroads in 2006,
missile attacks on airliners in 2007, and
devastating cyber attacks in 2008.22 By 2010,
however, he was advocating that “we should
not adopt procedures that inconvenience the
public more than they do the terrorists and
amount to little more than security theater,” that
‘those who seek political gain from the murder
of Americans” should be ‘regarded as
despicable,” and that, should terrorists
successfully attack again, we should “refine our
tactics and procedures,” but “not overreact.” To
do this, however, notes Clarke, would require
“‘a good dose” of that oxymoronic commodity,
“political courage.”s

The 2004 article in which Flynn proclaimed the
United States to be "living on borrowed time —
and squandering it' and warned about the
"long, deadly struggle against terrorism" also
includes something of a midcourse correction.
In seeking to supply a standard for "how much
security is enough,” he suggested that that
happy moment would come about when "the
American people can conclude that a future
attack on U.S. soil will be an exceptional. event
that does not require wholesale changes in
how they go about their lives."® It seems
reasonable to suggest that they can do so right
now — and, for that matter, could have done
S0 in 2004.
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FDA Describes Obstacles in Preparing Anti-WMD Medical Tech
Source: http://www.globalsecuritynewswire.org/gsn/nw_20110818_9196.php

The absence of -critical scientific data,
procedures  for evaluating protections  and
effectiveness and other resources has
hindered the preparation of new medical
treatments for responding to WMD threats, the
U.S. Food and Drug Administration said in a
report announced on Wednesday (Aug. 24).
The . new "Strategic Plan for . Regulatory
Science" addresses the shortfalls in four
primary objectives for promoting such such
advancements, the" Center for Infectious
Disease Research and Policy reported (Center
for Infectious Disease - Research and Policy
release, Aug. 17).

"FDA will ... focus its scientific agenda on four
overarching areas: develop, characterize and

qualify animal models for MCM [medical
countermeasure]  development;  modernize
tools to evaluate MCM product safety, efficacy
and quality; develop and qualify biomarkers of
diseases or conditions; and enhance
emergency communication," the report states.

"In addition, FDA will conduct product needs
assessment in collaboration with the clinical
community,  academia, industry,  and
Biomedical  Advanced  Research  and
Development Authority (BARDA) to identify
products that can be delivered efficiently and
applied easily without requiring advanced skill
or expertise, and furthermore have potential for
broadest impact," the document adds (U.S.
Food and Drug Administration report, Aug. 17).

NOTE: You can download the FDA's report from the CBRNE-CT Section of the Newsletter's website.

Europeans overwhelmingly against immigration: Poll
Source:http://www.euractiv.com/en/socialeurope/europeans-overwhelmingly-immigration-poll-news-

507074

An international survey of 23 countries by Ipsos
has found opposition to immigration in
numerous countries across the world, with
majorities often considering its effects to be
negative and its scale excessive. European
nations were typical of this trend.

Majorities in countries as diverse as Germany,
South Africa, Russia, Turkey and the United
States were found to consider immigration to
have a "very or fairly negative impact".

Anti-immigration sentiment was particularly
strong in Europe, with over 65% of Spaniards, - .
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ltalians and British polled strongly or partly
agreeing that "there are too many immigrants
in our country".

Sweden and Poland were the only European
countries surveyed that did not have majorities
who considered immigration to have a negative
impact. In no country did a majority consider
immigration to have been beneficial.

Majorities in most EU countries surveyed
agreed that immigration had made it more
difficult for citizens to find employment and
"placed too much pressure on public services,"
such as health care and education.
Anti-immigrant sentiment has put significant
strain on freedom of movement within the EU.
On 11 August, the European Commission
approved Spain's measures to exclude
Romanian workers from its labour market. The
Spanish unemployment rate is by far the
highest in the EU at 21%. Bulgaria and
Romania recently saw their accession to the
Schengen border-free area postponed.

The Dutch and Danish governments, whose
parliamentary majorities are dependent on the
support of far-right anti-immigrant parties, have
pushed particularly hard to limit immigration. In
the case of Denmark, the unilateral imposition
of new border controls was harshly criticised by
the European Commission and Germany.

Immigration in Europe: Declining and
uneven

The number of migrants in the world has
increased dramatically over the past decade,
according to the International Organisation for

Migration, soaring from 150 million in 2000 to
214 million today. Immigration to the European
Union, however, has dropped somewhat in
recent years due to the economic recession.

A major study published last month by the
Organisation for Economic Cooperation and
Development (OECD) found that immigration to
most European nations declined in 2009,
including in France (7%), ‘Germany (13%),
Spain (18%) and Italy (25%). Immigration rates
to Ireland and the Czech Republic virtually
halved over the course of that year.

Similarly the EU's own statistical service,
Eurostat, found that immigration to EU member
states dropped by 6% in 2008, while emigration
increased by 13%. But Eurostat also indicates
that the number of foreign residents in various
EU countries has nonetheless been on the rise,
increasing from approximately 28,913,000 in
2007 to 32,493,000 today (including EU
citizens residing in another member state).
While anti-immigration sentiment, according to
the poll, is broadly shared across Europe, there
are significant national differences. The
number of foreigners in some countries,
particularly Belgium, France and Germany, has
grown relatively slowly over the past decade or
has even declined.

Other countries, often traditionally lands of
emigration, have seen spectacular increases in
foreign residents. According to Eurostat,
between 1999 and 2010 their numbers
increased from 1.2 million to 4.2 million in Italy,
from less than 120,000 to 420,000 in Ireland,
and from 650,000 to 5.7 million in Spain.

NOTE: Download poll's presentation from the CBRNE-CT Papers section of the Newsletter's website.

Answering the “What Ifs” With Real-Life Training

By Richard Schoeberl
Source: DomesticPreparedness.com

As emergency management professionals in
London train and prepare for the upcoming
2012 Olympic Games, police are presently
falling short in mitigation efforts to combat
large-scale rioting throughout the United
Kingdom. At the same time, Norway is dealing
with mass casualties from a so-called “lone
wolf” terrorist attack, spurring that nation to
evaluate the reaction and be better prepared
for a similar situation in the future. The
quintessential message is: The world is filled
with good guys and with bad guys. The time

has passed for the world to understand the
unpredictable state of day-to-day threats. It is
now time for the world to be prepared to
mitigate the crisis when and where it actually
happens. The looming threat of a terrorist
attack on U.S. soil (or against U.S. forces
overseas) highlights the importance of effective
planning efforts in responding to crisis
situations. Whether the anomaly of the recent
act of terrorism in Norway or staying ever
vigilant against the threat posed by al Qaeda,
preparation is paramount and complaegnoy " .
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has no place in emergency management.
Emergencies and crisis situations similar to
those of the past are inevitable, and for that
reason public and private organizations must
plan and jointly train to be successful when
combating these evolving threats. Many if not
all organizations are, in fact, continuing to
prepare for that untimely day an attack will
occur — but relatively few of them incorporate
enough ‘“real-life” exercises that integrate all
responding agencies and other affected
resources. Emergency exercises are designed
as a practical response to the growing threat of
a terrorist attack, a natural disaster, or other
large-scale emergency. They are, therefore, or
should be, a core component of the
preparedness component of emergency
management, and an effective exercise
program impacts each phase of the emergency
management cycle. Agencies conducting
diverse emergency exercises increase their
own prevention, preparedness, response, and
recovery capabilities. These caveats can be
fine-funed through workshops and seminars,
tabletop exercises, and functional exercises —
but most effectively through full-scale
eXercises.

TTEs & FSEs: The “Real-Life” Differences

In the wake of several attacks and attempted
attacks, it becomes necessary at some point to
test an agency’s capability. The most common
methods of testing are through the use of
various mitigation and preparation exercise
programs, including both tabletop exercises
(TTEs) and full-scale exercises (FSEs). Most
TTEs and FSEs are crafted to address policy
as well as strategic issues. Both types of
exercises test prevention and response
systems and also: (a) require participants to
make difficult decisions and carry out essential
functions; and (b) challenge their capabilities to
maintain a common operating picture during a
significant incident. TTEs are usually more
sanitized, typically performed in a classroom-
type setting or simulated command post, and
assist in facilitating a scenario. Unfortunately,
they all too often lack the full integration that
more- accurately simulates the presence of a
real-life situation. Unfortunately, because a
typical TTE is a facilitated group analysis of an
emergency situation, in an informal and stress-
free “environment, participants may feel that
they are sometimes “just going through the
motions.” The TTE is particularly well designed

for an examination of operational plans,
problem identification, and in-depth problem
solving, but without the actual deployment of
resources. In addition, it provides an
opportunity for key agencies to become familiar
with  one another, along with their
interconnected roles and” unique duties and
responsibilities. In contrast, ‘an FSE is
performed- in the field, ‘under simulated
conditions- but as close to ‘real life” as is
physically possible, forcing participants to take
the exercise more seriously. The FSE is
designed to create a high level of stress, with
the desired multi-agency approach; and
involving an “actual” deployment of resources
in order to fully evaluate the situation — as if it is
actually happening in a real-life incident. In an
FSE, incorporating both operational and
tactical considerations into" the exercise is
imperative in order to include and evaluate
tactics, technical aspects, and procedures that
would be deployed to cope with a real-life
threat.

Vulnerabilities, Prevention-Mitigation and a
Three-Phase Task Sequence

Having a well-balanced program, and coupling
TTE with FSE, can create a valuable tool for
emergency anagement executives — and
should not be overly difficult. TTE and FSE go
hand-in-hand by nature and the differing
aspects of their training should be routinely
conducted in an effort to develop a more
cohesive and proactive approach to an actual
crisis event. Such exercises are particularly
valuable in pointing out vulnerabilities that
management will have to address in the
prevention-mitigation phase of response
operations. In addition, such training allows
participating agencies to practice a response
that can help ensure a desired, measured, and
efficient outcome to an actual crisis. Moreover,
the FSE demonstrates exactly what resources
may be required during the recovery phase of
those same operations. Through the use and
implementation of FSEs, agencies can also
better assess, organize, and diminish lapses in
emergency management plans by addressing
any shortcomings detected in the exercise.
Agencies that develop a highly structured FSE
also will be better equipped to evaluate
operational plans and response systems
already in place, while examining* inter-

jurisdictional relationships in greater detal. . -

Whether agencies follow the gujdgﬁp % vy
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established in the U.S. National Incident
Management System (NIMS) or a modified
version, several factors must be considered in
the onset when developing and building an
emergency exercise program involving both
FSEs and TTEs - the cost of the program, for
example, and how it fits into the annual budget.
Among the other important factors to be
considered are: (a) defining the capabilities of
the agencies participating; and (b) the setting
of realistic goals for the entire organization. Not
all scenarios or “blanket scenarios” will work in
every setting, of course. In the development of
the program, therefore, both a short-term plan
and a long-term plan should be established.
After the agencies participating have crafted an
acceptable plan, therefore, and that plan is
approved, the process of staging the exercise
for the organization should include a sequence
of tasks that will transpire in three phases: (a)
before the exercise; (b) during the exercise;
and (c) after the exercise.

A Joint Approach

Fosters Improved Relationships

Although TTEs and ESEs are important to first
responders, they can also be used as a means
to prepare communities, agencies, and
facilites for both natural and manmade
disasters. Integrating the federal, state, and
local levels of government allows all parties of
interest to gain a better understanding

of overall response capabilies and the
incident's possible effect on the community. A
key aspect of an emergency exercise program
is the fact that it fosters relationships within the
critical-incident response phase that might
otherwise not be present. As in a real-world
response, agencies and organizations position
resources into the field and face realistic
incident-specific challenges, including the
allocation of limited response resources and
the exercise actions needed to- effectively
manage  unforeseen  conditons  and
circumstances as and when they develop.
Planning and preparation for the exercise also
help strengthen working relationships between
the departments and‘ agencies - critical to
successful prevention and response in real
emergencies. Exercises are designed not only
to create an understanding of deficiencies and
response capabilities, but also — perhaps even
more so — as a way to foster better working
relationships between emergency management
agencies’ response components and governing

authorities. This in turn will create a greater
opportunity for agencies to understand the
risks involved in their specific facilities, to
identify planning deficiencies, and to test
emergency management personnel systems
not only for known strengths but also for areas
that need improvement.

Authorities should for that reason create a
realistic scenario that challenges the partner
agencies to respond to a crisis incident in order
to test their objectives and to determine agency
capabilities and. reactions should such an
incident actually occur. Crisis management
exercises-should also, when feasible, include
both international and domestic scenarios and
therefore provide for the inclusion of foreign
governments. For example, an emergency
exercise involving a terrorist incident should be
broken down to meet ‘several specific
components, including: (a) the actual
prevention and deterrence of the terrorist
threat; (b) the deployment of resources that
actually would respond to the terrorist incident;
and (c) management of the probable and
foreseeable consequences following the
incident. The crisis management aspect also
should include a major effort to provide:
medical treatment and emergency services;
decontamination services, if and when needed;
the - evacuation of victims and/or innocent
onlookers from the scene of the incident; and
the restoration of any services disrupted during
the attack. Therefore, when an incident such as
a terrorist attack does occur, often without
warning, both crisis management and
consequence management would immediately
become fluid activities.

No-Notice Exercises, Murphy’s Law, and the
“What If” Complications

There is considerable debate, understandably,
among government agency  executives
regarding- “no-notice exercises.” Although it is
important to see how quickly federal, state, and
local agencies can respond, such exercises
tend to be much broader in scope than pre-
planned exercises and can be disruptive to the
normal day-to-day operations and
responsibilities of the agencies directly
involved. Emergency exercises should be led
by a single agency - which would be
responsible for planning the exercise, setting
the ~ objectives, scripting the  scenario,

coordinating the logistics, and evaluating the . -

results. Logically, therefore, the Iead-‘.agép %yl
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almost always provides the bulk of the
resources and personnel needed to coordinate
the exercise. After-action reviews capture key
lessans learned from all of the .emergency
responders involved, and make
recommendations for improvements. The most
important components of after-action reviews
include the following: (a) An overview of the
exercise and the emergency activities carried
out; (b) An assessment of exercise goals and
objectives; (c) An analysis of the outcomes and
capacities needed to perform critical tasks; (d)
The development of recommendations for
improvement - including the specific
improvements  for each partner agency
involved; and (e) The creation of an
accountability plan for follow-up evaluations. As
in other real-ife events, “Murphy’s Law” will
likely play a role in training exercises as well.
When planning exercises, each component
should be spelled out in the contingency plans.
It is not uncommon for communication systems
to be disrupted and information technology (IT)
components to fail. Building in contingency

plans to engage the “what ifs” will assist with
response efforts when those what ifs occur in
reallife situations. There are clear benefits for
conducting such exercises on a routine. basis.
Agencies will develop a greater consistency of
response, a more proficient use of resources,
and an increased confidence in staff — while
building a stronger relationship with key
partners ~“in emergency ‘management. A
valuable exercise program will include both
TTEs and FSEs and should be prepared to
incorporate progressively multifaceted
exercises, with each exercise building on the
previous one, until they are as similar to real-
life ~ scenarios as. is humanly possible.
Furthermore, the exercise, whether FSE or
TTE, should cast a wide net to encompass
various organizations such as fire and police
departments, emergency management, local
public health, public safety, the Red Cross, and
others as needed. Finally, all exercises should
be both cautiously and comprehensively
planned, with a clear end goal in mind.

Richard Schoeberl has over 15 years of counterintelligence, terrorism, and security management
experience, most of it developed during his career with the Federal Bureau of Investigation (FBI),
where his duties ranged from service as a field agent to leadership responsibilities in executive
positions both at FBI Headquarters and at the National Counterterrorism Center. During most of his
FBI career he served in the Bureau’s Counterterrorism Division, providing oversight to the FBI’s
international counterterrorism effort. Schoeberl also was assigned a number of collateral duties —
serving, for example, as an FBI Certified Instructor and as a member of the FBI SWAT program. He
also has extensive lecture experience worldwide and is currently a terrorism and law-enforcement
media contributor to Fox News, Sky News, al-Jazeera Television, and al-Arabiya.

REMEMBER THIS:

Mayor Bloomberg Predicts Riots in the Streets Without Job

Creation
Source: http://www.klpw.com/content/mayor-bloomberg-predicts-riots-streets-without-job-creation

Mayor Bloomberg warned Friday that there would be riots in the
streets if Washington doesn’t find a way to start generating
more jobs.

He pointed to demonstrations in both Cairo and Madrid as
examples of dissatisfied citizens taking to the streets to show
their unhappiness.

In Cairo, angry Egyptians demonstrated their frustrations by
toppling leader Hosni Mubarak and, more recently, attacking the
Israeli Embassy. In Madrid, recent protests were sparked by the
government's decision to spend millions on Pope Benedict's visit rather than dealing with their
widespread unemployment problems.

Bloomberg's prediction comes as President Obama has been pressuring Republicans to pass his
proposed job creation plan.
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IED used in the Agra hospital blast

Source:
http://www.dnaindia.com/india/report_breaking-
news-explosion-in-agra-s-jai-hospital_1588321

A low intensity blast in which a crude
Improvised Explosive Device (IED) was used
ripped through a reception area of a private
hospital in the city this evening leaving six
people injured.

It was not |mmed|ately cIear whether the
explosion at the 70-bedded Jai hospital,
located three km from Taj Mahal, was a terror
attack or some criminal gang was behind it.
Security around the 17th century monument of
love in this tourist town in Uttar Pradesh has
been-beefed up as it has been on the radar of
terrorists for an attack.

The explosion which occurred at 5:45pm broke
the windowpanes in the reception area where
10 to 15 people were seated in steel chairs.
Shards of glass lay strewn on the ground floor

of the 12-year-old hospital located on the Agra-
Kanpur highway. Preliminary reports said the

crude bomb may have been kept below a chair
in the reception area.

Inspector ‘General of Police (Agra Range) PK
Tiwari said six people suffered minor injuries
and that it was too early to say whether the
incident was a terror strike.

Tiwari ruIed out the p033|b|I|ty of tiffin boxes

being used in the explosion which set off panic
among the patients and medical personnel at
the hospital.

He said the injuries sustained were not of a

serlous nature and all were being treated in the
N '. . M

hospital itself.

Official sources in Delhi said that according to
preliminary reports the explosion was trlggered
by a loosely assembled IED.

A team of national Security Guards(NSG) were
also rushed to the spot.

Forensic teams have been rused to the spot to
collect clues from the blast site.

Patients were evacuated from the hospltal and
police cordoned off the entire area and
conducted an intensive combing operation.
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Technology, Revolution and the Wisdom of Crowds
Source:http://techinsider.nextgov.com/2011/09/technology_revolution_and_the_wisdom_of_crowds.php
?oref=latest_posts

While the crossroads between
foreign policy and information
technology has been |
preoccupied with the still largely -
unresolved question of whether
social media can  spark
revolutions, a few committed
technologists are  examining
traditional media's ability to
predict when revolutions  will
occur. In a Friday post on the
Foreign Policy blog, Joshua
Keating profiled Kalev Leetaru, a
University of lllinois professor, who argues that
a sophisticated "tonal analysis" of news
coverage can suggest when revolutions and
other upheavals are in the works.

The tone of Egypt news coverage -- ranging
from international outlets to local newspapers
and blogs -- reached its most negative point in
years in January, just before the nation erupted
in protests that ended Hosni Mubarak's
decades-long rule, Leetaru's analysis showed.
Director of National Intelligence James
Clapper's office gave some sanction to the idea
of tonal news analyses in August when its
Intelligence Advanced Research Projects
Activity division launched a study to mine news
outlets, blogs and social media for clues to
upcoming revolutions, famines and disease
outbreaks.

The Fund for Peace has, for several years,
used a similar analysis to rank which nations
are most likely to become failed states.

Social media's predictive power has also been
a hot topic recently. Those analyses show
promise, scholars at a U.S. Institute of Peace
conference on Friday said. They warned,
though, that most analyses so far have tended
to favor some social media outlets over others,
likely skewing the results.

In a lecture at The George Washington
University on Sept. 15, University of
Washington Professor Phil Howard offered a
model for predicting which regimes are most
likely to face social media-fueled uprisings
. using the nation's level of
| Internet penetration and
| the regime's history of
fixing elections as two
critical axes.
He predicted Iran's 2012
legislative elections may
lead to even more turmoil
than the 2009 presidential

. _ -f P elections, which sparked

the Green Revolution that
nearly toppled Iranian
President Mahmoud
Ahmadinejad.

The model is included in
- Howard's new book The
Digital Origins of Dictatorship and Democracy:
Information Technology and Political Islam.

Using the wisdom of crowds is nothing new to
the foreign policy and intelligence world.
Between 2001 and 2003, the Defense
Advanced Research Project Agency
invested $500,000 in a virtual betting pool to
gauge the likelihood certain cities would be
attacked by terrorists or that certain people
would be assassinated, including then-
Palestinian Authority Leader Yassar Arafat.

The pool was shut down after Sens. Byron
Dorgan, D-N.D., and Ron Wyden, D-Ore.,
exposed the program and called it ‘il
conceived," "repugnant' and "unbelievably
stupid." Others have have
argued the program should have been allowed
to go forward.
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Reality Check - Iran's Missile Capability
Source: http://lwww.uncommonthought.com/mtblog/archives/cat_rowan_wolf_-_utj_editor.php
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Origiqal Papers

Swiss CBRN Protection Goes National

By Dr. Marc Kenzelmann

Abstract. In 2003 the National NBC Protection project was launched in Switzerland, the aim of which
was better coordination of all NBC partners and ultimately more effective CBRN protection in Switzerland
in the long term. It led to a flurry of activity in the field of CBRN protection, which continues today. The
present article outlines some of the activities that have helped to identify and define how Switzerland
can sharpen its response to a CBRN incident. The years to come will show whether Swiss policy makers
are really willing to implement these recommendations and accept the consequences they entail. Only
then can we say that we have learnt lessons from major emergencies like Fukushima.

Keywords. National NBC Protection Project, NBC Protection Strategy for Switzerland, NBC reference
scenarios, Federal NBCN crisis management board, subsidiary federal support, medical CBRN

protection

Introduction

Swiss security policy in relation to potential
CBRN! risks has profoundly changed since the
end of the cold war. The fear of military
deployment of weapons of mass destruction
(WMD) has given way to new threats such as
growing terrorist activity, violent extremism,
WMD proliferation as well as transport and
technical accidents involving hazardous
materials. Safety-related CBRN events such as
the sarin attack in Tokyo (1995), the US
anthrax attacks (2001) and the SARS epidemic
(2002/2003), led to serious debate about the
risks of potential CBRN incidents in
Switzerland and its response to them. This new
situation called for consistent professional
expertise to ensure that the Swiss population
enjoyed all-inclusive civil-based and military-
supported CBRN protection. It also required a
review of all the organisations and structures
currently involved in CBRN defence (1). The
swine flu epidemic (2009) and the nuclear
disaster at Fukushima Daiichi following a major
earthquake and catastrophic tsunami that
struck Japan in March 2011 have brought into
sharp focus efforts to devise plans that would

! Although the term CBRN is
internationally accepted, the official term in
Switzerland is still NBC.

ensure an optimal response to CBRN events.
This is due in no small part to the media hype
surrounding these incidents, which brought
enormous political pressure to bear.

One of the direct results of these events is a
root-and-branch reform of CBRN protection in
Switzerland. A huge number of projects have
already been launched, many of them running
in parallel or in partial overlap, or even in direct
“competition” with one another. So as not to
spread our resources too thinly, we must
ensure the optimal coordination and
implementation of these research activities.

Federal Politics in Switzerland

To understand at least some of the issues
associated with the establishment of a national
CBRN protection system in Switzerland, it is
worth first reflecting on the country’s unique
political model. Switzerland is a nation
established by the will of the people and
composed of several ethnic groups with a
variety of languages and religions. It has been
a federal state since 1848 and is one of 23
worldwide, with the United States of America
being the oldest.

Switzerland has three political levels: the .
municipalities, the cantons and the '3
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Confederation. It also has a somewhat unique
democratic tradition and has 27 political
systems, one federal and 26 at the cantonal
level.(2,3). Itis a Confederation of 26 cantons
of which 20 are considered full cantons and the
remaining 6 half-cantons because they
originated from internal divisions in three
cantons. However, they are different in size
(both-area and population), and their structures
vary widely. Yet, all cantonal institutions have
equal competences and rights of autonomy,
and their internal organisation does not depend
on whether they are full or half cantons. The
distinction between full and half cantons comes
into play only in relation to voting arithmetic: full
cantons may send two members to the lower
house of Switzerland’s federal parliament, half
cantons only one.

Swiss political philosophy can be described as
a form of federalism that grants the cantons
and the municipalities a maximum of political
self-determination and restricts the
competences of the federation to the minimum
needed to run a modern state. Governments,
administrations, parliaments and courts are
organized at federal, cantonal and municipal
levels. The political system is a direct
democracy with frequent referendums at all
three political levels. Additionally, Switzerland
has four official languages: German, French,
Italian and Rumantsch (2,3).

The Swiss Joint Civil Protection System

On 1st January 2004, the Federal Council
enacted the new "Federal Law on Civil
Protection and Protection and Support" (BZG).
It was passed by the federal parliament (only
one dissenting vote) on 4t October 2002. A
referendum was subsequently held on 18t May
2003 in response to a citizens' initiative; 80.6%
of the Swiss population voted in favour of the
new law.

The new Joint Civil Protection System is the
ideal response to current security challenges. It
enables the comprehensive protection of the
population, its vital resources and cultural
property. Bringing together the combined
forces of five partner organisations, it
constitutes an integrated management,
protection, rescue and relief system. Each of

the partner organisations - police, fire services,
health services, technical services and P&S
(Protection and Support, formerly Civil
Defence) - has its own particular mission. but
provide the other partners in the system with
support. Joint management ensures
coordinated planning, preparation and
operational command.

Given that incidents must be brought under
control at the scene and take account of the
affected community, operational responsibility
for civil protection lies first and foremost with
the cantons and municipalities. The
Confederation sees to the coordination of civil
protection services and defines its fundamental
aspects. For events on a national scale, the
Confederation coordinates the deployment of
the relevant partners and assumes
responsibility for the operational command.

The Federal Office for Civil Protection (FOCP)
supports the cantons and municipalities as well
as the partner organisations with their civil
protection activities. The creation of the FOCP
in 2003 grouped together all areas of the
Federal Department of Defence, Civil
Protection and Sports (DDPS) specialising in
Civil Protection issues, a move that reflects the
growing importance of civil protection (1,4).

As a direct consequence of the Swiss Security
Policy Report 2010 (5), the Federal Council
requested the formulation of a Strategy of the
Joint Civil Protection System and the
Protection & Support Service 2015+. Work
began at the end of 2010 and was completed
in June 2011. The strategy defines future
trends as well as the development of the Joint
Civil Protection System in Switzerland, thereby
also setting out the prospective organisational
framework for natural disaster and CBRN
incident intervention. The report is set to be
approved by the Swiss government in autumn
2011 and will be submitted to parliament for its
approval in 2012.

The fire service in Switzerland is organised on
a cantonal basis, although local fire services
are subject to municipal regulations. There are
some 2,300 fire services in Switzerland, of
which the vast majority (local, company‘a@dg:_- L

»
%
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operational services) are made up of
volunteers (99%) and are equipped according
to the size and location of the service. Regional
services provide each other with back-up,
where necessary. Only 15 fire services are
staffed by full-time professionals (6).

In the event of a CBRN incident the fire service
is the:primary first responder. But since only
about 1% of all fire services in Switzerland are
professionalised (in major cities such as Zurich,
Winterthur, Geneva, Bern and Basel) and in
the absence of a common and binding
mandate to deal with CBRN incidents, the level
of CBRN training varies across fire services. In
order to harmonise and to define competences,
tasks and intervention times with greater
precision, the Conference of the Cantonal
Councillors (“ministers”) responsible for military
and civil protection affairs (RK MZF) approved
in 2009 the 2015 action plan for the Swiss fire
services, which for the first time officially
designates CBRN as a core competence of all
fire services. In reality, though, CBRN
responsibilities will be assumed for the most
part only by the professional and regional fire
services.

In 2010 a task force of fire service specialists
undertook a review of the tactical and technical
documentation on the fire services’ CBRN
action plans. This work, which is scheduled for
completion in 2012, will set down the
fundamentals of CBRN intervention nationwide,
thereby unifying response tactics and imposing
interoperable intervention material.

Federal-civil CBRN support

Since the successful management of many, if
not most, CBRN incidents may exceed the
capacities of the cantons, the federal
government must be prepared to step in. It
currently provides support, among others,
through its C-terror Task Force (EEVBS),
which is currently being restructured to become
a fully-fledged CBRN Task Force, as well as
through the Emergency Organisation
Radioactivity (EOR), the SPIEZ LABORATORY
(the Swiss centre of expertise for protection
against CBRN threats and hazards), and
through arming the CBRN defence within the
Swiss Armed Forces.

The EOR comprises, inter alia, the National
Emergency Operations Centre (NEOC) and its
military staff; additional departments and
bodies of the federal authority, state
organisations (Swisscom, Swiss railway
corporation SBB), as well as several sampling
and monitoring organisations. The press centre
of the Federal Chancellery supports the EOR
with the provision of public information.

Should risks arise from accidents either in one
of Switzerland’s five nuclear power plants or in
a foreign nuclear facility, the EOR receives
additional assistance from the Swiss Federal
Nuclear Safety Inspectorate ENSI (1).

Subsidiary Support of the Swiss Armed
Forces

Switzerland has long enjoyed peace, security
and freedom, whether the freedom of
movement for all citizens, the freedom of
expression or economic freedom. The long-
term preservation of this situation is the
mission of Swiss security policy. Here, the
Swiss Armed Forces have.a part to play. The
Federal Constitution and the Military Act assign
the following three missions to the Armed
Forces:

1. Defence

. Support of the civilian authorities

3. Promotion of peace within an
international context

Defence against an armed-attack, whether on
the ground or in the air, is the central mission
of the Armed Forces. As this is extremely
unlikely today, they must not be in a constant
state of readiness. However, the Armed Forces
must be capable of protecting key installations
and transport axes in the event of a threat.
Finally, they must be able to adapt in good time
to emerging threats. As a neutral state
Switzerland does not belong to any defensive
alliance, though our Armed Forces are able to
cooperate with other states for training
purposes.

Supporting the civilian authorities when their
resources no longer suffice involves bnnglng ;
emergencies under control and safeguam ‘;’Lg Y
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domestic security. The Armed Forces assist

the police with providing security at

international conferences and major events.
Should disaster strike, the Armed Forces can
be deployed within hours at the scene to assist
the fire services, the medical services and the

Protection & Support organisation.

As regards international peace support within

an international context, the Swiss Armed

Forces are committed to security and peace

abroad. When mandated by international
organisations they help to bring stability to

other countries after wars and crises. A more
peaceful world is beneficial for Switzerland too

(7).

To relieve any excessive demands on the

resources of civilian authorities, a three-step
action plan is in place to provide support in the

event of natural, technological or violence
related disasters:

1. Preventive support: in the normal

situation,  civilian  partners

permanently given military disaster relief
equipment for. use (e.g. swap body
containers of the disaster relief
battalions) outside the normal troop

courses;

2. Spontaneous assistance: all troops
located within the vicinity of an event
provide rapid assistance which is limited
in both time (approx. 48 hours at the

most) and space;

3. Military disaster relief: within the context
of national security cooperation primarily,
this amounts to rescue operations in
situations where damage is severe and
extensive or during major fires. In
addition, the military can provide the

following services:
e assistance to cut-off areas
otherwise vulnerable communities;

e containment of the disaster area as
well as prevention of consequential

damage;

e assistance with ~ the provisional
restoration of critical infrastructures;

e reinforcement or relief of civilian
and/or military resources that have

already been deployed.

The rescue corps and its specialised units are
the main pillar of military disaster relief. These
units include:
o the disaster relief standby company,
which can intervene within hours, and
o the disaster relief battalions which can
be called up and deployed within days
to ensure sustainability, concentration
of forces and reinforcement.

Where required, the specialised units of the
rescue corps can be augmented with elements
from other services to form operational units
that are set up according to the requirements of
the situation at hand. Candidates are primarily
the resources and services of the Swiss Air
Force, the engineer, logistic and medical
forces, military security as well as the NBC
defence forces (8).

The NBC-EOD Competence Centre of the
Armed Forces ensures the operational
readiness of the NBC resources of the Swiss
Armed Forces. Apart from managing the
Armed Forces NBC defence, it runs NBC
training courses for civilian partners in
Switzerland and abroad. After the successful
integration of a new CBRN decontamination
system, specialist aspects of CBRN
reconnaissance and mobile CBRN detection
(much of the technical detection equipment has
been tested by experts at the SPIEZ
LABORATORY) will also be brought in. Since
the beginning of 2011 its CBRN expertise has
been expanded to cover CBRNe thanks to its
merger with the EOD competence centre of the
Swiss Armed Forces.

The NBC-EOD Competence Centre in Spiez is
mobilised in the event of a major CBRN
incident that exceeds the capabilities of the
local civilian operational forces. Thanks to its
wide range of resources and services, the
NBC-EOD Competence Centre can be rapidly
deployed to provide both civilian and military
organisations with subsidiary back-up.

Future trends of the Swiss Armed Forces

Swiss government plans to cut the material,

troop numbers and budget of the Swiss Armed
Forces by about 20% (Federal Council Decreg, - -
of 26" November 2008) contradicts the aiper ¢ -us..
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objectives set out in its 2010 Security Policy
Report. Although defence budgets have long
seen a consistent rise across Europe and the
rest of the world, Swiss military spending has
continued to shrink since the end of the Cold
War in 1989. Today, Switzerland spends
around CHF 4.2 billion on defence (including
real estate maintenance), or a mere 0.8% of its
gross domestic product,‘leaving it trailing far
behind other comparable European countries

().

The Swiss Armed Forces Report 2010 called
for a-reduction of the headcount to 80,000
troops (from about 190,000 in 2010) and
capped the defence budget at about CHF 4.2
billion a year. According to the report, 35,000
troops would be assigned to the mission of
supporting the civilian authorities, one of the
central tasks of the Swiss Armed Forces. Since
these numbers would not suffice if a natural
disaster with lasting consequences or a CBRN
incident were to occur, the Swiss parliamentary
security policy commission asked the authors
to revise the report and present alternative
organisational models based on troop numbers
of 60,000, 80,000, 100,000 and 120,000
respectively. The new report was submitted to
parliament in March 2011. Its decision is
awaited with much anticipation.

Whatever parliament decides, the decision will
have a considerable impact on the capabilities
of the Swiss Armed Forces to provide civilian
authorities with disaster relief support in the
future. (As a point of comparison: some
100,000 Japanese troops have helped and
continue to help the Japanese civilian
authorities manage the consequences of the
natural and radiological disaster of March
2011))

Modern CBRN Threats

Disasters, emergencies, and terrorist attacks
are the main risks Switzerland faces today.
Due to our modern and high-tech society, they
can cause even greater damage than before.
Their likelihood of occurrence is high and may
appear without any or only brief prior warning.
All these risks may involve a CBRN element
(1), a point that was made explicitly in the
Report of the Federal Council to the Federal

Assembly on the Security Policy of Switzerland
2010 (5).

Assignment of Basic CBRN Tasks
According to the Swiss Constitution, the
Confederation and the cantons see to the
security of the country and to the protection of
the population within the limits of their
respective-competences. While the
responsibility for nuclear and radiological (NR)
events is at the federal level, the management
of chemical and biological (CB) incidents is
largely a municipal and/or cantonal
responsibility (Joint Civil Protection System).
For CB incidents, the Federal Law on Civil
Protection states that the Confederation, in
agreement with the cantons, can be asked to
coordinate activities and, when necessary, take
over responsibility for the management of
intervention resources if a disaster impacts on
several cantons, on the country as a whole, or
on cross-border regions. However, the fact that
the 26 cantons have devised their own incident
responses and assigned responsibilities
differently can cause: duplications,
misunderstandings, and lead to inefficient crisis
prevention and management (1).

The National NBC Protection Project and
the NBC Protection Strategy for Switzerland

In 2003, the Swiss Armed Forces and the
Assaociation of Swiss Cantonal Chemical

Officers signalled the need for a national NBC
protection plan which would take account of not
only all possible threats in this field but also the
country’s existing political structures. The

Federal Council agreed, and tasked the

Federal Commission for NBC Protection
(ComNBC) and the Director of the Federal

Office for Civil Protection (FOCP) with the
“National NBC Protection” project. The aim was

to identify what action needed to be taken, and

to propose recommendations on how

processes and organisations could be

optimised. The project team identified several
weaknesses in current protection that could
seriously hamper the effective management of
major incidents. These include a lack of
coordination between federal and cantonal

levels, the involvement of myriad agencies and
individuals, noticeable overlaps, and the lack of . -
a uniform approach to operational plannipg &ty -vl

%
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the cantonal level. The project outlined 16
measures to remedy the situation, such as
optimised federal command structures, national
coordination of strategic and operational tasks
in the prevention of CBRN incidents, optimised
availability of resources, a review of federal
and cantonal responsibilities, and the
standardisation of operation doctrines, training
courses and material components (10,11).

On 5t July 20086, the Federal Council ordered
the implementation of four priority measures,
based on the project findings:
o Development of a national “NBC
Protection Strategy for Switzerland”;
o Creation of a “National NBC Protection
and Coordination Centre”;

o Expansion of the Radioactivity Steering
Committee (LAR) to an NBC Steering
Committee;

o Greater federal support for the cantons.

The ComNBC was tasked with developing a
“NBC Protection Strategy for Switzerland” (12).
It devised 14 reference scenarios which it
believes cover the entire hazard spectrum
(Table 1). Documented according to their
duration, their potential impact and incident
management, they provide a valuable tool for
the identification of shortcomings in relation to
prevention and intervention, and for the
development of appropriate solutions to these
problems. Several also include variations that
factor in the threatened deployment of NBC
resources (13).

Table 1. CBRN reference scenarios

RN | 1. Accident in a nuclear facility: release of radioactivity with prior warning
2.  Dirty bomb: spontaneous release of radioactivity causing contamination
3. Deployment of a nuclear weapon: ground explosion close to the Swiss border
4. Attack on a transport carrying highly radioactive waste
B | 5. Deliberate contamination of food with ricin
6. Terrorist attack involving the pox viruses
7. Terrorist attack involving-anthrax
8.  Pandemic (SARS, efc.)
9. Accident in a Biosafety Level 3 laboratory with unintentional release of contaminants
C | 10. Transport attack or accident
11. Accident in a chemical storage facility
12.  Chemical terrorism: hydrocyanic acid attack in a shopping centre
13.  Chemical terrorism: sarin attack in an airport
14. Long-range missile attack on Switzerland

Starting in autumn 2011°the technical aspects
of these scenarios will be revised and updated
in line with new scientific findings. A scenario
on epizootic disease (foot-and-mouth disease)
will also be added, as will three natural disaster
scenarios (earthquake, flooding, and storms)
due to the creation of a federal
interdepartmental command structure (Federal
NBCN crisis management board) on 1st
January 2011 to administer federal government
responsibilities in CBRN events (NBC) and in
natural disasters (N). The new scenario
catalogue will be completed by the inclusion of
a “combined scenario” (earthquake as a
primary event followed by a CBRN secondary

event, based on the Fukushima disaster in
2011).

The “NBC Protection Strategy for Switzerland”
(12), which was revised in 2011 based on an
actual threat and risk assessment (by the
Swiss Intelligence Service (NDB) amongst
others), focuses solely on measures that must
be implemented if the objectives of the Swiss
NBC Protection Strategy are to be met. The
report also contains a series of
recommendations:
e Review of the legal bases of NBC
security. o
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The ComNBC is responsible for The report Review of NBC Security Legislation
examining whether the existing legal has meanwhile been completed and was

-
Swiss CBRN

ot 1 .
il
3 ()

bases adequately prevent the abuse of approved by the ComNBC at the end of 2010.
dangerous NBC substances. It demonstrates how effective Swiss legal
provisions have been at preventing the-theft .2 4
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and subsequent abuse of hazardous NBC
substances. The authors found no evidence to
suggest that legal reforms were needed, but
concluded that work was needed on certain
implementing provisions. They therefore put
forward nine recommendations to rectify the
situation. Following the interdepartmental
consultation process in autumn 2011, the
report will be submitted to the Swiss
government who will make the final decision on
the proposals.

Consequently, the cantons began to re-
evaluate their intervention capabilities in 2008
and 2009. So far, 19 cantons have completed
their analysis, and work is still under way in the
other six. Based on the canton-specific risk
portfolio and in order to optimise CBRN crisis
management these analyses identified
measures that should be taken either on their
own, or as part of regional cooperation efforts,
or at the government level. This general
deficiency analysis has generated the first
nationwide overview of the status and
weaknesses of current capabilities -
organisational, resource-based, educational
and interoperability — of the various levels to
deal with CBRN incidents.

o Further development of the National
CBRN Protection and Coordination Office
and the cantonal coordination platform.

The cantonal CBRN coordination platform (the
cantonal “counterpart” of the National CBRN
Protection and Coordination Office) was
established officially in late 2007 and was
immediately operational but lacked an official
political mandate at the cantonal level. This
was remedied in May 2010 by the Conference
of the Cantonal Councillors (“ministers”)
responsible for military and civil protection
affairs (RK MZF).

o Promotion of regional cooperation.
The cantons are called on to promote
cooperation on CBRN matters by forming
intercantonal regions.

The thinking behind this recommendation is
that in the event of any CBRN disaster, the
regional networks can help reinforce the initial

e Evaluation and management of CBRN
risks based on 14 CBRN reference
scenarios.

The cantons are called upon to re-
examine their CBRN risk portfolio based
on the 14 CBRN reference scenarios, to
re-evaluate their intervention resources
and, where necessary, to adapt them
accordingly.

intervention measures taken by the cantonal
and/or municipal organisations. This makes
sense, especially given that it is unreasonable
to expect every canton to have the resources
needed to manage a CBRN incident single-
handedly. Mutual assistance may then also be
regulated and put to the test during the
preparatory phase. During cantonal risk
evaluations, assisted by the cantonal CBRN
coordination platform and the National CBRN
Protection and Coordination Office, the cantons
organised themselves into four intercantonal
regions, which largely correspond to the
regions already established by the Joint Civil
Protection System (e.qg. police, fire services
coordination, biological laboratory network). As
such, they do not constitute a new
organisational and administrative level. After
approval of these regions by the cantonal
CBRN coordination platform in autumn 2011,
official political approval is likely to be given by
2013.

e Consensus on CBRN intervention
resources
Together with the Confederation and-the
cantons, the ComNBC is responsible for
reaching a written consensus on the
CBRN intervention resources which
should be procured and managed by the
cantons, regions and Confederation.

e Decentralisation of federal CBRN
intervention resources
In line with the aforementioned written
consensus, the Confederation is advised
to decentralise its CBRN intervention
resources. These resources must be
included in all cantonal plans and training
EXErCises.
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The Federal Council tasked the ComNBC with
the implementation of both these
recommendations and the entire project. In
turn, the ComNBC commissioned the National
CBRN Protection and Coordination Office to
carry out the project by the end of 2011. The
aim of this “consensus report” is to define the
responsibilities of all partners and to establish
which CBRN resources should be procured
and managed at cantonal, regional and federal
level. The Confederation also must

128

strategy. As its name suggests, the report is
based on broad-based nationwide consensus.
It is set to be approved by the ComNBC in
December 2011. Swiss government approval is
expected by the end of 2012.

Figure 1. 'National CBRN
protection as a cyclical process

e Organisation of a federal
interdepartmental command structure.
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decentralise its subsidiary intervention
resources to ensure that they can be rapidly
mobilised. The report is based on the risk and
deficiency analyses of the cantons and the
government. It sets out about 12
recommendations to be fulfilled in the fields of:
precise definition of responsibilities, medical
CBRN protection, SIBCRA, standardisation
(interoperability and uniformity) of CBRN
material components, standardised technical
CBRN education and development of a
common wide-ranging decontamination

The cantons called for the
introduction at federal level of a single
point of contact for all CBRN
incidents, which led to a review of
CBRN protection responsibilities of
existing staffs and bodies (Staff of the
Security Committee to the Federal
Council, the Special Staff Unit for
Hostage-Taking and Extortion-SOGE,
Special Staff Unit for Pandemics,
National Emergency and Operations
Centre NEOC etc.). The A
Confederation was subsequenitige;” adt “a¥-
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advised to set up a federal
interdepartmental command structure
for CBRN incidents (14 reference
scenarios). This body must also
ensure efficient cooperation with the
chiefs of staff of the cantonal
command bodies, which will be put to
the test during training exercises.

On 1st January 2011 the new ordinance on the
organisation of deployment in the case of
CBRN incidents and natural disasters came
into force. It details the operational
organisation at federal level and provides for
the creation of a Federal NBCN crisis
management board, comprising the directors of
the Federal Offices concerned with NBCN
matters as well as the relevant cantonal
representatives. This new unit integrates many
existing staffs and bodies (see above), thereby
eliminating an excess of back office
bureaucracy should an incident occur. The
Federal NBCN crisis management board is
already operational but it is still adding new
members.

The ordinance also includes a (radiological)
dose-dependent action plan detailing measures
to protect the population in an event involving
the release of radiological substances. The
ordinance and especially the dose-dependent
action plan is now being revised and adapted
in line with the lessons learnt from the
Fukushima Daiichi incident.

Together with the cantons, the Federal NBCN
crisis management board is also responsible
for NBCN preparedness.in Switzerland. This
should ensure broadly accepted, target-
oriented preparedness planning, and should, in
turn, keep administrative problems to a
minimum.

The aim of all the listed measures that have
been taken or are still to be taken is to convert
CBRN protection in Switzerland into a cyclical
process, thereby ensuring its continual
optimisation.

Medical CBRN protection
Based on the concepts of the Swiss
Coordinated Sanitary Service (KSD) regarding

the CBRN decontamination of patients in a
mass-casualty incident (2007), 13 Swiss
hospitals have declared themselves as
“‘decontamination hospitals”, i.e. they are.able
to decontaminate more than 30 contaminated
patients per hour. However, given that the
Swiss population (about 8 mn inhabitants) is
not evenly distributed over Swiss territory (1/3
of the Swiss territory is covered by mountains),
the distribution of decontamination hospitals
should consider criteria such as population
density, the geographical location of economic
centres and transport axes. This has not been
the case so far. Additionally, the current
absence of a political mandate for hospitals to
become decontamination centres is sub-
optimal. However, plans are afoot to resolve
this issue through the introduction of such a
mandate by 2013. Furthermore, another project
is under way to re-define the set of CBRN
antidotes and their distribution in Switzerland in
the event of CBRN mass-casualty incidents.

Further activities in the field of CBRN
preparedness

In response to events in Fukushima, the Swiss
government created an interdepartmental
working group — “Management of extreme
emergencies” — on 5 May 2011. Its mission is
to investigate whether Switzerland needs to
introduce legal and organisational measures to
improve its emergency response plans. The
group will closely examine the ordinance on the
organisation of deployment in the case of
CBRN incidents and natural disasters, the
ordinance on radiation protection and the
emergency response ordinance. The federal
NBCN crisis management board will assist the
group for the duration of its work, which is
scheduled to end in late 2011 with the
submission of its report to the Swiss
government. The findings and measures
detailed therein should inform both the major
earthquake exercise SEISMO 2012 and the
2013 nuclear emergency exercise (accident in
a Swiss nuclear power plant involving the
release of radioactivity).

National emergency response and crisis
management efforts taken at all levels should
be reviewed in a national security exercise in K

e
.
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2014, which is being planned at the request of
the Swiss government.

Another major project in this regard.is the
development of a national resource
management plan, including international
cooperation. Work is in full swing and should
be completed by the end of 2012.

Outlook

Coordinated CBRN protection in Switzerland is
still in its infancy. Nevertheless, the introduction
of measures is well on track and we shall soon
see whether the stated aims of this new
approach have been achieved.

Nevertheless, several issues have yet to be
resolved. The coordination of all ongoing
projects could be better still. For example, the
ordinance on the organisation of deployment in
the case of CBRN incidents and natural
disasters, the Strategy of the Joint Civil
Protection System and the Protection &
Support Service 2015+ report as well as the
consensus report explicitly reckon with the
earmarking of the military resources
concentrated within the DDPS for the provision
of subsidiary support to the civilian authorities,
especially in the event of an NBC incident.
Furthermore, the deployment of these military
resources (or more generally, military
capabilities) in such instances are subject to
binding regulations (Art. 3, para. 3, the CBRN
ordinance). This, coupled with the measures
set out in the consensus report, implies at least
the consolidation, if not an increase, of army
capabilities in disaster response situations,
particularly NBC incidents.
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However, following the 2010 Swiss Armed
Forces Report and its call for cuts, the army
have adopted a scattergun approach to finding
ways to reduce its capabilities by up to 20%.
This also applies to the NBC Defence Troops
which are still under development (14).

Another important aspect is obvious: the above
basic action plans that aim to improve how
Switzerland responds to CBRN incidents will
soon go onstream. However, the clearly
defined measures proposed therein will come
at a financial cost. Despite Fukushima and the
recent terror attack in Norway in July 2011,
most of us still find it hard to accept that events
like these could happen in a prosperous high-
tech country such as Switzerland. Pragmatic
security-related issues are only raised, if at all,
by politicians seeking to win elections.

Nevertheless, lessons from Deepwater Horizon
and Fukushima (15) clearly demonstrate that:

o even if day-to-day operations seem safe
and secure, disasters still happen;

e we must ready ourselves for CBRN
incidents even though we do not know
that such an incident will ever occur;

e it really does help to think the
unthinkable.

In the years to come we shall discover whether
the political class has been willing to learn
these lessons and to accept the consequences
they entail. In addition to the Swiss Constitution
proclaiming that the protection of the
population is a core duty of the Swiss
Confederation, history also shows us that
safety and security has never, and never will,
come cheap.
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Top Ten Reasons That Hospitals are not Prepared to Evacuate

in a Large Emergency

By Clif Carothers (Disaster & Emergency Management [DEM] Group at LinkedIn)

When natural emergencies disable a hospital,
inhibiting its ability -to provide care to its
patients such as recently. occurred when a

tornado devastated the

DEM st Jons Regional
J\/o\,_ Medical Center in Joplin,

Missouri, the emergency
community rushes to its aid. Acting on years of
training and planning, they quickly evacuate its
patients and victims to safety. However, in
large scale disasters affecting multiple
hospitals within a region, the overwhelming
emergency resources required to evacuate a

single facility may not be available for days.
During regional emergencies, hospitals are
much more dependent on their own emergency
and evacuation plans and resources to save
lives. Having reviewed several hundred
hospital evacuation plans, | can attest that
while the hospital industry has made major
strides in emergency preparation during the
past decade, a majority of hospitals in America
are unprepared to evacuate in a large scale
emergency. As a brief summary, | have listed
ten reasons:

1. Insufficient transportation resources — During a large emergency, local, state and federal
resources place hospitals at a lower priority of evacuation. Most hospitals do not have alternate sources
of transportation nor have they considered the number and type of resources that would be required to

adequately respond to their emergency.

2. Undeveloped receiving facility resources — While most hospitals have mutual aid agreements and - -
MOUs with other hospitals in their region, many have not developed detailed procedures for e”lei' ) L “nk
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acceptance and admittance. Most do not have agreements that go beyond their region in the event that
their MOU receiving facilities are affected by the emergency.

3. Limited tracking - A large scale evacuation of several hundred patients in the span of 24 hours
entails the potential use of dozens of ambulances, helicopters, and aircraft as well as the coordination of
hundreds of personnel. In addition, internal and external tracking of patients, medicines, charts and
personal belongings must be managed and tracked to mitigate the effect on patients and their families.
Most hospitals do not have systems to accomplish this feat.

4. Lack of Coordination with Emergency Community — A majority of hospitals have reviewed their
emergency and evacuation plans with their emergency management, EMS, police and fire departments.
However, many have not relayed the weaknesses of their facility, nor have they clearly delineated the
expectations they have of their local emergency providers. In the event that local providers are unable
to assist, most hospitals have not detailed what is required to bring in outside providers. In addition,
most have not detailed the communication plans that must be in place between the facility, their
providers, and the emergency community.

5. Unclear triggering strategy and methodology — JCAHO standards outline minimum rationale for
evacuating a hospital, yet realistic criteria are more complicated. Because of conflicting management
issues, most decision criteria are not well delineated, creating confusion amongst the implementers of
evacuation policies.

6. Undefined communication system - While most hospitals have acquired adequate communication
hardware, including multiple backup methods, most have not defined the detailed communication
processes that must be in place to implement a realistic evacuation. Rapid mass coordination of
admission to receiving hospitals is one example.

7. Limited triage plan — Most hospitals have basic triage methodology to fit specific vulnerability
analyses. However, many hospitals’ triage procedures have not considered realistic timing limitations of
known transport resources and receiving facilities as well as a realistic rate of patient and personnel
evacuation.

8. Undeveloped patient preparation plan - While much work has been done by most hospitals to
develop detailed vertical and horizontal evacuation plans that correspond to required fire safety
protocols, many hospitals inadequately rely on this planning to fulfill emergency internal evacuation
processes. As an example, in most cases, vertical* evacuation should be coordinated with the arrival
patterns of transportation vehicles.

9. Lack of cost tracking — To be reimbursed by the Federal Government after incurring emergency
expenses during a federal emergency, the hospital must provide detailed time and cost records for all
personnel, materials, and vehicles used in the emergency. Most hospitals do not have adequate
procedures or capacity to account real time for costs, potentially forfeiting millions of recovery dollars as
a result.

10. Inadequate funding - The United States has access to 70,000 ambulances, enough to overwhelm
even most large disasters. However, many hospitals rely on the Stafford Act to fund their rescue,
limiting access to available resources. Most have not planned for alternate funding mechanisms to draw
upon-during an ongoing ‘emergency.

Clif Carothers is President at EPI-Center, Inc. and at U.S. Air Ambulance. EPI-Center, Inc. is
uniquely positioned to prepare for and conduct rapid response, targeted, complete evacuations of .
health-care facilities involving thousands of patients for the benefit of private customers, Iocal sjate.

and .federal governments during large-scale disasters. U.S. Air Ambulance prowdes :
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transportation by air ambulance, airline critical care medical stretcher, airline escort, Amtrak train
escort, and long distance ground ambulance. We also provide entire hospital evacuation services
during a regional or national emergency. In addition, we provide large scale repatriation services to
the federal government. Disaster & Emergency Management [DEM] Group at LinkedIn is a member
only group of people specialized in DEM.
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Lessons from High Reliability Organizations (HRO'S)
By Julian Talbot

Some of the best research-in the area of risk management comes from studies into an area
known as high reliability organizations (HRO’s). HRO’s include organizations such as nuclear power
plants, aircraft carriers and air traffic control. This type of organization is notable, according to Rochlin
[1] because "these organizations have not just failed to fail; they have actively managed to avoid failures
in an environment rich with the potential for error." That ability to actively and reliably manage to reduce
the chances of mistakes occurring, rather than to avoid the hazards, has been the distinguishing
hallmark of most HRO’s and their experience offers many lessons for the application of risk
management at the enterprise level.

Work by Karl Weick and Kathleen Sutcliffe [2] into this area suggests that five key elements
contribute to what he describes as a state of ‘mindfulness’:

1. Preoccupation with failure

2. Reluctance to simplify interpretations

3. Sensitivity to operations

4. Commitment to resilience

5. Deference to.expertise

At first many-of these processes appear to be self-defeating on multiple levels. But, as Weick
further explains why these processes are necessary if a high reliability organization is to be successful
their validity becomes increasingly more apparent.
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Preoccupation with failure

HRO's like most organizations celebrate their successes but Weick [3] also notes “a chronic worry in
HROs is that analytic error is embedded in ongoing activities and that unexpected failure modes and
limitations of foresight may amplify those analytic errors.”

Reluctance to simplify interpretations

Most organizations are happy to handle complex issues by simplifying them and categorizing them, thus
ignoring certain aspects. HROs, however take nothing for granted and support cultures which attempt to
suppress simplification because it limits their ability to envision all possible undesirable effects as well
as the precautions necessary to avoid these effects. HROs pay attention to detail and actively seek to
know what they don't know. They endeavor to uncover those things that might disconfirm their intuitions
despite being unpleasant, uncertain or disputed. Skepticism is also deemed necessary to counteract the
complacency that many typical organizational management systems foster.

Sensitivity to operations

Weick describes sensitivity to operations as pointing to “an ongoing concern with the unexpected.
Unexpected events usually originate in ‘latent failures’ which are loopholes in the system’s defenses,
barriers and safeguards who's potential existed for some time prior to the onset of the accident
sequence, though usually without any obvious bad effect.” [4]

Management focus at all levels to managing normal operations offers opportunities to learn about
deficiencies that which could signal the development of undesirable or unexpected events before they
become an incident. HRO'’s recognize each potential near-miss or ‘out of course’ event as offering a
‘window on the health of the system’ - if the organization is sensitive to its own operations.

Commitment to resilience

HRO'’s develop capabilities to detect, contain, and bounce back from those inevitable errors that are a
part of an indeterminate world. The hallmark of an HRO is not that it does not experience incidents but
that those incidents don't disable it. Resilience involves a process of improvising workarounds that
keep the system functioning and of keeping errors small in the first place.

Deference to expertise

HRO’s put a premium on experts; personnel with deep experience, skills of recombination, and training.
They cultivate diversity, not just because it helps them notice more in complex environments, but also
because rigid hierarchies have their own special vulnerability to error. As highlighted by the work of
James Reason and HFACs, errors at higher levels tend to pick up and combine with errors at lower
levels, exposing an organization to further escalation.

HRO's consciously evoke the fundamental principle of risk management — that ‘risk should be managed
at the point at which it occurs’. This is where you will find the expertise and experience to make the
required decisions quickly and correctly, regardless of rank or title.

Unfortunately most organizations do not work at this level, preferring to manage risk through the
introduction of standard operating procedures, policy and work instructions. While these undoubtedly
have their place, and can help people to make quick and consistent decisions, a significant body of
research also indicates that the blanket application of these controls can reduce individuals
‘mindfulness’ and personal responsibility, thereby contribute indirectly to increasing operating risk.

Other lessons from HRO’s

Other lessons from HROs include the strong support and reward for reporting of errors based on
recognition that the value of remaining fully informed and aware far outweighs whatever satisfaction that
might be gained from identifying and punishing an individual.

The Icarus Paradox

www.cbrne-terrorism-newsletter.com




CBRNE-Terrorism Newsletter < Autumn-2011

Many experiments have shown that people who succeed on tasks are less able to change their
approaches even after circumstances change. (The hammer and the nail syndrome). Starbuck and
Milliken in their analysis of the Challenger disaster said: “Success breeds confidence and fantasy.
When an organization succeeds, its managers usually attribute success to themselves or at least to
their organization, rather than to luck. The organization’s members grow more confident of their own
abilities, of their manager’s skills, and of their organization’s existing programs and procedures. They
trust the procedures to keep them appraised of developing problems, in the belief that these procedures
focus on the most important events and ignore the least significant ones.” [5]

This level of complacency is a breeding ground for inadequate or ineffective organizational risk
management and needs to be fully considered when reviewing the internal context and the risk
management context.

Sources:

[1] Rochlin, Gene (1996) "Defining 'High Reliability’ Organizations in Practice: A Taxonomic
Prologue,” p. 15 in Roberts, Karlene, ‘New Challenges to Understanding Organizations’,
Macmillan Publishing Company, New York, USA

[2] [3] [4] Weick, Karl & Sutcliffe, Kathleen (2001), Managing the Unexpected: Assuring High
Performance in an Age of Complexity, Jossey-Bass, New York, USA

[5] Starbuck, W. H. and Milliken, F. J. (1988) “Challenger: Fine-tuning the odds until something
breaks”, Journal of Management Studies, Vol. 25, 319-340, New York, USA

Security Risk Management Body of Knowledge

Wiley Series in Systems Engineering and Management
Julian Talbot (Author), Miles Jakeman (Author)

R A framework for formalizing risk- management thinking in today's
complex business environment. Security Risk Management Body of
Knowledge details the security risk management process in a format
that can easily be applied by executive managers and security risk
management practitioners. Integrating knowledge, competencies,
methodologies, and applications, it demonstrates how to document
SECURITY RISK and incorporate best-practice concepts from a range of
MANAGEMENT complementary disciplines. Developed to align with International
RMBO| Standards for Risk Management such as ISO 31000 it enables
BODY OF professionals to apply security risk management (SRM) principles to
- specific areas of practice. Guidelines are provided for; Access
KN OW L E DG E Management; Business Continuity and Resilience; Command,
Control, and Communications; Consequence Management and
m Business Continuity Management; Counter-Terrorism; Crime
Prevention through Environmental Design; Crisis Management;
Environmental Security; Events and Mass Gatherings; Executive Protection; Explosives and Bomb
Threats; Home-Based Work; Human Rights and Security; Implementing Security Risk Management;
Intellectual Property Protection; Intelligence Approach to SRM; Investigations and Root Cause Analysis;
Maritime Security and Piracy; Mass Transport Security; Organizational Structure; Pandemics; Personal
Protective Practices; Psych-ology of Security; Red Teaming and Scenario Modeling; Resilience and
Critical Infrastructure Protection; Asset-, Function-, Project-, and Enterprise-Based Security Risk
Assessment; Security Specifications and Postures; Security Training; Supply Chain Security;
Transnational Security; and Travel Security. Security Risk Management Body of Knowledge is
supported by a series of training courses, DVD seminars, tools, and templates. This is an indispensable
resource for risk and security professional, students, executive management, and line managers with
security responsibilities.
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Julian Talbot has 25 years in risk management experience across government, corporate, resources
and not-for-profit sectors in Australia, the US, Africa, Central America and South East Asia. During
this time he conducted enterprise risk assessments for $30 billion organizations, managed $60 million
risk plans, undertaken risk assessments for $300 million IT projects, developed risk profiles for the
legal profession, prepared health risk assessments and co-authored the Security Risk Management
Body of Knowledge (SRMBOK).His background includes roles as Head of Security for the Australian
government’s most extensive international network (the Australian Trade Commission operating in
over 60 countries); Security and Emergency Manager for Australia’s largest natural resources project
(Woodside’s $22 billion North West Shelf Venture); Senior Risk Advisor for the Australian Department
of Health & Ageing and Directorships with Citadel ‘Group (a $60 million organization selected by
BRW- as Australia's 3rd fastest growing business), the Washington DC based Security Analysis and
RIsk Managment Association (SARMA), the Risk Management Institution of Australasia (RMIA) and
the Australian Institute of Professional Intelligence Officers (AIP10).
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Chem News

Two Hood Type NBC Respirators

Source: http://www.asanltr.com/ASANews-97/Respirator_hood.htmi

In  today's individual NBC respiratory
technology, there are two design approaches.
The most common is the "face-fit" mask, e.g.,
the conventional military style respirator; the
second is the hood style respirator that covers
the wearer's entire head. Face-fit respirators
are necessarily expensive due to the extensive
ergonometrics required for their successful
design and effective development. Face-fit
respirators must consider facial physiognomy
and variations peculiar to applicable
populations. Face-seal problems include
challenges posed by facial hair growth,
variations in oronasal shape, conformation and
dimension considerations (seal contact area),
and vision requirements.

Interestingly, the "whole-head hood" style
respirator is one of the oldest concepts
employed in the "modern” era of CB warfare;
an early example was the British PH Helmet
WWI. Until relatively recently, most respirator
R&D has been dedicated to the face-fit style
mask. Only after the 1991  Southwest
Asian"Gulf War" renewed awareness of the
importance of providing adequate, quick
donning and easy to use civilian protection
equipment was more thoughtful reflection given
to the need for development of well-designed,
durable and cost-effective individual respiratory
protection that could fit a wide range of head
sizes. While a small number of the fully head-
enveloping  NBC respirators have been
available over the past several decades, the
advantages offered by the whole-head
respirator today assume increased importance
as the world faces an energing NBC threat
posed by extremists and terrorists. This threat
assumes even greater importance because
biological agents are perceived as today's
preferred terrorist weapon, fostering concerns
of potentially providing effective civilian
respiratory protection for large numbers of
individuals. '

Two hood type protective designs, eminently
suited for use by a diverse range of civilians

and age groups, exemplify current design
concepts, the American ILC Dover, Inc.
D.ERP  (Disposable Eye Respiratory
Protection) and the Finnish KEMIRA SAFETY
Civic Chemi-Hood. Although both share
marked similarities in providing civilians with
easy to use protection against CB attack, the
ILC Dover product was developed as a
disposable, single use item that meets all of the
immediate requirements for protecting the
wearer against all concventional CBW agents.
The Kemira Chemi-Hood, which may also be
considered ‘"theoretically disposable”, was
designed to give somewhat more prolonged
protection capability--an observation
underscored by its acceptance of a standard
screw-thread type NBC filter. The disposable
ILC DERP, by contrast, has twin, fixed bilateral
filters, making it a bit less capable of providing
potential multiple exposure usage. Despite

these differences, both designs provide
excellent emergency protection, based upon an
examination of their performance
specifications, and both offer considerable

versatility across ~a broad dempg'r_fagh?c. -

spectrum. Further, both the DERP angt
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Chemi-Hood respirators are extremely well
conceived, researched, engineered, and
economically produced solutions to providing
mass individual protection of the highest level
at a relatively low cost outlay.

Originally designed in cooperation with the US
Army, as emergency supplemental NBC
protection for civilian workers, the ILC Dover
DERP shares many similarities with other
pioneering ILC hood style designs. It provides
up to two hours of protection against nerve and
blister agents, may be used effectively by
individuals with long hair and beards, and is
capable of being donned in less than 15
seconds. The DERP comes in a sealed
impermeable plastic bag and may be used up
to 30 days after the bag is opened. Shelf life of
the sealed DERP is given at 10 years. The
mask and its construction materials were
specifically - designed to provide complete
protection while resisting high temperatures;
the DERP may be stored at temperatures
exceeding 165°F, without impairing functional
service capability, and is capable of providing
full protection in temperatures as low as -20°F.
The field of vision .is excellent due to the
transparent broad face section and the
oronasal nosecup portion of the mask provides
very low internal deadspace with consequent
low CO2 accumulation. Additionally, the total
weight of the DERP respirator is only 1.4
pounds, which makes it extremely lightweight
and easy to carry.

The Chemi-Hood by Kemira Safety Oy of
Finland is visually very similar to the DERP,
although the  Kemira respirator uses a
conventional screw-thread NBC filter (Kemira
Combined NBC Filter ABEK P 15, but the unit
accepts any NATO spec filter). Both whole
head hoods use a neck-sealing dam and are
"un blown". Like the DERP, the Chemi-Hood
provides excellent, unimpaired vision, and
accommodates a wide range of potential users-

-from 12 year old adolescents through adults.
The Kemira Chemi-hood has a specified shelf-
storage life of 10 years and the material used
for the hood has high temperature resisting
characteristics. The plastic hood material also
resists mustard agent for more than 24 h. The
Chemi-Hood comes packed in a plastic
hardshell container fitted with a carrying strap,
which provides storage protection, as well as
ease of portability. As with the DERP, the
Chemi-Hood is quick and easy to don. Both the
DERP and the Chemi-Hood feature secondary
protection to the shoulders through draplng of
the hood skirt material.

These two excellent examples of the "not-
actively blown" hood type NBC respirator are
noteworthy in that they provide the highest
protection-possible at an extremely low cost
per unit for the broadest range of individuals.
Furthermore, they can be considered
expendable emergency protection in either
normal, unusually warm, or severely cold
climates. -

Nanowire-based sensors detect volatile organic compounds
Source:  http://www.homelandsecuritynewswire.com/nanowire-based-sensors-detect-volatile-organic-

compounds

A team of researchers from the National
Institute of Standards and Technology (NIST),
George Mason University, and the University of
Maryland has made nano-sized sensors that
detect volatile organic compounds — harmful
pollutants released from paints, cleaners,

pesticides, and other products — which offer
several advantages over today’s commercial
gas sensors, including low-power room-
temperature operation and the ability to detect
one or several compounds over a W|de range o
of concentrations. : ;
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— RadSeeker™

handheld radioisotope identifier | J

RadSeeker quickly and accurately detects, identifies

and locates radioactive material including radioisotopes
associated with a dirty bomb. RadSeeker gives responders
the highest level of confidence by providing best-in-class
results when assessing vehicles, people, or unidentified
packages for gamma and neutron radioactivity.

RadSeeker featuras:
= Advanced algorithms for superior identification performance

= Automatic stabilization, no field calibration required
= Ruggedized ability to survive 3ft drop to concrete 9
= Provides a threat assessment for each isotope identified

= Detect mode assists with locating radioisotope placement
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The recently published work is proof of concept
for a gas sensor made of a single nanowire
and metal oxide nanoclusters chosen to react
to a.specific organic compound. This work is
the most recent of several efforts at NIST that
take advantage of the unique properties of
nanowires and metal oxide elements for
sensing dangerous substances.

A NIST release reports that modern
commercial gas sensors are made of thin,
conductive films of metal oxides. When a
volatile organic compound like benzene
interacts with titanium dioxide, for example, a
reaction alters the current running through the
film, triggering an alarm. While thin-film
sensors are effective, many must operate at
temperatures of 200° C (392° F) or higher.
Frequent heating can degrade the materials
that make up the films and contacts, causing
reliability problems. In addition, most thin-film
sensors work within a narrow range: one might
catch a small amount of toluene in the air, but
fail to sniff out a massive release of the gas.
The range of the new nanowire sensors runs
from just 50 parts per billion up to 1 part per
100, or 1 percent of the air in a room.

These new sensors, built using the same
fabrication processes that are commonly used
for silicon computer chips, operate using the
same basic principle, but on a much smaller
scale: the gallium nitride wires are less than
500 nanometers across and less than 10
micrometers in  length. Despite  their

microscopic size, the nanowires and titanium
dioxide nanoclusters they're coated with have a
high surface-to-volume ratio that makes them
exquisitely sensitive.

“The electrical current flowing through our
nanosensors is in the microamps range, while
traditional sensors require milliamps,” explains
NIST's Abhishek Motayed. “So we're sensing
with a lot less power and energy: The
nanosensors also offer greater reliability and
smaller size. They're so small that you can put
them anywhere.” Ultraviolet light, rather than
heat, promotes the titanium dioxide to react in
the presence of a volatile organic compound.
Further, each nanowire is a defect-free single
crystal, rather than the conglomeration of
crystal grains in thin-film sensors, so they're
less prone to degradation. In reliability tests
over the last year, the nano-sized sensors have
not. experienced failures. While the team’s
current experimental sensors are tuned to
detect benzene as well as the similar volatile
organic compounds toluene, ethylbenzene and
xylene, their goal is to build a device that
includes an array of nanowires and various
metal oxide nanoclusters for analyzing
mixtures of compounds. They plan to
collaborate with other NIST teams to combine
their ultraviolet light approach with heat-
induced nanowire sensing technologies.

The portion of this work conducted at George
Mason University was funded by the National
Science Foundation.

Read more in G. S. Aluri et al., “Highly selective GaN-nanowire/TiO2-nanocluster hybrid sensors for
detection of benzene and related environment pollutants,” Nanotechnology 22 (22 July 2011)

Enzyme Might Hold Key to Countering Nerve Agents

Source: http://gsn.nti.org/gsn/nw_20110706_4245.php

Drugs produced from a natural enzyme could
one day be used to protect people exposed to
lethal nerve agents, the U.S. National Institutes
of Health said.

The health agency is providing funding for work
by Israel's Weizmann Institute of Science to
develop medications that could disassemble
organophosphate chemicals used in "G-type"
nerve agents such as sarin and soman. "Drugs
based on [this] approach would be a valuable
addition to our nation’s ability to mount an
effective medical response in the event of a
chemical emergency," David Jett, head contact
for the NIH Countermeasures Against

Chemical Threats program, said in a press
release.

Sarin was notably used by the Japanese Aum
Shinrikyo cult in two attacks that killed 20
people in 1994 and 1995.

The U.S. chemical arsenal, which is due to be
fully eliminated in about 10 years, also includes
sarin.

In addition, organophosphate-based
insecticides could prove dangerous if released
in large amounts through an act of terrorism or
industrial accident, according to an NIH press
release. :
The chemicals impair the human ngrvpus.
system through deactivation of the *BHE
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enzyme. Significant exposure can lead to
seizures, paralysis, a shutdown of the
respiratory system and death. Today, the
countermeasures to nerve agents are
diazepam for ftreating seizures and the
antidotes atropine and oxime compounds.
"Atropine aims at the symptoms of nerve agent
exposure, and oximes minimize the damage
after it has already begun," Weizmann Institute
biochemist Dan Tawfik said in the release.
"Our goal is to develop a drug that can
intercept organophosphates before they cause
damage."

Close to 10 years of research has‘produced a
recombinant enzyme, dubbed, rePON1, that is
"highly reactive" against cyclosarin, "a more
toxic cousin of sarin," according to the release.
RePON1 has been shown in experiments to be
100,000 times more efficient than the
umodified enzyme PON1 in dismantling
cyclosarin.

Three-fourths of mice treated with the altered
enzyme 60 minutes before being exposed to a
"cyclosarin analogue" remained living 24 hours
later. Sixty percent of the treated mice survived
after two weeks. Meanwhile, only 22 percent of
mice who received atropine and oxime five
minutes prior to introduction of the agent
survived after one day, and all were dead two
weeks later.

One issue with the recombinant enzyme is its
limited period of effectiveness. No mice
survived if they were exposed to cyclosarin 24
hours after being freated with rePON1. A
longer-lasting enzyme is being sought.

"We would like to see the enzyme sustained in
the blood for several days and ideally two
weeks," Tawfik said.

The researchers are also pursuing a
countermeasure for "V-type" agents such as
VX.

Directed evolution of hydrolases for prevention of G-type nerve

agent intoxication

Gupta RD, Goldsmith M, Ashani Y, Simo Y, Mullokandov G, Bar H, Ben-David M, Leader H,
Margalit R, Silman I, Sussman JL, Tawfik DS.

Department of Biological Chemistry, Weizmann Institute of Science, Rehovot, Israel.

Nat Chem Biol. 2011 Feb;7(2):120-5. Epub 2011 Jan 9.

Source: http://www.ncbi.nim.nih.gov/ipubmed/21217689

Abstract

Organophosphate nerve agents are extremely lethal compounds. Rapid in vivo organophosphate
clearance requires bioscavenging enzymes with catalytic efficiencies of >10(7) (M(-1) min(-1)). Although
serum paraoxonase (PON1) is a leading candidate for such a treatment, it hydrolyzes the toxic S(p)
isomers of G-agents. with very slow rates. We improved PON1's catalytic efficiency by combining
random and targeted mutagenesis with high-throughput screening using fluorogenic analogs in
emulsion compartments. We thereby enhanced PON1's activity toward the coumarin analog of S(p)-
cyclosarin by [110(5)-fold. We also developed a direct screen for protection of acetylcholinesterase from
inactivation by nerve agents and used it to isolate variants that degrade the toxic isomer of the coumarin
analog and cyclosarin itself with k(cat)/K(M) 1 10(7) M(-1) min(-1). We then demonstrated the in vivo
prophylactic activity of an evolved variant. These evolved variants and the newly developed screens
provide the basis for engineering PON1 for prophylaxis against other G-type agents.

WMD Central - Five Years and Building
Source: http://www.fbi.gov/news/stories/2011/july/wmd_072611/wmd_072611

Five years ago this week, the FBI established
its first Weapons of Mass Destruction (WMD)
Directorate to centralize and coordinate all
WMD-related investigative activities,
intelligence analysis capabilities, and technical
expertise from across the Bureau. Recently,
FBI.gov spoke with Dr. Vahid Majidi—the head
of the WMD Directorate since its launch—on

his office’s work over the' past five years.
Today, he talks about the current threat and
specific focus of the directorate. Later this
week, he’'ll discuss case examples, lessons
learned, and the future of the directorate.

Q. Why was the directorate created? - ~. 1. - b
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Dr. Majidi: The FBI has been in the WMD
business for quite some time, more formally
since 1995 when we created a program in our
Counterterrorism Division to address the WMD
threat. But obviously, a lot has happened in
recent years. And it became clear that our
WMD response crossed operational lines and
also involved our counterintelligence, criminal,
and “cyber programs—not to mention the
response and forensics expertise -in the FBI
Laboratory and the render-safe capabilities of
our Critical Incident Response Group. We
needed a single force to coordinate all of our
WMD activities. The directorate gives us that.

Q. What does the WMD threat look like
today?

Dr. Majidi: The nature of the threat hasn't
changed all that much over the past decade.
International  terrorist  groups ~are  still
determined to get their hands on various forms
of weapons of mass destruction—chemical,
biological, radiological, and nuclear.
Organizations and nation states stil want
material and expertise for their own programs.
And certain domestic groups are still trying to

acquire materials needed for basic WMD
applications—predominately = chemical  or
biological in nature.

Q. What about all those white powder
letters?

Dr. Majidi: Most turn out to be hoaxes, and
they require a lot of investigative resources, but
we have to investigate each and every incident.
You never know when one of them will be real.

Q. Can you briefly explain how the WMD
Directorate works?
Dr. Majidi: Absolutely. The main focus of our

Dr. Vahid Majidi

WMD Directorate—and the primary focus of
our overall efforts—is prevention, to keep a

WMD attack from ever taking place. To make
that happen, we have several _clqseky !

integrated activities that pull together re‘s‘%zg

www.cbrne-terrorism-newsletter.com -




CBRNE-Terrorism Newsletter < Autumn-2011

from various parts of the FBI. Our
countermeasures and preventions  group
includes a full spectrum of activities, from WMD
training for domestic and international law
enforcement partners...to outreach efforts to
academia, industry, government, and retailers
to help them spot indicators of potential WMD
activity....to working with - our government
partners to formulate - sound policies. The
investigations and operations group addresses
threatened or actual use of weapons of mass
destruction, or the transfer of materials,

knowledge, and technology needed to create a
WMD. We also can and do collect evidence in
contaminated ~areas, disarm hazardous
devices, and provide command and control
support in -on-scene activities. Finally, our
intelligence and analysis group serves as the
foundation of our proactive approach to threats.
Our analysts sort through data to identify
relevant WMD information, and our agents
work to identify sources of valuable
intelligence. And because we are.part of the
intelligence community, we share information
routinely with our partners. Through it all, we
have a lot of activities and capabilities in play,
and | think we’re making a real difference.

Q. Can you provide a few examples of
successful WMD investigations over the
past five years?

Dr. Majidi: We've managed quite a few cases
actually, including our = first  major
counterproliferation investigation that involved
two Iranian men and one Iranian-American who

were charged in California with conspiring to
export certain technologies from the U.S. to
Iran. Other examples include a Texas man
charged with possessing 62 pounds of sodium
cyanide; a government contractor in
Tennessee charged with trying to sell restricted
U.S. Department of Energy materials; and a
Nevada man charged with possessing deadly
ricin. (Note: see the sidebar for - more
examples.)

Q. What has the FBI learned over the past
five years?

- Dr. Majidi: Quite a bit. For some
time, we've had WMD coordinators
in every one of our field offices. But
# we realize that for WMD prevention
. to be truly comprehensive, we need
= to think and act globally. So that's
why—in addition to our network of
legal attaché offices and agents
around the world—we've recently
put our first WMD coordinators
“overseas, in our offices in Thilsi and
Singapore. We also have personnel
assigned to Interpol to help it
develop an international WMD
training program like ours.

Q. What kind of work is done
overseas?

Dr. Maijidi: It runs the gamut. For
instance, several years ago, after an
interdiction of highly enriched uranium in
Georgia in the former Soviet Union, our WMD
experts performed a forensic analysis of the
material and then testified in Georgian courts.
And when-the Russian defector in London was
poisoned with a radioactive isotope in 2006,
our  WMD personnel shadowed London
Metropolitan  Police during the ensuing
investigation to develop lessons learned to help
us prepare for such a scenario here. Through it
all, we've built some strong relationships with
our global partners.

Q. What are the WMD Directorate’s plans for
the next five years? :

Dr. Majidi: The basic knowledge and material
that go into making weapons of mass
destruction is becoming more readily available
to anyone, anywhere in the world as the
Information Age matures. That's why we'll

continue to be all about partnerships_—_-!qegl!y,. - .

nationally, and internationally. We'll alsoge
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even more on threats on the horizon. For
example, we'll look at emerging developments
like synthetic biology from a preventative point
of view. By collaborating with the synthetic
biology community, we can articulate our safety
and security concerns as they relate to
weapons of mass destruction. We'll also be
improving our threat analysis capabilities to
better spot potential - WMD opportunities,
potential WMD vulnerabilities, and gaps in our
intelligence collection.

Q. What can the average citizen do to assist
law enforcement with the WMD threat?

Dr. Majidi: Keep in mind that to develop
weapons of mass destruction, you only need
two things: the material and the know-how. So
please, if you see anything suspicious or in a
place where it doesn’t belong, report it to local
law enforcement or your closest FBI- Joint
Terrorism Task Force. It could be just the tip
we need to stop something serious

Sensors printed on wetsuits detect explosives, other hazards
Source:  http://www.homelandsecuritynewswire.com/sensors-printed-wetsuits-detect-explosives-other-

hazards

UC Sand Diego researcher has successfully
printed - thick-film electrochemical sensors
directly on flexible wetsuit material, paving the
way. for nano devices to detect underwater
explosives or ocean contamination; UCSD has
a full U.S. patent pending on the technology,
and has begun talks on licensing the system to
a Fortune 500 company.

Flexible sensors printed on neoprene wetsuit
sleeve // Source: calit2.net

Breakthroughs in  nanoengineering often
involve building new materials or tiny circuits. A
professor at the University of California, San
Diego, however, is proving that he can make
materials and circuits so flexible that they can
be pulled, pushed, and contorted — even

under water — and still . keep
functioning properly.
Joseph Wang has successfully printed thick-
film electrochemical sensors directly on flexible
wetsuit material, paving the way for nano
devices to detect underwater explosives or
ocean contamination.
“‘We have a long-term interest in on-body
electrochemical ~ monitoring  for
medical and security applications,”
-said Wang, a professor in the
Department of NanoEngineering in
UC San Diego’s Jacobs School of
Engineering. “In the past three
years we've been working on
. flexible, printable sensors, and the
capabilities of our group made it
possible to extend these systems
for use underwater.”
Wang notes that some members of
“his team — including electrical-
engineering  graduate  student
Joshua Windmiller — are surfers.
Given the group’s continued
funding from the U.S. Navy, and its
* location in La Jolla, it was a‘logical
leap to see if it would be possible to
print sensors on neoprene, the synthetic-rubber
fabric typically used in wetsuits for divers
and surfers. _
A university of California-San Diego release
reports that the result is the development of
‘wearable electrochemical sensors for in situ
analysis in marine environments.” The paper,
published last month in the journal Analyst ,
was co-authored by UCSD'’s Wang, Windmiller,
and visiting scholar Gabriela Valdés-Ramirez, ..;
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from Mexico, as well as Michael J. Schdning
and Kerstin Malzahn from the Institute of Nano-
and Biotechnologies of Germany’s Aachen
University of Applied Sciences.

UCSD has a full U.S. patent pending on the
technology, and has begun talks on licensing
the system to a Fortune 500 company.

Wang's 20-person research group is a world
leader in the field of ‘printable sensors. To
prove that the sensors printed on neoprene
could take a beating and continue working,
some of Wang's colleagues took to the water.
“Anyone trying to take chemical readings under
the water will typically have to carry a portable
analyzer if they want to detect pollutants,” said
Wang, whose group is based in the California
Institute ~ for  Telecommunications  and
Information Technology (Calit2) at UCSD.
“Instead, we printed a three-electrode sensor
directly on the arm of the wetsuit, and inside
the neoprene we embedded a 3-volt battery

and electronics.”
The electrochemical sensors are-based on
applying voltage to drive a reduction-oxidation
(redox) reaction in a target threat or
contaminant — which loses or gains electrons
— then measuring the current output. The
wearable microsystem provides- a visual
indication and alert if the levels of harmful
contaminants or explosives exceed a pre-
defined threshold. It does so by mixing different
enzymes into the carbon ink layer before
printing on the fabric.: (For example, if the
enzyme tyrosinase interacts with the pollutant
phenol, the LED light switches from green
tored.)

The release notes that the electronics are
packed into a device known as a ‘potentiostat
that is barely 19 mm by 19 mm (the battery is
stored on the reverse side of the circuit board.)

In the experiments described in the Analyst
article, Wang and his team tested sensors for
three potential hazards: a toxic metal (copper);
a common industrial pollutant, phenol; and an
explosive (TNT). The device also has the
potential to detect multiple hazards. “In the
paper we used only one electrode,” noted
Wang, “but you can have an array of
electrodes; each with its own reagent to detect
simultaneously multiple contaminants.”

The researchers believe that neoprene is a
particularly good fabric on which to print
sensors because it is elastic and repels water.
It permits high-resolution printing - with no
apparent defects.

The UCSD team tested the sensor for
explosives because of the security hazard
highlighted by the 2000 attack on the USS Cole
in Yemen. The Navy commonly checks for
underwater explosives using a bulky device
that a diver must carry underwater to scan the

ship’s hull. Using the microsystem developed
by Wang and his team, the sensor printed on a
wetsuit can quickly and easily alert the diver to
nearby explosives.

Wang's lab has extensive experience printing
sensors on flexible fabrics, most recently
demonstrating that biosensors printed on the
rubber waistband of underwear can be used
continuously to monitor the vital signs of
soldiers or athletes. The researchers were
uncertain, however, about whether bending the
printed sensors under water — and in seawater
- would st let them continue
functioning properly.

In the end, even underwater, and with bending
and other deformations, the sensors continued
to perform well. “We still need to validate and
test it with the Navy,” said Wang. “Whife tre. - . é
primary security interest will be in the d_".' s
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of explosives, the Navy in San Diego bay has
also detected large concentrations of toxic
metals from the paint on Navy ships, so in
principle we should be able to print sensors
that can detect metals and
explosives simultaneously.”

Wang's work in flexible sensors grew out of
twenty years of experience with innovations in
glucose monitoring, ultimately in the form of
flexible glucose strips that now account for a
$10 billion market worldwide. Work on the
underwater sensors was supported by the
Office of Naval Research.

— Read more in Kerstin Malzahn-et al., “Wearable: electrochemical sensors for in situ analysis in
marine environments,” Analyst 136 (2 June 2011):2912-17

Natural enzyme can defend against terrorists' nerve agents
Source:http://www.homelandsecuritynewswire.com/natural-enzyme-can-defend-against-terrorists-nerve-
agents

Chemicals called organo-phosphates, found in
common household insecticides, can be just as
harmful to people as to insects. That fact did
not escape the notice of German scientists
during the Second World War, who used
organophosphates to make a collection of
deadly liquids and gases that can cause lethal
damage to the nervous system. These nerve
agents still ‘exist, and they pose a potential
threat to people around the world.

A ‘National Institute of Health (NIH) release
reports that the good news is that the United
States is working with other governments to
destroy nerve agent stockpiles. Meanwhile,
scientists are devising drugs to treat and
prevent the toxic effects of organophosphates
and related chemicals.

Biochemist Dan S. Tawfik, Ph.D., and his
colleagues at the Weizmann Institute of
Science in Rehovot, Israel are working to turn a
natural enzyme into a drug capable of breaking
down organophosphates. His research is

1995 Tokyo -sarin attack Kkilled
twelve // Source: semp.us

supported by the NIH
,  Countermeasures Against
| Chemical Threats (CounterACT)
program, which aims to enhance
_medical responsiveness. . to
chemical disasters.

‘Drugs based on Dr. Tawfik's
approach would be a valuable
addition to our nation’s ability to
-mount an effective  medical
response in the event of a chemical
emergency,” said David A. Jett,
Ph.D., the Ilead contact for
CounterACT and a program director at the
National Institute of Neurological Disorders and
Stroke (NINDS).

German, or “G-type,” nerve agents were never
deployed during the Second World War, but
they have been used for malicious ends. In
1995, a terrorist group in Tokyo releaséd the
G-type agent sarin into the subway system,
killing twelve people and causing thousands to
seek medical attention.
Although not as lethal as nerve agents,
organophosphate insecticides can be harmful
in large or prolonged doses. Moreover, they
could be released on an industrial scale,
through an act of terror or accident.

The release notes that organophosphates
attack the nervous system by inactivating an
enzyme called acetylcholinesterase (AChE).
AChE controls levels of the chemical
acetylcholine (ACh), which regulates brain
function, muscle contraction, heartbeat and

breathing. When AChE is inactivated, ACh

bombards nerve cells and muscles. A't_'-lbw T
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doses, exposure to organophosphates can
therefore cause difficulty concentrating, muscle
spasms and asthma-like symptoms. At higher
doses — such as might occur in a terrorist
attack or large-scale accident — they cause
seizures,  paralysis, respiratory failure,
and death.

There are limited drug treatments for nerve
agent exposure. Diazepam is the  only drug
currently approved for nerve agent-induced
seizures. Two other treatments — atropine and
compounds called oximes — are meant to work
as antidotes. Atropine prevents nerve and
muscle cells from responding to- ACh, and
oximes reduce ACh levels by re-activating
AChE. Unfortunately, these two drugs may not
prevent lasting damage to the nervous system,
Dr. Tawfik said.

“Atropine aims at the symptoms of nerve agent
exposure, and oximes minimize the damage
after it has already begun,” he said. “Our goal
is to develop a drug that can intercept
organophosphates before they cause damage.”
In Nature Chemical Biology, Dr. Tawfik and his
team report progress toward a drug based on
an enzyme called serum paraoxonase (PON1).
The normal business of PON1 is to break down

O-Cyclehexyl C-lsopropyl

3-Cyano-T-hydroxy-4-methylcoumarin

F (fluarine)

compounds derived from fats, but as

biochemists like to say, it is promiscuous. It
occasionally hooks up with and destroys
organophosphates. The researchers theorized
that they.could amplify this behavior to turn
PON1 into an organo-phosphate-
busting machine.
The researchers have now succeeded in
making rePON1 highly reactive against
cyclosarin; a more toxic cousin of sarin. In test
tube experiments, they show that rePON1 can
break down cyclosarin with an efficiency
100,000 times higher than that of
natural PON1.
The release notes that one drawback of
rePON1 is that it has a short time window of
effectiveness. If cyclosarin exposure was
delayed until twenty-four hours after the lab
mice received the enzyme, none of the mice
lived. By that point, the enzyme had been
almost completely cleared from their blood. To
protect people against a nerve agent attack or
accident, the enzyme needs to be hardier.
“We would like to see the enzyme sustained in
the blood for several days and ideally two
weeks,” he said. His team is collaborating with
others to tinker further. with the protein’s
chemistry and increase its longevity. There is
also hope of using rePON1
to treat people after they are
exposed to cyclosarin and
related compounds, he said.
) The release also reports that
Dr. Tawfik and his team are
working to develop a drug
that can protect against V-
type agents, a class of
organophosphate-based
nerve toxins  developed
during the cold war era. VX
is the most potent of all the
organophosphate-based
nerve agents. Less than one
drop can be lethal.

O-Pinacolvl

— Read more in Rinkoo D Gupta, “Directed evolution of hydrolases for prevention of G-type nerve
agent intoxication,” Nature Chemical Biology 7 (9 January 2011): 120-25

School
Procedures

Safety Plans Must

Include  Terrorism Response

Source:http://www.emergency-response-planning.com/blog/bid/39154/School-Safety-Plans-Must-
Include-Terrorism-Response-Procedures?utm_campaign=EmailMarketing_Weekly+Blog+Highlight_

20110801
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The process of developing a campus emergency plan to adddress terrorism can be overwhelming for
school administrations. However, the potential for terrorist attacks makes it imperative that emergency
plans include strategies to protect campuses, students, and staff. All schools should build on existing
plans, work closely with local emergency agencies, and rehearse their plans accordingly. :
Two key factors that must be considered in planning include the nature of terrorist threats and the
available warning time allotted. According to FEMA, the weapons most likely to be used by terrorists fall
into the following categories:
Conventional weapons include bombs and other explosive devices. The goal is to place inhabitants in
a protected space and/or increase the distance from the potential explosive area. The following actions
should be considered:

e Use basement areas
Move to interior hallways away from windows
Practice ‘duck and cover’ drill
Shut off gas utilities
Evacuate students and staff
Release students to parents/guardians

Chemical weapons may be poisonous gases, liquids, or solids. The following actions should be
considered:
e Secure doors/windows
o Turn off all ventilation, including furnaces,
air conditioners, vents, and fans
e Seek shelter in an internal room
e Make decisions based on reliable
information from public safety officials on
the location.of the chemical release and
wind speed and direction
o Develop reunification procedures that
minimize the penetration of airborne
substances
e Communicate with medical personnel
(intervene as appropriate or instructed)

Biological agents are organisms or toxins that
have the potential to incapacitate people, livestock,
and crops. They can be dispersed as aerosols,
airborne particles or by contaminating food and
water. These agents may not cause symptoms for
days or weeks following an exposure. The following
actions should be considered:

o Mitigate exposure (includes getting
everyone into buildings)

e Secure avenues of penetration to include
closing doors/windows and shutting down
the heating ventilation, and air
conditioning systems

e Develop reunification procedures that mitigate risks

¢ Develop a recovery plan inflight of the highly contagious nature of these weapons

e Communicate with medical personnel

Nuclear weapons have special considerations, given the potential exposure to radiation. The

overarching concern is to get individuals to a protected space or to increase the distance from the blast

area: FEMA recommends taking shelter immediately as the three protective factors include d|stance

shielding, and time. Issues for consideration include, but are not limited to:
e Potential magnitude
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Emotional implications
Contamination
Casualties
Unavailability of emergency resources
Need for long-term sheltering
Hazard analysis (proximity to nuclear power plant, military installation, chemical plants)
Identification of at-risk persons or populations
Safe evacuation procedures and routes

¢ Short-term and:long-term recovery ' '
It is essential that the roles and responsibilities of educators, law-enforcement, fire officials, and other
first responders are clearly described, reviewed, and updated. Communication procedures should detail
methods of information distribution, including social media tools, between those on and off the site,
parents, emergency responders, the community, and the media.

NOTE: Download the full guide (2003 Emergency Planning Guidelines for Local School Systems and
Schools) from the Newsletter's website (‘CBRNE-CT Papers” section)

New Multi-Threat Portable Gas-Detection Monitors Now

Available Following Extensive Field Testing
Source:http://www.marketwire.com/press-release/new-multi-threat-portable-gas-detection-monitors-
now-available-following-extensive-field-1543001.htm

RAE:- Systems Inc. today announced its new
portable MultiRAE instruments with unmatched
sensor versatility have been field tested in
responder, government and  industrial
environments, and are now available
worldwide. The new MultiRAE monitors reliably
give safety professionals unprecedented
visibility and control of chemical and radiation
threat data to enhance safety for workers,
responders and the people they protect.

The "MultiRAE family of portable “multi-threat

HI.III:IRM.E" MultiRAE

e

.

= =~ d

monitors - combines  optional - - wireless
functionality ~ with  best-in-class  detection
capabilities for continuous monitoring of toxic
and combustible gases, volatile organic
compounds, and radiation. The new MultiRAE
monitors help reduce operation downtime,
increase safety and improve incident-response
times.

The new instruments were field tested in a
range of environments worldwide, including oil
and gas facilities and other industrial sites, U.S.
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National Guard Civil Support Teams, and
firefighting and HazMat teams, including the
Aurora Fire Department in lllinois.

"During our testing of the new MultiRAE, we
found the instrument to be easy to read and
use, and extremely adaptable in meeting more

of our threat-detection needs in one portable
instrument," said Don Davids, battalion chief
for the Aurora Fire Department and co-chair for
the Hazardous Materials Steering -Committee
for MABAS-lllinois. "With protection for up to
six threats at a time, we can get gamma
radiation, a PID and four-gas detection in one

unit instead of carrying three different devices
downrange."

Six Threats, One Instrument ;

The MultRAE monitors are the world's first
wireless multi-threat instruments that can be
configured to detect and monitor more than
300 volatile organic compounds (VOCs),
gamma radiation, 55 combustible gases and
vapors, and 25 specific toxic gases -- up to six
threats at a time -- all in a single, highly
versatile monitor.

The MultiRAE monitors provide both personal-
and point-detection capabilities for -a- broad
range of applications, including HazMat
response, military, homeland security, and
industrial safety and industrial hygiene.

When deployed on RAE Systems' Dedicated
Wireless Network, MultiRAE instruments use a
five-way notification system for gas, radiation
and man-down alarms to provide immediate
and unmistakable on-scene alerts while
warning safety officers at a remote command
center. - :

Availability

Non-wireless versions of the MultiRAE family of
instruments, complete with all sensor options,
are available now and can be purchased
through authorized RAE Systems' distributors.
Wireless-enabled versions of the MultiRAE
monitors are expected to be available later this
year. Non-wireless versions of the MulitRAE
family can be updated to include wireless
functionality with the purchase of a factory
upgrade when it's available later this year.

Chemical Weapons Terrorism on eBay
Source: http://www.mediastory.net/2011/07/chemical-weapons-terrorism-on-ebay/

Norwegian terrorist Anders Breivik purchased most of the material he
used in this attacks on .. eBay! Although he was under surveillance by
the Norwegian security services, Anders managed to purchase chemical
| - products that he used to manufacture the explosives.

According to a few sources, most materials used in the Oslo, Norway
attack and in the massacre on the Utoya island were purchased on
eBay and from multiple manufacturers in the United Kingdom.
Breivik's online purchases caused no suspicions, although the man was
monitored by the secret service for four months after he purcgis T

" L
&t 4
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chemical fertilizer from Poland.

Investigators announced that Anders Breivik initially had a more ambitious plan: he planned to commit
multiple attacks using trap cars and his targets would have been the headquarters of the Labor Party
and the Royal Palace.

However Breivik created only one bomb because he lacked the required materials. Bre|V|k was
questioned by the police for 10 hours and he told investigators that he initially had multiple targets.
According to the Oslo Chief of Police, Anders was calm and he cooperated with the investigators. The
final conclusions of the investigation will be presented in a few weeks. The two psychiatrists tasked with
verifying Breivik's mental health are to file a report on November 1. His trial will probably start next year.

US Department of Defense Contract Award for Avon Filters
Source: http://www.avon-protection.com/

Avon Protection has announced (8 Aug 2011) that it has been awarded a 3 year IDIQ (indefinite delivery
indefinite quantity) contract from the US Department of Defense for the continued supply of M61 filters
for use with Avon’s M50 respirator.

L
The maximum contract value is approximately $38 million with an initial order value of $11 m|II|on wh|ch
Avon expects to fulfill in this financial year.

Commenting on the news, Peter Slabbert, Chief Executive said: “As we
anticipated when investing in additional production capacity in

growing demand for consumable filters as increasing numbers of
Avon mask systems are supplied and issued to the troops in the field. As the sole source
supplier of this unique conformal filter, we believe this growth will continue. ”
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The Secret Behind NIST's New Gas Detector? Chirp Before

Sniffing

Source: http://www.nist.gov/pml/div685/chirp-051011.cfm

Trace gas detection, the ability to detect a
scant quantity of a particular molecule—a whiff

Terahertz

0 50
nanoseconds

different trace gases at very fast rates and with
high sensitivity,” says NIST chemist Kevin
Douglass. “It's also built from off-
. the-shelf technology that you can
carry in your hands. We feel it has
great commercial potential.”
The key to the new sensor is the
use of radiation at ‘“terahertz”
. frequencies—between infrared and
microwaves. Terahertz waves can
make gas molecules rotate at rates
unique to each type of gas, which
implies the waves hold great
- promise for identifying gases and
measuring how much gas is

100 present. The NIST team has

developed the technology to rotate

Graph shows the NIST detector’s linear increase in frequency as
a function of time, sweeping from 550-561 Gigahertz in

the molecules “in phase’—imagine
synchronized swimmers—and

frequency over 100 nanoseconds. Click on the image to see an detgct the  spinning molecules
animation of the process, slowed to 5 seconds and using an audio €asily as they gradually fall out of

chirp as an analogy to the terahertz chirp.

phase with each other.

Credit: Douglass, NIST A major hurdle the new technology

of formaldehyde or a hint of acetone—in a vast
sea of others, underlies many important
applications, from medical tests to air pollution
detectors to bomb sniffers. Now, a sensor
recently developed* at the National Institute of
Standards and Technology (NIST) that is
hundreds of times faster and more sensitive
than other similar technologies may make such
detectors portable, economical - and fast
enough to be used everywhere.

According to the NIST investigators, the new
sensor overcomes many of the difficulties
associated with trace gas detection, a
technique also used widely in <dndustry to
measure contaminants and ensure quality in
manufacturing. A trace level of a particular gas
can indicate a problem exists nearby, but many
sensors are only able to spot a specific type of
gas, and some only after a long time spent
analyzing a sample. The NIST sensor,
however, works quickly and efficiently. “This
new sensor can simultaneously detect many

" overcomes is that it is now possible
to look at nearly all possible gas

molecules instantly using terahertz
frequencies. Previously, it was necessary to
expose molecules to a vast range of terahertz
frequencies—slowly, one after  ahother.
Because no technology existed that could run
through the entire frequency band quickly and
easily, the NIST team had to teach their off-the-
shelf equipment to “chirp.” ,
“The sensor sends a quick series of waves that
run the range from low frequencyto high, sort
of like the ‘chirp’ of a bird call,” says Douglass.
“No other terahertz sensor can do this, and it's
why ours works so fast. Teaching it to chirp in a
repeatable way has been one of our team’s
main innovations, along with the mathematical
analysis tools that help it-figure out what gas
you're looking at.”
The NIST team has applied for a patent.on its
creation, which can plug into a power outlet
and should be robust enough to survive in a
real-world working environment.

— E Gerecht, K.O. Douglass and D.F. Plusquellic. Chirpéd-pulse terahertz spectroscopy for

broadband trace gas sensing. Optics Express, April 22, 2011, Vol. 19, Issue 9, pp. 8973-8984 (2011

f
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New chemical protection suit
Drager CPS 7900

Source:http://www.draeger.com/UK/en/products/personal_protection/body/gastight_suits/cre_c

ps_7900.jsp

The gas-tight suit Drager CPS 7900
provides excellent protection against
industrial chemicals, biological agents, and
other toxic substances. Its innovative
material qualifies the CPS 7900 equally
well for work in explosive areas and for
handling cryogenic substances.

The chemical protective suit Drager CPS
7900 was developed to protect its wearer
when handling toxic or hazardous materials
and to provide much needed support for a

variety of dangerous - tasks. The suit
material D-mex offers unique resistance to
various substances as: well excellent
protection against mechanical effects,
liquefied gases, and flash fires. The Dréager
CPS 7900 meets and exceeds the
requirements of international standards of
fire departments, search and rescue
organizations, and industry for reusable
protection suits.

The suit's innovative and unique material
D-mex™ - consists of five layers. An
especially sturdy elastomer layer as well as
a barrier layer resistant to chemicals is on
the inside as well as the outside. This
allows the suit to retain its full protective
capacity even when the material on the
outside becomes damaged. Its electrostatic
properties make it possible to use the suit
in all explosive areas. If a spark occurs in
spite of this remarkable fabric, the flame-
retardant and self-extinguishing material
protects its wearer from serious burns. The
flexibility of D-mex™ even makes it
possible to handle liquefied gases such as
ammonia at a contact temperature of -
80°C.

The chemical protective suit reduces the
stress during the already difficult work in
hazard zones and danger areas. With its
new, ergonomic cut and five available
sizes, the suit offers its wearers with a
body height of 1.50 m to 2.10 m the highest
degree of mobility during a wide variety of
activities and tasks. Moreover, the clearly
lighter weight and better drape of the suit
material adjusts to the wearer's movements
and offers the full range of flexibility.
Innovative materials and new service
concepts made it possible to significantly
reduce time and expenses for regular
testing and expenses. In addition, the suit
can be easily cleaned and disinfected. This

means the time and expense spent.over - -
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the 15 years of service life of the suit is
much less.

hazardous atmospheres. The route to the
deployment location and the

CHEMICAL TESTS

Chemical Breakdown time inmin*  Chemical Breakdown time in min*  Chemical Breakdown time in min*
Acetone >540 Ethyl acetate >540 Sarin (GB)** >1440
Acetonitrile >540 Ethylene oxide >540 Sodium hydroxide 40% >540
Ammonia >540 Hydrogen chloride ~ >540 Soman (GD)** >1440
1,3-Butadiene >540 Lewisite (L)* >180 Sulfuric acid 96% >480
Carbon disulfide ~ >540 Methanol >540 Tetrachlorethylene ~ >540
Chlorine >540 Methyl chloride >540 Tetrahydrofuran >540
Dichloromethane 540 Mustard gas (HD)** 1440 Toluene >540
Diethylamine >540 n-Heptane >540 VX >1440

* breakthrough time according to EN 943 Part 2.
** breath through time according to FINABEL 0.7.C

A continuously updated database is available to stay informed about chemical resistances and decontamination processes.

Accessories are available to customize the
chemical protective suit to meet your
specific needs and requirements, thereby
expanding your range of application
options. Including pressure gauge holder,
height adjustment, anti-fog visor and D-
Connect. :

&)

it comes to runs involving toxic materials or

Breathing air is a scarce commodity when

decontamination location must be bridged.
The actual tasks must be completed. This
is followed by a careful decontamination so
that suits can be removed. The amount of
air available in a compressed air breathing
apparatus often is insufficient to cover both
activities.- For this reasonthe suit can be

pass

thrus.

equipped with optional
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1st Detect receives U.S. patent for chemical detector
Source: http://www.1stdetect.com/PR_1st_Detect_Patent_Issued.pdf

A portable mass spectrometry detector,
capable of detecting residues and vapors from
explosives, chemical warfare agents, toxic
chemicals, food and beverage contamination,

illicit drugs and pollution, is awarded U.S.
patent

Austin, Texas-based 1st Detect Corporation, a
subsidiary of Astrotech Corporation, said
yesterday that that the U.S. Patent and
Trademark Office (USPTO) has issued a
patent for the company’s method to drive a
mass spectrometer ion trap used for chemical
detection and identification.

‘We are extremely pleased that the USPTO
has issued this highly significant patent
covering our unique ion trap technology,” said
John Porter,the company’s CEO. “We continue
to make considerable . progress in our
development of the 1st Detect Miniature
Chemical Detector (MCD) and this patent is an
important - component of our intellectual
property portfolio.”

The patent, entitled “Driving a Mass
Spectrometer lon Trap or Mass Filter,”
represents an  important  technological
advantage for 1st Detect.

‘The technology protected by this patent
supports our objective ‘to offer the most
affordable,  high  performance  mass
spectrometer for both laboratory and field
applications,” added David Rafferty, the
inventor of the patent (U.S. 7,973,277) and
president of the Company.

1st Detect Corporation has developed the
Miniature - Chemical Detector, a product that
offers lab performance mass spectrometry in a
small, portable package. The company says
the capabilities of the instrument makes MCD a
suitable detection tool for a variety of
applications, including security, industrial and
healthcare markets.

The company says that Miniature Chemical
Detector is capable of detecting residues and
vapors from explosives, chemical warfare
agents, toxic chemicals, food and beverage

contamination, illicit drugs and pollution - 8 - b
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The 1st Detect Chemical Detector offers the mass range, low detection limit, MS" capability
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capabilies and performance of a large and a membrane inlet in a low power portable
laboratory mass spectrometer, including a wide instrument.
o Weight:

o 121Ib/6kgon 12/24 VDC or 110 /220 VAC
o 151b /7 kg on supplied battery
e Mass Range: 10 — 450 amu
e Chemicals Detected (examples):
o CWAs: GA, GB, VX, mustards, cyanides
o Explosives: TATP, PETN, TNT, DNT, RDX
o TICs per NIJ Guide 100-00 and per ITF-40
o Contraband: THC, cocaine, amphetamine
e Resolution: <1 amu
o  Detection Limit / Analysis Time:
o ppb/ng @ <5 sec operation (continuous sampling & analysis)
o ppt/pg @ < 30 sec operation (5 sec. sampling / 25 sec. analysis)
e Power Supply: 120/240VAC, 12/24VDC or supplied battery
o Low False Alarm Rate: True Mass Spectrometer (not IMS) and MSn Capability
o MS: 10x the informing power of IMS.
o MS/MS: 10000x the informing power of IMS.
o SAFETY Act

o Awarded Developmental Testing and Evaluation (DT&E) Designation from _the‘-UI..S.. ‘;_ b

Department of Homeland Security
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Libya: Securing Stockpiles Promotes Security

Fact Sheet
%, Office of the Spokesperson
A Washington, DC
“n  August 26, 2011

Libya has been a country of proliferation
concern and attention by the United States for
many years. Since the beginning of the crisis in
Libya this year, the United States has focused
on the potential that increased insecurity on the
ground could increase proliferation  risks,
including with the country’s remaining
stockpiles of uranium, chemical agents, and
conventional weapons. We have remained
intensely focused on preventing proliferation as
the crisis has evolved. Monitoring relevant
facilities and supporting Libya's efforts to
secure those arms and materials have been
and remain key priorities.

The United States has stressed the importance
of securing these materials and arms
stockpiles and has taken action to prevent their
proliferation. Secretary of State Hillary Rodham

Nuclear-Related Sites

&/ Source: http://lwww.state.gov/r/pa/prs/ps/2011/08/171101.htm

Clinton, Assistant Secretary Jeffrey Feltman,
Ambassador Gene Cretz, and  Special
Representative Chris Stevens have raised
these issues with Libya’s Transitional National
Council (TNC), which has made clear that it
recognizes the importance of securing all
proliferation-sensitive materials and weapons.
Libya is a state-party to non-proliferation
agreements, including the Nuclear Non-
proliferation Treaty, the Chemical Weapons
Convention, and the Biological Weapons
Convention. We welcome the assurances that
we have received from the TNC that Libya will
meet all of its international commitments. The
United States is supporting Libya in upholding
these obligations and stands ready to assist in
securing or safely eliminating materials and
arms that pose proliferation risks.

» Al sensitive elements of Libya’s nuclear program, including those received from the A.Q: Khan

network, were removed in early 2004.

e Libya's remaining inventory of highly enriched uranium was completely removed as of
December 2009, marking the end of a five-year effort to convert the research reactor at the
Tajura nuclear research center to run on low enriched uranium fuel. Nevertheless, we continue

to closely monitor the facility.

e We also continue to monitor Libya’s stockpile of uranium yeIIowcake This material wouId need
to go through an extensive industrial process, including enrichment, before it could be used in
a bomb. Such processes do not exist in Libya.

Chemical Agents

o All of Libya’s remaining chemical stocks - 11.3 metric tons of mustard agent
and 845 metric tons of chemical precursors — are located together in non weapons-useable

form in a remote area far removed from the fighting, inside steel containers placed within
bunkers accountable to the Organization for the Prohibition of Chemical Weapons (OPCW T

Based on all-our current information, we assess that this facility is secure. ke
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o These extremely hazardous materials are in a bulk form, and require a high-level of expertise,
sophistication, and proper equipment in order to utilize the bulk agent in a usable weapon. We
continue to monitor these materials.

o The Qadhafi regime destroyed the aerial bombs manufactured to deliver its chemical weapons
in 2004 under the supervision of international inspectors from the Chemical Weapons
Convention implementing organization, the OPCW.

Ballistic Missiles/Scuds
¢ Prior to the crisis, Libya had an estimated force of 400 aging Scud ballistic missiles, a majority
of which are assessed not to be operational.
o These missiles have a limited range of 300 kilometers.

Conventional Weapons

e Since the beginning of the crisis, we have been actively engaged with our allies and partners to
help prevent the proliferation of Libya’s conventional weapons. Our main concern is Libya’s
inventory of shoulder-fired anti-aircraft missiles, also known as Man-Portable Air-Defense
Systems (MANPADS).

o The United States is working with NATO to provide all known locations of such weapons so
that the TNC can secure and eventually dispose of these weapons.

e The United States is providing $3 million in support to two NGOs, MAG International and the
Swiss Foundation for Demining to recruit and train staff local explosive ordnance disposal
teams. The teams have been operating in the east since May, but will move to areas in
western Libya as the security situation improves. These teams also are providing assistance
and guidance to the TNC in the routine recovery of potentially unstable munitions and
classifying these for safe storage or destruction. To date teams have cleared over 450,000
square meters of land and destroyed over 5.8 tons of munitions, including five MANPADS.

o The State Department-led MANPADS Task Force has led two teams of experts to the region
where they consulted with Libya’s neighbors over ways to counter possible proliferation of
MANPADS and conventional weapons. The inter-agency teams visited Mauritania, Egypt,
Algeria, Tunisia, Mali, Morocco, Niger, and Chad.

o The State Department and other international actors have emphasized to the Transitional
National Council that the Libya’s future leaders must effectively secure MANPADS and other
conventional weapons. In early August, State Department experts met with TNC
representatives in Malta to convey concerns over potential MANPADS proliferation.

Hospital Emergency Response Teams

Triage for Optimal Disaster Response

Authors Jan Glarum, Emergency Response Consultant, Alcoa, TN, USA, Don Birou and Ed
Cetaruk

Paperback, 256 Pages
Published: DEC-2009

ISBN 13: 978-1-85617-701-6
Imprint: Butterworth Heinemann

A hospital can continue to function during a disaster or terrorist attack if a Hospital Emergency
Response Team (HERT) protects the facility by the establishing and staffing of an Emergency
Treatment Area. For the first time, here is an entire text dedicated to developing a free-standing
operational team capable of protecting the healthcare center and its employees. This unit, if properly
designed, is mobile enough to operate at a remote site, offering services to less prepared facilities. Not
only does the hospital gain operational capacity by creating such a team, it also goes a long way toward
meeting JCAHO's accreditation requirements.
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This book covers information that in an emergency is crucial to emergency medical service personnel

HOSPITAL EMERGENCY
RESPONSE TEAMS

JainGlarom  DonBirow  Edward (etarvk, ND

and hospital staff in the emergency department, nursing,
clinician, and other technical or support positions. It is also
required reading for community public safety personnel and
those charged with community-level planning, allowing them
to better understand hospital capabilities and needs in times
of disaster.

Contents

e Chapter 1: Command and Control

o Chapter 2: Assessment of Likely Mass Casualty
Events and Potential Hospital Impact Planning
Chapter 3: Personal Protective Equipment (PPE)
Chapter 4: Emergency Treatment Area
Chapter 5: Triage Principles
Chapter 6: Decontamination
Chapter 7: Special Circumstances

"...an excellent starting point for someone about to
embark on the process of building a decontamination
program in his or her facility."-Anjanette Hebert,
Director of Security and Safety, Lafayette General Medical
Center, Lafayette, LA

General Dynamics to integrate CBRN device in Army radios.
Source:http://www.homelandsecuritynewswire.com/general-dynamics-integrate-cbrn-device-army-

radios

General Dynamics C4
Systems announced last week
that it will work with U.S. Army
researchers to install wireless-
networking chips on radios that
can also detect the presence
of dangerous chemicals on
the battlefield.

The plan comes as part of the
Army's efforts to develop
advanced  infantry  radios
capable of rapid detection and
warning of chemical, biological,
radiological, and  nuclear
threats. The Army hopes that
the radios will also be capable
of mapping the hazards to

provide situational awareness and
transmit the data to those on the
battlefield as well as commanders.

The company’s chips will be embedded
in the Army’s AN/PRC-154 Rifleman
radio system.

Army Research Development and
Engineering Contracting Center officials
will negotiate a contract with General
Dynamics for its Joint Warning and
Reporting Network (JWARN)
Component Interface Device (JCID)-on-
a-Chip (JoaC).

Army officials say that General
Dynamics is the only firm capable of
integrating the chips into the radio in
eight months. i
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Innovative duct tape strategy saves hospitals time, money;

improves infection prevention

Source: http://www.sciencedaily.com/releases/2011/06/110627095644.htm

A simple roll of duct tape has proven to be an

inexpensive solution to the costly and time-
consuming problem of communicating with
hospital patients who are isolated with
dangerous infections.

A 504-bed Midwestern health system saved up
to 2,700 hours and $110,000 a year by creating
a "Red Box" safe zone, a three-foot square of
red duct tape extending from the threshold of
the door, to facilitate communication with
patients on isolation or "Contact Precautions,"
according to an abstract presented today at the
38th Annual Educational Conference and
International Meeting of the Association for
Professionals in Infection Control and
Epidemiology (APIC).

Conducted by the infection prevention team at
the Trinity Medical Center in the Quad Cities on
the lowa/lllinois border, the study revealed that
by utilizing this safe zone, their hospitals were
able to save time, money in unused gowns and
gloves, and that the quality and frequency of
communication between healthcare
professionals (HCP) and isolated patients
increased.

Typically, HCPs must don personal protective
equipment (PPE) before entering an isolated
patient's room before any type of
communication. Dressing in gowns and gloves
before each interaction is time-consuming,
costly and creates communication barriers with
patients. The study showed that HCPs could
safely enter the Red Box area without PPE for
quick communication and assessment. At
Trinity, approximately 30 percent of interactions
with patients on Contact Precautions were
performed in the Red Box.

In a satisfaction survey, 67% of healthcare
workers said that the Red Box lessened
barriers when communicating with patients.
Also, 79.2% reported that the Red Box saved
time in not having to put on and remove PPE.
The same number said healthcare workers
could assess and communicate with patients
more easily. The box also serves as an
additional visual cue to remind HCPs that they
are entering an isolation room, which is usually
only indicated by a sign outside the patient's
room.

"This is an innovative strategy that could be of
great value to other hospitals," said study
author Janet Nau Franck, RN, MBA, CIC. "It
costs as much as a roll of tape, and yet pays
off with significant savings in time, money and
increased satisfaction for both patients and
staff."

"This is a simple but very effective mechanism
to conserve resources and yet remain in touch
with the patient," said APIC 2011 President
Russell N. Olmsted, MPH, CIC. "It can serve
as a model for healthcare providers wha strive
to deliver better care and reduce costs.'!_Th‘e r
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study took place from January 2009 to

December 2010.

House introduces new biological weapons legislation
Source:http://www.homelandsecuritynewswire.com/house-introduces-new-biological-weapons-

legislation

Last Thursday lawmakers from the House
Homeland Security Committee unveiled new
legislation designed to help bolster federal
efforts to prevent bioterror attacks and the use
of other weapons of mass destruction.

Under the proposed bill, a new special
assistant to the president for biodefense would
be created. The position is tasked with guiding
national efforts to combat biological threats and
would coordinate federal agencies in crafting
and executing strategic plans.

In particular, the special assistant would be
responsible for creating a national strategy for
biosurveillance, identifying data and distributing
it to relevant federal agencies, spearheading
information sharing initiatives across federal,
state, and local law enforcement_and public
health agencies, and increasing the
government’s ability to track and respond to a
biological event.

The new position would replace DHS’s
National Biosurveillance Integration Center,
which was created in 2008 to detect
biological incidents.

The bill comes in response to many of the
recommendations made by the Commission on
the - Prevention of Weapons - of Mass
Destruction Proliferation and Terrorism, a panel
created by Congress in 2009.

The commission found that the United States
was currently unprepared for a WMD attack
and gave the Obama administration an “F” on
preparedness citing its failure to develop a

comprehensive strategy - to prevent and
respond to a biological or chemical attack.
“Weapons of mass destruction create a risk of
catastrophic consequence but they are of low
probability,” said Representative Dan Lungren
(R-California), the chairman of the Homeland
Security Cybersecurity, Infrastructure
Protection and Security
Technologies Subcommittee.

‘In such circumstances. perhaps it's not
surprising complacency and inactivity are our
biggest vulnerabilities,” he added.

Former Senator Jim Talent (R-Missouri), who
co-chaired the WMD commission, welcomed
the proposed bill and said current efforts are
‘not real time enough.”

“We cannot have confidence today we will
know an attack has occurred within the period
of time [needed] to respond,” he said.

Talent also pointed out that the new special
assistant position was critical as someone “with
clout and the ear of the president” needed to
be in place to continue to spur the White House
and Congress to address urgent WMD issues.
The legislation was formally introduced on
Friday by Representatives Bill Pascrell (D -
New Jersey) and Peter King (R — New- York).
The bill is called the “WMD Prevention and
Preparedness Act of 2011” and Senator Joe
Lieberman (I-Connecticut) says he plans to
introduce a similar piece of legislation in the
Senate soon.

Singapore Health Sciences Authority Approves Emergent

BiaoSolutions Anthrax Vaccine, BioThrax
Source: http://www.medicalnewstoday.com/releases/229572.php

Emergent BioSolutions Inc. announced today
that the Singapore Health Sciences Authority
(HSA) has approved: Emergent's product
license application for the marketing and sale
of BioThrax® (Anthrax Vaccine Adsorbed) in
Singapore. BioThrax is the only vaccine
licensed by the U.S. Food and Drug
Administration (FDA) to protect against anthrax
infection.

ANTHRAX

WWW VACCING

ADSORBED

"Emergent is pleased with this development as
it continues to grow its presence in the Pacific
Rim," said'Daniel J. Abdun-Nabi, president and
chief  operating officer of Emergent
BioSolutions. "With HSA approval of BioThrax,
we look forward to initiating discussions with
the government of Singapore, as well as other
allied governments that recognize: HSA

registered products such as Brunei, to-help -
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protect their constituents against the threat of
anthrax as a biological weapon."

HSA.is the statutory board of the Singapore
Ministry of Health that administers the country's

complementary medicines, medical devices
and other health products. Its vision is to be the
leading innovative authority that protects and
advances. national health and = safety in
Singapore.

regulatory framework for pharmaceuticals,

About BioThrax

BioThrax is the only FDA-licensed vaccine for the prevention of anthrax infection. It is indicated for
the active immunization of adults who are at high risk of exposure to anthrax. BioThrax is manufactured
from a culture filtrate, made from a non-virulent strain of Bacillus anthracis. To date, Emergent has
delivered over 42 million doses of BioThrax to the U.S. government and continues to deliver additional
doses under active procurement contracts. Since 1998, over 10 million doses have been administered

to more than 2.5 million military personnel.

New Discovery In Battle Against Plague And Bacterial

Pneumonias

Source: http://lwww.medicalnewstoday.com/releases/229790.php

Researchers from the Smiley lab at the
Trudeau Institute have now identified a single
component of the plague causing bacterium
that can be used as a vaccine. This single

"subunit" could potentially be used to create a
safer form of a T cell-stimulating plague
vaccine. The new data is featured in the July
issue of The Journal of Immunology. "To date,
there has been little progress in the
development of safe and effective vaccines for
plague or similar bio-weapons," said Dr.
Stephen Smiley, a leading plague researcher
and Trudeau Institute faculty member. "Our
data identifies a single component of the
plague causing bacterium seen by T cells. This
could be a key discovery as we seek to
develop a plague vaccine."

The lab envisions that this subunit might be
added to others already being studied for their
ability to induce antibody responses. Together,
these multiple subunits might safely induce
both antibody and T cell responses, thereby
better combating plague. According to Dr.
Smiley, there is no licensed plague vaccine in
the United States. Together with postdoctoral
associate Jr-Shiuan Lin, he is working to
develop a vaccine that will protect members of
the armed services and public from a "plague
bomb."

Plague is caused by Yersinia pestis, arguably
the most deadly bacteria known to man.
Yersinia pestis (photo) infections of the lung,
known as pneumonic plague, are extremely
lethal and usually lead to death within a week
of infection. This could be a major discovery in
the ongoing battle between scientists working
to develop a vaccine to protect against plague
and the terrorists who seek to use plague as a
weapon. Many of the highest priority bio-terror
concerns are caused by bacteria that acutely
infect the lung. These include anthrax,
tularemia and plague. Most of the plague
vaccine candidates that have been studied aim
to stimulate B cells to produce plague-fighting
antibodies. However, animal studies suggest
that antibodies may not be enough to protect
humans from pneumonic plague. The Smiley
laboratory has shown that T cells can also-fight. - :
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an immunization with an experimental vaccine
stimulates the production of T cells that provide
partial protection against pneumonic plague.
This .vaccine consisted of a live but weakened
version of the plague causing bacterium.

Live vaccines are often effective, but they can
be difficult to license because they have the
potential to grow within immunocompromised
recipients and inadvertently cause disease.
Additionally, Dr. Smiley believes these studies

How The Immune System
Infections

Autumn-2011 125

may help us learn to combat other kinds of
pneumonia: "Bacterial pneumonia is one of the
most common causes of death in hospitals
and, like plague, many of these pneumonias
are caused by bacteria that we may need to
combat with both antibodies and T cells." Dr.
Smiley's studies are funded by the Trudeau
Institute and grants from the National Institutes
of Health.

Fights Back Against Anthrax

Source: http://lwww.medicalnewstoday.com/releases/228791.php

Scientists at the University of California, San
Diego School of Medicine and Skaggs School
of Pharmacy and Pharmaceutical Sciences
have uncovered how the body's immune
system launches its survival response to the
notorious and deadly bacterium anthrax. The
findings, reported online today and published in
the June 22 issue of the journal Immunity,
describe key emergency signals the body
sends out when challenged by a life-
threatening infection.

Exposure to anthrax NH2
often proves deadly. //N =
The anthrax

CH OH

bacterium can invade
immune cells called
macrophages  and
release potent - toxins

0CHzo P 0—

the alarm and develop ‘a survival strategy.
Remarkably, the key signalling molecule
involved in the survival respense is adenosine
triphosphate or ATP (photo), a basic currency
of energy transfer used by all organisms. "The
warning alarm  sounded during anthrax
infection is elegant, complex and can be
effective in slowing spread of the pathogen,"
said Michael Karin, PhD, distinguished
professor of pharmacology and senior author of
the study.

Karin explained that ATP is
released from
OH  om macrophages infected and
| | poisoned  with  anthrax
P—O0—P—oH | toxins through a special
c”) y) channel in the  cell
membrane. This ATP is

that paralyze key HO OH then sensed by a receptor
biochemical o on a second macrophage,
pathways,  causing adenosine triphosphate (ATP) which  assembles  and

rapid cell death.
Unchecked, the
process may
completely  collapse
the body's immune
defenses,  allowing
the  bacteria  to
proliferate, and
ultimately lead to
septic shock and high
mortality.

The researchers discovered that the fight
against invading anthrax bacteria begins with
the first infected cell. They found that initially
impacted macro-phages immediately
communicate with other immune cells to sound

¢ 4

activates a complex of
molecules known as the

inflammasome. The
inflammasome then
releases into the

bloodstream an immune-
activating molecule known
as interleukin-1beta (IL-
1beta),  which  alerts
macrophages throughout
the body to mobilize and increase their
resistance to anthrax-induced cell death.

Researchers confirmed the importance of this
complex signal transduction pathway in fighting
anthrax in a series of experiments usm9 =
genetically altered mice or |nh|b|tor dru__ oed
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Whenever the researchers interfered with the
ATP channel, the ATP receptor, inflammasome
proteins or the IL-1beta molecule, they found
that . the macrophages could not survive,
anthrax bacteria grew unchecked or the
infected mouse died rapidly. They also noted
that the immune response pathway responded
only to the most dangerous bacterial
pathogens. Infections using a mutant anthrax
bacterium lacking the deadly toxins did not set
off the alarm system in test animals.

"We hope these findings can be exploited for
the design of new treatments to help the body
combat serious bacterial pathogens,! said
Victor Nizet, MD, professor of pediatrics and
pharmacy, whose infectious disease research
laboratory contributed to the study. "Supporting
the survival of macrophages and preserving
their immune function may buy patients
precious time until antibiotic therapy is brought
on board to clear the infection."

Nano detector spots deadly anthrax
Source: http://www.eurekalert.org/pub_releases/2011-07/ip-ndf070611.php

An automatic and portable detector that takes
just fifteen minutes  to analyze a sample
suspected of contamination with anthrax is
being developed by researchers in the United
States. The technology amplifies any anthrax
DNA present in the sample and can reveal the
presence of just forty microscopic cells of the

not integrate sample preparation and so are
not as convenient as a single detector unit
would be.
EurekAlet, citing Inderscience publishers,
reports that Nathaniel Cady of the College of
Nanoscale Science and Engineering (CNSE) of
the University at Albany and colleagues there
and at Cornell University, writing in
the International  Journal  of
Biomedical  Nanoscience  and
Nanotechnology this month, explain
how they have constructed
nanofabricated fluidic cartridges
that can be used to carry out
detection of anthrax. The device is a
so-called “lab-on-a-chip” device,
1 or more properly a 3D microfluidic

network that centains
nanofabricated pillar structures.

= ﬂ i -
k . hon,
\ . The device has fluidic inputs for
L i‘im adding sample and reagents,

deadly bacteria Bacillus anthracis.

B. anthracis, commonly known as anthrax, is
a potentially lethal microbe that might be used
intentionally  to infect = victims  through
contamination of food and water supplies,
aerosolized particles, or even dried powders,
such'as those used in bioterrorist attacks in the
United States in fall 2001. Detection is crucial
to preventing widespread fatalities in the event
of an anthrax attack.

The complexity of the microbe’s biology have
so far made it difficult to build a portable
system that can be employed quickly in the
field. That said, there are several systems
available that use PCR to amplify a particular
component of the genetic material present in
anthrax and then to flag this amplified signal.
These systems are fast and sensitive but do

removing waste, for carrying out DNA
purification, and critically an integrated
chamber for amplifying only the target DNA in
the sample using the polymerase chain
reaction (PCR) system. The chip also contains
a wave guide for the fluorescence-based
identification of the amplified DNA and thus the
target microbe. Importantly, the system works
without manual intervention other than loading
a droplet of sample into the detector.

“The average time required for DNA purification
during these experiments was approximately
15 min, and when combined with real-time
PCR analysis, this resulted in an average time
to detection of 60 min,” the team says. The
system can detect as few as forty B. anthracis
cells. “Due to its small size and low power

requirements, this system can be, further. -

www.cbrne-terrorism-newsletter.com -




CBRNE-Terrorism Newsletter < Autumn-2011 127

developed as a truly portable, hand-held

device,” the researchers conclude.

— Read more in Nathaniel C. Cady et al., ““PCR-based detection of Bacillus anthracis using an

integrated microfluidic platform,” International

Nanotechnology 2, no. 2 (2011): 152-66

Journal of Biomedical Nanoscience and

Natural antibody brings universal flu vaccine closer
Source:http://www.homelandsecuritynewswire.com/natural-antibody-brings-universal-flu-vaccine-

closer?page=0,1

Annually changing flu vaccines with their hit-
and-miss effectiveness may soon give way to a
single, near-universal flu vaccine, according to
a new report from scientists at the Scripps
Research  Institute and  the  Dutch
biopharmaceutical company Crucell. They
describe an antibody which, in animal tests,
can prevent or cure infections with a broad
variety of influenza viruses, including seasonal
and potentially pandemic strains. The finding,
published in the journal Science Express on 7
July 2011, shows the influenza subtypes
neutralized with the new antibody include
H3N2, strains of which killed an estimated one
million people in Asia in the late 1960s.
“Together this antibody and the one we
reported in 2009

have the potential

to protect people
against most
influenza viruses,”

said lan Wilson,

who is the Hansen
Professor of
Structural  Biology .
and a member of

the Skaggs Institute

for Chemical
Biology at Scripps Research, as well as senior
author of the new paper with Crucell's chief
scientific officer Jaap Goudsmit.

A Scripps Research Institute’s release reports
that Wilson’s laboratory has been working with
Crucell scientists since 2008 to help them
overcome the major shortcoming of current
influenza vaccines: They work only against the
narrow set of flu strains that the vaccine
makers predict will dominate in a given year, so
their effectiveness is temporary. In addition,
current influenza vaccines provide little or no
protection against unforeseen strains.

These shortcomings reflect a basic flu-virus
defense mechanism. The  viruses come
packaged in. spherical or filamentous
envelopes that are studded with mushroom-

shaped hemaglutinin (HA) proteins, whose
more accessible outer structures effectively
serve as decoys for a normal antibody
response.: “The outer loops on the HA head
seem to draw most of the antibodies, but in a
given strain these loops can mutate to evade
an antibody response within months,” said
Wilson. Antiviral drugs aimed at these and
other viral targets also lose effectiveness as flu
virus populations evolve.

“The major goal of this research has been to
find and attack relatively unvarying and
functionally important structures on flu viruses,”
said Damian Ekiert, a graduate student in the
Scripps Research Kellogg School of Science
and Technology who is working in the Wilson
laboratory.  Ekiert  and
Crucell’'s Vice President for
Antibody Discovery Robert
H. E. Friesen are co-first
authors of the Science
Express report.

By sifting through the blood
of people who had been
immunized with flu vaccines,
Goudsmit and his colleagues
several years ago discovered
an antibody that bound to
one such vulnerable structure. In mice, an
injection of the antibody, CR6261, could
prevent or cure an otherwise-lethal infection by
about half of flu viruses, including H1 viruses
such as H1N1, strains of which caused deadly
global pandemics in 1918 and 2009.

The Crucell researchers approached Wilson,
whose structural biology lab has world-class
expertise at characterizing antibodies and their
viral targets. Ekiert, Wilson, and " their
colleagues soon determined the three-
dimensional molecular structure of CR6261
and its binding site on HA, as they reported in
Science in 2009. That binding site, or “epitope,”
turned out to be on HA’s lower, less-accessible
stalk portion. The binding of CR6261 to. thgt - -
region apparently interferes with flu vig8 ¢ nl
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ability to deliver their genetic material into host
cells and start a new infection. That antibody is
about to begin tests in human volunteers.

The .release notes that Crucell researchers
subsequently searched for an antibody that
could neutralize some or all of the remaining flu
viruses unaffected by CR6261, and recently
found one, CR8020, that fits this description.
As the team now reports in the Science
Express paper, CR8020 powerfully neutralizes
a range of human-affecting flu viruses in lab-
dish tests and in mice. The affected viruses
include H3 and H7, two subtypes of great
concern for human health that have already
caused a pandemic (H3) or sporadic human
infections (H7).

As with the CR6261 project, Ekiert and
colleagues were able to grow crystals of the
new antibody bound to an HA protein from a
deadly strain of H3N2, and to use X-ray
crystallography techniques to determine the
antibody’s structure and its precise epitope on
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the viral HA protein.

‘It's even lower on the HA stalk than the
CR6261 epitope; in fact it's closer to the viral
envelope .than any other influenza antibody
epitope we've ever seen,” said Ekiert.

Crucell is about to begin initial clinical trials of
CR6261 in human volunteers, and the
company expects eventually to begin similar
trials of CR8020. If those trials succeed, aside
from a vaccine the two antibodies could be
combined and used in a ‘“passive
immunotherapy” approach. “This would mainly
be useful as a fast-acting therapy against
epidemic or pandemic influenza viruses,” said
Wilson. “The ultimate goal is an active vaccine
that elicits a robust, long-term antibody
response against those vulnerable epitopes;
but developing that is going to be a
challenging task.” '
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A Highly Conserved Neutralizing Epitope on Group 2 Influenza A Viruses

Damian C. Ekiert!, Robert H. E. Friesen?, Gira Bhabha!, Ted Kwaks2, Mandy Jongeneelenz, Wenli
ul, Carla Ophorst2, Freek Cox2, Hans J.W.M. KorseZ, Boerries BrandenburgZ, Ronald Vogels?, Just
P.J. Brakenhoff?, Ronald Kompier?, Martin H. Koldijk2, Lisette A.H.M. Cornelissen?, Leo L. M.
Poon#, Malik Peiris2, Wouter Koudstaal?, lan A. Wilsonl 2, Jaap Goudsmit2

1Department of Molecular Biology, The Scripps Research Institute, 10550 North Torrey Pines Road,
La Jolla, CA 92037, USA.

2Crucell Holland BV, Archimedesweg 4-6, 2301 CA Leiden, The Netherlands.

3Central Veterinary Institute, Wageningen University, Lelystad, the Netherlands.

“Department of Microbiology, The University of Hong Kong, Queen Mary Hospital, Hong Kong
Special Administrative Region, People's Republic of China.

5The Skaggs Institute for Chemical Biology, The Scripps Research Institute, 10550 North Torrey
Pines Road, La Jolla, CA 92037, USA.

Abstract

Current flu vaccines provide only limited coverage against seasonal strains of influenza viruses. The
identification of V41-69 antibodies that broadly neutralize almost all influenza A group 1 viruses
constituted a breakthrough in the influenza field. Here, we report the isolation and characterization of a
human monoclonal antibody CR8020 with broad neutralizing activity against most group 2 viruses,
including H3N2 and H7N7, which cause severe human infection. The crystal structure of Fab CR8020
with the 1968 pandemic H3 hemagglutinin (HA) reveals a highly conserved epitope in the HA stalk
distinct from the epitope recognized by the Vi11-69 group 1 antibodies. Thus, a cocktail of two antibodies
may be sufficient to neutralize most influenza A subtypes and, hence, enable development of a
universal flu vaccine and broad-spectrum antibody therapies.
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Satellites could predict next cholera outbreak
Source: http://www.homelandsecuritynewswire.com/satellites-could-predict-next-cholera-outbreak

With" cholera making an unlikely resurgence,
catching countries like Haiti and Pakistan by
surprise, public health officials are exploring
the potential for new technology to help stem
the spread of future outbreaks. The threat from
cholera has been largely reduced, but the
disease still poses a significant threat to many
communities. Each year the disease affects
three to five million people and claims more
than 100,000 lives.

Most recently, cholera has begun to plague
Haiti and Pakistan once more. The two
countries had not seen a case of the disease in
at least a century. Cholera causes extreme
diarrhea and those infected face a 50 percent
chance of death due to dehydration if they do
not receive immediate treatment.

To combat cholera  outbreaks,
researchers believe that satellite images
of the world’s oceans could help
forecast when a cholera outbreak is
likely to strike.

Image: NASA

Shafiqul Islam, an environmental
engineering and water diplomacy expert
at Tufts University, and a team of
scientists recently published a study in
Water Resources Research .that
examines how large-scale
environmental conditions can affect the
initiation, transmission and propagation
of cholera.

Islam’s team examined data from
cholera outbreaks in Bangladesh’s
Bengal Delta and found two annual
peaks in cholera cases that occurred in
the spring and fall. They found that the
first spike seemed result from “low flow,” where
long term drought conditions led to a mix of salt
and fresh water off the Bangladeshi coast.

The bacteria that causes cholera thrives in
these brackish conditions and can rapidly
multiply in a few months. The bacteria’s growth
is particularly quick if there is an algae bloom
as zooplankton feeding on algae carry the
bacteria. Once in the water, cholera can easily
enter a coastal city through seafood or
drinking water. :

In the Bengal Delta, after the initial outbreak
has begun to wane, .heavy rains and flooding

: professionals enugh time to ge ready.” “If you

from the area’s monsoon season revives and
spreads cholera inland. Areas with poor water
and sewer systems are often hit the hardest.

Based on these findings, Islam believes that
the conditions that lead to cholera outbreaks
can be applied to areas beyond Bangladesh.

Using satellites to identify the chlorophyll laden
phytoplankton in the Earth’s oceans, which
zooplankton that carry the cholera bacteria
feed on, researchers can develop prediction
models that can forecast cholera outbreaks as
far as two to three months in advance. “If you
want to make predictions; three days or even
three weeks in advance is not enough,” Islam
said. “You.need at least two to three months in
order to warn the public and allow

4,

g T ™

can use this information to make a prediction,
then you can mobilize the necessary
resources,” he said.

As evidence Islam points to Haiti, which
suffered a cholera outbreak following the
devastating earthquake that struck the country
in January 2010. More than 6 percent of those
initially infected in Haiti eventually died from the
disease. In contrast, only 0.1 percent of victims
die in Bangladesh.

Islam says that if Haiti had a few months

warning to prepare, the effect of the epidemre. ‘;_ L

R 2
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would have been far less severe as the effects
of the disease can be mitigated with a simple
solution of clean water with some sugar
and salt.

Islam added that satellite monitoring will
become even more crucial in the future as

climate change models project increased
drought and more severe flooding. ‘If these
models are correct, then cholera will get more
intense,” he said.

Concerns over third outbreak of AIDS in Iran
Source: http://www.terrorism-info.org.il/site/home/default.asp

Dr. Abbas Sedagat, the head of the AIDS
Department of the Health Ministry, issued a
warning about a third outbreak of AIDS in Iran,
primarily among women and young people.
Sedaqgat noted an increase in the number of
people who have .contracted the disease
through unprotected sex, as well as in the rate
of infection among women. He reported that a
third strategic program for combating AIDS will
soon be approved by the Supreme Council for
Health and Nutrition Safety. The program
emphasizes fighting the spread of AIDS
through unprotected sex and inappropriate use
of psychotropic substances, given the change
in the dynamics of AIDS transmission in Iran in
recent years. The program also includes efforts
to continue fighting the spread of the disease
through drug use, particularly among convicts,
building on the earlier success of the second
anti-AIDS program in dealing with the
phenomenon.

Sedagat commended the increased
cooperation between the Health Ministry and
Iran Broadcasting in the fight against AIDS,
expressing his hope that the Education Ministry

will also take a serious part in the anti-AIDS
program (Aftab, July 24).

Dr. Abbas Sedagat visiting the Behavioral
Diseases Consultation Center in south Tehran
(from the website of the Tehran University of
Medical Sciences)

Official data released by the Iranian Health
Ministry put the number of AIDS cases in Iran
at 21 thousand (as at May 2010), 92.6 percent
of them men and 7.4 percent women.
Estimates made by international health
organizations are considerably higher, ranging
between 60 and 100 thousand. Health Ministry
figures show that nearly 70 percent of AIDS
sufferers contracted the disease through
contaminated needles, some 9 percent due to
unprotected sex, 1.2 percent from infected
blood transfusions, and 0.6 percent as a result
of mother-to-child HIV transmission, The
infection cause was not diagnosed in 20
percent of cases.

The Health Ministry figures support Iranian
health experts’ assessment that in recent years
there has-been a change in the transmission
dynamics of AIDS in Iran, and that unlike in the
past, most newly-discovered cases of AIDS
have to do with unprotected sex rather than the
use of contaminated needles by drug addicts or
infected blood transfusions.

The first outbreak of the disease in Iran took
place in 1986, when a number of patients
received infected blood transfusions imported
to Iran. The second outbreak took place in
1995 and mostly affected "drug addicts. In
recent years Iranian authorities have become
more aware of the disease, recognizing that,
even in lIran, dangerous sexual behavior is a
considerable risk factor for AIDS infection.
While there are now several dozen safe sex
counseling centers operating in Iran, low AIDS
awareness means that they remain largely
unknown to much of the population. Dr. Hamid
Reza Sha'eri, the president of Iran’s AIDS
Association, has recently called for more
comprehensive sex education in schools and
universities to limit the spread of the disease
through sex. He said that as long as young
Iranians can't look up information on AIDS on
the internet, as it is one of the terms filtered by

the authorities, they cannot be expected . - - &
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know the facts about the disease (HRA News

Agency, July 21).

Global Bioterrorism Threat Analyzed For World Animal Health

Office

Source: http://www.medicalnewstoday.com/releases/231757.php

Around the globe, many nations are realizing
that the potential for bioterrorism isn't just
about the U.S., officials say. And because an
intentional introduction of bacteria, a virus or a
toxin could happen anywhere, the World
Organization for Animal Health is issuing a
paper aimed at prevention. "Any emerging
country that is beginning to think about
maintaining international trade needs to be
aware of the potential for bioterrorism," said Dr.
Neville Clarke, special assistant to the Texas
A&M- University System's vice chancellor of
agriculture. ~ Clarke is lead author of
"Bioterrorism: intentional introduction of animal
disease," which appears in the animal health
organization's journal Scientific and Technical
Review this month.

Preventing bioterrorism worldwide

Around the globe, many nations are realizing
that the potential for bioterrorism isn't just
about the U.S., officials say. First off,
bioterrorism is not new.  The intentional
introduction of animal disease dates to the
Middle Ages when "diseased carcasses and
bodies were catapulted over enemy walls in
attempts to induce sickness in humans or
animals," Clarke wrote with co-author Jennifer
L. Rinderknecht, Texas AgriLife Research
assistant. Throughout time, similar practices
ensued until 1975, when more than 160
countries at the Biological and Toxic Weapons

Protecting water utilities

contaminants

Convention agreed to ~prohibit biological
warfare programs, the article noted. But, the
authors say, evidence around the world
indicates that the "development of biological
agents continues in some countries." Clarke
said that those farthest away from being
prepared are the developing nations such as in
Sub-Saharan Africa and Indonesia. He said the
article would be helpful for nations that are
wanting to protect their markets as they grow
globally. The article discusses potential
perpetrators and their methods, priority
diseases, modern biology, trade and regulatory
restraints as listed by the World Organization
for Animal Health, which is headquartered in
Paris and known as OIE for Office International
des ‘Epizooties. Clarke pointed to. the live
animal and fresh meat restrictions on imports
from Brazil that are in place because there are
still pockets of Foot-and-Mouth Disease in that
South American country. "That impairs their
ability to export to the U.S.," he said. "Trade
restriction  is one of the most important
underlying issues that face countries. That
makes bioterrorism everyone's business."
While the article deals specifically with
intentional introductions, Clarke said the "clean
up and control is same" for either type event.
"The only difference is in.attribution," he said.
"If an act is intentional, then the focus goes to
finding out who did it."

from terrorist attacks and

Source:http://www.homelandsecuritynewswire.com/protecting-water-utilities-terrorist-attacks-and-

contaminants

In 1993, a cryptosporidiosis outbreak in
Milwaukee contaminated the city's water
supplies, hastened the deaths of dozens of
citizens, made more than 400,000 residents ill,
and cost more than $96 million in medical
expenses and lost productivity; Sandia's

CANARY software protects water utilities from
terrorist attacks and contaminants

Americans are used to drinking from the
kitchen tap without fear of harm, even though
water utilities might be vulnerable to terrorist
attacks or natural contaminants.
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Now, thanks to CANARY Event Detection

Software — an open-source software
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developed by Sandia National Laboratories in
partnership with the Environmental Protection
Agency (EPA) — public water systems can be
protected through enhanced detection of
such threats.

“People are excited about it because it's free
and because we've shown that it works really
well. We would love to have more utilities using
it,” said Regan Murray, acting associate
division director of the EPA's Water
Infrastructure  Protection Division at the
National Homeland Security Research Center.

A Sandia Lab release reports that the software
tells utility operators within minutes whether
something is wrong with their water, giving
them time to warn and protect the public. It is
also improving water quality by giving utility
managers more comprehensive real-time data
about changes in their water.

CANARY is being used in Cincinnati and
Singapore, and Philadelphia is testing the
software system. A number of other U.S.
utiliies also are evaluating CANARY for
future use.

Sean McKenna, the Sandia researcher who led
the team that developed CANARY, said people
began to pay attention to the security of the
U.S. water systems after 9/11.

McKenna and Murray said CANARY could
have lessened the impact of the U.S. largest
public water contamination. In" 1993, a
cryptosporidiosis  outbreak in - Milwaukee
hastened the deaths of dozens of citizens,
made more than 400,000 residents ill and cost
more than $96 million in medical expenses and
lost productivity, according to reports about
the tragedy.
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“If you don’t have a detection system, the way

you find out about these things is when people

e Casdly Sagrul
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get sick,” Murray said.

The release notes that Sandia, a national
security laboratory, had worked on water
security before the 9/11 attacks. So when the
EPA was looking for help early in the last
decade to better monitor water utilities, they
contacted Sandia.

A Sandia-developed, risk-assessment
methodology for water focused on physical
security of the utility infrastructure, but did not
address detection and assessment of the
impact of contamination within the water itself.
CANARY was designed to meet that need for
better assessment, McKenna said.

CANARY, which runs on a desktop computer,
can be customized for individual water utilities,
working with existing sensors and software,
McKenna said.

While some utilities monitor their water using
real-time sensors, many still send operators
out once a week to take samples, said-David
Hart, the lead Sandia software developer
for CANARY.

Compared to weekly samples, CANARY works
at lightning speed.

‘From the start of an event — when a
contaminant reaches the first sensor — to an
event alarm would be 20-40 minutes,
depending on how the utility has CANARY
configured,” McKenna said.

The challenge for any contamination detection
system is reducing the number of false alarms
and making data meaningful amidst a “noisy”
background of information caused by the
environment and the utility infrastructure itself.
CANARY “researchers used specially designed

numerical algorithms to analyze data coming - -

from multiple sensors and differentiate bagwes

%
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natural variability and unusual patterns that
indicate a problem. For example, the
Multivariate-Nearest Neighbor algorithm groups
data.into clusters based on time and distance,
explained Kate Klise, a numerical analyst at
Sandia. When new data is received, CANARY
decides whether it is close enough to a known
cluster to be considered normal or whether it's
far enough away to be deemed anomalous. In
the latter case, CANARY alerts the utility
operator, Klise said.

The computer program uses a moving 1.5- to
2-day window of past data to detect abnormal
events by comparing predicted water
characteristics with current observations. But a
single outlier won't trigger the alarm, which
helps to avoid costly and inefficient false
alarms. CANARY aggregates information over
multiple 2- to 5-minute time steps to build
evidence that water quality has undergone a
significant change, McKenna said.

“We've taken techniques from different fields
and put those together in a way they haven't
been put together before; certainly the
application of those techniques to water quality
monitoring  hasn't . been done before,”
McKenna said.

CANARY also provides information about
gradual changes in the water, McKenna said.
One unintended benefit of the software is that
when utility operators better understood the
data being sent by their sensors, they could

make changes to the management of the water
systems to improve its overall quality,
McKenna said.

“What we found from utilities we work with is
that a better managed system is more secure,
and a more secure system is better managed,”
McKenna said.

Harry Seah, director of the Technology and
Water Quality Office at the Public Utilities
Board (PUB), Singapore’s national - water
authority, wrote in a letter supporting CANARY
that the software provided a “quantum leap” in
the utility’s practice.

In the past, Seah wrote, the utility depended on
preset limits of three water characteristics to
determine water quality.

“With the implementation of CANARY, relative
changes in the patterns of these three
parameters can be used fo uncover water
quality events, even if each individual
parameter lies within the alarm limits,” Seah
wrote. “This dramatically improves PUB's
ability to respond to water quality changes, and
allows PUB to arrest poor quality water before
[it reaches] the consumers.”

As more versions of the software are installed
at water utilities, researchers are working on
new application areas for CANARY, such as
computer network traffic logs and geophysical
log - analysis used by petroleum drillers to
analyze rocks at different depths.

Water purification unit generates its own energy

Source: http://www.siemens.com/entry/cc/en/

A new biological water purification facility
developed by Siemens generatés enough
methane gas to power its own operations. It
also produces much less sludge than
conventional systems. The pilot facility for this
process, which is located at a site run by
Singapore’s Public Utilities Board; has been
operating in an energy- neutral manner since
June 2010. Now, the city state is building a
much larger pilot facility — one that will
process 300 times more effluent than its
predecessor, or about as much sewage water
as is produced by around 1,000 people.

Siemens says that a typical urban biological
water purification facility accommodates water
from 10,000 to 100,000 residents. Today an
aerobic (ventilated) process is used in which
bacteria break  down impurities in water by

digesting them and converting them into new
bacterial substances. This produced bacteria
flakes filled with impurities — forming sludge
that is then separated and either deposited in
landfills or burned. The organic impurities,
however, contain ten times more energy than
needed to do the cleaning itself. They can
therefore be used to generate methane, which
could be used in gas-fired power plants or
combined heat-and-power plants. Sludge
concentrations in municipal sewage systems,
however, are too low to produce
methane economically.

With this in mind, development engineers from
Siemens Water Technologies have developed
a technology for charging bacteria flakes with
organic impurities for an extremely short time

during ventilation. As a result, bacterial. -
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reproduction is minimized. After most of the
water is separated, the bacteria ferment the
impurities into. methane in an anaerobic
process step. After two aerobic steps and one
anaerobic step, the sludge has been broken
down so that the least possible amount of
sludge remains and the largest possible
amount of methane is available.

The pilot facility now in operation cleans
around half a cubic meter of wastewater per
day. A conventional water treatment plant
requires a little less than 0.25 kilowatt-hours of
energy to do this, so the pilot unit needs to
generate roughly that amount of energy in the
form of methane. A bigger facility could be run
in an energy- neutral manner. Market launch of

the technology is scheduled for2012.

Lung damage found in Iraq, Afghanistan veterans

Source:http://www.msnbc.msn.com/id/43832153/ns/health-health_care/t/lung-damage-found-irag-
afghanistan-veterans/

Shortness of breath and reduced fitness among some military veterans returning from Iraq and
Afghanistan may be caused by lung damage from smoke, sandstorms and toxins, a new study
suggests.

Researchers who performed lung biopsies on 38 veterans with unexplained breathing problems found a
form of tissue damage — called constrictive bronchiolitis — that is rare in young adults and doesn't
show up in standard tests.

In all but one case, a "lacy black pigment" also coated the delicate lung surfaces.

Dr. Robert Miller of the Vanderbilt University Medical Center said the cases, which he has been
gathering for years, are apparently caused by exposure to airborne toxins during
deployment.

"We believe they're deployed to some pretty toxic environments. They're exposed to burning solid
waste, burning human waste (particularly in Iraq), and consistently exposed to fine particulate matter

that's easily inhaled deep into the lungs at a level that's above what's desirable," Miller told Reuters

Health in a telephone interview.

Dust storms and combat smoke may also be a factor. Previous research has suggested that service in

Among the volunteers examined in the new study — primarily members of the 101st Airborne Division in

Fort Campbell, Kentucky — most had long-term exposure to a sulfur-mine fire that burned for 30 days in
. ] 2003 near Mosul, Iraq, Miller and his colleagues write in the
v’? tested 80 previously fit soldiers who no longer met the
. Army's physical fitness standards.

; Forty-nine agreed to undergo an invasive lung biopsy
not reveal the cause of their problems. All 49 had tissue
samples that were judged to be abnormal. The diagnosis of
constrictive bronchiolitis — a thickening of the
made in 38 cases (35 men and three women). Seven were
active smokers and six were former smokers.

The condition doesn't show up in standard tests of breathing
begin their deployment with so much extra lung function — perhaps 115 percent of normal — that their
damaged lungs still perform in a range that's considered normal for non-athletes.

But when compared to a sample of 69 unaffected active duty soldiers, the soldiers Miller examined had
expel in one second, compared with 99 percent in the control group.

Of the 38 diagnosed with constrictive bronchiolitis, half left the service with a disability rating and 58
percent reported having shortness of breath after climbing one flight of stairs. "My concern is there are

the Middle East increases the risk of breathing problems.
New England Journal of Medicine. In all, Miller's team
n {’ procedure after chest X-rays and other standard tests did
walls of the smallest lung passages, the bronchioles — was
capacity, according to Miller, because the soldiers probably
weaker lung function — averaging 87 percent in a test of how much of the air in their lungs they could
too many people whose symptoms are being dismissed because their X-rays and puImonary. J‘Hhtion '
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tests are normal or near normal," he said. "My personal agenda is to get these guys seriously
evaluated."

The lung biopsies performed in Miller's study require more than a month of recovery time and cost
$50,000 to $60,000. And there is no treatment for the soldiers' condition, Miller said. "It's a fixed scarring
of the small airway. It's not irritation, inflammation or swelling."

Nonetheless, Miller wants doctors to keep his findings in mind. "If you have someone with unexplained
shortness of breath who served in the Middle East, you have to consider constrictive bronchiolitis as a
possible cause, even if X-rays and pulmonary function tests are normal," he said.

Earlier results with a smaller number of cases were reported in 2008 at a meeting of the American

Thoracic Society. "Now we feel we have enough patients to say, 'This is real," Miller said.

Engineering Innovative

Hand-Held .Lab-On-A-Chip = Could

Streamline Blood Testing Worldwide
Source: http://lwww.sciencedaily.com/releases/2011/07/110731170009.htm

Samuel K. Sia, assistant professor of
biomedical  engineering at  Columbia
Engineering, has developed an innovative
strategy for an integrated microfluidic-based
diagnostic device - in effect, a lab-on-a-chip --
that can perform complex laboratory assays,
and do so with such simplicity that these tests
can be carried out in the most remote regions
of the world. In a paper published in Nature
Medicine online on July 31, Sia presents the

first published field results on how microfluidics
-- the manipulation of small amounts of fluids --
and nanoparticles can be successfully
leveraged to produce a functional low-cost
diagnostic device in extreme resource-limited
settings.

Sia and his team performed testing in Rwanda
over the last four years in partnership with
Columbia's Mailman School of Public Health
and three local non-government organizations
in Rwanda, targeting hundreds of patients. His
device, known as mChip (mobile microfluidic
chip), requires only a tiny finger prick of blood,
effective even for a newborn, and gives -- in
less than 15 minutes -- quantitative objective
results that are not subject to user

interpretation. This new technology significantly
reduces the time between testing patients and
treating them, providing medical workers in the
field results that are much easier to read at a

much lower cost. New low-cost diagnostics like. - . ¢
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the mChip could revolutionize medical care
around the world.

"We have engineered a disposable credit
card-sized device that can .produce blood-
based diagnostic
results in minutes," said
Sia. "The idea is to
make a large class of
diagnostic tests
accessible to patients in
any setting in the world,
rather than forcing them
to go to a clinic to draw
blood and then wait
days for their results."
Sia's lab at Columbia
Engineering has
developed the mChip
devices in collaboration
with Claros Diagnostics
Inc., a venture capital-
backed startup that Sia
co-founded in 2004. (The company has
recently been named by MIT's Technology
Review as one of the 50 most innovative
companies in the world.) The microchip inside
the device is formed through injection molding
and holds miniature forms of test tubes and
chemicals; the cost of the chip is about $1 and
the entire instrument about $100.

Sia hopes to use the mChip to help pregnant
women in Rwanda who, while they may be
suffering from AIDS and sexually transmitted
diseases, cannot be diagnosed with any
certainty because they live too far away from a
clinic or hospital with a lab. "Diagnosis of
infectious diseases is very important in the
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developing world," said Sia. "When you're in
these villages, you may have the drugs for
many STDs, but you don't know who to give
treatments to, so the challenge really comes
down to diagnostics."
A version of the
mChip that tests for
prostate cancer has
also: been developed
by Claros Diagnostics
and was approved in
2010 for wuse in
Europe.
Sia's  work - also
focuses on developing
new high-resolution
tools to control the
extracellular
environments around
cells, in order to study
how they interact to
form human tissues
and organs. His lab uses techniques from a
number ~ of different fields, including
biochemistry, molecular biology,
microfabrication,  microfluidics,  materials
chemistry, and cell and tissue biology.
The mChip project has been supported by
funding from the National Institutes of Health
and Wallace Coulter Foundation.

Portable detector can ID anthrax in one hour
Source: http://www.news.cornell.edu/stories/July11/AnthraxDetector.html

Researchers have developed a portable device
can “detect the presence of the anthrax

bacterium in about one hour from a sample

containing as few as forty microscopic spores;
the basic design, which is small enough to fit in
the overhead compartment of an airplane,
potentially could be tailored to detect countless
other pathogens, such as salmonella, or be
used in the field for DNA forensics

A portable device can detect the presence of
the anthrax bacterium in about one hour from a
sample containing as few as forty microscopic
spores, report Cornell and University of Albany
researchers who invented it. The device could
provide early detection in the case of an
anthrax attack, saving many lives.
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This  photograph  shows the device's
microfluidic chip, which measures
approximately one centimeter by 3.centimeters
and integrates sample purification and real-
time PCR analysis chambers.

The basic design, which is small enough to fit
in the overhead compartment of an airplane,
potentially could be tailored to detect countless
other pathogens, such as salmonella, or be
used in the field for DNA forensics.

“It was built with the notion of being portable,”
said Carl Batt, Liberty Hyde Bailey Professor in
the Department of Food Science at Cornell and
a co-author of the paper published in July in
the International Journal of Biomedical
Nanoscience and Nanotechnology. Nathaniel
Cady, Ph.D. ‘06, a nano scale engineer at the
University of Albany, is the paper’s lead author.
A Cornell University release reports that the
detector, seven years in the making, requires
that a sample be inserted into the device. From
there the machine automatically recovers cells,
collects and purifies DNA and then conducts
real-time polymerase. chain reactions (PCR) to
identify if anthrax is present. PCR can amplify
extremely small amounts of DNA and is a well-
established platform for rapidly detecting
biological material.

The researchers began by acquiring what
amounts to a small suitcase-sized plastic box
with the notion that, “whatever we do, it has to

fit in here. It was a line in the sand, an
engineering challenge where everything had to
fitin the box,” Batt said.

The shape of a heavily reinforced suitcase, the
device is complete with pumps, heating and
cooling elements, and optical and
computational circuitry.

By tailoring different assays to the portable
real-time PCR platform, the device could be
used for a variety of applications in addition to
anthrax detection, such as at a crime scene for
forensics. For example, if detectives were to
find a sample they believe belongs to a

@ Pashan

perpetrator, they might use such a device to
rapidly and broadly determine the gender or
eye color of the suspect.

The researchers are currently - working to
develop new strategies for pumping fluids in
the device, a system that now occupies the
majority of the space and most of the power.
Novel pumping systems based on silicon
processing are being created, which could
allow engineers to fabricate most of the
components of the system on a single chip.
The research was funded by KRAFT foods, the
U. S. Department of Agriculture, National
Institute of Justice, and the Food and
Drug Administration.

India to open Bio Safety Level-4 lab
Source: http://www.expressindia.com/latest-news/niv-builds-hitech-virus-lab/825947/

India’s National Institute of Virology is in the
final stages of completing a Bio Safety Level-4
laboratory on its Pashan campus in order to
study dangerous diseases that could be used
in a bioterrorist attack.

The levels of containment range from BSL-1 to
BSL-4. BSL-4 labs are capable of safely
containing the some of the world’s most deadly

agents  for  study, according  to
Expressindia.com.

The laboratory at NIV’s microbial containment
complex at Pashan is expected to be fully
functional by November and will hold an

assortment of diseases, including ebola,

anthrax, lassa and smallpox. NIV has @mpottetj, 2 L

a total of 12 biosafety suits with deditate
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oxygen lines from lItaly. Seven NIV scientists
are scheduled to return from rigorous training
in the United States that taught them how to
safely operate a BSL-4 lab. “This laboratory will
not just be the first in the country but the only
one in entire South East Asia,” NIV director Dr.

core group will be responsible for training other
engineers to run various BSL-3 facilities around
the country. “Virologists are always the first
responders in case of any outbreak. Viruses
can be used as a bioterrorism agent and the
BSL-4 laboratory has been designed in such a
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® black exdsting BSL-4 (or aquivalent) facility
@ whita! planires] BSL-4 faciliy

b |
]
- - ]
(=) '
e .
'UL‘
P L]
o
North and South Europe: Africa, Asia and
America: sLyon, Francs Australia:
siinnipeg, Canada sLondon, England Aoscow, Russia
*Harmiilton, MT sPoron Down, England sMosoaibinsk, Siberia
+Boston, MA *Potters Bar, England Hyemabad, India
*Frederick, MD sMarbung, Gemany L Bhopal, India -
+Richrmond, VA sHamburg, Garmarry +Taiwan, China a
+Atlanta, GA *Rome, lahy *Tokoyo, Japan
«Galvegion, T sMinsk, Belamz *{raharmatown, South
*5an Antonio, TX Waldanlmaos, Spain Africza
+5a0 Pauls, Brazil *Soina, Sweden Francavills, Gakon
E— — sMittebiuzsn, szedlong, Australia
Ewitzerlared Melboums, Australia

way that it can detect the virus and counter any
bio-terror attack,” Mishra said,
Expressindia.com reports.

A. C. Mishra said, ExpressIndia.co