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Detecting explosives, not toothpaste
Source: http://www.homelandsecuritynewswire.com/dr20130614-detecting-explosives-not-toothpaste
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Sandia National Laboratories researchers want airports, border checkpoints, and others to detect homemade explosives made with hydrogen peroxide without nabbing people whose toothpaste happens to contain peroxide.
[image: ][image: https://s3.amazonaws.com/drivevelocity-resources/2012-04/toothpaste.png]This is part of the challenge faced in developing a portable sensor to detect a common homemade explosive called a FOx (fuel/oxidizer) mixture, made by mixing hydrogen peroxide with fuels, said Chris Brotherton (photo), principal investigator for a Sandia research project on chemiresponsive sensors. The detector must be able to spot hydrogen peroxide in concentrations that don’t also raise suspicions about common peroxide-containing products.
“Hydrogen peroxide explosives are a challenge because they are dangerous, but there are so many personal hygiene products that have hydrogen peroxide in them that the false positive rate is very high,” Brotherton said.
A Sandia Lab release reports that hydrogen peroxide is found in everyday products ranging from soap, toothpaste, and hair color to laundry bleach, carpet cleaners and stain removers.
Brotherton’s Early Career Laboratory Directed Research and Development (LDRD) project proved a sensor could identify relatively high concentrations of hydrogen peroxide and differentiate that from a common interfering substance such as water, he said. The next step, Brotherton said, would be to work with an industrial partner to design an overall system that works faster and can be mass produced.
His work is built on field-structured chemiresistor technology developed at Sandia more than a decade ago by researchers James Martin and Doug Read. Chemiresistors are resistance-based sensors for volatile organic compounds, and the material developed by Martin and Read, who published several papers on their work, allows users to tailor the sensors’ response range and sensitivity.

Finding the right polymer
A major challenge was distinguishing between hydrogen peroxide and water, which exhibit similar behavior in chemiresistors. The key was choosing certain molecules in a polymer matrix, suggested by Brotherton’s Sandia technical mentor, polymer chemistry expert David Wheeler. When exposed to peroxide, those molecules react in a different way than when exposed to water.
The idea is to engineer the polymer to be as similar to the target material as possible, relying on the undergraduate rule that like dissolves like. For example, Wheeler said, if the target is a substance that’s not very polar, you would choose a polymer with nonpolar groups. If the target has a lot of polarity, like water does, you’d develop polymers that could hydrogen-bond with water.
The tiny sensor incorporates the polymer and chains of miniscule conductive metal beads. The polymer reacts when it is exposed to the substance being analyzed.
“We tried to include specific molecules that would react with the peroxides,” Brotherton said.
Exposure to water also changes the polymer, but it returns to its previous state once the water is removed. Exposing the polymer to concentrated hydrogen peroxide, however, is irreversible.
“So once you’ve done this to the polymer you’ve permanently changed it,” Brotherton said. “Instead of being a reusable sensor, it’s more of a disposable dosimeter.”
It is also a detector that does not react to toothpaste and other common peroxide products, he said.

Detector has other potential uses
Manager Paul Smith said the sensor has other potential uses, such as monitoring underground water, looking for plumes of contamination, or monitoring industrial processes.
The sensor is not a silver bullet, but Brotherton said the technology has shown good results.
“It has some challenges that have to be overcome, but we think it’s worth pursuing to the next level,” he said.
Researchers need to reduce the chemical reaction time so the sensor doesn’t take too long to be useful at a checkpoint, he said. The detector also must be incorporated into a larger unit that includes equipment to gather a sample for analysis.
The sensor doesn’t need a significant amount of electronic processing or power supplies, Brotherton said. “This technology would be easier to integrate into other detection technologies without impacting them too significantly,” he said.
It would not have to be a large unit. Various detectors on the market today are about the size of a small, handheld vacuum cleaner, Smith said.

Getting air samples to the detector
The support equipment would suck up a sample of air and the detector would test it.
“You’d need to know where the fumes were coming from,” Brotherton said. “It’s not enough to open up the whole room and suck in all the air and say, ‘There are peroxides somewhere in here, watch out.’ What we’d like to do is go up and down luggage, or be next to some sort of industrial process so we know this is most likely the source and it’s above a level we care about.”
Although a detector package could target a single type of vapor, a manufacturer could add it to a unit that detects several substances. That way, a checkpoint could have one sensing system rather than separate units for every material of concern, Brotherton suggested.
“Maybe it’s a suite of sensors to try to hedge our bets,” he said. “We’ve focused on a very specific application, but there’s no reason you couldn’t take this concept and use different polymers and look at multiple substances at the same time.”


Homeland Security Developing Systems to Detect Concealed Person-Borne Bombs at a distance
Source: http://www.homeland1.com/homeland-security-news/1461945-Homeland-Security-Developing-Systems-to-Detect-Concealed-Person-Borne-Bombs-at-a-Distance/


The recent tragic events at the Boston Marathon illustrate the growing and critical need for the detection of person-borne improvised explosive devices (PBIEDS).  Such systems, in fact, are currently under development under the guidance and supervision of the Department of Homeland Security.  These sophisticated next generation radar systems are being designed to detect bombers at long distances, in crowded areas, and even at non-“fixed” locations such as the Boston Marathon.
A favored tactic due to its simplicity and low cost, these bombings creates maximum fear because the victims are randomly chosen, and in public areas such as schools, churches, hospitals, sporting events, bus or train stations, or other populated areas.
Unfortunately, person-borne IEDS are often shaped from a variety of metals and concealed under clothing or in backpacks so they are extremely difficult to detect.  At the Boston Marathon two pressure cookers loaded with shrapnel were placed inside backpacks and left near the finish line. 
With a typical blast ratio of 50 meters or more, close-up detection methods such as airport-style scanning booths and pat-downs are of limited value, given that detonation would still claim many innocent victims.
[image: http://hl.pgpic.com/open+mm+wave+radar.jpg]Instead, improving the ability to detect explosives at a distance demands sophisticated stand-off detection systems that are capable of scanning individuals in a crowd at a distance in mere milliseconds. 
The systems already in development are occurring under the guidance and support of the Department of Homeland Security, including by the ALERT Center, a partnership of academic, industrial and government entities dedicated to improving the detection, mitigation and response to explosives-related threats facing the country and the world.    

The Concept
The concept currently being developed by ALERT (an acronym that stands for Awareness and Localization of Explosives Related Threats) involves multiple radar units that can be pointed in the direction of crowds of people that are approaching a venue, checkpoint, or other area of entry. 
The system would scan each individual at a distance of 50 meters or more to identify suicide bombers who appear to be dressed normally, but are concealing IEDs strapped to their chest or limbs.   
Fulfilling the need for detection in large gathering areas, such as concerts in the park, parades, political rallies, protests, and sporting events, the portability of the equipment is another key component.  For this, the ALERT radar is expected to be mountable to a van or truck for wide-ranging field use.  Permanently mounted solutions would also be available for high security buildings, checkpoints or border crossings.
“For the suicide bomber problem we need a high performance radar system that can send out very specific types of signals a half a football field away and identify specific features under clothing,” says Dr. Carey Rappaport, Distinguished Professor of Electrical and Computer Engineering at Northeastern University.
In 2008, the Department of Homeland Security (DHS) selected Northeastern as one of 11 universities nationwide for a DHS Center of Excellence. The $12 million grant established the ALERT Center at Northeastern.

Wave Technology
According to Dr. Rappaport, various methods of wave detection systems including X-ray and Black-body radiation were initially researched and investigated, before he ultimately selected a millimeter wave based system.

X-rays
Although X-ray based systems are widely used for passenger screening at airports, an X-ray based system for stand-off detection presents many challenges and concerns.
Traditional transmission X-ray images like those used by the medical industry result when X-rays pass through an object to a detector located on the other side. Objects with greater X-ray density block or absorb more X-rays than objects with lesser density, creating an image.  
Although X-rays can be beamed effectively at a distance of 50 meters, they produce ionizing radiation, which is a known carcinogen and the dangerous dose level is hard to quantify. Even though the public accepts the health risks from X-rays for medically necessary procedures, acceptance of routine exposure is unlikely by the general public and could lead to lawsuits.
There are ways to minimize the danger of X-rays at a stand-off distance of 50 meters, but there are legitimate concerns about employing such a system in what would typically be an uncontrolled environment where an individual might get excessive exposure walking in front of the beam only a couple meters from its source.
In addition, transmission X-ray sensing isn’t very effective for stand-off detection because it requires a transmitter with a separate detector on the other side of the target, in the distance.    
The other option was X-ray backscatter scanners like those used for passenger screening.  This type of scanning uses high-energy X-rays, which instead of passing through reflect (scatter back) from objects.
The amount of backscatter is picked up by detectors from the same general direction as the source to yield a high-resolution image designed to reveal concealed objects.  In addition to the health concerns, X-ray backscatter units have come under intense scrutiny over concerns of lack of privacy as they reveal much of the human anatomy.
Concerns over the use of X-rays have already impacted the Department of Homeland Security and the U.S. Transportation Security Administration (TSA).  On November, 2011, the European Union announces it was banning the use of backscatter X-ray machines for passenger screening from all EU airports.
This is a particular concern for the TSA because incoming international flights must use TSA-approved security measures at the airport of departure.  Fortunately, the alternative employed by the EU using a different type of electromagnetic energy, the millimeter wave, is also accepted and utilized by the TSA for such screening.

Millimeter Wave Technology
The ALERT Center’s research eventually led it to select a millimeter wave based system design approach.  Millimeter waves are a subset of the Microwave band, which in turn is part of the larger radio wave band.  These waves operate within a frequency range of 30-300 GHz.  Unlike X-rays, millimeter-waves are non-ionizing and universally considered non-carcinogenic.
Until recently, millimeter wave technology has largely been used by the military until plummeting hardware costs have opened up this band to more commercial applications. 
The TSA is already on board with some 260- millimeter-wave scanners already installed throughout the U.S. along with its approximately 250 backscatter X-ray machines.  However, these “close-up” detectors are not capable of stand-off detection.

Collaboration with Industry
In early research, the ALERT Center has already successful demonstrated stand-off detection of person-borne IEDs concealed under clothing can be accomplished with millimeter-wave radar and advanced synthetic aperature radar processing techniques (the technique used by NASA spacecraft to take photos of a planet’s surface as it flies by). 
However, the next phase in the testing required development of a complete radar sensor, one that involved a number of components including multiple millimeter wave transmitters, receivers and antennas.
“Our expertise is in developing the algorithms and the computer programs to interpret measured radar signals, but we needed help with the actual hardware,” says Dr. Rappaport.
According to Dr. Rappaport, HXI, a leading supplier of millimeter-wave products, components and sub-systems for commercial and government applications, learned of the ALERT Center’s mission and proposed to develop and provide all the necessary “proof-of-principle” radar modules for the project. 
HXI is a subsidiary of Renaissance Electronics Corporation, a company that is already developing commercial products utilizing millimeter wave technology.  Products already introduced to the market include high bandwidth wireless and cellular backhaul communications links that deliver fiber-optic level speeds.
“HXI wanted to collaborate because they realized the advantage of combining our algorithm expertise with their hardware expertise,” says Dr. Rappaport.  “There is a great synergy between our groups.  They are fantastic engineers and their millimeter wave technology is first-rate.”

System Design
To increase the field of view and pick out fine depth features, the millimeter wave radar sensor needed to be multistatic.  A multistatic system contains multiple radar components located in separate locations with a shared area of coverage.  The spatial diversity allows for different aspects of a target to be viewed simultaneously, and the data fused together to generate an image with high resolution.
However, the concept of multiple radars in different locations far apart creates challenging triangulation issues when attempting to focus on a single individual within a crowd.
Instead, the multistatic system would involve multiple radars mounted with as much distance as possible, but still designed to fit on a single vehicle roughly the size of a delivery truck.  With even several meters of separation between antennas, the system could effectively distinguish features on people at a range of 50 meters.
“For the highest resolution and best definition, the larger the distance between antennas the better, but it’s got to be small enough to be practical so there are trade- offs,” says Dr. Rappaport.

Image Resolution
The strength of the millimeter band is its unique set of properties, many of which lend themselves to improved resolution for multistatic radar systems using advanced synthetic aperature radar processing techniques such as this one.
Imaging resolution is based on the cross-range and range measurement resolution that can be achieved by the system, both of which are tied to the bandwidth of the signal.  In other words the greater the bandwidth, the higher the resolution of the image.
Fortunately, there is a tremendous amount of available bandwidth in the millimeter wave spectrum – much more than at lower frequencies.  Transmission of large volumes of data is possible at lower frequencies, but they lack the continuous bandwidth allocations.  At lower frequencies, for example, typical allocations are 2-5 MHz only.
In the millimeter wave spectrum there are 5, 7, 10, 15, even 20 GHz of allocation with a total potential up to 250 GHz.  This bandwidth availability means that a very short pulse can be used to interrogate a target.  Measuring the time it takes for this pulse to echo back from the target lets one accurately determine how far away it is.
For this project, HXI is delivering the multistatic radar system that operates in the 70-77 GHz range. 
“That frequency range gives you a wide bandwidth and you can resolve things much more effectively,” says Dr. Rappaport. 
To illustrate its relationship with signal bandwidth, range resolution is measured as the speed of light divided by twice the signal bandwidth. 
“The larger bandwidth means you can get narrower slices of distance and this is irrespective of how far the target is from you,” says Dr. Rappaport.  “So, for example, at a higher bandwidth you can distinguish something that is 2 centimeters in front or behind another object.  If you are looking for a one inch diameter pipe bomb strapped to a human body that would be sufficient.”
The cross-range resolution is also improved based on the high frequency of the millimeter wave, because the width of the aperture is measured in wavelengths.
[image: ]“A higher frequency [such as millimeter waves provide] means shorter wavelengths so for the same physical size aperture you have more wavelengths across, so you have better cross range resolution,” says Dr. Rappaport. 
Dr. Rappaport explains that such a system would not be able to take high resolution images such as those produced by security scanners at airports due to the distance, nor does it capture a 360 degree field of view. 
However, through sophisticated signal processing, the system would be able to collect enough information in the radar signal to delineate an object that doesn’t meet the smooth contours and characteristics of skin, for example, is metallic, or otherwise meets other characteristics of person-borne IEDs. 
If such inconsistencies were flagged, the individual could be detained and searched before reaching more populated areas. 
With its phased array, the system will be able to focus in on specific small scene area of one person or a crowd of people. 
“By adjusting how much signal goes to each antennae, you can electronically ‘steer’ a beam back and forth,” explains Dr. Rappaport.  “In doing so, you can bounce between an individual, the person next to him and maybe three or four people off to the side.” 
Ultimately, the ALERT Center’s mission is to partner closely with industry, companies such as HXI, in order to ultimately transition this research into a fieldable system. 
Agencies that could benefit from a stand-off millimeter wave detection system include the TSA, the military, security companies, and other agencies involved in Homeland Security.


New technologies will protect buildings from explosions and shrapnel 
Source: http://i-hls.com/2013/06/new-technologies-will-protect-buildings-from-explosions-and-shrapnel/

What exactly is the load on a building during an explosion resulting from a terror action, war or blow up of a domestic gas tank? The answer to this question is important in order to know how to plan protection of buildings, vehicles and other facilities from the shock waves created during an explosion.
This is the subject of Shock Waves Laboratory research at Ben Gurion University in Beer Sheba, led by Prof. Oren Sadot, part of the Protection Technologies R&D center, led by Prof. Gabi Ben-Dor. 
[image: 14415632_s]The American periodical Popular Mechanics tells that Professors Oren Sadot and Gabi Ben Dor from the university`s Shock Waves Laboratory conduct experiments in order to  understand the behavior of explosions and shock waves, aiming at development of  technologies for protection of buildings and vehicles from explosions and shrapnels.
[image: ]Prof. Oren Sadot told i-HLS that in his lab there are two facilities for creation of shock waves, a Shock Tube and an Exploding Wire, where a shock wave emulating an explosion is created by means of a strong electrical pulse. “We have created a charge with the power of just one tenth gram of TNT, since it is clear that you cannot deal with explosives in a university lab. But using Scale Up methods we can learn from the little explosion on what will be the effect of a large explosion, emulating the effect of a real explosion scenario, in full scale. It is possible to emulate the intensity of explosion in and out of the building, and propose solutions: where does the building need reinforcement, where is it safe and where it is dangerous to stay during an explosion, how to prevent serious damage to the building and how to protect the people who are in the building. All this can be determined when you know the loads during the explosion, and this is the subject of the experiments we are conducting now. We are executing these days a common project with the Home Front Command on these subjects. 



I’m NOT afraid of Bombs. But rain, that bothers me!

	AUSTRALIA – Memorial for Explosive Detection Dogs
Avenue of Honour on the Atherton Tablelands on the Tinaburra Peninsula in Far North Queensland, Australia. The plaque attached read: 

"I question not your commands.
I follow you faithfully where ever you go. 
I pledge my loyalty no matter what. 
I share the danger of your domain and will readily lay down my life for yours... 
... for in this moment we are as one"
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Pressure cooker bombs seized in B.C. used in Boston Marathon, Mumbai train attacks
Source: http://news.nationalpost.com/2013/07/02/pressure-cooker-bombs-seized-in-b-c-used-in-boston-marathan-mumbai-train-attacks/


[image: On July 1, 2013 the RCMP arrested two individuals and charged them with conspiring to carry out a terrorist attack. The two accused John Stuart Nuttall and Amanda Korody, who live in Surrey, British Columbia, according to the RCMP took steps to build explosive devices and place them at the British Columbia Legislature in Victoria where crowds were expected to gather on Canada Day. Image released by the RCMP showing three pressure cookers to be used as improvised explosive devices (IEDs).]On July 1, 2013 the RCMP arrested two individuals and charged them with conspiring to carry out a terrorist attack. The two accused John Stuart Nuttall and Amanda Korody, who live in Surrey, British Columbia, according to the RCMP took steps to build explosive devices and place them at the British Columbia Legislature in Victoria where crowds were expected to gather on Canada Day. Image released by the RCMP showing three pressure cookers to be used as improvised explosive devices (IEDs).
[image: On July 1, 2013 the RCMP arrested two individuals and charged them with conspiring to carry out a terrorist attack. The two accused John Stuart Nuttall and Amanda Korody, who live in Surrey, British Columbia, according to the RCMP took steps to build explosive devices and place them at the British Columbia Legislature in Victoria where crowds were expected to gather on Canada Day. Image released by the RCMP showing three pressure cookers to be used as improvised explosive devices (IEDs).][image: NA0703_PressureCookerBomb_C_JR[2]]The pressure cooker bombs seized outside the British Columbia legislature have been used in a number of terrorist attacks since 9/11, including the Boston Marathon bombings.
Made from a pressure cooker pot, designed to braise or simmer food in half the time, filled with sharp metal objects such as nails, the bombs have become an easy weapon for homegrown terrorists to cobble together from readily available materials.
The bomb can be detonated at a distance by a digital device as simple as a watch or cellphone, the explosive material heated up by gases until it explodes, spraying metal bits everywhere.
Pressure cooker bombs have played a part in multiple terrorist attacks, including in the 2006 Mumbai train bombings that killed 209 people and injured more than 700. They were also found on the scene of two other attacks — one in Stockholm in 2010 and another in a thwarted Times Square car bombing later that same year in which the bomb failed to explode. These two cases have been characterized as Islamic radical attacks based in the West.
Prior to Victoria, pressure cooker bombs made their most recent and raw appearance at the finish line of the 2013 Boston Marathon on April 15 — six-litre pressure cooker bombs hidden in backpacks sprayed ball bearings, nails and metal shards into the crowds, leading to three deaths and many injuries, including amputations.
The bombs have been closely linked to al-Qaeda, and have long been used by the terrorist organization, experts say. An article titled “Make a Bomb in the Kitchen of Your Mom”was published in the 2010 summer issue of the magazine Inspire, which is known to be greatly influenced by al-Qaeda.
In March, al-Qaeda in the Arabian Peninsula shared instructions on how to make homemade pressure cooker bombs in an online manual called the Lone Mujahedin Handbook. The introduction, which called for solo terrorist attacks “inside the West” cited the example of Faizal Shahzad, who tried to set off the pressure cooker bombs in Times Square in 2010.


[image: ]Concealed bomb in a shoe
Vidisco Ltd digital portable X-ray system.



[image: ]Counter-IED Report
Source: http://www.counteriedreport.com/

The Counter-IED Report is a specialist bi-annual, subscription-based publication, which serves as an information source to communicate the latest developments in the fight against the IED threat.
The aim of the Counter-IED Report is to identify technological advances as well as strategies and tactics for reducing successful IED manufacture and placement.
 
[image: ]“The future challenges of counter-improvised explosive device (C-IED) policies will determine the effectiveness in combating IED systems. Combining the three strategies of ‘defeat the device’,‘attack the network’ and ‘prepare the force’ will provide a better approach for countering this threat, which will continue to evolve and remain the weapon of choice for insurgents.”
Vitor Felisberto, PRT OF3 (Army)
C-IED Centre of Excellence
 
The report is published in print, eBook and PDF formats, and distributed worldwide to defence forces, intergovernmental organisations, government agencies, relevant industry sectors, research centres and training capability providers.
The Autumn/Winter 2013 edition of the Counter-IED Report is coming out in October 2013. 

Call for papers – Autumn/Winter 2013 Edition
Counter-IED Report editorial team would like to invite government bodies, army personnel, researchers, academics, industry experts to contribute their articles, case studies, white papers to the Autumn/Winter 2013 edition of the report.

We are actively looking for both theoretical and practice-based non-promotional editorial contributions. If you have an interest in any of the areas listed below we would encourage you to make a submission:  
· Data management: intelligence information sharing and analysis
· Intergovernmental cooperation
· Civil - Military cooperation
· CIED forensic exploitation, data recording
· Future solutions to close current and emerging C-IED capability gaps
· Rapid acquisition of C-IED Capabilities
· Cost-effective procurement solutions and interoperability issues
· Proliferation of IED/HME
· Emerging threats, CBRN IEDs
· Training and capability development among host nations (including human observation training)
· IED and explosives detection technologies  
· IEDD/EOD/UXO/ERW  
· Post-conflict IED and mine clearance
· Personal protection
· C-IEDs and homeland security
· Terrorist threat prevention.  
Suggestions for additional topics for the report are also encouraged.

Abstract submission deadline:  17 June 2013
Final article submission deadline:  1 August 2013 

Enquiries and articles should be submitted by email to: editorial@deltabusinessmedia.com

Spring/Summer 2013 - Contents
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►Spring/Summer 2013 edition of the Counter-IED Report is available at the following URL (password: d852b456m)
https://www.transferbigfiles.com/eaef5ccc-ed36-491c-b2ea-7af335cc3e06/2_jZAougcdBbiI2KBfpJ7w2

	EDITOR’S COMMENT: Perhaps the best IED-related edition I laid my eyes on!





[image: ]
Raytheon UK launches next generation Stand-Off IED Detection and Confirmation Technology
July 16, 2013
Source:http://www.defensedaily.com/press_releases/201307160400PR_NEWS_USPR_____NE46745.html


[image: http://assets.bizjournals.com/boston/blog/techflash/SOTERIA*304.jpg?v=1]Raytheon UK has launched a new Stand-Off Improvised Explosive Device (IED) Detection and Confirmation Technology, known as Soteria, as a vehicle mounted system. The underlying technology has been developed in the UK alongside Laser Optical Engineering Ltd, a spin out company of Loughborough University.
Bob Delorge, chief executive of Raytheon UK, commented: "Soteria is a world leading technology that demonstrates the power of innovation that can be harnessed in the UK. The system can be applied to a wide range of scenarios including minefield clearance, which remains a significant menace in various world regions, as well as in other operations such as disaster relief."
Soteria utilizes innovative optical processing technology that gives the user an extremely high definition IED detection, confirmation and diagnosing capability, while exhibiting an extremely low false alarm rate. Soteria, from a significant stand-off distance, determines the shape, size, orientation and exact location of hidden IEDs and associated components. In the manned vehicle configuration, Soteria can confirm and diagnose threats from a safe distance to ensure maximum protection of troops and vehicles.
Raytheon UK's Soteria technology has been developed to counter the most sophisticated IEDs, and during comprehensive theatre simulated field trials was able to detect and classify the full array of explosive devices including those with low and zero metal content, which pose the biggest problems for current technologies such as ground penetrating radar. Being completely agnostic to target makeup, Soteria gives the flexibility to be used against new threats in future theatres of war.


	EDITOR’S NOTE: Excellent choice of name! The word “salvation” in the Greek language is “soteria” (so-tay-ree-a) = rescue, safety, deliver, health, The word “saved” in the Greek language is “sozo”(sode’-zo), = to save, deliver or protect, to be made whole (in health, prosperity and peace of mind).



Earth-observation sensor adapted to hunt explosives
Source: http://www.counteriedreport.com/pressreleases/earth-observation-sensor-adapted-to-hunt-explosives


Satellite technology intended for Earth observation has been adapted to create an instrument that can recognize explosives remotely. Developed by a team of scientists in the UK, the system uses an infrared laser to detect volatile compounds given off by explosives and other dangerous materials.
Home-made chemical and explosive weapons pose a significant risk to people in many places around the world. Most improvised devices have some kind of volatile material associated with them. These are often remnants of the ingredients used to make the devices or chemicals that are produced as explosive materials decompose over time.  
These compounds can be detected if a sensor is placed close enough to sample the surrounding air – but this is a risky business. Remote sensing is a safer option but is not perfect either.  
Space-based remote-sensing techniques rely on the fact that every species of molecule has a characteristic radiation absorption spectrum. By measuring this unique pattern of frequencies, the presence – and often the concentration – of a molecular species in a gas can be determined. "Passive" remote sensors simply collect thermal radiation from the scene. However, these are far too insensitive to reveal trace gases at parts per million (ppm) concentrations over the very short absorption distances necessary for detecting explosives. LiDAR, in contrast, is an "active" system that sends out a laser beam and interprets the backscatter. It offers a big jump in sensitivity but each instrument works at only one wavelength. While this is fine for spotting specific gases, it is not suitable for multi-gas detection and the comprehensive investigation of explosives of unknown composition.

Terrestrial application
This new explosives detector was created by Damien Weidmann and his team at Rutherford Appleton Laboratory (RAL). The researchers were originally designing a new passive satellite spectrometer when they realized it could be adapted for use in an active system for detecting trace gases on Earth. Dubbed the Active Coherent Laser Spectrometer (ACLaS), the system uses quantum cascade lasers that are integrated on tiny semiconductor chips and work at room temperature. Crucially, the laser frequency can be tuned and scanned. To tackle the problem of low sensitivity, the illuminating laser beam is in the mid-infrared, which is the atmosphere's "transparency window" where water-vapour interference is minimal. A further benefit is that the light will not harm human eyes.
[image: Image description]The new device has been tested at distances up to 50 m and gives unambiguous chemical identification and quantification readings in as little as 3 s. But it rewards those with a little more patience: "The sensitivity scales with the time you wait to get your reading," explains Weidmann. "If you wait for 100 s rather than one, you improve the sensitivity by a factor of 10."
Putting a specific value on the instrument's sensitivity is difficult because it is more responsive to some molecules than others. However, the researchers say it is in the parts-per-million region. This is sufficient for detecting high-volatility materials and Weidmann's team is working hard on extending its reach.
"We have an obvious way of doing this," he says. "We can multiply the power of the laser by 10 very easily, and we'd gain immediately one order of magnitude." At the same time, the researchers are working on a system to improve the signal-to-noise ratio and predict that they will be able to win another order of magnitude there too.

Multipurpose hazard detector
The researchers believe that the flexibility and range of the ACLaS makes it ideal for all kinds of hazardous or undercover gaseous-phase sampling, including detecting toxic leaks, chemical-warfare agents, illegal drugs manufacture or highly localized industrial air pollution. "[It] has a very high spatial resolution because you're looking from a distance at a very narrow area and you can direct where you're looking," explains Weidmann. "It should really be seen as a generic system that will be able to detect any kind of volatile gas, providing the molecule you're targeting is specifically absorbing enough."
The RAL team is working with the UK's Ministry of Defence and has already begun discussing a licensing agreement with a company that is keen to begin manufacture. Meanwhile, Weidmann and his team are back in the lab pursuing a trio of improvements to the design. In addition to boosting the sensitivity, the researchers plan to improve the device's "frequency agility", which means incorporating a more complex laser system to improve the device's range and therefore the number of species that it can pick out. Finally, they have a long-term aim of miniaturizing the instrument from its current square-meter plot on the lab bench to a handheld device, but already reckon they can shrink the next-generation version to about the size of a shoebox. 


[image: Image description]Detecting homemade explosives
Source: http://www.counteriedreport.com/pressreleases/detecting-homemade-explosives
Sandia National Laboratories researcher Chris Brotherton checks tiny sensors in a test fixture, where he exposes them to different environments and measures their response to see how they perform. Brotherton is principal investigator on a project aimed at detecting a common type of homemade explosive made with hydrogen peroxide.


Sandia National Laboratories researchers want airports, border checkpoints and others to detect homemade explosives made with hydrogen peroxide without nabbing people whose toothpaste happens to contain peroxide. 
That's part of the challenge faced in developing a portable sensor to detect a common homemade explosive called a FOx (fuel/oxidizer) mixture, made by mixing hydrogen peroxide with fuels, said Chris Brotherton, principal investigator for a Sandia research project on chemiresponsive sensors. The detector must be able to spot hydrogen peroxide in concentrations that don't also raise suspicions about common peroxide-containing products.
"Hydrogen peroxide explosives are a challenge because they are dangerous, but there are so many personal hygiene products that have hydrogen peroxide in them that the false positive rate is very high," Brotherton said.
Hydrogen peroxide is found in everyday products ranging from soap, toothpaste and hair color to laundry bleach, carpet cleaners and stain removers.
Brotherton's Early Career Laboratory Directed Research and Development (LDRD) project proved a sensor could identify relatively high concentrations of hydrogen peroxide and differentiate that from a common interfering substance such as water, he said. The next step, Brotherton said, would be to work with an industrial partner to design an overall system that works faster and can be mass produced.
His work is built on field-structured chemiresistor technology developed at Sandia more than a decade ago by researchers James Martin and Doug Read. Chemiresistors are resistance-based sensors for volatile organic compounds, and the material developed by Martin and Read, who published several papers on their work, allows users to tailor the sensors' response range and sensitivity.

Finding the right polymer
A major challenge was distinguishing between hydrogen peroxide and water, which exhibit similar behavior in chemiresistors. The key was choosing certain molecules in a polymer matrix, suggested by Brotherton's Sandia technical mentor, polymer chemistry expert David Wheeler. When exposed to peroxide, those molecules react in a different way than when exposed to water.
The idea is to engineer the polymer to be as similar to the target material as possible, relying on the undergraduate rule that like dissolves like. For example, Wheeler said, if the target is a substance that's not very polar, you'd choose a polymer with nonpolar groups. If the target has a lot of polarity, like water does, you'd develop polymers that could hydrogen-bond with water.
The tiny sensor incorporates the polymer and chains of miniscule conductive metal beads. The polymer reacts when it's exposed to the substance being analyzed.
"We tried to include specific molecules that would react with the peroxides," Brotherton said.
Exposure to water also changes the polymer, but it returns to its previous state once the water is removed. Exposing the polymer to concentrated hydrogen peroxide, however, is irreversible.
"So once you've done this to the polymer you've permanently changed it," Brotherton said. "Instead of being a reusable sensor, it's more of a disposable dosimeter."
It's also a detector that doesn't react to toothpaste and other common peroxide products, he said.

Detector has other potential uses
Manager Paul Smith said the sensor has other potential uses, such as monitoring underground water, looking for plumes of contamination or monitoring industrial processes.
The sensor isn't a silver bullet, but Brotherton said the technology has shown good results.
"It has some challenges that have to be overcome, but we think it's worth pursuing to the next level," he said.
Researchers need to reduce the chemical reaction time so the sensor doesn't take too long to be useful at a checkpoint, he said. The detector also must be incorporated into a larger unit that includes equipment to gather a sample for analysis.
The sensor doesn't need a significant amount of electronic processing or power supplies, Brotherton said. "This technology would be easier to integrate into other detection technologies without impacting them too significantly," he said.
It wouldn't have to be a large unit. Various detectors on the market today are about the size of a small, handheld vacuum cleaner, Smith said.

Getting air samples to the detector
The support equipment would suck up a sample of air and the detector would test it.
"You'd need to know where the fumes were coming from," Brotherton said. "It's not enough to open up the whole room and suck in all the air and say, 'There are peroxides somewhere in here, watch out.' What we'd like to do is go up and down luggage, or be next to some sort of industrial process so we know this is most likely the source and it's above a level we care about."
Although a detector package could target a single type of vapor, a manufacturer could add it to a unit that detects several substances. That way, a checkpoint could have one sensing system rather than separate units for every material of concern, Brotherton suggested.
"Maybe it's a suite of sensors to try to hedge our bets," he said. "We've focused on a very specific application, but there's no reason you couldn't take this concept and use different polymers and look at multiple substances at the same time."


Suicide bomber on donkey kills 3 NATO troops in Afghanistan
Source: http://www.latimes.com/news/world/worldnow/la-fg-wn-suicide-bomber-donkey-afghanistan-20130723,0,3979033.story


A suicide bomber on a donkey killed three NATO troops and wounded four Afghan soldiers in Afghanistan's Wardak province Tuesday, underscoring the often ingenious low-tech tactics insurgents have employed in the decade-long conflict.
The U.S.-led International Security Assistance Force confirmed the deaths in a statement without giving their identity or nationality, in keeping with policy.
Attaullah Khogyani, spokesman for the governor of the province, said the attack took place about 8:30 a.m. as Afghan and international security forces conducted an operation in Sayedabad district in eastern Afghanistan. [Updated at 9:35 a.m., July 23: Khogyani said an Afghan interpreter working for the ISAF also was killed in the attack.]
In a statement, the Taliban took responsibility for the suicide attack and claimed that 14 American and Afghan security forces were killed and many more injured. The Taliban often exaggerates death tolls or takes responsibility for attacks initiated by others for propaganda purposes and to boost recruiting.
Insurgents have used donkeys for years, usually loading them with explosives that are remotely detonated when the animal wanders near a security patrol or when international and government troops pass by the tethered animal, analysts said.
“But this time it's a bit different,” said Jawed Kohistani, a Kabul-based military and political analyst. “It’s rather new that a suicide bomber riding on a donkey manages to get close enough to the joint forces to reach the target."
Analysts said donkeys are so common in rural areas and small towns this time of year, widely used to harvest crops and transport fruit, that soldiers often don’t perceive them as a threat.
The ability of the Taliban and other insurgent groups to shift tactics quickly and often imaginatively explains in part why the U.S.-led coalition has failed to stabilize the country despite the thousands of lost lives and billions of dollars spent since 2001, analysts added.
[image: Security boosted after three NATO troops killed in Afghanistan]In cities, they often hide bombs in fuel or water trucks, sedans and minivans or use combined suicide and armed attacks that tend to work best in these environments. In more remote areas, they will hide devices in furniture, TVs or gas canisters. They have learned to encase roadside bombs in plastic, making them more difficult to locate with metal detectors.
On Tuesday, the U.S. government watchdog Special Inspector General for Afghanistan Reconstruction reported questionable practices in the contracting of “culvert denial systems,” plates that allow water and debris to pass under roads while making it difficult to plant roadside bombs. At least two Afghan contractors committed fraud by billing the U.S. for nearly $1 million in systems that were either never installed or installed incorrectly, the group said.
In April, a bomb strapped to a donkey was detonated remotely in eastern Laghman province, killing a policeman and injuring three civilians, while last August a device strapped to a donkey in central Ghor province exploded, killing a policeman.
Analysts said diverse tactics used by the Taliban, Al Qaeda and the Pakistan-linked Haqqani network are aimed at driving international combat troops out of the country even earlier than their late-2014 withdrawal deadline. They’re also designed to undermine confidence in the Afghan government as a way of expanding the insurgent group’s future political influence.
“They are using all these efforts to inflict casualties on Afghan and foreign security forces to show off their power, take credit and exact revenge, employing common tactics of organized violence,” Kohistani said.


Animal-borne bomb attacks
Source: http://en.wikipedia.org/wiki/Animal-borne_bomb_attacks


Animal-borne bomb attacks are the use of animals as delivery systems for explosives. The explosives are strapped to a pack animal such as a horse, mule or donkey and set off in a crowd.
[image: http://resources0.news.com.au/images/2011/11/16/1226196/187144-afghanistan-donkey-kandahar.jpg]

Incidents
Afghanistan
In 2009, the Taliban strapped an improvised explosive device to a donkey. The gate guard noticed something suspicious when a group of men let the donkey go a short way from the camp and then hurried off. The donkey was stopped with a rifle shot. One soldier set fire to the hay with a flare provoking a "considerable explosion".
In April of 2013, in Kabul, a bomb attached to a donkey blew up in front of a police security post, killing a policeman and wounding three civilians. A government spokesman claimed insurgents were challenging the competence of the Afghan government prior to the 2014 withdrawal of the U.S. military.

Iraq
On 21 November 2003, eight rockets were fired from donkey carts at the Iraqi oil ministry and two hotels in downtown Baghdad, injuring one man and causing some damage. In 2004 a donkey in Ramadi was loaded with explosives and set off towards a US-run checkpoint. It exploded before it was able to injure or kill anyone. The incident, along with a number of similar incidents involving dogs, fueled fears of terrorist practices of using living animals as weapons, a change from an older practice of using the bodies of dead animals to hold explosives. The use of improvised explosive devices concealed in animal's carcasses was also a common practice among the Iraqi Insurgency.

Lebanon
Malia Sufangi, a young Lebanese woman, was caught in the Security Zone in November 1985 with an explosive device mounted on a donkey with which she had failed to carry out an attack. She claimed that she had been recruited and dispatched by Syrian Brigadier-General Ghazi Kanaan who supplied the explosives and instructions on how the attack was to be carried out from his headquarters in the town of Anjer in the Bekaa Valley.
United States
In 1862, during the New Mexico Campaign of the American Civil War a Confederate force approached the ford at Valverde, six miles north of Fort Craig, hoping to cut Union communications between the fort and their headquarters in Santa Fe. About midnight, Union Captain James Craydon tried to blow up a few rebel picket posts by sending mules loaded with barrels of fused gunpowder into the Confederate lines, but the faithful old army mules insisted on wandering back toward the Union camp before blowing to bits. Although the only casualties were two mules, the explosions stampeded a herd of Confederate beef cattle and horses into the Union's lines, so depriving the Confederate troops of some much-needed provisions and horses.
In the Wall Street bombing of 1920, an incident thought to be related to the 1919 United States anarchist bombings, anarchists used a bomb carried by horse-drawn cart.

West Bank and Gaza Strip
· June 25, 1995 - At approximately 11 a.m., a Palestinian rode a booby-trapped donkey cart to an Israeli army base west of Khan Yunis in the Gaza Strip and detonated it. The Palestinian and the donkey were killed, but no soldiers were wounded. Hamas claimed responsibility for the attack. Three soldiers were treated for minor shock.
· June 17, 2001 - A Palestinian man rode a bomb-laden donkey cart up to an Israeli position in the southern Gaza Strip and set off a small explosion. Israeli soldiers destroyed the cart, and no soldiers were wounded. The Palestinian man was captured by the soldiers.
· January 26, 2003 - Palestinian fighters strapped a bomb to a donkey and then exploded it remotely on the road between Jerusalem and Gush Etzion. No humans were injured in the attack. PETA director Ingrid Newkirk wrote to PLO Chairman Yasser Arafat asking him to keep animals out of the conflict. PETA was criticized for not objecting to killing of humans in the context.
· June 8, 2009 - Palestinian gunmen approached the Karni crossing between the Gaza Strip and Israel with several trucks and at least five horses loaded with explosive devices and mines. The gunmen fired on IDF troops who observed them, and at least four gunmen were killed in the ensuing battle. A previously unknown organization called "the army of Allah's supporters" claimed responsibility for the foiled attack. The IDF estimated that the gunmen had planned to kidnap an Israeli soldier.
· May 25, 2010 - A small Syrian-backed militant group in the Gaza Strip blew up a donkey cart laden with explosives close to the border with Israel. According to a spokesman for the group, more than 200 kilograms of dynamite were heaped on the animal-drawn cart. The explosives were detonated several dozen meters from the border fence with Israel. The animal was killed in the blast but no human injuries or damage were reported.

Military
During World War II the U.S. investigated the use of "bat bombs", or bats carrying small incendiary bombs. During the same war, Project Pigeon (later Project Orcon, for "organic control") was American behaviorist B. F. Skinner's attempt to develop a pigeon-guided missile. At the same time the Soviet Union developed the "anti-tank dog" for use against German tanks. Other attempts have included the attempt by Iran to develop kamikaze dolphins, intended to seek out and destroy submarines and enemy warships.



Al Qaeda’s “next generation” bomb
Source: http://www.homelandsecuritynewswire.com/dr20130725-details-of-al-qaeda-s-next-generation-bomb-aborted-effort-to-take-out-its-designer-emerge


Al Qaeda engineers have been working on designing a sophisticated bomb powerful enough to bring down passenger planes but which is designed to avoid detection by explosives detection machines or trained dogs at airports.
John Pistole, head of the Transportation Security Administration (TSA), who spoke at the Aspen Security Forum, said that the CIA and other Western intelligence agencies were able to get their hands on the device after a CIA agent infiltrated an al Qaeda cell in Yemen and disrupted a plot to place the device on a U.S.-bound passenger plane on the first anniversary of the killing of Osama bin Laden’s death.
The Los Angeles Times reports that Pistole said Ibrahim Hassan Asiri, a Saudi-born bomb maker, has built the device and the instructed al Qaeda operatives in Yemen – among them the CIA infiltrator – in how to use it.
Asiri – who was described by Pistole as “our greatest threat. All the intel folks here know that is a clear and present danger” — remains at large.
After the CIA had learned the details of the sophisticated bomb Asiri had designed, the agency set in motion an operation to kill him and the few operatives he had instructed about it. The effort was thwarted when the Associated Press learned details of the operation, and refused pleas by the administration to postpone publication of the story until the end of the operation.
The news agency was not persuaded by arguments that infiltrating a tight al Qaeda cell is nearly impossible, and would become even more difficult after the publication of the story, or by the argument that publishing the story before Asiri and his assistant were taken out meant that they would live to place their sophisticated device on another civilian plane another day.
The AP did agree to delay publication by a week to ten days to allow the CIA to extricate the agent and his family from Saudi Arabia to safety before publication.
The U.S. intelligence and law enforcement community were enraged by the leak of the story to AP, and launched an investigation to identify the leaker. The investigation included phone tapping of twenty phone lines at the AP offices in Washington, D.C. and New York.
ABC News quoted Robert Mueller, director of the FBI, telling lawmakers in May 2012 that “Leaks such as this threaten ongoing operations, puts at risk the lives of sources, makes it much more difficult to recruit sources, and damages our relationships with our  foreign partners.”
“Leaks such as this have a — I don’t want overuse the word ‘devastating’ — but have a huge impact on our ability to do our business, not just on a particular source and the threat to the particular source, but your ability to recruit sources is severely hampered.”
On the same day Mueller was testifying before congressional committee, Matthew Olsen, director of the National Counterterrorism Center, addressed the issue of media leaks relating to the plot and called it “devastating.”
“Leaks do endanger people’s lives … that is not an exaggeration,” Olsen said, speaking before the American Bar Association’s standing Committee on Law and National Security, in Washington, D.C.
The Times notes that U.S. intelligence believe Asiri designed the underwear bomb worn by Umar Farouk Abdulmutallab, who tried to blow up a Delta Airlines passenger plane over Detroit in December 2009.
Asiri also designed the explosive device his brother inserted in a body cavity in an attempt to assassinate the Saudi deputy minister of interior, Muhammad bin Nayef, in August 2009. The blast killed the bomber, but  only slightly injured his target.
The CIA informant persuaded Asiri that he – the informant – should be the one to carry out the mission of placing the undetectable bomb on an American airplane in 2011.
Pistole said the plot involved “a next generation device” that was “new and improved in many respects” from earlier bombs. He said it featured “a new type of explosive that we had never seen.”
He said the bomb used “a double initiation system,” two different syringes to mix liquid explosives. It also was covered in caulk to shield its scent from machines and dogs.
“All of our explosive detection equipment wasn’t calibrated to detect that,” Pistole said. “And all of our 800 bomb-sniffing dogs had not been trained for that specific type.”
Instead of placing the bomb on a U.S.-bound plane, the informant gave the device to his CIA handlers in Saudi Arabia. He then went back to Asiri in Yemen, complaining that the device would not function as planned, and asked the bomb-maker to prepare another bomb.
The CIA then decided to take Asiri and his helpers out, but it was at that point that someone leaked the story to AP. Since the news service refused to postpone publishing to story beyond ten days, the CIA had no choice but abort the mission and extricate the informant.

How It Works: The Mechanical Bomb Sniffer 
Source: http://www.popsci.com/science/article/2013-05/mechanical-bomb-sniffer
[image: http://1.1.1.3/www.popsci.com/files/imagecache/article_image_large/articles/mbs_new.jpg]
Mechanical Sniffer Trevor Johnston


Last fall, David Atkinson and a team at the Pacific Northwest National Laboratory announced that they had “sniffed” certain explosives in ambient air for the first time. Most common explosives—RDX, PETN, blasting gels—exist in very low ambient concentrations, often in the parts-per-quadrillion range. Existing detectors are not that sensitive, meaning security forces need to test suspects directly, as in airports. A version of Atkinson’s machine could simply sniff targets, speeding the process. “It could change the way we do screening for explosive threats,” he says.
Scientists spike a glass slide with residue from a few known explosives. A vacuum pump within the detector sucks air through a one-inch wide opening at a rate of between one and five liters per minute.
The vapor passes through a copper tube toward an ionization source. Nitrate ions, which have a high charge affinity, collide with the highly polar explosive molecules, so they tend to stick together, forming an adduct—or cluster molecule.
To ensure that many of the explosive molecules in the airstream are ionized, Atkinson’s team used a long, copper reaction tube to extend the reaction period to approximately two seconds.
Electric fields on the front of the commercial mass spectrometer guide the charged ions through a 600-micron-wide passage into the mass spectrometer itself.
The mass spectrometer analyzes the sample and determines the molecular weight. Currently, Atkinson’s team can detect at least nine explosives, including PETN, RDX, C-4, Semtex, smokeless powder, and some blasting gels. 


IED: Terrorists create 'liquid death' scare in Middle East and North Africa 
Source: http://www.examiner.com/article/ied-terrorists-create-liquid-death-scare-middle-east-and-north-africa


While the U.S. continues to observe a terrorism alert, especially at U.S. diplomatic facilities in the Middle East and North Africa, on Tuesday Israeli intelligence officials began warning police and security agencies throughout the world that disturbing intelligence describes a new weapon in al-Qaeda's arsenal. According to an Israeli police counterterrorism expert, a liquid explosive may be utilized by al-Qaeda and its affiliates to attack targets that are increasingly vulnerable. 
According to Mordacai Asher in a conversation with the Examiner, the liquid explosive can drench a suicide bomber's clothing and become highly volatile when dried. 
Explosives experts credit al-Qaeda in the Arabian Peninsula (AQAP) with the development of this new improvised explosive device (IED). AQAP is currently battling the government of Yemen, Saudi Arabia's vulnerable neighbor. 
U.S. intelligence claims that a message between Ayman al-Zawahri and AQAP was intercepted and there were also other streams of intelligence that contributed to the threat from AQAP against U.S. embassies overseas, according to Fox News Channel on Tuesday morning. 

Americans warned about 'Body Bombs' 
On Sunday afternoon, U.S. government officials warned American and foreign law enforcement and security agencies that terrorists may be planning to use "Body Bombs," which are surgically implanted into the bodies of terrorist "mules," according to Fox News Channel anchorwoman Harris Faulkner. 
Faulkner discussed the topic of improvised explosive devices (IEDs) and body bombs with Fox News terrorism analyst Dr. Walid Phares, despite the pressure by Islamic groups such as the Council on American Islamic Relations (CAIR) to ban Phares from the airwaves and from lecturing on college campuses or at police academies.
[image: Police bomb squad detectives will face new threats such as liquid explosives and surgically implanted bombs.]"The [body bomb] threat brings new meaning to the term “suicide bomber” and “improvised explosive device,” one expert had told the Law Enforcement Examiner. 
Federal officials revealed they were issuing a global warning based an enormous amount of terrorist "chatter" this weekend, especially by members of al-Qaeda and its offshoot Islamist organizations, according to a former New York City police explosives expert, Benjamin Cardoza. 
“Recent intelligence brought to light the possible terrorist scheme but no specific plot has been uncovered,” according members of the U.S. House of Representatives.
Rep. Peter King, R-N.Y., chairman of the House Homeland Security Committee, said on Fox News Channel that an attack against one of the State Department's overseas embassies or consulates is being given the full attention of U.S. security leaders. 
A U.S. security official told the Law Enforcement Examiner that a body bomb implanted is likely to come from overseas rather than domestically and that precautionary steps have been taken internationally and in the United States to be on guard for such terrorism suspects. 
In August 2009, an al-Qaeda suicide bomber, Abdullah Hassan Tali Assiri, attacked and injured Saudi Prince Mohammed bin Nayef with a bomb concealed in a body cavity after passing through two airport scanners, Rep. King said on Fox News.
King and TSA officials would not say if the full-body scanners currently employed at U.S. airports would detect bombs implanted in a human. Also, there are questions as to the vulnerability of these body bombs to radio waves, cell phones or scanners.
A number of DOD divisions, including all of the military branches, have been pursuing counter-IED (C-IED) efforts leading up to June 2005 when DOD established the Joint IED Defeat Task Force, followed in 2006 with the creation of the Joint IED Defeat Organization (JIEDDO) to lead and coordinate all DOD actions to defeat IEDs, as reported by the Examiner.


Qaida’s breast bomb threat at Heathrow airport
Source: http://articles.timesofindia.indiatimes.com/2013-08-17/uk/41420336_1_heathrow-airport-airport-scanners-security-committee


Britain has credible intelligence that female suicide bombers with explosives concealed in breast implants are planning to blow up Heathrow airport.
[image: http://barthsnotes.com/wp-content/uploads/2010/03/breast-implant-bomb.jpg]Security agencies have found that al-Qaida's chief bomb-maker Ibrahim al-Asiri has developed a method to conceal explosives from airport scanners in an implant or bodily cavity. A large contingent of female suicide bombers have been recruited.
"We have been told to pay particular attention to females who may have concealed explosives in their breasts," the airport authorities said
Security checks have been beefed up at UK's Heathrow airport after intelligence reports surfaced that al-Qaida is plotting attacks on airlines flying out of London. Increased surveillance led to long queues at Heathrow on Friday.
The warning comes just days after the UK shut down some of its foreign missions following a warning from Interpol that a series of jailbreaks across nine countries in the past month, including in Iraq, Libya and Pakistan, could lead to new terror recruits.
With suspected al-Qaida involvement in several of the breakouts which led to the escape of hundreds of terrorists and other criminals, the Interpol General Secretariat headquarters' global security alert "requests the organization's 190 member countries' assistance in order to determine whether any of these recent events are coordinated or linked". Interpol said: "In recent years, terrorist attacks focusing on diplomatic facilities in Afghanistan, Greece, India, Kenya, Libya, Pakistan, Peru, Saudi Arabia, Syria, Tanzania, Turkey and Yemen have also resulted in hundreds of casualties of all nationalities."
Britain's foreign office says there is a very high kidnap threat from armed tribes, criminals and terrorists.
Britain's highest security body - the Intelligence and Security Committee (ISC) of Parliament recently declared that the threat level to the %UK from international terrorism is "substantial" indicating that an attack is a strong possibility.
In a report tabled at parliament, ISC declared that the "threat to British interests from espionage remains high" and the UK is "a high-priority target for a number of foreign intelligence services". It said the commercial sector as well as government, technology, defence and security interests are at risk from both "traditional" espionage and hostile activity conducted in cyberspace.
UK's biggest threat is from al-Qaida with the ISC saying the banned organization continues to operate despite significant pressure in the Federally Administered Tribal Areas (Fata) of Pakistan. Investigations have found that the threat from al-Qaida has diversified; although all Qaida affiliates retain significant intent, their capabilities and opportunities vary. The report says: "The greatest risk of attack on UK soil is posed by al-Qaida-inspired but self-organized groups, particularly those who have sought advice and training from extremists in Fata."






image5.png
Detection | Homeland Security News ckr - Pho ontacts | Linkedin

€ flickr.com

Email jtter & print @ A

flickr Y -

Explosives detection

© Explosives .




image6.png




image7.jpeg
Various methods of wave detection system: luding X-ray and Black-body radiation were
researched and investigated, before they ultimately selected a millimeter wave based system.





image8.emf

image9.jpeg




image10.jpeg
I'M NOT AFRAID OF
BOMBS

But rain, that bothers me.

\ERY DEMOTIVATIONA] .com —————




image11.jpeg
W KIA: 21-09-2007

ANDY ;
452EDD i ]
KIA: 23-11-2007 | KIA: 23-10-2009





image12.jpeg




image13.jpeg
ANATOMY OF A PRESSURE COOKER BOMB

scrieofhomemade pressure cooker bomis — potsfll ofrusty s deigned t crplode
ond spniy shrapre cery chich vty — o ety poic n Vitoria BC. 1his ekend.
il e here o plo o detoat he ot frond o the i Colunbi
fegilature uring Cantd Day — an attack that e cum tobe. Here'sho the
mprocisdcrplosoe devie s e inthe Boston Maraihon bombing, won

THE BOMB

Explosive and fragments: Detonator/triger: Explosion:
Anexploive matersl s pacedin  Thebombcoud b remte Thepresire cooer s acturd
e pressure cookerand actated o wthacephoneor by e st whch ropls
srounded b adtonal Sl wach) o poced 3 tmer  Seaonel ok o spects maching
gt 1 unkaoun whtsort o comicl e One e hator bl

ofexpsives wereusd nthese s malerl & ited gases
e, bt h cotets e e rapdy et e
s, s, washers and sy s,

THE IMPACT

it thebom o the ground.the
forc ofhe st i G up ot
st hemisphencar shpe.
Posibe s e perera
g ballstic o b wounds.
Aol s cokdbe
Sustined s resu o oy
vown by the s




image14.png
File Edit View Window Help

x

RAFEeE | ®®

20%

‘s

B B|e 3|l

Tools

Sign

Comment

approach to the suspicious object
ired by the operator, and even this
en be avoided as Vidisco’s array
agers can also be integrated with
g EOD robots.

PNTAMINATED ON-SITE CRIME
TIGATION: YOUR LAB IN THE

in the fantasy world of TV crime
b, keeping the crime scene intactis a
ority. The crime scene investigation
s responsible for detection and fast
sis of initial evidence on site, as well
pmprehensive laboratory analysis
echnical support along all stages
investigation process, leading
ally to the prosecution of criminals
purt of law.

isco’s digital radiography systems

control purposes. X-ray
inspections are regularly
conducted on cargo at
land borders, seaports and
airports. Large static X-ray
machines are expensive
and suitable for stationary
work, however portable
X-ray systems serve as a
complementary  solution
for inspections conducted
at small border points
or controlling ambushes
staged at various points
along borders or roads.
Vidisco’s portable
digital X-ray systems
feature quick setup at
any location/climate and are 100 per
cent battery operated. The company’s

PORTABLE DIGITAL X-RAY SYSTEMS

Concealed bomb in a shoe.

(K]

827x1169in <« !

—
“w DEEmON HFEMIBO - 2009880

'8 Skype™ - kerber. )4 Firefox

D
B0 T s




image15.png




image16.png
Comment

Counter-IED Report

Spring/Summer 2013

HOW EDD ACTIVITIES ARE INTEGRATED INTO THE
OUNTERING INPs NCEPT

NATURE OF AN IED

AND R
NGA

o)

= MO HEM B0 200360 S S kerber |0 Frefox S TNRED (roteve. |G 2003 4 Explos. | 8 Movaba COI. | 78 Counter-DRe.. | EN  Fovdione > < BO G4 937





image17.png
COUNTER TERROR EXPO 2013
DSEi 2013

FOREWORD
Rob Hyde Bales, Consufting Editor, Courter ED Report

HOW IEDD ACTIVITIES ARE INTEGRATED INTO THE
COUNTERING IMPROVISED EXPLOSIVE DEVICES
(C-ED) CONCEPT

tor Felisbert, PRT O CHED Centre of Excelence.

MILITARY SEARCH - SUCH AN ENABLING TOOL
3y Maor Jose M Rufas, C-
Defeat the Device Branch

‘OPTIMA DEFENCE SERVICES

'BENEFITS OF CONTRACTOR-DELIVERED C-ED TRAINING
By Jim Scot, OPTINA Defence & Securty Lid

7 ANNUAL COUNTER IEDs 2013

HANDHELD DETECTORS: REDUCING THE BURDEN
ON THE SEARCHER

fenn Thompson, Audtel Intematinal L

‘THE SIGNATURE OF AN IED
By Dinesh H C Remping, Technical Poject ffcer RAT, and,
Jm Backburm, Prject Offce C-IED, European Deence A

IEDs: A GLOBAL THREAT REQUIRING A GLOBAL RESPONSE
Jefirey T Wicket, Programme Manager, Programme G
‘Word Customs Orgarization (W

SCANNAMSCLTD

VIDISCO's DIGITAL PORTABLE X-RAY IN THE SERVICE
OF SECURITY FORCES

By Tamir Auma and Ofta Kleinberger, Vidsco Lid
'BORDER MANAGEMENT & TECHNOLOGIES SUMMIT 2013

DEPLOYING A EUROPEAN FORENSICS CAPABILITY
By Dinesh HC Rempiing - Techrical Prject Offier RAT and
tbum - Proect Oficer CED, European Defence Agency.
Waciid DelVal - Busiess Development Marager and
David Rendo Rodriguez - Project Manager, Indra S

DEPLOYABLE FORENSIC C-ED LABORATORIES
By Indra Sistemas

‘CBRN DEFENCE IN THE CONTEMPORARY OPERATING

ENVIRONMENT

‘THE ROLE OF JOINT CBRN DEFENCE CENTRE OF EXCELLENCE
ichai Zambartas, Conoept & Doctrne Specias,

ity Development

TOD HEE2BGC " 200550 Tt T S G TR (T " B B

® Movaba CD (F)

78 CounterIED Re.

gn | Comment

EN suvsiong ” < B F 0 940y




image18.png
gn | Comment

'DYNASAFE INTRODUCES A LARGE CHAMBER FOR
TRANSPORTATION OF CHEMICAL WEAPONS, UXO AND
IED BOMBS TO DISPOSAL FACILITIES

By Fredri Olsson, Technical Manager of Dynasafe DermlSystems.
and Dynasafe Protecton Systems

MKDS's 6™ ANNUAL DEFEATING IEDs TRAINING
WORKSHOPS & TECHNOLOGY EXHIBITION

‘THE CHALLENGE OF CBREDs
By Andy Oppenheimer AIExpE MIABTI

'COUNTERING THE IMPROVISED EXPLOSIVE DEVICE
WITH CANINES

By Frank Holmes FeDc, Warrant Ofc

Traning and Operatons Manager for K10 Workingdogs

'ROUTE CLEARANCE AND AFGHAN CAPABILITY BUILDING:

DISCUSSING THE TECHNOLOGY PARADOX

By Major Ancre Desrochers, Miary Engineering Cente o Excellence
Canadian Army

GLOSYS ELECTRONICS LLC
'DEMINING MACHINES

By lsrazivac Lid

‘TACTICAL UNMANNED AIRCRAFT SYSTEMS AND THEIR
'SUPPORT IN C-IED OPERATIONS
By Chrs Day, Head of Capabity Engineering, Schiebel Group

ACTIVE PROTECTION SYSTEMS AGAINST
'MINE AND IED BLAST

By Roger Sloman, Managing Diector,

Ady 4 & Balictc Systems

'REMOTELY CONTROLLED IED JAMMING AND RADIO

FREQUENCY SPECTRUM CHALLENGES:

FRATRICIDE JAMMING AND INTEROPERABILITY AMONG

'NATO COALITION FORCES

By Dr Franco Fore and Agata Szydeho, NATO Commarications and
4o

'SMART RESPONSIVE JAMMING GOES COMINT:
DISTRIBUTED MOBILE EW SENSORS FOR CURRENT AND
FUTURE OPERATIONAL THEATRES
By Jirgen Gosrkens and Dr Hubert Pionk,

‘C-ED-RELATED INFORMATION SHARING
POSTAFGHANISTAN REQUIREMENTS

By LTC (6S) Chritoph Walrs h Head, C-ED C
Bundeswehr ot For

ANEW LOOK AT THREAT INTELLIGENCE
White Paper by Allen-Vanguard

LOOKING TO THE FUTURE
By Dinesh HC Rempiing, Technical Pojec Offcer RAT, and
Jm Blackburm, Poject Offcer C-IED, European Defence Agency (EDA)

TOEI HFEeN O 209380 8] Sleype™ - kerber. 2’5 Firefox " INKED (Tenzor.. | 20134 Explosiv. '® Wlovada D (). 8 Counter-EDRe.. | EN  Tuubionc > < BO @) 941 py




image19.jpeg
s

www.counteriedreport.com

Unique content | Global reach | In print and online

Counter-IED Report

published by
Delta Business Media Limited
3rd floor, 207 Regent Street, London, W1B 3HH, United Kingdom
Tel: +44 (0) 20 7193 2303  Fax: +44 (0) 20 3014 7659
info@deltabusinessmedia.com www.deltabusinessmedia.com





image20.jpeg




image21.jpeg




image22.jpeg




image1.jpeg




image23.jpeg




image24.jpeg




image25.jpeg
* Vacuum pump

fonization source.

Reaction fube

Explosive molecules

2@

Mass spactrometer





image26.jpeg




image27.jpeg




image2.jpeg
Issue 50,2013

- CBRAE
neumer

€-Journal for CBRNE-CT First Raspom(wg

www.cbrne-terrorism




image3.jpeg
Explosive News




image4.png




