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NASA says it was hacked 13 times last year
Source: http://lwww.reuters.com/article/2012/03/02/us-nasa-cyberattack-idUSTRE8211G320120302

NASA said hackers broke into its computer
systems 13 times last year, stealing employee
credentials and gaining access to mission-
critical projects
in  breaches
that could
compromise
U.S. national
security.

The National
Aeronautics
and Space
Administration
spends  only
$58 million of
its $1.5 billion
annual IT
budget on
cyber security,
Paul  Martin,
the agency's
inspector
general, told a
Congressional
panel on NASA
security earlier
this week.
"Some NASA systems house sensitive
information which, if lost or stolen, could result
in significant financial loss, adversely affect
national security, or significantly impair our
nation's competitive technological advantage,"
Martin said in testimony before the U.S. House
Committee on  Science, Space and
Technology, released on Wednesday.

He said the agency discovered in November
that hackers working through a Chinese-based
IP address broke into the network of NASA's
Jet Propulsion Laboratory.

He said they gained full system access, which
allowed them to modify, copy, or delete
sensitive files, create user accounts for
mission-critical JPL systems and upload
hacking tools to steal user credentials and

compromise other NASA systems. They were
also able to modify system logs to conceal their
actions, he said.

"Our review disclosed that the intruders had
compromised the accounts of the most
privleged JPL users, giving the intruders
access to most of JPL's networks," he said.

In another attack last year, intruders stole
credentials for accessing NASA systems from
more than 150 employees.

Martin said the agency has moved too slowly to
encrypt or scramble the data on its laptop
computers to protect information from falling
into the wrong hands.

Unencrypted notebook computers that have
been lost or stolen include ones containing
codes for controlling the International Space
Station as well as sensitive data on NASA's
Constellation and Orion programs and Social
Security numbers, Martin said.
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PERSPECTIVES ON TERRORISM

a journal of the Terrorism Research Initiative

Use of the Internet to Counter the Appeal of Extremist

Violence.

Conference Summary & Follow-up/ Recommendations

by the United Nations Counterterrorism Implementation Task Force (CTITF), Working Group on
Use of the Internet for Terrorist Purposes Riyadh, 24 - 26 January 2011.

Source: http://lwww.terrorismanalysts.com/pt/index.php/pot/article/view/CTITF-Use-of-Internet/html

The Internet is a key way for violent extremists
to encourage others to adopt their views. In
their messaging to potential supporters and
vulnerable audiences, extremists use simplistic
analysis and offer violent solutions to problems
that span a range of complex social, economic
and political issues at both a local and global
level.

Finding effective ways to counter such
messages was at the heart of discussions at
the Riyadh Conference on the ‘Use of the
Internet to Counter the Appeal of Extremist
Violence.” Co-hosted by the United Nations
Counterterrorism Implementation Task Force
(CTITF) and the Naif Arab University for
Security Sciences in Riyadh in partnership with
the Center on Global Counterterrorism
Cooperation, and supported by the
Governments of Germany and Saudi Arabia,
the Riyadh conference followed two previous
meetings of the CTITF Internet Working Group,
one on legal aspects of the use of the Internet
for terrorist purposes, and the other on
technical aspects.[1] The conference brought
together around 150 policy-makers, experts
and practitioners from the public sector,
international organisations, industry, academia
and the media. Several States participated at
ministerial or ambassadorial level. The choice
of Saudi Arabia as a venue reflected its
considerable effort to identify effective counter-
terrorism measures, including in combating
terrorist use of the Internet and in constructing
and delivering effective counter-narratives.

The conference focused on identifying good
practices in using the Internet to undermine the
appeal of terrorism, to expose its lack of
legiimacy and its negative impact, and to
undermine the credibility of its messengers.

Key themes included the importance of
identifying the target audience, crafting
effective  messages, identifying credible
messengers, and using appropriate media to
reach vulnerable communities. The Conference
agreed that Governments might not always be
best placed to lead this work and needed the
cooperation of civil society, the private sector,
academia, the media and victims of terrorism.
Given the global nature of terrorist narratives
and the need to counter them in the same
space, there was a special role for the United
Nations in facilitating discussion and action.
This report includes a list of possible follow-up
projects, further recommendations, and a
summary of the discussion.

1. Collect examples of extremist messages on
the Internet and identify the strengths and
weaknesses of both their content and delivery
through web-stats analysis and user reactions
so as to be able to undermine strengths and
exploit weaknesses in constructing and
delivering counter-narratives. Analyze themes
and discussion threads on extremist websites.
2. Collect and analyze examples of counter-
narratives on the Internet so as to build a
picture of what works and what does not, both
in terms of content and delivery.

3. Build a hub for deconstructing extremist
narratives on the Internet, providing counter
narratives and training workshops for
practitioners, students, journalists, etc.

4. |dentify the types/groups of users who
access extremist messages so as to be able to
reach them through the same portals
with counter-narratives that play to
their specific concerns and cultural
influences.
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5. Draw up a register of potential messengers
both by category/geography and as individuals
and create a platform for interaction.
Messengers might include victims and former
extremists.

6. Provide journalists with an easily accessible
roster of experts on extremism and counter-
extremism that they can turn to for substantive
comment (i.e. by building on efforts such as the
Global Expert Finder of the Alliance of
Civilizations). Identify and draw up a list of
media partners.

7. In consultation with the Organization of the
Islamic Conference establish a project to offer
analysis of radical messages and training for all
interested stakeholders on the design and
delivery of counter-narratives in order to avoid
legitimizing extremist messaging and wherever
possible expose its illegitimacy (in partnership
with the Alliance of Civilizations).

8. Discuss with industry partners (incl. search-
engine hosts) the technical possibilities of
ensuring counter-narratives appear at or near
the top of results pages for specific search
criteria.

1. Promote counter-narratives through all
relevant media channels (online, print,
TV/Radio).

2. Make available in the same space a counter-
narrative whenever a new extremist message
appears on Facebook, YouTube or similar
outlets.

3. Offer rapid counter-narratives to political
developments (e.g. highlight the absence of Al-
Qaida and other extremist groups from popular
protests).

4. Consider selective take-down of extremist
narratives that have the elements of success.

5. Ensure that counter-narratives include
messages of empathy/understanding  of
political and social conditions facing the target
audience, rather than limiting the counter-
narrative to lecturing or retribution.

6. Offer an opportunity for engagement in
crafting and delivering counter-narratives to
young people who mirror the ‘Internet Brigade’
members of Al-Qaida.

7. Support the establishment of civil society
networks of interested groups, such as women
against violent extremism, parents against
suicide bombers or schools against extremism.
Summary:

The Internet, though a neutral medium, can
play a key role in spreading violent extremist
messages to individuals who might otherwise
remain immune. The Internet empowers the
shy and allows alienated people with extremist
views to find others who agree with them. This
can lead to mutual reinforcement of beliefs and
validation of a world view that is otherwise hard
to sustain. Forums that promote a radical
philosophy however, often contain many
different ideological strands. Audiences often
approach forums in a state of confusion which
then clarifies as they gravitate towards other
members and harden their outlook. While it can
and does happen, people do not always
approach a forum with the intention of joining a
terrorist group or even of becoming members
of the ideological ghettos that exist on the
Internet. The effectiveness of networks
depends on their success on several levels:
organizational (binding members together),
narrative  (strengthening  self-definition);
doctrinal (hardening beliefs and objectives);
technological (improving capacity), and social
(building trust and loyalty). Opportunities to
break down networks also exist in all these
categories.

The Internet has enabled the collection of
extremist ideas and materials that may lead a
vulnerable individual to recruit himself,
sometimes unaided by any intermediary. Such
self-recruited extremists can join a community
of like-minded individuals which then develops
its own ideology. These networks are resilient
and adaptive, despite growing law enforcement
efforts to take them down. Online extremist
forums can play a key role in the radicalization
process of an individual or a group. Often
identified with religious symbolism and rituals,
and a rejection of western cultures, these
forums provide individuals that feel emotional
outrage with a sense of identity and purpose
which may lead them to consider it a personal
duty to take action as soldiers in a war to
protect their community. The problem of
radicalization however is not limited to Al-
Qaida-related terrorism. Extremism can grow
out of the domestic conditions of any country,
and the Internet can play a facilitating role in
radicalizing any set of vulnerable
individuals in the same way that it -
does for Al-Qaida-related extremists.  ~ ™3
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In this respect, participants cautioned against
using misleading terminology, in particular as
relates to deviations from Islam and the actions
of violent Muslims; terms such as jihad or neo-
jinad are unhelpful and counter-productive.
There was complete agreement that Al-Qaida
represents neither the Muslim community nor
Islamic belief.

A speaker presented a comprehensive study of
terrorist web forums and the ways they have
been used to develop terrorist ideas and
activities. These web forums provide relative
anonymity;  wide availability;  resilient
infrastructure; interactivity, and comprehensive
pools of information, as well as links between
armed extremists and their support bases and
among themselves. It was noted that even
though many Al-Qaida web forums are
weakening and some have not recovered from
take-down actions, they should not be
underestimated, as at least three or four
principal forums are fully active and in direct
contact with the Al-Qaida leadership. Most Al-
Qaida web forums are now password-
protected, allowing access only to established
members.

Another speaker examined the types of
Internet content terrorists access, using the
example of the Madrid bombers. The terrorists
had used the Internet for communication within
and beyond the terrorist network, to share
information on current events, as a tool for
indoctrination and to maintain ideological group
cohesion, and to share operational knowledge
on violent tactics and on targets. The
computers recovered from the bombers
contained propaganda and proselytizing texts
and audio/video clips from key leaders as well
as from unidentified preachers, all reinforcing
the legitimacy of terrorism.

As much as the Internet is a complementary
tool for individual radicalization, in many cases
the key radicalization channel still remains
face-to-face interaction. Often a surprisingly
short time elapses between a person becoming
interested in radical ideas on the Internet and
meeting someone in real life who reinforces
those ideas.

The main objectives of the terrorist message
are to build a sense of community, instill a
sense of responsibility to defend it and promote

the idea that it is under attack from a specific
enemy.

Participants made the point that extremists
often get things wrong and that the web allows
an opportunity for an aggressive exploitation of
their mistakes. One example was the
intimidating messages sent to imams and
others in Afghanistan which in fact exposed
the violence and intolerance of the terrorist
approach. A counter-narrative was likely to
succeed better if it was aggressive rather than
defensive. It was also useful to underline the
lack of success enjoyed by terrorist groups, the
counterproductive  consequences for the
communities that terrorists claim to defend and
the lack of legitimacy for terrorist action.
However, while terrorist argumentation often
shows weaknesses in content and logic, the
counter-narrative that points these out needs
more substance to sustain itself. Counter
narratives should contain facts and have a
transparency that undermines any criticism of
them as information operations.

Participants emphasized the importance of
finding voices that resonate with the audiences
that counter narratives aim to reach, for
example those of former terrorists. It was
important to highlight the arguments that had
led them to denounce violence. Similarly, it was
useful to examine the content of internal
criiques that are known to have had an impact
on extremist thought. In the case of Indonesia,
messages by people stil involved in the
movement had more impact than arguments
against bombings made by former militants, in
part because they went beyond the usual point-
counterpoint of most arguments. Their impact
suggested that an effective Internet counter-
narrative requires a thorough familiarity with
ongoing debates. If extremist movements are
constantly evolving, then counter-strategies
aimed at an Internet audience will need to do
the same, showing flexibility and an ability to
adapt to changing events.

A successful counter narrative should not
necessarily be limited to renouncing violence
but also point out that violence does not
achieve the desired outcomes, while
showing understanding of the political . .
and social conditions that face target
audiences. The audience that a
counter-narrative  should aim to
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persuade does not comprise foot-soldiers, but
rather reasonably well-educated computer-
literate members of religious discussion
groups, the intellectuals who are or might
become recruiters and trainers in terrorist
circles, and university students who might be
tempted to provide moral, logistical or financial
support. An effective message should urge
them to act in a different, more effective and
positive capacity. An empathetic message that
demonstrates understanding of the issues that
may push an individual to extremism is likely to
have greater effect than one that simply says
he is wrong.

A discussant gave the example of Abu
Muhammad al-Maqdisi’s criticism of his former
pupil, Abu Musab al-Zargawi which was
translated into Indonesian as They are
Mujahidin But They Made Mistakes (Mereka
Mujahid Tapi Salah Langkah). The success of
such counter-narrative efforts is largely
dependent on the timing of their release,
especially in the immediate aftermath of
incidents that have dealt major setbacks to the
movement.

Participants also discussed the importance of
exploiting terrorist groups’ strategic and
doctrinal  vulnerabilities. According to a
discussant, this would mean that counter
narrative messages need to compete in a
space where undecided young people are
trying to decide what activity they should
support.  Therefore, deploying sustained
messaging to key audiences is essential. In
doing so, counter narrative messages can also
highlight the collateral damage of terrorist acts
(Al-Qaida is killing the Ummah), challenge Al-
Qaida’s doctrinal vulnerabilities, undermine the
authority of the messenger (‘Who made you
the leader, anyway?’) and attack the terrorist
brand image (‘This isn’t what | signed up for?’).

Similarly, counter-narrative efforts need to
focus on deconstructing religious extremist
propaganda in the media where images and
videos provoke emotional outrage. It is
necessary to deconstruct such content by
analyzing the religious sources in their original
context, demonstrate the terrorist intention and
replace the terrorist interpretation with a
mainstream moderate perspective.

An aspect that could also be exploited is the
way that web forums allow for top-down
authority, and so can shape the debate
towards peaceful protest, albeit radical, rather
than violent protest.

The importance of the role of the messenger
was highlighted repeatedly, given that the
messenger is as important as the message
itself. Participants discussed the critical
damage that may be done if a messenger
communicates the wrong message or is not
knowledgeable about the topic. Individuals who
have been victims of terrorism form possibly
the most powerful group of messengers as
they can promote a counter-narrative through
personal stories and so ‘speak truth to terror’. A
representative of a terrorism victims’ network
argued that instead of terrorists getting all the
attention from the media, the victims of
terrorism should be allowed the same platform
to challenge the terrorist narrative.

Participants  discussed the routes to
radicalization, and  whether  conditions
conducive to the spread of terrorism have less
to do with ideology than with personal
experience  of social exclusion and
marginalization. In radicalisation there was
often a degree of accidental contact in an hour
of need rather than a deliberate path. While
there was no agreement as to the specifics of
what “causes” terrorism, discussants agreed
that effective counter-narratives had to focus in
particular on vulnerable and marginalized
communities, with an aim to empowering
young people. Research from across different
regions - including the Middle East, Europe,
and South America - seemed to indicate that
radical movements were often most successful
in recruiting new followers when offering some
form of identity/sense of belonging. In this
context, one participant highlighted the
similarities in the recruitment approach of
terrorist groups and criminal gangs, pointing
out that a common factor was the focus on
young people. Comparing a group like Al-
Qaida to a street gang could be part of an
effective counter-narrative, but an effective
strategy had to offer more than words or
remote role models. It had to provide the
emotional and physical support that individuals
sought by joining terrorist or criminal gangs. It
was further agreed that developing and
implementing coherent youth programs was
potentially one of the more effective ways to
counter the extremist narrative.
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While it was important to craft effective
messages focused on particular target
audiences, participants agreed that having
credible messengers deliver the message was
as important as the message itself. One
participant pointed out that the image
presented by Usama bin Laden was extremely
persuasive to devout Muslims, regardless of
what he said and did, and the counter narrative
should hesitate to attack such iconic figures
head on. There was broad agreement about
the significance of former extremists who
generally have greater credibility within their
communities than governments or international
organizations. The problem, however, was that
there was a high demand but low supply of
such voices.

Furthermore, engaging with former extremists
posed two significant challenges:

1) most are not part of any organized structure
(i.e. NGOs/civil society organizations) so it is
difficult to reach out to them; and 2) many of
them often do not have the tools (facts,
religious understanding, etc) to be effective in
engaging other members of their communities
susceptible to extremist ideologies. One way
to address this was to build networks of
credible voices, across terrorist groups, gangs,
cults and other sectors of society (for example
sports stars), and provide an institutional home
such as a NGO which could coordinate their
activities and provide them a platform.

Participants highlighted the important role
technology can play in both crafting and
delivering counter-narratives. One participant
highlighted a UNESCO-led Initiative entitled the
“Power of Peace Network” which strives to
become a worldwide social networking
community in pursuit of peace. The Network
aims to engage and inspire young people by
harnessing the power of media and information
technology to support diverse social and
cultural  self-expression. In doing so, the
initiative aims to self-generate effective
counter-narratives as well as provide avenues
for dissemination of those messages. It also
aims to be a clearinghouse for audio-visual
content for schools and universities as well as
endorse university curricula.

Participants also discussed the role of the
media both in reporting on terrorism and in
spreading  counter-narratives.  As  with
governments, mainstream media outlets could
not easily disseminate counter-narratives.
While mainstream media may generally cover
terrorism objectively, it was unlikely that
professional journalists would intentionally
spread  counter-narratives.  Furthermore,
language could sometimes be a barrier for
foreign media. One participant highlighted
several cases in which interesting repudiations
of terrorism by repentant extremists, which
could serve as highly effective counter-
narratives if disseminated to a broader
audience, simply did not get picked up by
mainstream media due to a lack of language
ability or a lack of appreciation of the source’s
credibility and impact. Some of these
challenges could be offset by providing
journalists with specific training or an online
guide, or by linking them with a group of
experts whom they can easily turn to for
substantive knowledge and additional context,
similar to the Global Expert Finder (GEF)
program of the UN Alliance of Civilizations
(see: < http://www.theglobalexperts.org/ > ).

On the upside, participants pointed out that
mainstream media did have significant reach,
often also into vulnerable communities and
relevant audiences. And while not being co-
opted as propaganda instruments, professional
journalists did have the responsibility to “dig
deeper” — with solid reporting going beyond
mere news coverage, and ideally focusing on
uncovering the truth behind a story, including
going beyond the terrorist narrative,
discounting prevailing myths, and establishing
transparency. One of the effective ways to
leverage media reporting was to encourage
and disseminate articles/stories about the
debates and arguments inside terrorist
organizations. Exposure of these fault lines —
while being sound reporting — could also be
used by credible messengers to pinpoint the
weaknesses and illegitimacy of the terrorist
narrative. Indeed, such topics could provide the
strongest counter-narratives. One participant
highlighted the current debate among Al-Qaida
strategists on the justifications for killing
Muslims. In this regard, studies had . ..
shown that Al-Qaida-related terror
attacks had killed eight times more
Muslims than non-Muslims. It was
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agreed that mainstream media could and
should report this type of information while
preserving  necessary  objectivity  and
transparency and ensuring proper sourcing.

Participants learnt about one country’s efforts
to harness the internet to spread counter-
terrorist narratives as well as to limitffilter its
content in order to prevent vulnerable groups
from being exposed to radical websites and
chatrooms. While internet filtering is not without
debate, representatives of that government
explained how the internet had become in that
country the main source of motivation for
people travelling to conflict zones. Terrorist
websites had grown from about 15 in 1998 to
several thousand in 2010, many of them,
however, were not accessible from within that
particular country. At the same time, positive
messages, including images and videos, were
effective tools in engaging vulnerable groups,
especially the country’s youth. Government
initiatives included a cadre of about 200
volunteers who engaged participants in radical
chatrooms to challenge the ideologies and
extremist ideas spread through online
discussions and websites. One of the key
successes in countering the influence and
ideology of terrorist groups was an
independent campaign (supported by a
Government Ministry) to counter online
radicalization and recruitment. Focusing on a
significant group of violent extremists, the
campaign uses Islamic scholars to interact
online with individuals looking for religious
knowledge with the aim of steering them away
from extremist sources, leading about 1500 out
of 3250 participants to renounce their extremist
beliefs. The government also promoted the role
of the family in monitoring the use of the
Internet in the home.

Many participants acknowledged that while
governments had become relatively successful
on the repressive side of counter-terrorism, it
was imperative to focus more energy on the
preventive side. The move of some
governments from monitoring websites that
incited to violence to shutting them down was
noted as a countervailing current. However,
while  counter-terrorism  policies  should
continue to evolve, there was also a danger in
“securitizing” counter-terrorism-related policies

(i.e. socio-economic development programs,
integration policies, human rights campaigns,
etc), which had a merit of their own.
Governments needed to walk a fine line
between utilizing such programs as part of an
effective  counter-narrative  and  tainting
particular programs/institutions with a counter-
terrorism label. Furthermore, effective counter-
narratives — and effective counter-terrorism in
general — needed to be grounded in the rule-of-
law and in a respect for human rights. Similarly,
the debate around monitoring terrorist websites
vs. shutting them down needed to take into
account privacy and freedom of expression
concerns. Several participants called for
increased international cooperation in this area
where many felt too little had been achieved to
date.

One key recommendation was for governments
to increase their support for translation and
dissemination of messages by repentant
radicals. Those messages, while often very
specific to a particular context, frequently
contained very effective material for counter-
narratives but were only available in one
language. In order to reach local audiences
more efficiently, the messages/stories needed
to be translated and disseminated (though not
necessarily by governments). It was noted that
terrorist organizations had become very adept
at spreading propaganda through the internet
in numerous languages. Several participants
stated that Al-Qaida’s online/media activity had
become as important to the group’s global
reach as its real-world activity.

Participants discussed how governments could
more effectively counter the challenge of
internet/media-savvy terrorist groups. One
approach entailed working more closely with
the private sector/industry, for example with
regards to search engines, in order to ensure
that radical content does not appear among the
top search results. Furthermore, private sector
companies can play a critical role in designing
and disseminating effective counter-narratives
as government efforts (online and offline) are
often poorly designed and not very attractive to
target  audiences. Participants  also
recommended that the United Nations, through
the Counter-Terrorism Implementation Task
Force, could create both a library of
effective counter-narratives and build
a platform for credible messengers. :
One of the challenges, according to ™3
some participants, was that Western 3
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audiences often only learned about Islam
through translated statements by extremists
which caught the attention of the media.
Instead, some argued, governments as well as
NGOs and religious leaders should ensure that
knowledge of mainstream Islam is enhanced in
the Western world - also with a view to
reaching vulnerable communities — to highlight
how religion is being distorted by terrorist
organizations such as Al-Qaida. This was as
easily achieved through the general exposure
of the population to the reality of other religions
and cultures, for example through TV shows,
as it was through a deliberate counter-
narrative. A further problem was the lack of a
coordinated plan to react to the exploitation of
issues by radical extremists, such as the
publication of cartoons disrespectful to Islam in
Europe in 2005.

Role of social media and search engines
Participants stated that one of the major
challenges for countering radicalization online
was to identify the right target audience, and
then design the message in a way that
resonated with it. News environments were
becoming increasingly insular and balkanized
and people had begun to gravitate toward
news sources that simply validated their
opinions, thus making it more difficult to
challenge their views. Social-networking such
as Facebook and Twitter was increasingly used
by terrorist organizations without any
sustained/credible  counter-effort in those
forums. One participant highlighted the need to
increase positive messaging and ‘“anti-Al-
Qaida” information which was very hard to find
on the internet, so as to drive out the bad with
the good. When searching for statements
about Al-Qaida or similar extremist groups,
search results were more likely to turn up
extremist content then counter-narratives — and
with about 75% of users never going beyond
the first page of search results, this presented
a major challenge. Such search-engine-
optimization  should become a critical
component of government dialogue with the
private sector.

A One-Stop-Shop for Counter-Narratives
Participants agreed that there was a need to
develop a one-stop-shop for counter-

narratives, for example by building an online
library which could contain texts and other
material arguing for moderation and non-
violence, a CVE (countering violent extremism)
news hub, victims’ statements, and exposés of
false  statements made by terrorist
organizations. Another idea was to promote
citizen journalism, including videos made by
youth groups and NGOs. Governments should
encourage the private sector to do more on this
front, such as through crowd sourcing. At the
same time, governments themselves should
engage more in positive messaging,
particularly through social-networking forums.
Participants acknowledged that there could be
authenticity issues with some government-
driven initiatives. Experience has shown,
however, that target audiences will look at such
messages if they are well designed.
Furthermore, the internet can be leveraged to
provide platforms and venues for people
coming together to solve radicalization
problems, to exchange experiences from
different national contexts, and to discuss what
worked and what did not. Some of these efforts
could be led by the United Nations; others
could be led by regional organizations or
national governments. One national experience
highlighted the recent institutionalization of a
Center for  Strategic ~ Counterterrorism
Communications which fried to leverage
information technology in countering terrorist
narratives.

The meeting agreed that there should be a
baseline for a counter-narrative that was as
simple as the terrorist message that the West
was at war with Islam. This could centre on the
actual consequences of terrorism. It was
important to be able to react with a counter
narrative to actions by terrorists as quickly as
terrorists reacted to actions by States. Often
terrorists were able to cover up or fustify’ their
mistakes before States took any action. It was
pointed out that even in the war paradigm there
was a difference between fighting and killing.

Understanding the Target Audience &
Encouraging Former Extremists

Other participants gave examples of how
counter-narratives had become a major part of
counterterrorism, even on the operational
level, for example in defeating the ..
Taliban in the Pakistani Swat valley,
during which targeted messages on
the internet (as well as through
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traditional media) had played a major role. Yet
nothing had been more powerful than a video
of the Taliban flogging a young woman, or a
recording of a Taliban leader claiming to be the
only true Muslim, and every advantage should
be taken of such self-inflicted setbacks. There
was still an insufficient understanding of target
audiences which could vary even within a
particular country — here, too, former extremists
could be the key to a more effective outreach,
using their knowledge of local languages and
local circumstances. It was thus important for
governments to do a lot more to win over and
encourage such ex-militants. The importance
of political will to unite and sustain any effort to
promote counter narratives on a regional or
international basis was self-evident, but it often
failed at the first hurdle because there was no
clarity in many States as to who was in charge
of such initiatives.

Many participants emphasized the importance
of working with community leaders, including
religious leaders and recognized figures from
the sports and entertainment world. Counter-
narrative work was a “slow-burn” activity and
finding partners in communities, as well as
seeing what messages resonate, took time.
And while the terrorists were increasingly
relying on the Internet to spread their ideology,
several participants recalled that there was still
limited access to the Internet in many parts of
the world, particularly in communities
governments would like to reach. This, in turn,
meant that counter-narrative work could not be
limited to new technologies but should
encompass traditional media as well.

While extremists might exploit vulnerable
people to recruit them to terrorism, most
radicals were self-selecting and they needed to
be able to access counter arguments to
violence. It was unclear what role governments
could play in this process, whether facilitation,
initiation, inspiration or some other role. Civil
society was clearly an essential force-multiplier
that could promote positive messages about
alternatives to terrorism that would have a
more powerful impact than the negative
messages distributed by violent extremists.
The key was to operate in the same milieus as
the extremists, for example within diaspora
groups.

The conference also featured a roundtable
discussion between two former extremists who
explained what had led them down the path of
radicalization towards violent extremism. The
discussants explained how different drivers had
motivated them to join terrorist organizations,
ranging from the Palestinian situation in the
1970s and 1980s and corrupt governments, to
conflicting information they had received about
the meaning of fjihad’.

One discussant stated that while studying
religion he was approached by people from his
local community and began to form ideas about
the situation of Muslims in Afghanistan under
Soviet occupation. When beginning to shape
his opinions about how to address these
perceived or actual injustices, the discussant
was approached by violent extremists trying to
recruit anyone they felt was vulnerable enough
to adopt their ideology and engage in their
cause. The discussant recalled how he
eventually rose through the ranks until he
became the “emir” of Abu Musab Al-Zargawi in
Jordan, and how his role continued even for
part of his sixteen year-long prison sentence.
As emir, he became both a theorist
propagating the terrorist organization’s beliefs
and a controller of its activities. He admitted to
deliberately misleading his followers through
radical explanations of religious texts, knowing
that they were open to alternative
interpretations. The discussant highlighted that
the Al-Qaida leadership was convinced that
young people could easily be manipulated and
deceived in their search for recognition and a
sense of belonging. The extremely lively
audience participation tended to underline that
the lack of ideological cohesion was an area of
vulnerability for terrorist groups.

Participants broke out in two separate sessions
designed to discuss practical areas for follow-
up and concrete proposals for future action.
The breakout-session on crafting the narrative
discussed the need for different messages for
different target audiences. Participants agreed
on the need to do more research on why and
how people became terrorists in the first place,
and of indicators that an individual was
about to cross the line. This would
help in designing the counter- -
narrative. The language of the ~®j
counter-narrative had to be clear and &=
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easily understood, it needed to avoid using
terms that had been hijacked by terrorist
groups, and by ignoring them allow them to
recover their proper meaning. The counter-
narrative should show some sympathy for
people who had been tempted towards
extremism and an understanding of the
reasons. Participants agreed that a counter-
narrative should explain what terrorism is and
expose the gap between what terrorists say
and what they do. It should be fact-based and
highlight the illegitimacy of terrorist behaviour
and the lack of any policy solutions offered by
terrorists to the grievances they exploit. The
message should aim to promote a proactive
narrative rather than a reactive counter-
narrative. It should be personalised as well as
targeted. Ridiculing terrorists is a useful tactic,
as is exposing drug dealing or other anti-social
activity as a source of terrorist income.
Participants agreed that the ownership of the
counter narrative remained with the global
community, not with governments or the United
Nations. It should not reflect particular cultural
values except where the audience shared
those values. In relation to Al-Qaida-related
groups, the counter-narrative should highlight
in particular the significant Muslim contribution
to the fight against terrorism in both words and
deeds. The  counter-narrative  should
emphasise the unattractiveness of terrorist
groups and their failure to terrorize their
intended victims. There should also be some
conformity between macro and micro level
initiatives. There was agreement on the need
to identify, share and reinforce success and a
suggestion that the United Nations should host
a central repository of messages and examples
that anyone could draw from in crafting a
counter narrative.

The breakout-session on delivering the
narrative focused its discussion on the
audience, the best ways to reach it and the
messengers. Participants agreed that the
audience could potentially be segmented and
different communications applied accordingly.
The primary target audience was a broad
section of youth, who had access to a range of
technologies and media but had no common

[1] CTITF reports on legal and technical aspects of countering terrorist use of the internet are

available at < www.un.org/terrorism/internet >.

religious or cultural heritage. Social networking
forums were one of the key areas where the
vulnerable audience met, and could be
reached. Participants agreed that messages
were not just single verbal narratives but rather
layered and diverse, and they underlined the
importance of images. Participants also
underlined the role of public diplomacy in
correcting the misconceptions that play into the
terrorist narrative and the capability of industry,
including Internet, telecoms and cable firms, to
reach out to the target audience, while avoiding
branding their efforts as Counter Terrorism.
The Working Group was of the general view
that the ideal carriers of counter-narrative
messages should be part of the audience,
which posed a great challenge for
governments, not only in identifying the
messengers but in managing the political risk
when messengers had anti-government
opinions. Participants agreed that a variety of
messengers was desirable, such as victims,
repentant extremists, or government officials.
Civil society networks such as those of
Women against Violent Extremism, Parents
against Suicide Bombers or Schools against
Extremism could reach out to a wide audience.
Whilst not all networks might desire links to
governments, governments could play an
important  role by  supporting  and
institutionalizing such efforts.

There should be an attempt to close research
gaps, especially on audience segmentation
and mapping, as well as on available capacity-
building resources and current initiatives.
Participants also proposed creating a
platform/task force for mobilizing counter
messages and disseminating them widely and
rapidly around key events.

The meeting showed that there was
considerable interest in and support for action
on using the Internet to counter the appeal of
terrorism. The Working Group proposes to turn
the recommendations and proposals that
emerged from the meeting into practical
projects for the consideration of Member
States, subject to further financial support.
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The YouTube Jihadists: A Social Network Analysis of Al-

Muhajiroun’s Propaganda Campaign

By Jytte Klausen, Eliane Tschaen Barbieri, Aaron Reichlin-Melnick, and Aaron Y. Zelin
Source: http://lwww.terrorismanalysts.com/pt/index.php/pot/article/view/klausen-et-al-youtube-
jinadists/html

Abstract

Producers of Al-Qaeda inspired propaganda have shifted their operations in recent
years from closed membership online forums to mainstream social networking
platforms. Using social network analysis, we show that behind the apparent
proliferation of such sources, YouTube account holders associated with incarnations
of the British al-Muhajiroun collude to post propaganda and violent content.
European groups commonly use American platforms and domain names registered
with American companies. Seeking shelter under speech rights granted by the First

Amendment, they evade European laws against incitement and hate speech.

The successes of the popular uprising of the
Arab Spring have been credited, at least in
part, to social networking media, and in
particular to Facebook, YouTube, and Twitter.
Relatively unnoticed, certainly uncelebrated, is
the fact that closer to home the same
mainstream social networking media platforms
have been exploited by radical Islamists. They
feature again and again in a series of recent
terrorism indictments involving jihadists.

After following a number of recent cases in
which material broadcast on YouTube inspired
violence, we noticed that many accounts
appeared to be incarnations of the same online
entity. Is this the result of deliberate
coordination, even a virtual representation of a
political organization? Or are like-minded
people simply finding one another by chance
on the Internet?

Over a three-month period in early 2011, we
identified 41 YouTube accounts —technically
known as ‘“channels™—that posted jihadist
content and carried brand names with a family
resemblance to incarnations of the British-
based banned organization, al-Muhajiroun.
Twenty-one used some version of the Shariah4
label, playing on the name of Islam4UK, a
banned organization in the al-Muhajiroun clan.
A remarkable feature of these channels is that
although they are generally authored in Europe
they are legally based in the US, and therefore
enjoy protection under the First Amendment. In
an earlier attempt to steer clear of law
enforcement, jihadist groups migrated from
open online forums to invitation-only sites. The
strategy was unsatisfactory, because invitation-

only sites limited access to potential recruits. In
contrast, the social networking sites reach an
unrestricted audience. Anyone can link up at
the click of the mouse and dissemination is
easily amplified by means of automatic
reposting. Operators can also hide potentially
illegal material in the mass of online postings
on the sites.

The legal shield given to mainstream platforms
compels law enforcement and service
providers to close down sites and remove
extremist videos on an ad hoc basis, one by
one. First Amendment considerations make
this a delicate matter if sites are registered in
the US. In 2008, Dynadot, an American domain
name registrar and webhost, faced pressures
over its hosting of Wikileaks following a
complaint from a Swiss bank. Judge Jeffrey S.
White of the Federal District Court in San
Francisco temporarily ordered the company to
cease hosting the Wikileaks website. A
coalition of free speech groups filed a court
brief protesting the restraining order on First
Amendment grounds.[1] The judge later
reversed the decision, commenting that his
judgment had raised “serious questions of prior
restraint (on speech) and possible violations of
the First Amendment.”[2] Dynadot retains the
right in its customer agreements to terminate
accounts associated with ‘morally
objectionable activities.”[3] The company is one
of the webhosts frequently used by jihadists.

The new internet-based technologies
lower the bar for participation in the
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global jihadist movement. On the web, one can
proselytize for the jihad all day and night with
friends from around the world by posting and
cross-posting content on social networking
platforms linked to a website with a domain
name that allows the projection of an online
brand.

Domain names are hostnames that are
identified with a specific location on the Internet
known as an Internet Protocol (IP) address.
The right to use a particular online domain
name, such as RevolutionMuslim.com, can be
obtained from hosting service providers for a
fee. The companies also act as web hosts by
providing bandwidth on the Internet and remote
storage space for subscribers on servers they
own or lease.

The Internet Corporation for Assigned Names
and Numbers (ICANN) delegates the
registration of domain names to hosting
companies. The companies are responsible for
keeping a registry of the name and number
systems of Internet domains. Registrants must
submit personal contact information to the
hosting companies. This is posted on the
searchable WHOIS database. (We used it to
determine the hosting companies and domain
holder identities of websites linked to the
YouTube channels.)

YouTube is an Internet portal specialized in
video sharing. It was launched in 2005 but
usage did not catch on until spring 2006.
Anyone can watch posted videos, but only
registered users can upload videos. To
increase traffic, YouTube account holders often
place links to their uploaded videos on a
personal webpage or on their Facebook profile.
Google acquired YouTube in 2006, and the
portal has recently been adapted to other
languages, including Arabic. Known as
“localization,” the foreign-language platforms
provide user access in local languages but do
not affect the engineering or hosting.
YouTube's hosting server is located in
Mountain View, California. The portal has
become the chosen vehicle for the posting of
jinadist videos and other content for the
obvious reason that the multi-lingual and audio-
visual format suits the purpose.

Facebook is also an Internet portal. Launched
in 2004, it has an estimated 800 million users
worldwide. The United States leads the way
with more than 150 million users, which means
that close to 50% of the American population
has a Facebook profile.[4] The United Kingdom

ranks fourth with about 30 million users.
(Second and third are much more populous
Indonesia and India.) Users register to set up
their own profile on the portal and add other
users as ‘friends” to allow content to cross-
post.

Twitter, the most recent and the smallest of the
three platforms, was created in 2006. It is
designed as a phone-based application and
limits users to text-based postings of messages
composed of a maximum of 140 characters,
the standard length of a SMS. Celebrities use it
to broadcast their doings and thoughts to
followers. The emirs associated with the Al-
Qaeda-inspired YouTube accounts analyzed in
this article started “tweeting” in March and April
2011. Twitter is used to post instant
observations on current affairs (e.g. “The rise
of Muslims in Syria will be the end of Israel
[...]) and redirecting adherents to new
postings on other platforms (e.g. “The US
constitution & its laws are not even worthy for
the US President to abide by & to respect
www.Shariah4America.com has some
solutions”).[5]

American hosting servers are a popular choice
for practical and legal reasons. A domain name
can be registered for as little as $11.99 per
year. Hosting services with global bandwidths
can be rented for four dollars and less per
month from companies like GoDaddy.com and
Dynadot.com. The Dynadot server, located in
San Mateo, California, offers a privacy service,
which allows registrants to mask their identity
by listing addresses as “care of’ the company,
a convenience that has made it particularly
popular with jihadists and Internet activists
hoping to elude the authorities.

Much of the content of the jihadist sites would
be deemed illegal in Europe. The passage of
two laws in the UK (Racial and Religious
Hatred Act 2006 (c. 1) and Serious Crime Act
2007 (c. 27) target hate speech or incitement to
violence.[6] The German Penal Code (Section
13) prohibits hate speech and ‘“utterances
capable of instigating violence, hatred, or
discrimination.” The shift to American host
servers  exploits  the First ~ Amendment
protection allowed to US-based Internet
providers.

This is not a new development, nor is it
limited to media-savvy European
jihadists. The main Al-Qaeda forum,
Shmukh al-Islam, was hosted in the
United States through Domains by
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Proxy, Inc., but moved to an Indonesian server.
The domain name is registered in the US.
Salafi Media is hosted by HostMonster.
Authentic Tawheed was hosted by an
American server but is now hosted by a Syrian
server, while The Tawheed Movement was
previously hosted by Bytehost but recently
moved to Dynadot.

Based upon the similarities in content and
design, we suspected that many of the
YouTube channels that feature Al-Qaeda-
inspired proselytizing are incarnations of the
same organization, albeit designed to appear
independent. They are calculated to be resilient
to disruption, so that if one is taken down the
others are able to continue to post the same
material, or new ones can be easily created to
replicate them.

We found that indeed there was a single
production entity behind most of the
propaganda: Al-Muhajiroun.

Al-Muhajiroun (the Emigrants) was created in
1986 by Omar Bakri Muhammad as a shell
organization for Hizb ut-Tahrir (HuT), a pan-
Islamic extremist organization created in the
1950s. When Bakri Muhammad left HuT in
1996, he declared it independent and the
organization functioned as his vehicle until
2004 when he disbanded it to forestall
proscription. Bakri Muhammad was exiled from
the United Kingdom in 2005 when the UK
Home Secretary, Charles Clarke, revoked his
residency permit. Some of Britain’s most
notorious jihadists have been al-Muhajiroun
members. Britain’s first suicide bomber, Bilal
Ahmed, who blew himself up in Kashmir in
December 2000, allegedly was a member. Asif
Hanif and Omar Khan Sharif, who carried out
suicide actions at a bar in Tel Aviv in 2003, and
Omar Khyam, the ring-leader of the so-called
“fertilizer plot” who was convicted in 2006 on
charges of wanting to blow up Parliament and
targets in London, were also members.

Bakri Muhammad allegedly formed over eighty
front organizations in at least six countries. He
continues to play a role, logging on from
Lebanon, where he now lives. He was
sentenced to life in prison in Lebanon in
November 2010 for training Al-Qaeda
operatives at a camp in northern Lebanon.
Lebanese  authoriies  arrested  Bakri
Muhammad shortly afterwards, but he is at
present free on bail pending a retrial.

In 2009, one of Bakri Muhammad’s disciples,
Anjem Choudary, re-formed al-Muhajiroun in
the UK. Al-Muhajiorun and several aliases of
the group have been banned. Most recently,
another incarnation reconstituted under the
banner of Islam4UK was banned in January
2010. The names and aliases have acquired a
second life as online domains. Today what
remains of the group has shrunk to less than a
hundred members. It now operates primarily
under the alias of Muslims Against Crusades
(MAC).

Choudary’s boundary-pushing stunts have
created an outcry in the United Kingdom. He
received much publicity in 2009 after he
declared that Buckingham Palace should be
turned into the seat for the new Caliph.[7] The
reaction  encouraged  Choudary.  His
subsequent releases targeting the American
media market included mock-up photos
indicating a jihadist take-over attached to
articles on “The White Masjid,” which is an
allusion to the White House. The Islamic
Demolition of the Statue of Liberty is
dramatized by draping a burga over the
monument. Another posting announces the
creation of the International Sharia Court of
Justice to replace the United Nations in New
York City. One photo shows Choudary in front
of the White House with a black flag of Islam.
The content of the YouTube channels is
strikingly similar. Over images of Muslims
suffering at the hands of Western military
forces, the sound track broadcasts anasheed
(@ vocal musical genre favored by jihadists)
and texts from the Koran, or a voice-over
explaining the righteous path. Anjem
Choudary, Omar Bakri Muhammad, and Abu
Hamza al-Masri are the most frequently used
speakers. Videos featuring Osama Bin Laden
and Anwar al-Awlaki are also popular.
Programs addressed specifically to particular
national audiences feature local celebrity emirs
and activists. Choudary officially endorsed one
of the channels, Sharia4Belgium, in March
2010: “We support our brothers in Belgium
under the banner of Sharia4Belgium and we
are ready, whatever they need to send more
people to support them in their activities, in
their duty, and fulfilling their responsibility.”[8]
The YouTube channels in the Shariah4
network also cross-post many of the . .
same videos. Some  Shariah4
channels are created, with content
uploaded, and then rarely updated.
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The most active channels include
Sharia4Belgium (and its successor channels),
Shariah4Holland, Shariah4Australia (and its
successor channel), Shariah4Poland,
Shariah4Pakistan, and Shariah4AlAndalus.
The recent uprisings in the Arab world
produced a proliferation of new channels with
similarly themed content. Shariah4Tunisia,
Sharia4Egypt, and Sharia4Yemen.

The Shariah4Tunisia channel, for instance,
highlights four videos of demonstrations in
which members of al-Muhajiroun call for an
Islamic state in Tunisia. Two of the videos
show a British Tunisian. The other two videos
feature Anjem Choudary. Choudary also
makes an appearance in a video titled “Shariah
4 Libya” that was uploaded to YouTube by
londondawah, another channel of British
jinadists that is loosely affiliated with al-
Muhajiroun. ~ The  Sharia4dEgypt  and
Sharia4Yemen channels had only one video
each. Both videos have anasheed in the
background with pictures from the protests and
text of the Koran in Arabic and English calling
for the establishment of Shariah.

These YouTube-based jihadist channels
promote violent acts, broadcast threats, and
announce and  direct events and
demonstrations. Counter-terrorism strategies
are geared to pick up cues from surveillance of
radical environments. Online extremism has
moved the radicalization process into suburban
living rooms, and made it possible for A-Qaeda
agents to recruit “homegrown” terrorists over
the Internet.[9]

Violent Acts

We identified three violent acts involving the
same network of YouTube and Facebook
contacts, including channels from the al-
Muhajiroun YouTube network that we analyze
here. In each case law enforcement was taken
by surprise. Cues indicating a need to put
these individuals on watch list were either
missed or non-existent.

Taimour Abdulwahab al-Abdaly, a 30-year old
Iragi-born Swedish citizen who had lived in
Luton, England since 2001, set off two bombs
in downtown Stockholm on December 11,
2010. One was a car bomb and the other a
pipe bomb that went off in his backpack,
possibly prematurely. Al-Abdaly was killed and

two bystanders injured. A Glasgow man was
arrested three months later in connection with
the attack, but little is known of his role. Al-
Abdaly was an avid user of Facebook and
YouTube. He sent an email to newspapers just
before he blew himself up and may have been
trying to film and broadcast his martyrdom. Al-
Abdaly’s Facebook profile and YouTube
viewing habits were captured by Internet
Haganah, an online investigative project. One
video al-Abdaly watched shortly before his
violent act was uploaded by videomuslim, a
subscriber account to Shariah4Holland, one of
the main al-Muhajiroun channels in this study.
We identified six account holders in the second
wave of subscriber channels in our sample of
al-Muhajiroun related channels, which were
also on al-Abdaly’s viewing list.[10]

On March 2, 2011, Arid Uka, a 21-year old
Kosovo Albanian who grew up in Germany,
fatally shot two U.S. soldiers who were
boarding a bus at Frankfurt airport. Uka told
prosecutors that he had been motivated by a
video of U.S. soldiers raping a Muslim woman.
The video—in fact a scene from Brian De
Palma'’s fictional anti-Iraq War movie Redacted
[11]—was uploaded on at least two Shariah4
channels days before the shooting.[12] Uka,
whose Facebook name was “Abu Rayyan’,
added the German Jihadist group Dawa FFM
as a friend on February 25.[13] Uka was not a
known member of local jihadist networks and
was not under surveillance prior to his attack,
although he was deeply enmeshed in online
jinadist social networking. Uka was a Facebook
“friend” of several well-known jihadists who
also were on the Stockholm bomber’s list of
Facebook friends.[14]

On June 22, 2011, authorities arrested two
men in Seattle, USA, on charges of planning
an attack on an Army recruiting center. The
leader, Abu Khalid Abdul-Latif, an African-
American convert, also known as Joseph
Anthony Davis, was an active online
propagandist. He has said that he wanted jihad
in America to be “physical” and not merely
‘media jihad.”[15] A second man, Wall
Mujahidh (a.k.a. Frederick Domingue Jr.), also
a black convert, was arrested after he traveled
to Seattle on a bus from Los Angeles. It was
apparently the first time the men had met in
person.  Abdul-Latifs  YouTube

account (akabdullatif) included videos * o

of himself preaching and giving
advice on Islam. His account had only
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a couple of thousand views, but a search of his
Facebook and YouTube accounts turned up
first-degree connections to a dozen sites
related to Anwar al-Awlaki's Western-based
supporters and the al-Muhajiroun YouTube
proselytizing network.[16] A third man who
agreed to become an informer alerted the
police to the conspiracy. The investigation was
initiated on June 2, 2011, only twenty days
prior to the arrests.

We caution that it is premature to conclude that
online self-radicalization was involved in those
cases. Radicalization involves a prolonged and
gradual descent into an alternative world.
Terrorist action rarely occurs without some
personal contact with extremist facilitators. A
perpetrator may say ‘the video made me do it’
when in fact it was no more than a catalyst for
actions for which the person was primed by
others. Neighbors, prison radicalization, and
family members may be powerful influences.
Nonetheless, it is becoming apparent that the
expansion of online proselytizing means that
much of that process occurs through virtual
communities outside the reach of traditional
counter-terrorism prevention strategies.

The Communication of Threats

Jihadists are quick to describe their
propaganda and barely veiled (or unveiled)
incitement to violence as a free speech right.
The First Amendment does not protect speech
acts involving imminent threats but preventive
removal of online content rarely meets the legal
standard for “‘imminent.” The key question is
often whether the speech act under
consideration, however offensive it might be, is
criminal. An ongoing instance is a prosecution
in connection with online threats against an
episode of South Park, a cartoon show on
Comedy Central. On May 13, 2011, the U.S.
government filed an indictment against Jesse
Curtis Morton (a.k.a. Younus Abdullah
Mohammad) on charges of communicating
threats. Morton was arrested in Morocco.
Morton'’s indictment followed the prosecution of
Zachary Adam Chesser (a.k.a. Abu Talhah al-
Amrikee), who pleaded guilty in October 2010
to posting threats and to providing material
support to al-Shabaab, an Al-Qaeda affiliate in
Somalia. The threats were posted on
RevolutionMuslim.com and a number of other
websites including the al-Qimmah Forum,
which is the official forum of al-Shabaab.[17]

Morton created RevolutionMuslim.com in
collaboration with Joseph Cohen (a.k.a. Yousef
al-Khattab) in late 2007 after splitting from an
older group, The Islamic Thinkers Society. The
latter was created in Queens, New York, in
1998 as a branch of the British al-Muhajiroun. It
still exists and mainly carries out proselytizing
from dawah (mission) stalls in Times Square.
When Cohen split from the group in late 2009,
Morton and Chesser started to run the
Revolution Muslim website together. They
allegedly met in person only once.[18] The
Morton indictment alleges that Chesser
expressed hope that his campaign against
South Park would mobilize Muslims in the US
the same way the fatwa (ruling on a matter of
Islamic religious law) against Salman Rushdie
in retribution for his book, Satanic Verses, had
galvanized British Muslims.[19]

After Chesser was arrested in July 2010, and
after Morton disappeared, Britons took over the
management of RevolutionMuslim.com. On
November 3, a fatwa with a ‘hit list” of UK
parliamentary members who voted for the war
in Iraq was posted on the website. [20] The
posting cites a hadith stating: “Whoever dies
and has not fought or intended to fight [Jihad in
the path of God] has died on a branch of
hypocrisy,” and called on the faithful to “raise
the knife of jihad” against the MPs. The
locations and hours of constituency open-
house of the parliamentarians were listed
together with a picture of a large knife and a
link telling readers where to obtain one. The
website was taken down following requests
from the British authorities.[21]

Bilal Zaheer Ahmad, a 23-years old man from
Wolverhampton in the United Kingdom who
posted the hit list, was arrested and pleaded
guilty to soliciting murder.[22] Ahmad is also
held responsible for an Internet posting from
May 2010, which was cited as an inspiration by
Roshonara Choudhry, a 21-year old Briton who
stabbed and nearly kiled a Member of
Parliament, Stephen Timms. Choudhry also
cited as her inspiration videos featuring Anwar
al-Awlaki that circulated on YouTube channels
linked to al-Muhajiroun. The videos have now
been removed. The incident bounced back and
forth in the online echo chamber created by the
jinadist proselytizing sites. After the attack,
Choudhry was praised as a heroine ..
on RevolutionMuslim.com and hailed
as a victim of government
suppression after she was convicted.
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In January 2011, another self-styled fatwa
targeted the UK Home Secretary, Theresa
May. It was also printed as mocked-up
“Wanted” posters plastered up overnight in
Tooting, South London.[23] There was little
doubt about the paternity of the May fatwa. In
an interview given just days earlier, Anjem
Choudary, the leader of the present incarnation
of al-Muhajiroun, anticipated the message to
come: ‘I can envisage people issuing fatwas
against people like Theresa May and David
Cameron.”[24]

Online Recruitment and the Broadcasting of
Extremist Propaganda

The Shariah4 online network generated a
string of national spinoffs in the past year, most
of which use domains that are hosted by
American companies, and which offer IP
addresses outside the jurisdiction of the
European authorities. It started organizing
events through social networking platforms.
More often than not, demonstrations have been
announced and then canceled in the last
minute. Anjem Choudary took his Shariah4
brand to the United States, under the banner of
Shariah4America, and  announced a
demonstration in front of the White House to
take place on March 3, 2011 (the anniversary
of the abolition of the Caliphate in 1924). No
demonstration was held but Choudary was
invited onto both CNN and Fox News as a
result of his American campaign.[25] On March
29, Muslims Against Crusaders posted a new
fatwa entitled “Muslims to Disrupt Royal
Wedding.” The post threatened a “nightmare”
on the April 29, 2011, the day of the royal
wedding of Prince William should the British
military not withdraw from Muslim lands. It
featured a live countdown of days, minutes,
and seconds to the wedding day. The police
did not permit the demonstration.

In April 2011, a new French offshoot called
Jamaat Tawheed posted an online invitation in
halting French to Choudary and two other
leaders in the al-Muhajiroun-inspired network
to attend a demonstration in Paris against the
French ban on the public wearing of the nigab
(face veil). The two other emirs invited were
Abu Izzadeen (Trevor Brooks), a Briton, and
Abu Imran (Fouad Belkacem), the leader of the
Choudary-linked Belgian group
Shariah4Belgium.[26] In this case the plans for
a demonstration went ahead but Belkacem was
arrested by the French police on a warrant

from the Moroccan authorities. He was
returned to Belgium where he is awaiting trial
on charges of communicating threats.
Choudary was turned back and permanently
banned from French territory. The Belgian
prosecutor has also charged Choudary, along
with Belkacem, with hate speech.[27]
RevolutionMuslim.com was originally
registered in December 2007 with GoDaddy,
an American hosting service, and later made
the rounds of other hosting companies. The
Theresa May fatwa was posted on an
American-based website
(theresamayfatwa.com) registered  with
Dynadot.com. The Shariah4 website domains
are often also registered with Dynadot.com.
The same server has hosted the Muslim
Against  Crusades  website.[28] Jamaat
Tawheed'’s website, where a call was posted to
join the nigab ban protests in France, was also
hosted by Dynadot. AnjemChoudary.com was
previously hosted by Dynadot.com but is today
hosted by a Canadian server and has an IP
address in Montreal. Another channel, German
Dawa FFM, which has numerous online
aliases, has an IP address listed in Orem,
Utah.[29]

Our thesis is that YouTube proselytizing
accounts linked to the jihadist-inspired online
groups constitute an integrated and centrally
directed network. Although the Shariah4
channels and the other channels in the jihadist
media network are presented as independent
set-ups, created by like-minded but unaffiliated
administrators, we suspect that they are part of
the same operation, and are designed to make
removals by the YouTube administrators or
government officials ineffective.

To test our hypotheses we subjected the
channels and their subscribers to social
network analysis. A chief advantage of this
methodology is that information about
communication points can be coded in a
formalized manner and subjected to statistical
analysis. We created two datasets, one
consisting of jihadist channels, and a second
dataset made up of YouTube channels linked
to the Texas Tea Party movement. To avoid
biasing our results, the channels were
selected based upon  name
resemblances to the aliases used by
al-Muhajiroun and the group’s
leaders. The Tea Party data serves
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as a case-control. By comparing the channels
propagandizing jihadism to the online activism
of another political movement, we are able to
test the null-hypothesis that the jihadist-
inspired network is not centrally managed. The
Texas Tea Party nodes were selected as a
comparison because the postings represent
political online activism and in this regard have
a superficial resemblance to the online
jihadists. We can reasonably assume that their
postings are not centrally directed, and the
channel owners have no reason to evade anti-
terrorism laws.

All but seven of the 41 channels we identified
as Al-Qaeda-inspired account holders with
some name resemblance to the know aliases
of the al-Muhajiroun clan were created
between September 2010 and March 2011,
when we finished compiling the data (listed in
Table 1). Of these, twenty-one were created
between December 2010 and March 2011.
Three were taken down, all in February 2011,
after complaints were made about the content
to the hosting service. The rest was still active
when we stopped collecting information. The
two oldest channels are vehicles for Anjem
Choudary and /zharudeen, a website created
by Omar Bakri Muhammad. Four of the
channels selected had no available subscriber
information, either because they did not have
any subscribers or because they did not
disclose the information, and were therefore
not used in the analysis.

Table 1. Jihadist YouTube Channels Used in
Network Analysis

Account Creation Terminated Date Data Compiled
Sharia4Belgium 2/9110 2/911 11/22/2010; 2/9/11
ShariahMedia 2/4/11 Active 3/14/11
ShariahforBelgium 2/13/11  Active 3/14/11
ShariahChannel 2/10/11 2/25/11 21111
ShariahTube 2/22111  Active 3/14/11
Sharia4Yemen* 2/3/11 Active 3/14/11
GlobalSharia 3/9/110 Active 3/14/11
ShariahForEarth 1/8/10 Active 3/14/11
GlobalShariahGroups* 1/4/11 Active 3/14/11
ShariadEgypt 2/111 Active 3/14/11
Sharia4dNewMexico 2/3/11 Active 3/14/11
Sharia4dAmerica 10/28/10  Active 3/14/11
ShariadNebraska 1/4/11 Active 3/14/11
ShariadWVirginia 1/5/11 Active 3/14/11
ShariaForKentucky 112111 Active 3/14/11
Shariah4Holland 12/13/10  Active 3/14/11
Shariah4Australia 10/19/10  2/9/11 1125111
Sharia4Australia 2/13/11  Active 3/14/11
Shariah4Poland 12/19/10  Active 3/14/11
Shariadlndonesia 9/12/10  Active 3/14/11
Shariah4Pakistan 12/1/10  Active 3/14/11
Shariah4UK 1/26/11  Active 3/14/11
Sharia4AlAndalus 2/16/11  Active 3/14/11
Shariah4Tunisia 1/22/11  Active 3/14/11
Shariah4TheVatican 1118/11  Active 3/14/11
Shariah4Bangladesh ~ 11/8/10  Active 3/14/11
Izharudeen 1/29/08  Active 3/15/11

Izzharudeen N/A N/A 3/15/11
Izhrudeen* 9/10/08  Active 3/15/11
Islam4UK* 5/11/08  Active 3/15/11
Islam4USA N/A N/A 3/15/11
MuslimsAgnstCrusades N/A N/A 3/15/11
MuslimsVsCrusades 1/18/11  Active 3/15/11
MuslimsAgstCrusaders 11/16/10  Active 3/15/11
IslamPolicy 1/5/11 Active 3/15/11
AlMuhajiroun 8/31/09  Active 3/15/11
SheikhOmarBakri 5/15/10  Active 3/15/11
AnjemChoudary 10/30/08  Active 3/15/11
Islamicthinkers 2/28/09  Active 3/15/11
IbrahimSiddigConlon ~ 10/26/10  Active 3/15/11
Londondawah 8/26/07  Active 3/15/11

* Channels with no subscriber information

The data on subscribers - other YouTube
channels that sign up to follow a particular
channel - is best suited to an analysis of the
interconnections between related channels.
This is because a subscriber actively seeks a
connection with the channels it follows, and
hence presupposes a willingness to interact.
YouTube channels can also have “friends”, but
unlike subscribers, account holders need not
approve ‘friends.” A third category is
subscriptions—the other channels an account
holder has signed up to—but privacy settings
allow channel administrators to keep such
information offline. Our analysis is restricted to
the relationships between the Shariah4
channels and their channel subscribers.
Including “friends” in the study might have
reinforced our conclusions but proved
unmanageable in terms of size.

Using a “snowball” method, we coded a first
wave of subscribers to the original “starter”
channels and then a second wave of
subscribers’ subscribers. For the purpose of
social network analysis, the channels and
accounts are ‘nodes” and subscriber links
between them are “edges’. The sampling
method produced a jihadist-inspired dataset of
over 41000 accounts and 76,000
subscriptions. The set was too large for
effective social network analysis. The solution
was to remove all the subscribers with just one
connection to the network, which produced 37
starting nodes with a total of 9,331 nodes and
43576 edges (links). Chart 1 shows the
subscriber links between the starting nodes in
the jihadist YouTube dataset. Arrows indicate
the direction of information flowing from
‘uploader”  channels  to  subscribers
downloading material.
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Chart 1. Diagram of Subscriber Links
between the Starting Nodes in the Jihadist

probably missed channels in the empire in our

first wave sampling. Our intuitive selection did

Highly connected @,
group 3

7

‘/://

A
"y -

////

YouTube Dataset

For the Tea Party network, our control dataset,
we also removed all subscribers with just one
connection. This left six starting nodes (listed in
table 2) and a total of 6,480 nodes with 16,159
edges.

Table 2. Texas Tea Party Channels Used as
Control Case in Network Analysis

Account CreationTerminated Date Compiled
sateaparty 3/25/09 Active 3/23/11
hiteaparty 9/5/09  Active 3/23/11
WacoTeaParty 4/5/09 Active 3/23/11
rgvtpweb 8/29/09 Active 3/23/11
lonestarteaparty14/16/10 Active 3/23/11
dallasteaparty  4/15/09 Active 3/23/11

Using likenesses of known al-Muhajiroun
incarnations as a selection criterion netted
channels that perhaps did not belong in the
clan. One account holder noted on his profile,
in capital lettering, “Attention: this is not
RevolutionMuslim’s site (a prominent member
of the al-Muhajiroun clan), [..] so spamming my
channel will not help you get at them.” The
branding is not always transparent, and we

not detect some of the most prolific YouTube
channels in the network, which entered the
study in the second-wave of data sampling of
subscribers.  This is a good thing,
methodologically speaking. We did not
inadvertently bias the study by sampling “on
the dependent variable”; starting by selecting
the channels most likely to support our
argument. The second wave subscriber
accounts also included some with no jihadist
content. We identified a number of bot
channels (‘zombies”) presumably designed to
function as ‘listening” devices, one of which
was our own, as well as channels that we
guessed belonged to non-adherents, e.g. an
account belonging to TheKuffarKid.[30]

The number of subscribers to the starting
nodes ranged from only three (Sharia4Egypt)
to 525 at the high end (lzharudeen). The
average was 93.22 subscribers per starting
node. The top-viewed videos were watched
between thirty and forty thousand times, but as
viewers can watch the same video many
times the statistic does not tell us

anything about the number of unique - : e

viewers. Overall, these are not
impressive numbers for YouTube
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videos. A sermon about why Michael Jackson
should become a Muslim by a South African
preacher whom we identified as one of the
second-wave subscribers had over eighty
thousand viewings.

Different algorithms are used to measure
various properties of networks: the probability
that by chance a particular pattern of
subscribers  relations would occur, the
hierarchy (or lack thereof), density, and
structural duplication or redundancy. Hierarchy
indicates the difference, at the extremes,
between a network clustering around a central
‘celebrity” channel (e.g. Lady Gaga telling her
fans how fabulous she is but uninterested in
the non-fabulousness of her fans) and one that
is “flat” because channels repost content
through mutual subscriptions. Density is a
measure of integration and an indication of
coordination. Structural duplication suggests
the existence of a planned architecture.

a. Probability:

In the case of channel subscribers, a
subscription by channel B to channel A is an
outward directed edge from A to B,
representing the flow of information from A to
B. We tested our assumption that the Shariah4
channels and the other Al-Qaeda-inspired
channels have many mutual subscriptions in
order to make them resilient against disruption.
This was accomplished by comparing the
actual number of out-degree edges within the
starting node group to the number of edges we
would find by chance by taking a random
sample of the same size from the entire
network. In fact, the nodes in the jihadist
network have indeed far more outward-directed
relationships amongst each other (an average
of 212) than one would statistically expect by
chance (8.74). It is highly unlikely that this large
number of cross-subscriptions could be
obtained by chance (>.0000). In contrast, the
starting channels in Tea Party network do not
subscribe to each other at all. This outcome
was less than what one might expect by
chance, that half of the channels would
subscribe to another channel.

b. Hierarchy:

Degree centrality is a count of the number of
edges connecting a node to another node. It
measures popularity by rank-ordering nodes in
term of the number of subscribers. The single
most popular channel was Izharudeen, a

vehicle for Omar Bakri Muhammad and
Muslims Against Crusades. No single node
stands out as controlling the network but each
of them has a medium-high number of
connections. None of the jihadist starter
channels were on the top ten list of nodes
based upon popularity. The most popular
channel in the relatively flat landscape of the
jihadist network was ShiismRevealed, which
entered our study as a second-wave channel
subscriber to the al-Muhajiroun channels. In
contrast, a celebrity “uploader” channel
(DontBeObamaZombies) dominated the Tea
Party network with 3.5 times the number of
subscribers of the second most popular
channel in the network.

Betweenness centrality measures the number
of nodes that a particular node is connecting
through indirect links. It is a so-called “shortest
path” analysis, which identifies the gatekeepers
in a network. Rather than rank-ordering nodes
by the number of links, it is a measure of the
degree to which a starting node controls the
dissemination of content through strategic
placement in the network. The higher the
betweenness centrality the greater the number
of unique “shortest paths” pass through the
node. If our thesis that the jihadist-inspired
starting nodes are duplicates is correct, we
would expect the key nodes to have relatively
low betweenness centrality scores compared to
the Tea Party. The normalized (weighted)
network scores were relatively similar -- .00139
for the Tea Party network and .00126 for the
jinadist-inspired  network.  However, the
normalized betweenness score for the starting
nodes in the Tea Party network was on
average more than two and a half times higher
(.06544) than that of the jihadist-inspired
network (.02499). The controlling nodes in the
Tea Party network are individually more
important to the flow of information through the
network.

The finding that the betweenness centrality
values are relatively low for the starting nodes
in the jihadist-inspired network and the
concomitant findings that multiple medium-
sized channels form a core in the network and
a consistent pattern of redundant reposting by
means of mutual subscriptions are consistent
with our expectation that the network is
designed to be resistant to disruption
by turning the nodes into redundant
bullhorns  for proselytizing.  This
suggests that the Al-Qaeda-inspired

o &
..

£
s
-

www.cbrne-terrorism-newsletter.com

ek o



m28

CBRNE-Terrorism Newsletter — April 2012

channels’ owners have a high degree of
coordination, which is consistent with the
hypothesis that they form a single organization.

c. Density:

A k-core is a sub-network (cluster) in a network
where all of the nodes are connected to k
number other nodes within the cluster. The
letter k here indicates the unknown value. This
enables us to compare groups within the
network with respect to density and the degree
of integration. We can measure how many
nodes in a network belong to a cluster and by
how many threads. K-core values measure
how many connections a member has to other
nodes in the sub-network and enables us to
compare groups with respect to density and
degree of integration. A 5-core group, for
example, is a cluster where all the members
have ties to at least five other members.
Relaxing the criteria to 4 ties (4 core) adds
more members but also makes the cluster less
dense. If the hypothesis is correct we expect
the starting nodes in the jihadism-inspired
network to be in high k-value core clusters
indicative of an anticipated need to resist
disruption.

We found that 18 of the starting nodes in the
jihadist-inspired network belonged to highly
integrated sub-networks where each node had
20 or more subscriber ties to other members.
Most of the network had at least two or three
ties to other nodes. 4,033 (out of over 9,000)
had at least two links to other subscribers (2-
core). 2/3 of the network had at least double or
triple subscriptions. Only 7 of the starting
nodes in the jihadism-inspired network
belonged to sub-networks with a k-value below
10.

In contrast, the Tea Party network had two sub-
networks of over 2,000 people comprising the
majority of the network but with low k-values.
Only two of the starting nodes were members
of a core with a k-value equal to or above 10.
The clear difference supports our hypothesis
that the jihadist-inspired network is pooled and
highly interlinked. The Tea Party network in
contrast is hierarchical, a pattern consistent
with a lack of collusion or little concern over the
consequences of a starting node being taking
down.

d. Redundancy:
Structural equivalence is a measure of how
similar the nodes in a network are to each

other. If two nodes are structurally the same
they are likely to fulfill similar roles in the
network so the measure can be used to test for
channel redundancy in the network. Strictly,
two nodes should have identical lists of
subscribers to be structurally similar, but a
more relaxed definition compares nodes based
upon their patterns of connections. We found
that only 9 of the 37 jihadist starting nodes did
not share a structurally similar cluster with at
least one other starting node in our initial
sample of channels. 13 of the 17 clusters in the
jinadist-inspired network of more than 9.000
nodes were “fed” by one of the 37 starting
nodes. This means that the majority of the Al-
Qaeda-inspired channels could be replaced by
at least one other node in the network. In
contrast, the Tea Party starting nodes did not
have a single cluster of structurally similar node
configurations.

A real-life test of our thesis that the architecture
of the jihadist YouTube network is designed to
resist occurred in mid-September 2011 when
hackers took down one of the channels
(westlondondawah) run by the al-Muhajiroun
media production outfit, SalafiMedia. (The
channels were included in this study as part of
the second-wave data collection.) The content
was immediately uploaded on a previous idle
YouTube channel (salafimediaHD). Over ten
hours, 34 videos were re-uploaded to the
reserve channel. In quick time, the entire
archive from the hacked channel was
transferred. In less than a month thousands of
hours of videos were uploaded; two-thirds of
the content transferred during the first ten days
after the westlondondawah channel was
hacked.[31]

Our findings are consistent with the hypothesis
that al-Muhajiroun is the single organizing
entity behind a network of related YouTube
media channels. Redundancy is one of the
critical features of the network and indicative of
a coordinated effort to build an online
proselytizing network resistant to disruption.
The reliance on US-based hosting companies
adds a legal barrier to British counter-terrorism
efforts against the group.

Initial enthusiasm for using social network
analysis (SNA) to detect patterns of
clandestine coordination between Al-
Qaeda-inspired groups gave way in
recent years to disappointment for a
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number of reasons.[32] Open source
information  with  sufficient detail about
relationships in large-scale networks is rarely
available. When information is available,
statistical testing may not be possible for lack
of random sampling or an appropriate control
sample. In consequence, studies using social
network analysis are either highly theoretical or
use the methodology for heuristic purposes.
Our study illustrates the utility of network
analysis as a diagnostic tool when dealing with
proselytizing for terrorism on social media
platiorms. SNA can be wused to map
communication sfructures and provide an
intuitive understanding of different types of
communication network. Quantitative analysis
can be used to back up analysis. The SNA
metrics also proved efficient in our study for the
purpose of differentiating between al-
Muhajiroun-related channels and seemingly
similar jihadist propaganda channels, which
nonetheless proved to be stand-alone
platforms with a partly overlapping audience.
Among the downsides are that data collection
can be time-consuming. The Boolean logic of
network analysis is demanding of the software.
It proved impossible, for example, to analyze
“friends” who ideally should have been
included to obtain a full picture of the
communication structures of the networks
studied.

The study highlights the dilemmas faced by
enforcement agencies hoping to stem the tide
of terrorist propaganda online. The massive
number of sites threatens to overload
investigators. Removing illegal or offensive
material can be like hacking kudzu weeds. A
video with a sermon by Anwar al-Awlaki, “The
Dust Will Never Settle”, is still easily found by
surfing the channels included in this study
despite having been a target for removal by the
British and U.S. governments and YouTube
administrators. On the other hand, the public
platiorms offer advantages. Users often
assume that social media platforms enable
them to obscure their identity and circumvent
restrictions on permissible speech but this is
only partially true. Material posted on social
media sites is not private and not subject to
privacy protections, and therefore the identity
of the author (or authors) public information.
Moreover, while postings by Britons and other
foreigners on US-owned sites are protected
under US law, the speakers are subject to
sanctions in their country of residence.

Jurisdiction-shopping will in such cases protect
the speech but not the speaker.

Postscript November 2011
British Home Secretary Theresa May ordered a
ban on Muslims Against Crusades (or MAC),
starting midnight November 11, 2011. The
primary website,
www.muslimsagainstcrusades.com, is  no
longer available. A Twitter account by the same
name was also taken offline. At the time of this
writing, aliases of the now banned incarnation
of al-Muhajiroun nonetheless continue to
operate on YouTube, including
MuslimsAgstCrusaders and
MuslimsvsCrusades. The Home Office ban
was a response to the group’s announcement
of demonstrations in connection with Armistice
Day celebrations in London but provided
nonetheless a real-life test of our conclusions
regarding the resilience of the social media
propaganda networks against disruption.
Barely three weeks after the ban, Anjem
Choudary began redirecting followers to a new
website and an interlinked network of YouTube
channels using variants of OneUmmah and
UnitedUmmah. In the meantime, MAC's foreign
affiliates filled the gap left by the banned sites.
In separate developments, on November 20,
2011, an indictment was filed in Manhattan
criminal court against Jose Pimentel, who is
accused of producing pipe bombs and seeking
to blow up targets in New York City. Pimentel
maintained a website named frueislam1.com
and a YouTube channel under the name of
mujahidfisibilliiah1. When Pimentel's online
aliases were made public we identified him as
a subscriber to nine of the starting nodes in the
al-Muhajiroun-related data set used in this
study; Sharia4Nebraska, ShariaTube,
Shariah4Earth, SheikhOmarBakri,
Shariah4Bangladesh, ShariahMedia,
Shariah4Pakistan, Islamic Thinkers and
GlobalShariah. In addition, Pimentel was
“friends” with five of the starting nodes in the
study; SheikhOmarBakri, Shariah4Nebraska,
Shariah4Earth, ShariahMedia, and
Shariah4Pakistan. His channel showed up a
whopping 1,030 times in the snowball analysis.
The growth of cyber jihadism does not mean
that the risk of attacks has similarly
increased. The types of actions and 4
the sources of recruitment to terrorist . - *
actions may change but it is too early 1
to say with certainty. Only two
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conclusions can safely be made; first, Internet- would-be terrorists who are active on the
based technologies have become an important Internet stand a good chance of getting
activity for the contemporary Western-based arrested or have their plans disrupted.

Al-Qaeda-inspired movement and, second,
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Electromagnetic pulse and American security

By Eric Hannis

Source: http://www.afpc.org/files/february2012.pdf

One of our nation’s most glaring national
security “Achilles Heels,” the threat of an
electromagnetic pulse (EMP) incident, has
received new attention of late in the popular
media as well as the Republican presidential
debates. This focus is certainly welcome, but it
is far from typical; beyond a small circle of think
tanks and policy wonks inside the Washington
Beltway, few people even know that this threat
exists.

So what is an electromagnetic pulse? An EMP
is a burst of electromagnetic radiation that is
usually caused by either a very high yield
explosion—such as a nuclear detonation — or
by a natural solar eruption that periodically
emanates from our sun. If the explosion or
solar burst is strong enough, the resulting high
energy electromagnetic fields can produce
electrical voltages so intense that they can
destroy electrical components used in
everyday items, such as computers and
communications equipment, as well as large
infrastructure equipment and transformers
used in our electric grid.

The EMP threat has been known for some
time. During the Cold War, we were aware that
the Soviets maintained an EMP attack plan in
their portfolio of nuclear options. Our primary
deterrent to such a Soviet EMP attack was the
same as for other scenarios at the time: simple
nuclear retaliation. We knew

that were this attack to be used, it would likely
be only one adversary launching it. It was an
effective and logical deterrent.

But in the intervening decades, we have
become ever more dependent on our
information technologies (IT) and computer-
based infrastructure systems, thus making us
an even more appealing and likely target for an
EMP attack. In addition, since nuclear and
missile technologies have spread to even more
unpredictable and ‘rogue” nation states, relying
solely on a strategy of nuclear deterrence is
increasingly insufficient.

The stakes are grave indeed. One successful
high altitude EMP detonation has the capability
to disable electronic systems that could result
in our population plunging back into the 18"

century overnight. While immediate and direct
deaths from an EMP detonation would be
minimal, associated long term mortality would
be very high. Multiple successful detonations
above the continental United States could
potentially result in the entire nation becoming
completely incapable of utilizing any
technologies dependent on electricity. Very
quickly, our just-in-time and highly efficient
infrastructure systems that supply food, energy,
and ftransportaton would be rendered
inoperable. Hospitals and emergency services
could be incapacitated. Water would not flow,
vehicles would not run, and food would spoil
and go undelivered. The result would be
starvation, disease, and lawlessness on a
scale not experienced in modern times.

The capability to deliver an EMP attack,
moreover, is expanding. Whereas decades ago
only a handful of states possessed the
capability to create an electromagnetic pulse
event, today the associated knowledge has
become more diffuse — and the ability to do so
more widespread.

Two of the three nations that were named by
the Bush administration as members of the
“Axis of Evil,” North Korea and Iran, are known
to be developing capabilities to launch EMP
attacks. North Korea is developing several
technologies that could allow it to launch an
EMP attack.

These include long-range nuclear-capable
missile technologies, according to recent
testimony to Congress by the Defense
Intelligence Agency. Moreover, according to
South Korean military officials, North Korea is
in the process of finishing the development of a
"Super-EMP" nuclear warhead. Although it
lacks an ICBM capability, Iran too could cause
devastating harm to the U.S. through a ship-
launched

EMP attack. The Iranian regime is known to
have conducted missile launches off surface
vessels in the Caspian Sea — tests that bear a
striking resemblance to EMP launch exercises.
But EMP attacks need not be launched directly
by an adversary nation-state. Iran, or

another rogue state, could use a - .
proxy organization to launch a missile
from a freighter in the Atlantic.
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Moreover, we also have known for some time
that non-state terrorist organizations like al-
Qaeda have been urgently trying to acquire
nuclear weapons.

However, an attack is not the only way that an
EMP event could happen. Many scientists
believe there is a strong chance that impending
solar eruptions, called “coronal mass ejections”
(CME), have the potential to cause the same
effects as an EMP detonation on terrestrial
systems. In fact, many scientists believe the
question is not “if” such storms will occur, but
“‘when.” Solar storms of strong magnitude erupt
in 11-year cycles, and our sun’s solar storm
activity is expected to peak in 2013. One of the
biggest threats from a CME event is the
potential damage it could cause to our electric
grid. Power surges caused by solar particles
can destroy giant transformers. The costs from
the loss of power to our most vulnerable east
coast cities for even weeks or months could
easily reach the billions of dollars. And even if
the CMEs that occur between now and next
year do not cause massive disruptions or
damage to our electric infrastructures, our
continued and increasing reliance on electronic
systems means that we will be even more
vulnerable during the next 11-year cycle of
solar storms.

While we clearly are aware of these current
EMP threats, both natural and man-made, what
have we done to prepare our nation? The
answer, unfortunately, is very little.

The United States first began to seriously
address the current EMP threat through the
establishment of a formal commission (known
as the Commission to Assess the Threat to the
United States from Electromagnetic Pulse
Attack) back in 2001. Following years of study,
this blue-ribbon panel produced a thorough
analysis of the potential effect of EMP attacks,
and provided the government with concrete
steps needed to safeguard our nation.

Yet to date, very few of the Commission’s
recommendations  actually have  been
implemented. In its recommendations, the
Commission focused its attention on a quartet
of basic steps necessary to prepare for and
deter an EMP incident. These include:

Infrastructure hardening
Hardening our infrastructure systems and post-
incident planning will allow our most important

systems to function after an EMP incident. It
will also make us a less appealing target,
signaling to hostile nations that they would only
be able to hamper us temporarily — and then
only at potentially catastrophic retaliatory cost
Unfortunately, however, the federal agencies
charged with post-incident planning and
hardening of our electric grid have failed to
move beyond the theory and discussion phase.
The Department of Energy (DoE), likewise, has
done little to prepare for an EMP incident.
While hardening our entire electric grid is
unrealistic, DoE could do much to mitigate the
effects of an EMP incident by establishing
plans, in coordination with industry, on how to
most efficiently restore electric power after an
EMP incident. Yet it has failed to do much of
anything in this regard. This is true even
though experts estimate that it would cost in
the hundreds of millions of dollars to protect
our 300 largest transformers, and less that $1
billion to harden an additional 3,000 smaller
transformers — a comparatively small price to
pay in order to stem the potential loss of life
and destruction of our infrastructure and
economy that would result from an EMP attack.
Communicating during an EMP event

The responsibility for developing civilian
protocols for command and control in the event
of an EMP attack largely falls on the
Department of Homeland Security (DHS).

Since its inception in 2001, the EMP
Commission has provided many actionable
recommendations to DHS in regard to planning
and incident response. DHS, however, shows
no indication of working to develop solutions to
the shortfalls specified in the
recommendations. In fact, an EMP threat
scenario has not even been included in the
DHS'’s “National Planning Scenarios,” its list of
the nation’s most critical threat scenarios,
despite the potentially catastrophic nature of
such an event.

Hardening of defense and space systems
Unlike DHS and DoE, the Department of
Defense (DoD) has begun to undertake many
of the steps recommended by the EMP
Commission, particularly the hardening of
electronic components used in critical weapon
systems. In particular, DoD has been
making investments in hardening our
strategic weapons systems, such as
the nation’s nuclear forces.
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In addition, it has started to invest in
enhancements that provide for electronic
hardening during upgrades of existing
conventional weapon systems such as
bombers and fighter aircraft.

However, these steps are still early ones; much
of our conventional force stil remains
vulnerable to an EMP attack. And the military’s
increasing use of commercial electronic
technologies, which have no hardening
characteristics, make vulnerability to EMP an
escalating problem.

Defending against EMP and EMP-capable
attack

A key component to our EMP defenses is the
ability to intercept incoming ballistic missiles.
The Commission correctly asserts that a viable
missile defense system is our nation’s best
deterrent to an EMP attack. While neither the
Bush nor Obama administrations did enough to
harden our infrastructure, the differences on
missile defense are starker. During the Bush
administration, our Ballistic Missile Defense
(BMD) capabilities advanced through several
programs with the capability to protect the
homeland from an EMP attack (including the
Aegis Ballistic Missile Defense System and the
Airborne Laser). The Obama administration, by
contrast, has done considerably less. Despite
unveiling a new four-phase missile defense
plan in September 2009, it began to make
large cuts to the missile defense budget
beginning in FY2010. In addition, the Obama
administration has cancelled or delayed the
fielding of systems that held much potential to
defend against EMP attacks. The DoD’s
Ballistic - Missile Defense Review Report,
released in early 2010, indicates that the
Obama administration is retreating on the
fielding of the ground-based midcourse
defense (GMD) systems to defend the U.S.
and Europe against potential ballistic missile
attacks. While the Bush administration planned
to field 44 ballistic missile interceptor systems
in the U.S. and 10 in Europe, the Obama
administration is planning to field just 30
systems in the U.S. and none in Europe.

In addition, the ABL program was cancelled by
the Obama Administration back in 2009. Lastly,
the Obama administration, via the New START
Treaty, has limited our future missile defense
options as part of its attempted ‘reset’ of
relations with Russia.

Over the last few years, responding to these
deficiencies, Congress has fielded several
legislative initiatives to address our shortfalls in
EMP incident preparation and infrastructure
hardening. As of yet, however, no EMP-
focused bill has yet been sent to the President
for signature.

The so-called SHIELD Act (Secure High-
voltage Infrastructure for Electricity from Lethal
Damage Act) is one of the better plans
currently under consideration. It would amend
the Federal Power Act by encouraging
cooperation between industry and government
to mitigate vulnerabilities in the electric grid and
develop solutions to current shortcomings
associated with a major EMP event. The
SHIELD Act, sponsored by Rep. Trent Franks
(R-AZ), calls for the establishment of protection
standards and hardware fixes (such as the
hardening of large transformers and other key
elements of the nation’s power infrastructure).
Another attribute of the SHIELD Act is that it
does not rely solely on government for a
solution, but rather depends on a partnership of
government and industry to achieve its goals of
protecting American electric infrastructure.

If passed, the legislation would eliminate many
of our vulnerabilities to an EMP event, whether
caused by an attack or by nature. Moreover,
the SHIELD Act’s bipartisan list of supporters
shows that threat of an EMP attack is one of
very few issues that unites both Republicans
and Democrats in this highly-polarized
Congress.

Our federal government, through the EMP
Commission, has now studied the threat posed
by EMP for over a decade. Policymakers in
Washington now need to move beyond theory,
and into practice.

This means expending the appropriate
resources to harden our military and civilian
infrastructures. It also requires building the
redundancies and communication capabilities
that would make it possible for America to
weather an EMP event more or less intact. The
proposals outlined in the SHIELD Act provide a
blueprint for doing so. We now need our
federal government and agencies to at long
last take the EMP threat seriously, . ..
and begin to protect against it. ® .
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well as a Lt Col in the Air Force reserve. Previously, he was the Military Legislative Assistant
to Rep. Randy Forbes, Chairman of the House Armed Services Committee’s Readiness

Subcommittee.

NATO commander target of persistent Facebook cyberattacks
Source: http://www.homelandsecuritynewswire.com/dr20120313-nato-commander-target-of-persistent-

facebook-cyberattacks

The senior commander of NATO has been the
target of repeated  Facebook-based
cyberattacks that are believed to have
originated from China.

The Observer reports that Admiral James
Stavridis is the subject of a campaign to gain
information
about him and
his colleagues,
friends, and
family. Hackers
have repeatedly
tried to dupe
those close to

Stavridis by
setting up fake
Facebook

accounts in his

name in the hope that his acquaintances will
make contact and answer private messages,
potentially divulging sensitive information about
the commander or themselves.

This tactic is known as “social engineering” and
is an increasingly common form of cyberattack.
NATO officials are unclear one exactly who is
behind the attacks, but believe that China is the
likely source.

Attributing cyberattacks with absolute clarity is
impossibly difficult, but “the belief is that China
is behind this,” an anonymous NATO official
told the Observer.

According to intelligence analysts, the
sophistication and determination of the hackers
behind these “advanced persistent threat’
attacks suggests they are state-sponsored.

In Operation Night Dragon, hackers in China
were accused of conducting a similar campaign
where they impersonated executives from
companies in the United States, Taiwan, and
Greece to steal trade secrets.

Stavridis is an active user of social media and
maintains a personal
account. The commander
of NATO as well as all
American  forces  in
Europe frequently uses
social media to keep the
public informed. Most
notably, last year he used
Facebook to declare the
end of the military
campaign in Libya.

NATO has been working
with Facebook to remove fake pages as soon
as they are detected. According to the
Observer, dummy accounts are usually
removed within one to two days of discovery.
An unnamed NATO official said over the last
two years ‘there have been several fake
SACUER  [Supreme Allied Commander
Europe] pages. Facebook has cooperated in
taking them down... the most important thing is
for Facebook to get rid of them.”

NATO has warned its senior officials about the
dangers of social engineering online and to
defend against this threat it has awarded a $62
million contract to a defense giant to
bolster cybersecurity.

New Interest in Hacking as Threat to Security
Source:http://www.nytimes.com/2012/03/14/us/new-interest-in-hacking-as-threat-to-us-security.html?

=1

During the five-month period between October
and February, there were 86 reported attacks
on computer systems in the United States that
control critical infrastructure, factories and

databases, according to the
Department of Homeland Security,
compared with 11 over the same
period a year ago.
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None of the attacks caused significant damage,
but they were part of a spike in hacking attacks
on networks and computers of all kinds over
the same period. The department recorded
more than 50,000 incidents since October,
about 10,000 more than in the same period a
year earlier, with an incident defined as any
intrusion or attempted intrusion on a computer
network.

The increase has prompted a new interest in
cybersecurity on Capitol Hill, where lawmakers
are being prodded by the Obama
administration to advance legislation that could
require new standards at facilites where a
breach could cause significant casualties or
economic damage.

It is not clear whether the higher numbers were
due to increased reporting amid a wave of
high-profile hacking, including the arrest last
week of several members of the group
Anonymous, or an actual increase in attacks.
James A. Lewis, a senior fellow and a
specialist in computer security issues at the
Center for Strategic and International Studies,
a policy group in Washington, said that as
hacking awareness had increased, attacks had
become more common. He said that the
attacks on the nation’s infrastructure were
particularly jarring.

‘Some of this is heightened awareness
because everyone is babbling about it,” he said
of the reported rise in computer attacks. “But
much of it is because the technology has
improved and the hackers have gotten better
and people and countries are probing around
more like the Russians and Chinese have.”

He added: “We hit rock bottom on this in 2010.
Then we hit rock bottom in 2011. And we are
still at rock bottom. We were vulnerable before
and now we're just more vulnerable. You can
destroy physical infrastructure with a
cyberattack just like you could with a bomb.”
The legislation the administration is pressing
Congress to pass would give the federal
government greater authority to regulate the
security used by companies that run the
nation’s infrastructure. It would give the
Homeland Security Department the authority to
enforce minimum standards on companies
whose service or product would lead to mass
casualties, evacuations or major economic
damage if crippled by hackers.

The bill the administration backs is sponsored
by Senators Joseph I. Lieberman, independent
of Connecticut, and Susan Collins, Republican

of Maine. It has bipartisan support, and its
prospects appear good. Senator John McCain,
Republican of Arizona, is sponsoring a more
business-friendly bill that emphasizes the
sharing of information and has fewer
requirements for companies.

Last week on Capitol Hill, Janet Napolitano, the
secretary of Homeland Security; Robert S.
Mueller I, the director of the Federal Bureau of
Investigation; and Gen. Martin E. Dempsey, the
chairman of the Joint Chiefs of Staff, made
their pitch to roughly four dozen senators about
why they should pass the Lieberman-Collins
bill.

At a closed-door briefing, the senators were
shown how a power company employee could
derail the New York City electrical grid by
clicking on an e-mail attachment sent by a
hacker, and how an attack during a heat wave
could have a cascading impact that would lead
to deaths and cost the nation billions of dollars.
“| think General Dempsey said it best when he
said that prior to 9/11, there were all kinds of
information out there that a catastrophic attack
was looming,” Ms. Napolitano said in an
interview. “The information on a cyberattack is
at that same frequency and intensity and is
bubbling at the same level, and we should not
wait for an attack in order to do something.”
General Dempsey told the senators that he had
skipped a meeting of the National Security
Council on Iran to attend the briefing because
he was so concerned about a cyberattack,
according to a person who had been told
details of the meeting. A spokesman for
General Dempsey said the chairman had “sent
his vice chairman to the meeting on Iran so that
he could attend the Senate meeting and
emphasize his concern about cybersecurity.”
“His point was about his presence at the cyber
exercise rather than a value judgment on the
‘threat,’ ” the spokesman, Col. David Lapan,
said.

Experts say one of the biggest problems is that
no part of the government has complete
authority over the issue. The Central
Intelligence Agency and the National Security
Agency give the government intelligence on
potential attacks, and the F.B.l. prosecutes
hackers who break the law. The Department of
Homeland Security receives reports about
security breaches but has no .
authority to compel business to
improve their security.
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“Nobody does critical infrastructure of the dot-
com space where America now relies on faith
healing and snake oil for protection,” Mr. Lewis
said. “The administration wants it to be the

Department of Homeland Security, but the
department needs additional authorities to be
effective.”

Utah's $1.5 billion cyber-security center under way

By Steve Fidel

Source:  http://www.deseretnews.com/article/705363940/Utahs-15-billion-cyber-security-center-under-

way.html

Thursday's groundbreaking for a $1.5 billion
National Security Agency data center is being
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biled as important in the short term for

construction jobs and important in the long
term for Utah's reputation as a technology
center.

"This will bring 5,000 to 10,000 new jobs during
its construction and development phase," Sen.
Orrin Hatch, R-Utah, said on Wednesday.
"Once completed, it will support 100 to 200
permanent high-paid employees."

Officially named the Utah Data Center, the
facility's role in aggregating and verifying
dizzying volumes of data for the intelligence
community has already earned it the nickname
"Spy Center." Its really long moniker is the
Community Comprehensive National Cyber-
security Initiative Data Center — the first in the
nation's intelligence community.

A White House document identifies the
Comprehensive  National ~ Cyber-security

Initiative as addressing "one of the most
serious economic and national security
challenges we face as a nation, but one that
we as a government or as a country are not
adequately prepared to counter" The

document details a number of
technology-related countermeasures
to the security threat.
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Hatch said Utah was chosen for the project
over 37 other locations. He characterized the

cyber-security center as the "largest military
construction project in recent memory."

Hatch said he promoted Utah's favorable
energy costs, Internet infrastructure, thriving
software industry and proximity to the Salt Lake
City International Airport in the bid process that
ended up with Camp Williams earning the data
center.

The Army Corps of Engineers is overseeing the
project that is under contract to a joint venture
between Big-D Construction in Salt Lake City,
U.K.-based Balfour Beatty Construction and
DPR Construction out of California.

"This project is going to give an opportunity for
an awful lot of Utahns" who have seen
construction jobs in Utah drop from 100,000 in
2008 to about 66,000 today, said Rob Moore,

president and COO of Big-D and chairman of
the Associated General Contractors in Utah.

"My subcontractors, suppliers and vendors are
very appreciative of the work that will be
available on this project."

Grading work is already under way for the
complex, which is scheduled to include
100,000 square feet for the data center and
900,000 square feet for technical support and
administrative space. The center is designed to
be capable of generating all of its own power
through backup electrical generators and will
have both fuel and water storage. Construction
is designed to achieve environmentally
significant LEED Silver certification.

"It is so unique and so intensive," Hatch said.
"This will establish our state as one of the
leading states for technology."

Steve Fidel is a staff reporter for KSL and the Deseret News and is a former editor of
deseretnews.com. He was a news photographer at the Sun Advocate in Price, Utah, ol

and worked as a contributing photographer and reporter for The Associated Press.
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Using people with cell phones as surveillance nodes
Source:http://www.homelandsecuritynewswire.com/dr20120318-using-people-with-cell-phones-as-
surveillance-nodes

Eighty-eight percent of Americans now own a movements by tapping into games or social
cell phone, forming a massive network that networking applications. For example, a game
offers scientists a wealth of information and an might offer extra points if a player visits a
infinite number of new applications. With the certain location in the real world, or it might
help of these phone users — and their devices’ send a player to a certain location in a virtual
cameras, audio recorders, and other features scavenger hunt.

— researchers envision endless possibilities To test crowd soft control, the researchers
for gathering huge amounts of data, from created Android games, including one called
services that collect user data to monitor noise Ghost Hunter in which a player chases ghosts
pollution and air quality to applications that around his neighborhood and “zaps” them
build maps from people’s cell through an augmented reality display on his
phone snapshots. phone. In actuality, the player's zapping motion
A Northwestern University release reports that snaps a photo of the spot where the ghost is
today, user data provides some opportunities; supposedly located.

for example, researchers can use Flickr photos Unlike a regular “augmented reality game,”
to compile 3-D virtual representations of where the ghosts might be placed randomly, in
various landmarks. Even opportunities like Ghost Hunter the researchers are able to
these have limits, however, as researchers are manipulate where the ghosts are placed; while

limited to using only photos that
people choose to take and share.
This  creates a  significant
imbalance: Some geographic areas
and landmarks have thousands of
Flickr  photos,  while  others
have none.

“‘Take the Lincoln Memorial, for
example,” said Fabian Bustamante,

associate professor of electrical engineering some are placed in frequently traveled areas,
and computer science at the McCormick others are located in out-of-the-way, rarely
School of Engineering. “Flickr has thousands of photographed locations.

photos of the front of the Lincoln Memorial. But The game was tested on Northwestern
who takes a npicture of the back? Very students, who were told only that they were
few people.” testing a new game. They were not informed
This has led researchers to ask the questions: which ghosts were placed randomly and which
How can we get mobile users to break out of were placed for research purposes.

their patterns, visit less frequented areas, and “We wanted to know if we could get the players
collect the data we need? to go out of their way to get points in the Ghost
Researchers cannot force mobile users to Hunter game,” Bustamante said. “Every time
behave in a certain way, but researchers at they zapped a ghost, they were taking a
Northwestern University have found that they photograph of Northwestern’s campus. We
may be able to nudge users in the right wanted to see if we could get more varied
direction by using incentives that are already photographs by ‘soft controling’ the
part of their regular mobile routine. players’ movements.”

“We can rely on good luck to get the data that The participants were willing to travel well out
we need, or we can ‘soft control' users with of their regular paths to capture the ghosts, the
gaming or social network incentives to drive researchers found. For example, researchers
them where we want them,” Bustamante said. were able to collect photos of

In the paper, “Crowd Soft Control: Moving Northwestern’s ~ Charles  Deering

beyond the Opportunistic,” Bustamante and his Library from numerous angles and

group designed a way to “soft control” people’s directions — a far broader range of
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data than the random sampling found on Flickr,
where photographs overwhelmingly capture the
front of the library.

“Playing the game seemed to be a good
enough vehicle to get people to go to these
places,” said John P. Rula, a McCormick
graduate student and the lead author of
the paper.

If this technology were implemented on a larger
scale, users would need to be notified that their
data was being collected for research
purposes, Bustamante said.

“Obviously users need to know where their
data is going,” he said, “and we take every
measure to protect user privacy.”

Cyberspace comes under increasing control: Supreme Leader

orders establishment of “Supreme Cyber Council”
Source: http://www.terrorism-info.org.il/malam_multimedia/English/eng_n/html/iran_e161.htm
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The Supreme Leader’s directive on the
establishment of the Supreme Cyber
Council, as it appeared on his official
website

Headed by the president, the council
members will include the Majles
chairman, the chief of the judiciary, the
head of Iran Broadcasting, the
ministers  of  telecommunications,
Islamic guidance, intelligence, and
science, the chairman of the Majles
Culture Committee, the chairman of
the Islamic Propagation Organization,
the chief of the Revolutionary Guards,
the commander of the internal security
forces, as well as seven experts on
internet and information technology.

The new council has been instructed
to promptly establish a “National Cyber
Center” to be in charge of all cyber
activities in Iran and elsewhere, which
: includes issues of software, hardware,
and internet content. The center will
also supervise the implementation of

dlna gk 6 gl

Last Wednesday, March 7, Supreme Leader
Ayatollah Ali Khamenei issued a new directive
on the establishment of a “Supreme Cyber
Council”. The directive says that the decision to
establish the council was made in response to
the growth of information and
telecommunications technology, particularly the
global internet network, and its impact on
individual and social life. Other factors behind
the establishment of the council are the need to
facilitate the most effective possible use of the
opportunities inherent in technological progress
for the advancement of public services, and the
need to step up planning and integration of
efforts to prevent damage that can be caused
by the growing use of cyberspace.

decisions made with regard to these
issues. The Supreme Leader instructed all
government institutions to cooperate with the
new center.

Seyyed Mehdi Khamoushi, chairman of the
Islamic Propagation Organization, discussed
the need for the establishment of the new
council. In an article published on the Supreme
Leader’s official website, Khamoushi said that
Iran’s enemies consider the “soft war” and the
cultural attack on Iran to be the most important
struggle intended to undermine the Islamic
revolution. Iran needs to protect its
philosophical, religious, and cultural
borders, and take advantage of
cyberspace to send out its message

T a
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to the world and fight against the messages
sent by its enemies.

Iran is facing a “tsunami of information”, which
is why it needs a concerted effort to deliver its
messages and deal with the efforts made by its
enemies in this field. Iran is also facing a
technological progress that can be harnessed
to provide more effective social and
government  services and improve the
relationship between the administration and the
public.

The chairman of the Islamic Propagation
Organization noted that, in recent years,
experts, culture figures, clerics, and scientists
have communicated their concerns about
cyberspace to the Supreme Leader, and that
the new council will be tasked with formulating
ideas and plans in fields pertaining to the
internet and information technology. These
ideas will then be presented to the Supreme
Leader (www.khamenei.ir, March 8).

Dr. Kamyar Sagafi, who has been appointed to
the council, said that cyberspace cannot be the
responsibility of just one government ministry,
and that it requires coordination between many
different bodies. Different models used so far to
formulate policies on information technology
were insufficient, as the field requires a broader
outlook. Saqafi said that the composition of the
council shows how important this issue is for
the Supreme Leader (Mehr, March 10).

The establishment of the Supreme Cyber
Council was widely covered by Iranian media
and was even addressed by Ayatollah Ahmad
Jannati, the Friday prayer leader in Tehran.
Jannati, who serves as chairman of the
Guardian Council, said that the establishment
of the council is an indication of the attention
given by the Supreme Leader to issues others
tend to dismiss. Jannati noted that cyberspace
makes it possible for secrets to be stolen, and
that the internet poses a considerable threat to
world nations and is intended to create
insecurity in the world (Fars, March 10).

On the margins of the extensive media
coverage about the council's establishment,
the composition of the council was criticized by
an Iranian blogger. In a post made by Ali Pour-
Tabataba'i on his personal blog, the blogger
said that while in principle he does support the
establishment of the council, he has several
reservations about its activity and composition,
which may, in his view, weaken its ability to
solve the severe problems that exist in Iranian
cyberspace.

The blogger expressed his concern that the
establishment of the council will undermine the
Majles’ authority and its ability to pass new
laws pertaining to cyberspace. He noted that
similar councils established in the past, such as
the Supreme Council of the Cultural
Revolution, saw themselves above all other
branches of government and as having powers
not subject to any kind of control. For instance,
laws passed on the initiative of the Supreme
Council of the Cultural Revolution could not be
changed even by the Guardian Council or the
Expediency Discernment Council.

In addition, the blogger said that the
composition of the council will not allow it to be
in charge of both content issues and
technology issues involving cyberspace. He
noted that most council members are
engineers or technical experts. The council has
no experts on social sciences or humanities,
and no senior representative from the religious
seminaries who could speak for top clerics and
religion students.

The presence of representatives from the
Revolutionary ~ Guards, the Ministry of
Intelligence, and the internal security forces is
similarly problematic, Pour-Tabataba'i said,
since it can prompt the council to adopt a
‘security-oriented  approach”.  Such  an
approach considers every online activity a
conspiracy that has to be combated. If this
approach is adopted by the new council, the
result may be an escalation of the struggle
already waged on “cyberspace activists”. This
struggle has already provoked dissatisfaction
from cyber activists who support the Islamic
republic, according to Pour-Tabataba'i.

Finally, the blogger warned that the
establishment of the new council will make it
even more difficult to solve currently existing
problems with cyberspace. Instead of scaling
back the agencies involved in the field, the
council may become a new bloated and
inefficient government center that will provide
no solution to the demands brought up by the
Supreme Leader
(http://www.kheyzaranonline.ir/1390/12/18/supr
eme-council-of-cyberspace-affect-all-irans-
cyber-space).

As the authorities tighten their control of the
internet, this week Telecommunications
Minister Reza Tagipour once again . ..
addressed the threats posed by the
network, and the intent to create a
national intranet. In an interview given
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to ISNA News Agency, the minister said that
the intranet will operate separately from the
global internet network and will make it
possible to transfer information securely, which
is currently impossible with the global network.
He added that the creation of the national
information network requires the cooperation of
the public and private sectors (ISNA, March
10).

At a meeting with his Iragi counterpart,
Tagipour said that Western countries,
particularly the United States, use the internet
for spying and spreading corruption, but that
Iran has launched activities designed to
manage the use of the internet and limit its
abuse. The internet should serve all countries
in the world, not just the West, which uses it for
its economic needs and for harming other
countries, the minister said (Fars, March 10).
Meanwhile, this week the Iranian Center for
Statistics published information on internet
penetration and web surfing habits in Iran for
2010-2011. According to the information,
during the period in question, the internet
penetration rate reached 18.9 percent in urban
areas and 4 percent in rural areas. A total of 11
million Iranians accessed the internet.
According to the data, 83.8 percent of all web
surfers in Iran still use a dial-up connection, 13
percent use ADSL, and 0.9 percent have wi-fi.

o About 4.3 million of the 20.3 million families
in Iran (21.4 percent) have an internet
connection at home: 94 percent of families
living in urban areas and only 6 percent of
families living in rural areas. Among urban
families 91.5 percent have a personal
computer at home, compared to 12 percent
of families in rural towns and villages.

e 6.4 milion (58.1 percent) of Iran’s web
users are men and 4.6 milion (41.9
percent) are women. 16.6 percent of Iran’s
male population use the internet, compared
to 7.12 percent of the female population.

o 0.4 percent of internet users are less than
10 years old, 26 percent are 10-19, 43.2
percent are 20-29, 21 percent are 30-44,
8.7 percent are 45-64, and 0.5 percent are
over 65.

o 75.2 of internet users surf the web at home,
224 percent use internet cafés, 14.4
percent surf at work, 13.4 percent surf at
school, 4.3 percent use cellular telephones,
3.9 percent surf at other people’s houses,
and 1.4 percent surf in libraries.

e 26.1 percent of internet users access the
web at least once a day, 33.1 percent at
least once a week but not every day, 26.6
percent at least once a month but not every
week, and 14.1 percent access the web
less than once a month (Alef, March 11).

The Global Cyber Warfare Market 2011-2021
Source:https://Iwww.asdreports.com/shopexd.asp?id=25802&desc=The+Global+Cyber+Warfare+Market
+2011%2D2021&utm_source=SMI&utm_medium=email3rd&utm_campaign=cyber_defence

1CD Research

ICD Research
The Global Cyber Warfare Market
20112021

This report offers detailed analysis of the global

Cyber Warfare market over the next ten years,

and provides extensive market size forecasts

by country and sub sector. It covers the key
technological and market trends in the Cyber

Warfare market. It further lays out an analysis

of the factors influencing the demand for Cyber

Warfare solutions, and the challenges faced by

industry participants.

In particular, it provides an in-depth analysis of

the following:

e Global Cyber Warfare market size and
drivers: comprehensive analysis of the
global Cyber Warfare market through 2011-
2021, including highlights of the demand
drivers and growth stimulators for
Cyber Warfare solutions. It also
provides an insight on the .

.
spending pattern and  ox

£
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modernization pattern in different regions
around the world.

e Recent development and industry
challenges: insights into technological
developments in the global Cyber Warfare
market, and an extensive analysis of the
changing preferences of armed forces
around the world. It also provides the
current consolidation trends in the industry
and the challenges faced by industry
participants.

o SWOT analysis of the global Cyber Warfare
market: exhaustive analysis of industry
characteristics, determining the strengths,
weaknesses, opportunities and threats
faced by the Cyber Warfare market.

e Global Cyber Warfare market-country
analysis: analysis of the key markets in
each region, providing an analysis of the
top segments of Cyber Warfare expected to
be in demand.

e Major programs: details of the major
programs in each segment expected to be
executed during the forecast period.

o Competitive landscape and strategic
insights: detailed analysis of competitive
landscape of the global Cyber Warfare
industry. It provides an overview of key
Cyber Warfare solutions providers catering
to the global Cyber Warfare sector, together

with insights such as key alliances,
strategic initiatives and a brief financial
analysis.

The global spending on cyber warfare systems
is expected to remain robust over the forecast
period due primarily to the increased
importance of such systems in modern warfare.
The formation of the US Cyber Command or
USCybercom by the highest defense spender
globally, highlights the importance of cyber
warfare in today's world. Furthermore, the
cyber attacks in South Korea, the US, Estonia
and Georgia in 2011, add credence to the
growing expenditure on global cyber warfare
systems. Wars include a mix of physical,
mental and tactical elements with information
and communication technologies (ICT) playing
a major role in the capabilities of mobile forces
armed with real-time information devices. ICTs
can be used to attack these battlefield systems
directly, to capture sensitive data from defense
contractors and governments or disrupt
national infrastructure.  Equally, defense
systems must be built to detect and counter
these attacks, making cyber warfare systems
essential tools for maintaining an advantage in
modern conflicts.

Analysis of the global Cyber Warfare market size from 2011 through 2021
Analysis of defense budget spending pattern by region

Insights on the region wise defense modernization initiatives

Sub-sector analysis of the Cyber Warfare market

Analysis of key global Cyber Warfare market by country

Key competitor profiling specifically focusing on the global Cyber Warfare market

In the Age of the Internet Russia Races Several Strains of

Radical Islam
Source: http://lwww.jamestown.org/

There has recently been a spate of news
stories in Russia about the Hizb ut-Tahrir al-
Islami organization (Party of Liberation). This
organization is on the Russian Supreme
Court’s official list of terrorist organizations and
thus its activities in the country are banned
(www.rg.ru/2006/07/28/terror-organizacii.html).
An international pan-Islamic Sunni
organization, Hizb ut-Tahrir is outlawed in
Egypt and Germany and all of the Central Asia

states. One wonders what this organization has
to do with the North Caucasus.

Still, Ingushetia’s law enforcement agencies
have found followers of Hizb ut-Tahrir in the
republic  (www.magastimes.com/news/press-

reliz-mvd-rf-po-ri). The accountant of the rights
organization Mashr, Murad Yandiev, was one
of four suspected adherents of this
Islamic  organization who were
arrested. In the house where the

arrests took place, police found ‘*e» oy
e, W12
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literature of the banned extremist “party.” The
head of Mashr stated that nobody in Ingushetia
had heard of Hizb ut-Tahrir before
(www.georgiatimes.info/articles/72867-1.html).
However, as soon as the name Hizb ut-Tahrir
was heard in Russia, some experts, such as
Ahmed Yarlykapov and Roman Silantyev,
hastily declared that the group was advancing
its interests in the North Caucasus, challenging
Salafism.

This conclusion is hardly accurate. Salafism
and the ideology of Hizb ut-Tahrir al-Islami are
not opposed to each other. On the contrary,
they are both parts of the same platform of
radical Islam. Thus, making rash statements
founded only on two or three Russian-language
books that are distributed in Moscow and
elsewhere in the country with the authorities’
consent is not justified, because there are no
signs of major ideological changes inside
Russian Muslim society. The fact that the
Salafis are making use of Hizb ut-Tahrir's
literature confirms that the two Islamic
movements have much in common, starting
from their aims and ending with their methods
of capturing power in various countries. To
consider them rivals competing to control
territories has little to do with the actual reality.
Still, Russian authorities are haunted by the
image of Hizb ut-Tahrir not just in the North
Caucasus, but throughout the country. Initially,
the authorities started to take notice of this
organization at the time arrests of Muslims
started in Tatarstan. Groups of Muslims
appeared there that did not recognize the
authority of the official Islamic clergy, and this
immediately caught the attention of the
Russian security services. A preacher from
Tashkent, Alisher Usmanov, was one of the
founders of the branch of the party in
Tatarstan. In 2005, Usmanov was convicted of
participating in an extremist organization and
possession of explosives
(www.intertat.ru/ru/criminal/item/2892-halifat-
strogogo-rezhima.html). Trials of members of
Hizb ut-Tahrir are not infrequent in Tatarstan.
The same trend can be seen in neighboring
Bashkortostan. On February 23, 2012, a local
court in Bashkortostan’s Davlekanovsky district
convicted four local residents of being
members of an extremist cell of Hizb ut-Tahrir.
Prior to that, other people suspected of
participation in Islamic organizations also were
put on trial
(www.vz.ru/news/2012/2/23/563484.html).

The authorities also reported they had arrested
members of Hizb ut-Tahrir in Moscow itself
(www.rosbalt.ru/moscow/2011/09/14/889741.ht
ml), so these events should be interpreted as
links in a chain, and the groups should not be
viewed as different organizations competing
with each other for influence in Russia’s
Muslim community.

Several dozen people are serving prison terms
in Russia under Article 282-2 of Russia’s
Criminal Code for participating in various
extremist Muslim organizations
(http://lenta2012.ru/pulsblog/263580_zakluche
nnie-ekstremisti.aspx). It should be noted that
Hizb ut-Tahrir al-Islami’'s leaders in Russia are
normally people originating from Uzbekistan,
Tajikistan and other Central Asian states.
Leaders of the armed North Caucasian
resistance and their supporters normally come
from the North Caucasus. North Caucasian
jamaats can be encountered across Russia
and include not only natives of the Caucasus,
but also ethnic Russians who converted to
Islam.

An example of this was the case of 11
members of a jamaat in Novosibirsk who were
arrested earlier this month
(http://news.ngs.ru/more/378917/). The jamaat
members were accused of plotting attacks and
of financing the North Caucasian armed
resistance. Similar jamaats operate in other
parts of the country — from Kaliningrad to
Vladivostok. For the time being, these jamaats
act as missionary-educational groups and are
not militarized. However, when the authorities
decide that they have become too dangerous
because they are starting to influence young
people, the jamaats are declared accomplices
of the North Caucasian militarized jamaats.
This has happened to jamaat groups in
Nizhnekamsk and Naberezhnye Chelny, in
Tatarstan; and in Nizhnevartovsk, in the
Khanty-Mansisk autonomous district
(http://news.rin.ru/news/150375/).

The two brands of radical Islam in Russia differ
in some respects. Hizb ut-Tahrir puts an
emphasis on attracting the maximum possible
number of Muslims into its ranks to change the
map of a region. The jamaats try to create
structures in Russia that would contribute to
the victory of the armed resistance in the
North Caucasus. The supportive 4
structures either turn into insurgent . - *
groups or financial support groups. At 1
the same time, one should not clearly
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delineate these groups, inasmuch as they are
not exact replicas of their maternal
organizations in the North Caucasus and in the
Middle East, respectively. The two brands of
radicalism are still at the formative stage in
Russia and the dividing lines between them are
shadowy.

It is not surprising that Russia tries to point to
Hizb ut-Tahrir's presence in the country as
evidence confirming the official propaganda
that all the tension and problems in the Muslim
part of Russian society is connected to external
influences. This was tried out in Chechnya,
when the Russian government recast the
members of the armed resistance as a branch
of al-Qaeda in the North Caucasus. In fact, it
was hard to agree with this conclusion, since

Cyber Conflict
Competing National Perspectives

Cyber Edited by Daniel Ventre, CNRS, France

LU [SBN: 9781848213500
Pl Pyblication Date: March 2012
g - Hardback 352 pp.

145.00 USD

Today, cyber security, cyber defense,
information warfare and cyber warfare issues
are among the most relevant topics both at the
national and international level. All the major
states of the world are facing cyber threats and
trying to understand how cyberspace could be
used to increase power.

Through an empirical, conceptual and
theoretical approach, Cyber Conflict has been
written by researchers and experts in the fields
of cyber security, cyber defense and
information warfare. It aims to analyze the

al-Qaeda ignored the North Caucasus for a
long time, discounting it as a region where it
had no vested interest.

Thus, Islamic life in Russia is becoming more
diverse than government authorities would like
to admit. Stopping this process of integration of
Russian Muslims into the world system of
Muslim organizations in the age of the Internet
is practically impossible now. While the Soviet
Union managed to shut its borders and shield
itself from external influences, this will not
happen in today’s Russia. The Russians,
however, have not yet come to grasp the
amount of Muslim influence on the country that
will be exerted in the near future. The impact
will not be a purely Russian phenomenon, but
rather part of a worldwide trend.

processes of information warfare and cyber
warfare through historical, operational and
strategic perspectives of cyber attack. It is
original in its delivery because of its
multidisciplinary ~ approach ~ within ~ an
international framework, with studies dedicated
to different states — Canada, Cuba, France,
Greece, Italy, Japan, Singapore, Slovenia and
South Africa — describing the state’s application
of information warfare principles both in terms
of global development and “local” usage and
examples.

1. Canada’s Cyber Security Policy: a Tortuous Path Toward a Cyber Security Strategy, Hugo Loiseau

and Lina Lemay.

2. Cuba: Towards an Active Cyber-defense, Daniel Ventre.

3. French Perspectives on Cyber-conflict, Daniel Ventre.

4. Digital Sparta: Information Operations and Cyber-warfare in Greece, Joseph Fitsanakis.

5. Moving Toward an Italian Cyber Defense and Security Strategy, Stefania Ducci.

6. Cyberspace in Japan’s New Defense Strategy, Daniel Ventre.

7. Singapore’s Encounter with Information Warfare: Filtering Electronic Globalization and Military

Enhancements, Alan Chong.

8. A Slovenian Perspective on Cyber Warfare, Gorazd Praprotnik, Iztok Podbregar, Igor Bemik - **,

and Bojan Ticar.
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9. A South African Perspective on Information Warfare and Cyber Warfare, Brett van Niekerk and Manoj
Maharaj.
10. Conclusion, Daniel Ventre.
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Passwords contribute to online insecurity
Source:http://www.homelandsecuritynewswire.com/dr20120404-passwords-contribute-to-online-

insecurity

Online passwords are so insecure that 1
percent can be cracked within ten guesses,
according to the largest ever sample analysis.
The research was carried out by Gates
Cambridge scholar Joseph Bonneau and will
be presented at a
security  conference
held  under the
auspices  of  the
Institute of Electrical
and Electronics
Engineers in May.

A University  of
Cambridge  release
reports that Bonneau
was given access to
seventy million
anonymous
passwords  through
Yahoo! — the biggest
sample to date — and,
using statistical
guessing metrics,
trawled them for information, including
demographic information and site
usage characteristics.

He found that for all demographic groups
password security was low, even where people
had to register to pay by a debit or credit card.
Proactive measures to prompt people to
consider more secure passwords did not make
any significant difference.

How China Steals Our Secrets

By Richard A. Clarke

There was some variation, however. Older
users tended to have stronger online
passwords than their younger counterparts.
German and Korean speakers also had
passwords which were more difficult to crack,

while  Indonesian-

speaking users’
passwords were the
least secure.

Even people who
had had their
accounts hacked did
not opt for
passwords  which
were  significantly
more secure.

The release notes
that the main finding,
however, was that
passwords in general
only contain between
ten and twenty bits of
security against an
online or offline attack.

Bonneau, whose research was featured in the
Economist, concludes that there is no evidence
that people, however motivated, will choose
passwords that a capable attacker cannot
crack. “This may indicate an underlying
problem with passwords that users aren’t
willing or able to manage how difficult their
passwords are to guess,” he says.

Source:http://www.nytimes.com/2012/04/03/opinion/how-china-steals-our-secrets.html?_r=1&ref=

opinion

For the last two months, senior government
officials and private-sector experts have
paraded before Congress and described in
alarming terms a silent threat: cyberattacks
carried out by foreign governments. Robert S.
Mueller [ll, the director of the F.B.l., said
cyberattacks would soon replace terrorism as
the agency’s No. 1 concern as foreign hackers,
particularly from China, penetrate American
firms’ computers and steal huge amounts of
valuable data and intellectual property.

It's not hard to imagine what happens when an
American company pays for research and a
Chinese firm gets the results free; it destroys
our competitive edge. Shawn Henry, who
retired last Friday as the executive assistant
director of the F.B.l. (and its lead agent on
cybercrime), told Congress last week of an
American company that had all of its :
data from a 10-year, $1 bilion ~ 4 = %
research program copied by hackers R

in one night. Gen. Keith B. Alexander,
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head of the military’s Cyber Command, called
the continuing, rampant cybertheft “the greatest
transfer of wealth in history.”

Yet the same Congress that has heard all of
this  disturbing testimony is mired in
disagreements about a proposed cybersecurity
bill that does little to address the problem of
Chinese cyberespionage. The bill, which would
establish noncompulsory industry cybersecurity
standards, is bogged down in ideological

when they have been victims  of
cyberespionage, most do not. Some, including
Sony, Citibank, Lockheed, Booz Allen, Google,
EMC and the Nasdaq have admitted to being
victims. The government-owned National
Laboratories and federally funded research
centers have also been penetrated.

Because it is fearful that government
monitoring would be seen as a cover for illegal
snooping and a violation of citizens’ privacy,

disputes.  Senator  John
McCain, who dismissed it as a
form of unnecessary
regulation, has proposed an
alternative bill that fails to
address the  inadequate
cyberdefenses of companies
running the nation’s critical
infrastructure. Since
Congress appears unable and
unwiling to address the
threat, the executive branch
must do something to stop it.

In the past, F.B.l. agents
parked outside banks they
thought were likely to be
robbed and then grabbed the
robbers and the loot as they
left. Catching the robbers in
cyberspace is not as easy, but
snatching the loot is possible.

General Alexander testified last week that his
organization saw an inbound attack that aimed
to steal sensitive files from an American arms
manufacturer. The Pentagon warned the
company, which had to act on its own. The
government did not directly intervene to stop
the attack because no federal agency believes
it currently has the authority or mission to do
SO.

If given the proper authorization, the United
States government could stop files in the
process of being stolen from getting to the
Chinese hackers. If government agencies were
authorized to create a major program to grab
stolen data leaving the country, they could
drastically reduce today’s wholesale theft of
American corporate secrets.

Many companies do not even know when they
have been hacked. According to Congressional
testimony last week, 94 percent of companies
served by the computer-security firm Mandiant
were unaware that they had been victimized.
And although the Securities and Exchange
Commission has urged companies to reveal

the Obama administration has not even
attempted to develop a proposal for spotting
and stopping vast industrial espionage. It fears
a negative reaction from privacy-rights and
Internet-freedom advocates who do not want
the government scanning Internet traffic.
Others in the administration fear further
damaging relations with China. Some officials
also fear that standing up to China might
trigger disruptive attacks on America’s
vulnerable computer-controlled infrastructure.
But by failing to act, Washington is effectively
fulfilling China’s research requirements while
helping to put Americans out of work. Mr.
Obama must confront the cyberthreat, and he
does not even need any new authority from
Congress to do so.

Under Customs authority, the Department of
Homeland Security could inspect what enters
and exits the United States in cyberspace.
Customs already looks online for

child pornography crossing our virtual e e

borders. And under the Intelligence
Act, the president could issue a
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finding that would authorize agencies to scan
Internet traffic outside the United States and
seize sensitive files stolen from within our
borders.

And this does not have to endanger citizens’
privacy rights. Indeed, Mr. Obama could build
in protections like appointing an empowered

privacy advocate who could stop abuses or any
activity that went beyond halting the theft of
important files.

If Congress will not act to protect America’s
companies from  Chinese  cyberthreats,
President Obama must.

Richard A. Clarke, the special adviser to the president for cybersecurity from 2001 to 2003,
is the author of “Cyber War: The Next Threat to National Security and What to Do About It.”

Cyberweapon blowback

Source: http://lwww.homelandsecuritynewswire.com/dr20120403-cyberweapon-blowback

In the fall of 2010 the Iranian nuclear effort was
brought to a temporary halt when sophisticated
malware was introduced into Iran’s uranium
enrichment program. The malicious code,
known as Stuxnet, was a highly specific virus

#include <windows.h>
#include <defs.h>

be related to Stuxnet (experts have since
concluded that Duqu was designed by the
same people who designed Stuxnet).

In the security sector, there is an active debate
as to whether or not these cyberweapons can

// Data declarations

extern
extern
extern
extern
extern
extern
extern
extern
extern
extearn
extern
extern
extern
extern
extern
extearn
weak

extern
extern
extern
extern

- e

char *off_10001cF2; //

char byte_10001DC7; //
int dword_1000215A; //
int dword_10002162; //
int dword_10002166; //
int dword_1000216A; //
int dword_1000216€E; /
int dword_10002172; /
int
int
int
int
int
int

dword_1000217A; //
dword_1000217E; //
dword_10002182; //

dword_1000218€e; //
dword_10002192; //
dword_10002196; //
(__stdcall *dword_1

AAAMRAZIALZO .

int
int
int
int

iR R ] waeale

targeting only Siemens supervisory control and
data acquisition (SCADA) systems. In the world
of cyberwarfare, it was a nuclear weapon.

On 2 July 2011, The Hacker News announced
that the Stuxnet code was available for
download, providing a link to obtain the code.
The weapon was now available to anyone. On
1 September 2011, a worm subsequently
named Duqu was discovered, and thought to

weak

weak
weak
wealk
weak
weak

/ weak
/ weak
(__stdcall *dword_10002176) (_DWORD): // weak

weak
weak
weak

weak
weak
weak

F

int dword_10001cp0[8]; // weak
char byte_10001cF9[3]; // weak

(__stdcall *dword_10002186) (_DWORD, _DWORD, _DWORD, _DW
(__stdcall *dword_1000218A) (_DWORD, _DWORD, _DWORD, _DW

000219A) (_DworRD) ; // weak
ATy Fl

be converted and used against the United
States and its allies.

There are few known strands in this debate.
One is that the worm itself is nothing special, in
that it spreads indiscriminately once introduced
into a system, a fundamental feature

of this virus form. What is unique - ~.
about Stuxnet is that it contains a g
malicious payload targeting specific

.
e
P
-
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Siemens industrial control systems. Given that
the Iranian systems attacked were isolated
from the Internet, some analysts believe that it
was introduced into the facilities network via a
flash drive device.

Coupling this information with the fact that the
specific systems attacked were known and
included in the virus leads to the conclusion
that espionage was involved in gathering the

Liam O Murchu, a manager of operations at
Symantec  Security Response,  told

Foxnews.com that it would be very difficult
rework the Stuxnet and use it in an attack
without having the source code. “So from that
point of view, it's not so dangerous to have
Stuxnet out in the wild right now. Even if you
get your hands on it, you don’t have the source
code to refashion it to do something else.”

system information needed, and introducing
the worm into the Iranian facilities’ network.
The 1983 movie "War-games" depicted a
dystopian vision of a computer-controlled
Armageddon. Today, cyber-war is very much a
reality. (United Artists)

This has led to the belief that Stuxnet could
only have been created with nation-state
support, and speculated that the United States
or Israel, singly or in partnership, had created
and released the worm.

2012 Top Cyber-Threats

The real danger is not that the code can be
reused, but that its existence provides a
pathway to the methodology. Code reuse is
common practice, and certainly is applicable
here. Tweaking the code itself, however, is not
the major concern.

The real concern is that Stuxnet's existence
demonstrates what is achievable.

Security analysts are confident that they can
stop anything that is a variant of Stuxnet, but
the real challenge is stopping something in the
style of Stuxnet. This is where the
confidence ends.

Source: http://info.publicintelligence.net/USAF-CyberThreat2012.pdf

Every year as technology grows and advances
thus do the threats that surround it. Predicting
what new cyber threats to look for may not
always be an easy task. By keeping up with
the past trends and ever changing current
environment, may help to give us a good
handle on how to prepare for what may be to
come.

Last year we saw great changes in Hacktivism,
mobile threats, social-media exploitation,
clientside exploitation, and targeted attacks.
As many of these will only continue to evolve
as we step in to 2012, there are many more to
be added to the list and not ignored.
According to McAfee, the top ten
threats for 2012 are:
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1. Attacking Mobile Devices — Over the last
two years mobile devices and smartphones
have experienced a huge increase in attacks
with 2011 showing the largest levels in mobile
malware history. As they did on PCs, rootkits
and botnets deliver ads and make money off of
their mobile victims the same way. The
installation of software or spyware, ad clicks or
premium-rate text messages, as well as a shift
toward mobile banking attacks is just a few
threats facing mobile device users. As more
users handle their finances on mobile devices,
techniques previously dedicated for online
banking will now focus on mobile banking
users, bypassing PCs and going straight for
mobile banking apps.

2. Embedded Hardware - GPS, routers,
network bridges, and recently many consumer
electronic devices use embedded functions
and designs. Malware that attacks at the
hardware layer will be required for exploiting
embedded systems. Attackers will often try to
‘root” a system at its lowest level. If code can
be inserted that alters the boot order or loading
order of the operating system, greater control is
gained and can maintain long-term access to
the system and its data. The consequence of
this trend is that other systems that use
embedded hardware, for example, automotive
systems, medical systems, or utility systems
will become susceptible to these types of
attacks. These proofs-of-concept code are
expected to become even more effective in
2012.

3. “Legalized” Spam - Since the drop in
global spamming volumes from the peak in
2009 and the increased black market cost of
sending spam through botnets, “legitimate”
advertising agencies. The United States’ CAN-
SPAM Act was watered down so much that
advertisers are not required to receive consent
for sending advertising. “Legal” spams, and
the technigue known as “snowshoe
spamming,” are expected to continue to grow
at a faster rate than illegal phishing and
confidence scams.

4. Industrial Attacks — Gaining more attention
every day, the cyber threat potential is one of
few that pose real loss of property and life.
Water, electricity, oil and gas are essential to
people’s everyday lives, Many industrial
systems are not prepared for cyber attacks, yet

many such as water, electricity, oil and gas are
essential to everyday living. As with recent
incidents directed at water utilities in the U.S.,
attackers will continue to leverage this lack of
preparedness.

5. Hacktivism - One thing is certain, when a
target was identified, hacktivists are a credible
force. The problem in 2011 was the undefined
structure, differentiating between rogue script
kiddies and a politically motivated campaign
was a task. McAfee Labs predicts that in 2012,
either the ‘true” Anonymous group will re-
invent itself, or die out. The other piece to look
for in 2012, digital and physical demonstrations
becoming more engaged and targeting public
figures more than ever before.

6. Virtual Currency - Also commonly referred
to as cyber-currency, a popular means to
exchange money online which is not backed by
tangible assets or legal tender laws. Many use
services such as Bitcoin, which allows users to
make ftransactions through a decentralized,
peer-to-peer network using an online wallet to
receive ‘“coins” and make direct online
payments. Users need a wallet address to be
able to send and receive coins, the wallets
however are not encrypted and the
transactions are public. This  boosts
opportunity for cybercriminals, not to mention
Trojan malware.

7. Rogue Certificates — We often tend to trust
digitally-signed certificates without a second
thought believing the digital signature or
certificate authority they came from to be legit.
Recent threats such as Stuxnet and Duqu used
rogue certificates to evade detection and
investigations have shown that as many as 531
fraudulent certificates were issued from
DigiNotar, a troubled Dutch authority that
recently declared bankruptcy.  Increased
targeting of certificate authorities and the
broader use of fraudulent digital certificates will
only increase, giving attackers an even greater
advantage.

8. Cyber War - As more and more countries
are realizing the harmful outcomes cyber
attacks pose, industrial attacks for example,
that carry crippling potential, the need 4
for defense is more apparent than . . *,
ever. McAfee Labs expects to see 1
countries demonstrate their cyber war
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capabilities in 2012, in order to send a
message.

9. Domain Name System Security
Extensions — A technology to protect name-
resolution services from spoofing and cache
poisoning by using a “web of trust” based on
public-key cryptography; meant to protect a
client ~ computer  from inadvertently
communicating with a host as a result of a
“man-in-the-middle” attack. Unfortunately it
would also protect from spoofing and
redirection of any attempts by authorities who
seek to reroute Internet traffic destined to
websites that are trafficking in illegal software
or images. With governing bodies around the
globe taking a greater interest in establishing
‘rules of the road” for Internet traffic, McAfee
Labs expects to see more and more instances

in which future solutions are hampered by
legislative issues.

10. Advances in Operating Systems -
Recent versions of Windows have included
dataexecution protection as well as address-
space layout randomization. These security
methods make it harder for attackers to
compromise a victim's machine. Encryption
technologies have also boosted OS protection
in recent years. As with most internal OS
security measures, attackers very quickly found
ways to evade them. Advances by the
information security industry and operating
system will continue to advance, but will that
push malware writers to focus on directly
attacking hardware? McAfee Labs expects to
see more effort put into  hardware and
firmware exploits and their related real-world
attacks through 2012.

Who is Waging Cyberwar Against the Jihadi Networks?
Source: http://lwww.time.com/time/world/article/0,8599,2111293,00.html#ixzz1rHCpz7VN

“The enemies of Allah who boast of their
freedoms have not spared any effort to
eradicate our blessed media." After two weeks

facebook

four similar sites had failed to shut it down
permanently. But terrorism analysts see the
event in a different light. As they investigate the
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came back online yesterday with a gloat: an
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mystery of who caused the outage
and why, most can't help but see in
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the blackout one more piece of evidence that
al-Qaeda is in disarray.

Websites like Shamukh al Islam perform a
critical function in jihadist circles. Loaded with
videos that depict alleged Western atrocities
against Muslims, they recruit supporters, while
their chatrooms and forums allow jihadists
around the globe to communicate with one
another and to exchange information, including
instructions on bomb construction and
chemical warfare.

So when Shamukh al Islam, perhaps the most
prominent of jihadist forums, suddenly fell silent
on March 22 or 23, terrorism analysts took
notice. That interest only grew over the next
few days as four other sites went down and,
with one exception, stayed that way. "For four
of these sites to be offline for two weeks is
unprecedented," says Aaron Zelin, a
researcher at Brandeis University. "We've seen
other cyberattacks on these sites before, but
they've never managed to keep them down for
that long."

However significant the outage may be, no one
is quite sure of who caused it, or why.

Because Shamukh went down right after
French authorities cornered and killed
Mohammed Merah, the 23-year-old jihadist
who shot seven people in Toulouse, some
analysts have suggested a connection. "Our
first suspicion was that the blackout was
somehow connected to Merah, just based on
the timing," says Evan Kohimann, terrorism
analyst at Flashpoint Partners, a consulting
agency. "The presumption here is that
someone is intent on thwarting, or at least
complicating, al-Qaeda's efforts to release a
particular piece of media" — perhaps the same
Merah video that was sent to Al Jazeera but
never aired.

Yet a French connection is not the only
possibility. On March 27, Spanish authorities
arrested Muhrad Hussein Almalki in the coastal
city of Valencia. Known as "The Librarian" for
his work administering and archiving jihadist
websites, Almalki supervised one of the
downed sites, and posted frequently under
various aliases on at least two others. In a
2011 post to Shamukh, he answered a call for
"enemy names" with a list of targets that
included the two George Bushes, Bill Clinton
and Tony Blair.

For Manuel Torres, terrorism expert at Seville's
Pablo de Olavide University, Almalki's arrest
suggests that the sites' operators may have

taken down the forums themselves. "Almalki
was an administrator, and that means his
arrest posed a significant danger — in both this
case and a similar one in 2010, police found a
list of passwords," says Torres. "They might
have taken down the sites themselves for
protection."

When sites have voluntarily gone dark in the
past however, their administrators have
usually posted messages to that effect —
something that did not happen in the Shamukh
case until April 2. But if the evidence does
indeed point to a cyberattack, who was behind
it?

On April 4, Pelayo Barro, a journalist for the
Spanish digital newspaper El Confidencial,
reported that the U.S. government had
something to do with it. "My source, who works
as an outside consultant for Spain's National
Intelligence Center, told me that U.S.
intelligence agents got in touch with their
Spanish counterparts in late March," Barro told
TIME. "They told them that, a few days earlier,
a team of 10 hackers working for the Obama
government had broken the passwords of
several of the principal Islamist forums. They
said it was the biggest cyberattack yet against
these sites." According to Barro, information
gleaned from this attack enabled Spanish
authorities to locate and arrest "The Librarian,"
a figure they had been interested in for over a
year.

Kohlmann,  however, questions  U.S.
involvement. "Generally speaking, the U.S.
government does not shut down jihadi
websites," he says. "Most of the people that |
know in U.S. law enforcement and intelligence
agencies believe it is more fruitful to leave the
websites online and use them for intelligence
purposes." And if it wasn't the U.S.
government? "Other possible responsible
parties might include the governments of
France and lIsrael, as well as more skilled
cybervigilantes."

Britain brought down jihadist websites in 2010,
but did not admit to doing so until this year. So
it is likely that the responsible party, whomever
it is, will not be confessing anytime soon. But
more significant than its origins may be what
the attack reveals about al-Qaeda. "People in
some intelligence agencies believe the
organization is very weak," says . ..
analyst Zelin. "And the length and . -
breadth of this outage seems to 3
support that."
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That's not to say, however, that these jihadist
networks no longer pose a threat. "It's definitely
a setback for al-Qaeda's communication

network," says Kohlmann. But "if the past can

serve as example, other trusted, authenticated
forums will simply step up and take its place."

Team Poison hacks MI6 —then calls to boast
Source:http://www.msnbc.msn.com/id/47032601/ns/technology_and_science-security/#. T4hYKdmRQ4k

The hacktivist collective calling itself Team
Poison (TeaMpOisoN) unleashed an automated
24-hour "phone bomb" assault against MI6, the

embarrass governments," and he curses the

police. TriCk also tells the MI6 representative
that Ryan Cleary, a 19-year-old British hacker

United Kingdom's Secret Intelligence Service,
and then called the agency to boast.

The barrage of phone calls tied up MI6's phone
lines, effectively preventing any legitimate calls
from getting through. Each time an MI6 official
answered the phone, a robot voice said "Team
Poison," the news site Softpedia reported.

To keep from being traced, the calls were
automated through a script run on a
compromised server in Malaysia, Softpedia
said.

Following the phone bombing, Team Poison
leader "TriCk" called the secret intelligence
service directly to taunt it. In a YouTube video
uploaded Tuesday, TriCk, speaking with a
British accent, tells the MI6 representative,
"You're being phone-bombed right now, mate."
TriCk, who said he is 16, also calls himself
Robert West, and tells the two MI6
representatives on the line that he's "got some
terrorism here."

When asked about Team Poison's philosophy,
TriCk answers, "Knowledge is power. We

arrested last June for a string of hacks against
government agencies, is his brother.

MI6 responds that the information TriCk has
disclosed "is being passed to the FBI."

TEAMPOISON

Team Poison posted another video to -
YouTube today on Thursday. This =
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video, according to the hackers, captures a
conversation between MI6 and the FBI. MI6
admits in the taped call that it has received
about "700 calls over the last couple nights."

In a statement posted along with this second
video, TriCk said his hacking group targeted
MI6 "purely because they help lock up innocent
people who they themselves label as terrorists
with no proof at all."

TriCk cites "Babar Ahmad, Adel Abdel Bary & a
few others" and says: "The people who have
been extradited have done nothing wrong to be
extradited to the U.S."

Adel Abdel Bary is an Egyptian militant wanted
in connection with the 1998 bombing of the
U.S. embassy in East Africa. He has been in
custody in the U.K. since 1999. Babar Ahmad
has been in custody in the UK., and is
believed to have been involved in supporting
Chechen and Afghan insurgents. On April 10,
the European Court of Human Rights ruled that
Ahmad can be extradited to the U.S.

"The US is calling it a 'global war on terror'
which in my opinion is a cover up for 'global
war on Islam," Team Poison wrote. "The real
terrorists are the guys sitting in 10 Downing
Street and the Whitehouse (sic)."

Hackers join Anonymous' anti-extradition
campaign

Team Poison's involvement in anti-government
campaigns coincides with the recent efforts of
Anonymous, which last weekend launched a
denial-of-service attack against the UK!'s
Home Office website.

That attack, part of the hackers' "Operation
Trial at Home," was carried out in protest of the
extraditon of three  suspected UK.
cybercriminals.

Yesterday, Anonymous said it would launch a
similar offensive Saturday against the website
of the Government Communications

Headquarters, the intelligence agency that,
along with MI6, protects UK. government
agencies from cyberthreats.
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